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1 Permissions Management

1.1 Creating an IAM User and Granting Organizations
Permissions

This section describes how a management account creates an IAM user and grants
organization administrator permissions to the user.

You can use Identity and Access Management (IAM) for fine-grained permissions
control on Organizations. With IAM, you can:

● Grant users only the permissions required to perform a given task based on
their job responsibilities. For example, you use the management account to
create two IAM users, and assign one of them the permissions to create and
delete OUs while the other one only the permission to view information
about OUs.

● Use the management account to create IAM users for personnel based on
your enterprise's organizational structure. Each IAM user has their own
identity credentials to access Huawei Cloud and use Organizations, improving
account security.

● Entrust another Huawei Cloud account or a cloud service to perform efficient
O&M on your Organizations.

If your HUAWEI ID or Huawei Cloud cloud account meets your permissions
requirements, you can skip this section.

The following describes how to create an IAM user and grant permissions to the
user. Figure 1-1 illustrates an example process.

Prerequisites
Before assigning permissions to user groups, learn about the permissions
supported by Organizations, as described in Permissions.

For the permissions of other services, see System Permissions.

Organizations
User Guide 1 Permissions Management

Issue 01 (2025-02-25) Copyright © Huawei Cloud Computing Technologies Co., Ltd. 1



Process Flow

Figure 1-1 Process of granting Organizations permissions

1. On the IAM console, Create a user group and assign permissions
(OrganizationsReadOnlyAccess as an example).

Create a user group on the IAM console to assign the Organizations
ReadOnlyAccess permissions to the group.

2. Create an IAM user and add it to the user group.

Create a user on the IAM console and add it to the user group created in 1.

3. Log in and verify permissions.

Log in to the console as the IAM user. If you can access Organizations and
view organization information but encounter an error message when you
attempt to add an OU, saying "Insufficient permission. Contact the
administrator", the Organizations ReadOnlyAccess policy has been applied
and you have only the permission to view organization information.

1.2 Creating Custom Policies
You can create custom policies to supplement the system-defined policies of
Organizations. For the actions that can be added to custom policies, see Policies
and Supported Actions.

To create a custom policy, choose either visual editor or JSON.

● Visual editor: Select cloud services, actions, resources, and request conditions.
There is no need to know much about policy syntax.

● JSON: Edit policies from scratch or based on an existing policy in JSON
format.

For details, see Creating a Custom Policy. The following lists examples of common
Organizations custom policies.
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Example Custom Policies
● Example 1: Grant permission to invite member accounts to join an

organization or to remove member accounts from an organization.
{
        "Version": "5.0",
        "Statement": [
                {
                        "Effect": "Allow",
                        "Action": [
                                "organizations:accounts:invite",
                                "organizations:accounts:remove"
                        ]
                }
        ]
}

● Example 2: Grant permission to deny the deletion of OUs or removal of
member accounts.
To apply a policy with only Deny statements, it must be used together with
other policies. If you do not assign the permission to perform an action, the
action is denied by default. If the permissions granted to an IAM user contain
both Allow and Deny, the Deny statements take precedence over the Allow
statements.
Assume that you want to grant the permissions of the
OrganizationsFullAccess policy to a user but want to prevent them from
deleting OUs or removing member accounts. You can create a custom policy
for denying the deletion, and attach this policy together with the
OrganizationsFullAccess policy to the user. As an explicit Deny in any policy
overrides any kind of Allow, the user can perform all operations on a given
organization except deleting its OUs or removing member accounts. The
following is an example of a deny policy:
{
        "Version": "5.0",
        "Statement": [
                {
                        "Effect": "Deny",
                        "Action": [
                                "organizations:ous:delete",
                                "organizations:accounts:remove"
                        ]
                }
        ]
}
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2 Managing Organizations

2.1 Overview of Organizations

What Is Organizations?

An organization is an entity that you create to manage multiple accounts. Each
organization is composed of exactly one management account, multiple member
accounts, and one root with many OUs organized in a hierarchical, tree-like
structure. You can group member accounts into the root or any of the OUs. For
details about the basic concepts of Organizations, see Basic Concepts.

Helpful links:

● Creating an Organization: You can use your current account as the
management account to create an organization and invite other accounts to
join your organization.

● Viewing Details About an Organization: You can view details about your
organization, root, OUs, and accounts.

● Deleting an Organization: You can delete an organization when you no
longer need it.

2.2 Creating an Organization
You can use a Huawei Cloud account as the management account to create an
organization. After creating the organization, you can invite existing accounts or
create new accounts to add them to your organization, and you can create OUs
to manage accounts in your organization.

Prerequisites

The current account has not joined any organization. If this account is already in
an organization and you still need to use it, remove it from the current
organization and then use it to create your organization. For how to remove from
an organization, see Leaving an Organization As a Member Account.
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The current account must have enabled Enterprise Center and become an
enterprise master account. For details, see Enabling Enterprise Center.

Procedure
You can create an organization on the management console or by calling
Organizations APIs. The following describes how to create an organization on the
console.

Step 1 Log in to Huawei Cloud, and navigate to the Organizations console.

Step 2 Click Enable Organizations to enable the Organizations service.

Figure 2-1 Enabling Organizations

After the Organizations service is enabled, your organization and the root are
automatically created, and your login account is defined as the management
account.

----End

Then, you can invite existing accounts to join your organization or create new
accounts in your organization, and you can also create OUs to manage
accounts.

2.3 Viewing Details About an Organization
You can use the management account to view all information about your
organization. The member accounts can view only the organization ID,
management account name, and management account ID.

Viewing Organization Details from the Management Account
Log in to Huawei Cloud as the organization administrator or using the
management account, navigate to the Organizations console, and access the
Settings page to view information such as the organization ID, URN, management
account name, and management account ID.
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Figure 2-2 Viewing organization details from the management account

Viewing Root Details from the Management Account

Step 1 Log in to Huawei Cloud as the organization administrator or using the
management account, navigate to the Organizations console, and access the
Organization page.

Step 2 Click the organization root. You can view details about the root on the right of the
organization tree, including the root ID, time of creation, URN, policies, and tags.

----End

Viewing OU Details from the Management Account

Step 1 Log in to Huawei Cloud as the organization administrator or using the
management account, navigate to the Organizations console, and access the
Organization page.

Step 2 Click the OU. You can view details about the OU on the right of the organization
tree, including the OU name, ID, URN, when the OU was created, as well as
policies and tags attached.

----End

Viewing Account Details from the Management Account

Step 1 Log in to Huawei Cloud as the organization administrator or using the
management account, navigate to the Organizations console, and access the
Organization page.

Step 2 Click the account. You can view details about the selected account on the right of
the organization tree, including the account name, account ID, URN, time when
the account joined the organization, parent OU, as well as policies, tags, and
agency services associated with the account.

----End
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Viewing Organization Details from a Member Account

Log in to Huawei Cloud as a member account, navigate to the Organizations
console, and access the Settings page to view the organization ID, URN,
management account name, and management account ID.

2.4 Deleting an Organization

Prerequisites

You can delete an organization when you no longer need it.

NO TE

An organization can be deleted only after all member accounts, OUs, and policies are
removed from the organization.

Impacts
● Impacts on the Management Account

– The management account will become a standalone account. You can
use it to create a different organization or accept an invitation from
another organization to add the account to that organization as a
member account.

– The management account of an organization is never affected by service
control policies (SCPs). There is no change to the permissions assigned to
the management account and its IAM users.

● Impact on Member Accounts

– Each member account will become a standalone account. You can use it
to create a different organization or accept an invitation from another
organization to add the account to that organization as a member
account.

– After the organization is deleted, member accounts are no longer
affected by SCPs, and the permissions assigned to the member accounts
and their IAM users may change.

● Impact on Policies

– If you delete an organization, you cannot recover it. If you have created
SCPs inside the organization, they are also deleted and you cannot
recover them.

Procedure

Step 1 Log in to Huawei Cloud as the organization administrator or using the
management account, navigate to the Organizations console, and access the
Settings page.

Step 2 Click Delete Organization. In the displayed dialog box, click OK.
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Figure 2-3 Deleting an organization

----End
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3 Managing OUs

3.1 Overview of an OU

What Is an OU?

An organizational unit (OU) is a container or a logical grouping of accounts in
your organization. You can use OUs to group accounts together to administer
them as a single unit. An OU can be mapped to a department, a subsidiary, or a
project team. You can create OUs within other OUs. Each OU can have only one
parent OU, but they can have many other child OUs or member accounts.

Helpful links:

● Creating an OU

● Modifying an OU

● Viewing Details About an OU

● Deleting an OU

3.2 Creating an OU
You can create an OU in your organization's root. OUs can be nested up to five
levels deep.

To create an OU:

Step 1 Log in to Huawei Cloud as the organization administrator or using the
management account, navigate to the Organizations console, and access the
Organization page.

Step 2 Select the parent OU by clicking its name rather than the expand icon. If you are
creating an OU for the first name, select the Root OU.

OUs can be nested up to five levels deep. Each OU can have only one parent OU
but can have many child OUs. When creating an OU, ensure that the parent OU
you select is the upper-level one.

Organizations
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Step 3 Choose Add > Add Organizational Unit.

Figure 3-1 Adding an OU

Step 4 In the displayed dialog box, enter the OU name.

Step 5 (Optional) Add a tag to the OU.

A tag consists of a key-value pair. Tags are used to identify, classify, and search for
OUs. A maximum of 20 tags can be added to an OU.

Table 3-1 describes the key and value descriptions of a tag.

Table 3-1 Tag description

Elem
ent

Description Example

Tag
key

A tag key of an OU must be unique. You can create a
custom key or select a key of an existing tag created in
Tag Management Service (TMS).
A tag key:
● Cannot be an empty string.
● Contains 1 to 128 characters.
● Consists of letters, digits, underscores (_), hyphens

(-), and Unicode characters (\u4E00-\u9FFF).

Key_0001

Tag
value

A tag value can be repetitive or an empty string.
A tag value:
● Can be an empty string.
● Contains 1 to 225 characters.
● Consists of letters, digits, underscores (_), periods (.),

hyphens (-), and Unicode characters (\u4E00-
\u9FFF).

Value_0001

 

Step 6 Click OK.

----End
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3.3 Modifying an OU
After an OU is created, you can modify its name, tag, and policy at any time. For
details about how to modify tags and policies, see Managing Tags and Attaching
or Detaching an SCP.

Procedure

Step 1 Log in to Huawei Cloud as the organization administrator or using the
management account, navigate to the Organizations console, and access the
Organization page.

Step 2 Select the OU you want to rename and click  next to the OU name on the
displayed OU details page.

Figure 3-2 Renaming an OU

Step 3 Enter a new name for the OU and click  to save it.

----End

3.4 Viewing Details About an OU
After an OU is created, you can view its details any time by following the steps
below.

Step 1 Log in to Huawei Cloud as the organization administrator or using the
management account, navigate to the Organizations console, and access the
Organization page.

Step 2 Click the OU you want to view. Its details are displayed on the right of the OU
tree, including the OU name, ID, URN, time of creation, policies, and tags.
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Figure 3-3 Viewing details about an OU

----End

3.5 Deleting an OU
You can delete an OU that is no longer needed.

NO TE

You cannot delete an OU if it contains other OUs or accounts.

Step 1 Log in to Huawei Cloud as the organization administrator or using the
management account, navigate to the Organizations console, and access the
Organization page.

Step 2 Click the OU you want to delete and click Manage above the OU tree.

Step 3 Choose Delete Organizational Unit. In the displayed dialog box, click OK.
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Figure 3-4 Deleting an OU

----End
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4 Managing Accounts

4.1 Overview of an Account

Accounts in Your Organization
An account is used to contain your Huawei Cloud resources. It is the smallest unit
of an organization. Each organization has one management account and multiple
member accounts.

Table 4-1 Account types

Account
Type

Function Quota

Manage
ment
account

With the Organizations service, you can use
the management account to create an
organization and manage OUs, accounts,
and policies for the organization.

1 (Each organization
can have exactly one
management
account.)

Member
account

Except for the management account, other
accounts in an organization are member
accounts. Each member account is part of
only one organization at a time. Generally,
member accounts hold resources for a
specific application or project of an
organization.

9

 

Impacts of Being in an Organization
When you invite an existing account to your organization or create a new
account in your organization, Organizations will automatically make the
following changes to the new member account:

● A service-linked agency is created in the member account. It is a cloud service
agency with the system-defined permission
OrganizationsServiceLinkedAgencyPolicy for all resources.
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● The permissions of the new member account are affected by service control
policies and tag policies. You may have service control policies and tag policies
attached to the root or the OU that contains the new member account. If so,
the policies will apply to the new member account and all IAM users in the
member account.

● When you use the management account to enable a trusted service, the
trusted service can create a service-linked agency for that trusted service in
the member account.

Helpful links:

● Inviting an Account to Join Your Organization: You can create invitations,
manage invitations you have sent, and accept or reject invitations.

● Creating an Account: You can use the management account to create new
accounts.

● Closing an Account: You can use the management account to close any
unwanted accounts that you have created. Invited accounts cannot be closed.

● Moving an Account: You can move accounts from one OU to another OU.
● Viewing Account Details: You can view the account name, account ID, the

time when it joined an organization, any account-owing OUs, and the policies,
tags, and delegated services that are attached to the account.

● Removing a Member Account from Your Organization: You can use the
management account to remove member accounts from your organization.

● Viewing Account Records: When you sign in to the management account of
your organization, on the Accounts page, you can view account details,
including the account list, invitations, and creation requests. You can also
invite, create, close, move, remove, and cancel any pending invitations.

4.2 Inviting an Account to Join Your Organization
When you invite a HUAWEI ID or Huawei Cloud account to join your organization,
Organizations sends an invitation to the ID or account owner, who then chooses
to accept or reject the invitation. You can use the Organizations console to issue
and manage invitations that you send to other accounts.

NO TE

The accounts you invite to join your organization must have completed enterprise or
individual real-name authentication. For details, see Real-Name Authentication.
The original accounting relationship (master-member association) of invited accounts will
remain unchanged.

This section includes the following content:

● Issuing Invitations to Accounts
● Managing Open Invitations of Your Organization
● Accepting or Rejecting an Invitation from an Organization

Issuing Invitations to Accounts
To invite other accounts to join your organization, perform the steps described in
this section. By default, those invited accounts will be placed as member accounts
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in the root OU. If you want to move them to another OU, see Moving an
Account.

Step 1 Log in to Huawei Cloud as the organization administrator or using the
management account, navigate to the Organizations console, and access the
Organization page.

Step 2 On the Organization page, choose Add > Add Account.

Figure 4-1 Adding an account

Step 3 In the displayed dialog box, select Invite existing and enter the name or ID of the
account you want to invite.

For details about how to obtain an account name or account ID, see Obtaining
Account ID and Name.
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Figure 4-2 Inviting an existing account

Step 4 (Optional) Add one or more tags to the account.

A tag consists of a key-value pair. Tags are used to identify, classify, and search for
accounts. You can add up to 20 tags to an account.

Table 4-2 describes the key and value descriptions of a tag.

Table 4-2 Tag description

Elem
ent

Description Example

Tag
key

A tag key of an account must be unique. You can create
a custom key or select a key of an existing tag created
in Tag Management Service (TMS).
A tag key:
● Cannot be an empty string.
● Contains 1 to 128 characters.
● Consists of letters, digits, underscores (_), hyphens

(-), and Unicode characters (\u4E00-\u9FFF).

Key_0001

Tag
value

A tag value can be repetitive or an empty string.
A tag value:
● Can be an empty string.
● Contains 1 to 225 characters.
● Consists of letters, digits, underscores (_), periods (.),

hyphens (-), and Unicode characters (\u4E00-
\u9FFF).

Value_0001

 

Step 5 Click OK to send an invitation to the invited account.

----End
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Managing Open Invitations of Your Organization

When you log in as the management account, you can view and manage
invitations of your organization.

Step 1 Log in to Huawei Cloud as the organization administrator or using the
management account, navigate to the Organizations console, and access the
Accounts page.

Step 2 Click the Invitations tab. You can view all the invitations sent from your
organization and their statuses on the page.

Step 3 Locate the Open invitation you want to cancel and click Cancel Invitation in the
Operation column. Then, click OK in the displayed dialog box.

After the invitation is canceled, its status changes from Open to Canceled. If you
want that account to join your organization again, you must send a new
invitation.

Figure 4-3 Canceling an invitation

----End

Accepting or Rejecting an Invitation from an Organization

Your account may receive an invitation to join an organization. You can accept or
reject the invitation.

NO TE

Each account can join only one organization. If you receive multiple invitations, you can
accept only one of them. If you have joined an organization, you need to exit that
organization before accepting an invitation from another organization.

Step 1 Log in to Huawei Cloud as an invited member account, and navigate to the
Organizations console.

Step 2 Locate the target invitation and click Accept or Decline in the Operation column.
Then, click OK in the displayed dialog box.

Figure 4-4 Accepting or rejecting an invitation

----End
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4.3 Creating an Account
You can use the management account to create new accounts in your
organization. The accounts you created are referred to as resource accounts. For
details, see What Are the Differences Between a Resource Account and a Member
Account for Unified Accounting? If you want to convert a resource account to a
cloud account, refer to Converting a Resource Account to a Cloud Account.

This section includes the following content:

● Creating an Account
● Accessing Account Resources Via Agency
● Accessing Account Resources Via IAM Identity Center

Constraints
● An organization administrator can create a maximum of five accounts at a

time.
● The email address associated with the account you are creating cannot be

used by another account.
● Accounts created via Organizations can only be used for login only by

switching roles via an agency or by accessing the IAM Identity Center console.
● The accounting of accounts created via Organizations is hosted by the

organization management account by default.

CA UTION

The email address to be associated with the new account must be valid.

Creating an Account

Step 1 Log in to Huawei Cloud as the organization administrator or using the
management account, navigate to the Organizations console, and access the
Organization page.

Step 2 On the Organization page, choose Add > Add Account.
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Figure 4-5 Adding an account

Step 3 Click Create new in the displayed dialog box.

Step 4 Enter the account name and email address. Ensure that the account name is
different from any existing one.

You can retain the default agency name or change it as required.

Figure 4-6 Creating an account

Step 5 (Optional) Add one or more tags to the account.

A tag consists of a key-value pair. Tags are used to identify, classify, and search for
accounts. You can add up to 20 tags to an account.
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Table 4-3 describes the key and value descriptions of a tag.

Table 4-3 Tag description

Elem
ent

Description Example

Tag
key

A tag key of an account must be unique. You can create
a custom key or select a key of an existing tag created
in Tag Management Service (TMS).
A tag key:
● Cannot be an empty string.
● Contains 1 to 128 characters.
● Consists of letters, digits, underscores (_), hyphens

(-), and Unicode characters (\u4E00-\u9FFF).

Key_0001

Tag
value

A tag value can be repetitive or an empty string.
A tag value:
● Can be an empty string.
● Contains 1 to 225 characters.
● Consists of letters, digits, underscores (_), periods (.),

hyphens (-), and Unicode characters (\u4E00-
\u9FFF).

Value_0001

 

Step 6 Click OK. The new account is added to the list.

----End

Accessing Account Resources Via Agency
Step 1 Hover the mouse pointer over the username in the upper right corner and choose

Switch Role.

Figure 4-7 Switching the role
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Step 2 On the Switch Role page, enter the account name.

Figure 4-8 Entering the account name

NO TE

After you enter the account name, the agencies created under this account will be
automatically displayed when you click the agency name text box. An agency name starting
with cbc_ will also be displayed. This agency is mainly used by an enterprise master
account to centrally manage expenditures and grant permissions to member accounts. You
need to select the agency name entered when creating the account.

Step 3 Click OK to switch to the account.

----End

Accessing Account Resources Via IAM Identity Center

You can associate an account with users and permission sets in IAM Identity
Center, and log in to the IAM Identity Center console via the user portal URL to
access the resources in the account in the given organization. The specific access
permission for resources is controlled by the permission set in IAM Identity Center.

Step 1 Associate the account with users and permission sets. For details, see Associating
Accounts with Users/Groups and Permission Sets.

Step 2 Log in to the IAM Identity Center console and access the account resources. For
details, see Logging In as an IAM Identity Center User and Accessing Resources.

----End

4.4 Closing an Account
If you no longer need a member account, you can close it from the management
account of your organization following the instructions in this section. If you want
to close the management account, you have to delete your organization. For
details, see Deleting an Organization.
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CA UTION

● Once your request to close an account is submitted, data in the account will
start to be deleted and cannot be restored. This operation cannot be undone.

● After the data in an account is deleted, the account status changes to Closed.
The account will be retained in the account list for 90 days before being
permanently deregistered.

Constraints
● You can close accounts you created but not those you invited to your

organization.
● If any accounts you created have become cloud accounts, they cannot be

closed.
● Any account that is specified as a delegated administrator cannot be closed

unless you remove the delegated administrator first, as described in
Removing a Delegated Administrator.

● The management account can only close 10% of the member accounts (no
more than 200 accounts) in a given organization within 30 days, and no more
than three at a time.

● The mobile number or email address associated with the closing account
cannot be used to create another account.

● Any account that has prepaid resources, generally yearly/monthly resources,
cannot be closed unless you confirm and unsubscribe from such resources, as
described in Unsubscribing from In-Use Resources.

● Any account that has resources in arrears cannot be closed unless you top up
your account and pay off the arrears, as described in Top-Up and Payments.

Procedure

Step 1 Log in to Huawei Cloud as the organization administrator or using the
management account, navigate to the Organizations console, and access the
Organization page.

Step 2 Select the account you want to close and choose Manage > Close Account.

Figure 4-9 Closing an account
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Step 3 In the displayed dialog box, read and confirm the risks of closing the account, and
enter the account name to reconfirm the operation.

Step 4 Click OK.

----End

4.5 Moving an Account
When you log in as the management account, you can move an account from one
OU to another.

Step 1 Log in to Huawei Cloud as the organization administrator or using the
management account, navigate to the Organizations console, and access the
Organization page.

Step 2 Select the account you want to move, and choose Manage > Move Account.

Figure 4-10 Moving an account

Step 3 Select the OU you choose to hold the account, and enter "Confirm" in the text
box. Then, click OK.

----End

4.6 Viewing Account Details
You can view the details of accounts in your organization at any time by following
the steps below.

Step 1 Log in to Huawei Cloud as the organization administrator or using the
management account, navigate to the Organizations console, and access the
Organization page.

Step 2 Select the account you want to view. Its details are displayed in the pane on the
right, including the account name, ID, home OU, URN, how and when the account
joined the organization, when the account was created, account status, email
address, account description, as well as policies, tags, delegated services.
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Figure 4-11 Viewing account details

----End

4.7 Removing a Member Account from Your
Organization

Precautions
Before the organization administrator removes a member account from an
organization or before a member account leaves an organization, it is important
to know the following:

● The member account in question has to have been created more than seven
calendar days ago.

● The account has to have been converted to a Huawei Cloud account. For
details, see Converting Resource Accounts to Cloud Accounts.

● Invited accounts can be removed from or leave an organization only if they
are Huawei Cloud accounts. For details, see Differences Between Resource
Accounts and Huawei Cloud Accounts.

● A delegated administrator account cannot be removed from or leave an
organization. You need to remove the delegated administrator first. For
details, see Removing a Delegated Administrator.

● After an account created via Organizations leaves an organization, the IAM
agency created by default during the creation of the account will not be
automatically deleted. The organization management account can still use
that agency to access data of member accounts. To prevent unauthorized
access, you need to manually delete the agency. For details, see Deleting or
Modifying Agencies.

● After an account created via Organizations leaves the organization, the
accounting relationship between the account and the organization
management account remains unchanged. After an account that was invited
to join an organization leaves the organization, its original accounting
relationship remains unchanged. For details about how to disassociate a
member account, see Disassociating Member Accounts.

● After a member account leaves an organization, the permissions assigned by
the organization policies will no longer apply. This means that the account
may actually have more permissions than before. If you enabled trusted
access for a cloud service, the account can no longer use the functions of that
trusted service.
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● When a member account leaves an organization, all tags attached to the
account are deleted.

Removing an Account
When you sign in to the management account of your organization, you can
remove member accounts that you no longer need. The following steps apply only
when you remove member accounts. If you want to remove the management
account, you must delete the organization by following the instructions in
Deleting an Organization.

Step 1 Log in to Huawei Cloud as the organization administrator or using the
management account, navigate to the Organizations console, and access the
Organization page.

Step 2 Select the account you want to remove, and choose Manage > Remove Account.

Figure 4-12 Removing an account

Step 3 In the displayed dialog box, read and confirm you understand the risks by
selecting all of the check boxes, and then enter YES and click OK.
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Figure 4-13 Confirming the risks of removing the account

----End

Leaving an Organization As a Member Account
When you sign in to a member account of an organization, you can choose to
leave the organization. The management account cannot leave the organization
using this method. To remove the management account, you must delete the
organization by referring to Deleting an Organization.

Any account that is specified as a delegated administrator cannot leave an
organization unless you remove the delegated administrator first, as described in
Removing a Delegated Administrator.

Step 1 Log in to Huawei Cloud as a member account, and navigate to the Organizations
console.

Step 2 On the Settings page, click Leave Organization. In the displayed dialog box, read
and confirm you understand the risks, and then enter YES and click OK.
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Figure 4-14 Confirming the risks of leaving the organization

----End

4.8 Viewing Account Records
When you sign in to the management account of your organization, on the
Accounts page, you can view account details, including the account list,
invitations, and creation requests. You can also invite, create, close, move, remove,
and cancel any pending invitations.

This section includes the following content:

● Viewing the Account List
● Viewing Invitations
● Viewing Creation Requests

Viewing the Account List

Step 1 Log in to the management console as the organization administrator or using the
management account, and navigate to the Organizations console.

Step 2 Access the Accounts page, and click the Accounts tab.

In the account list, you can view the details of all the accounts in your
organization.

Step 3 Click an account name in the list to view its details.

Step 4 Click Move or Remove, or Close in the Operation column.

You cannot close any accounts that have been invited to your organization.
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Step 5 Click Add in the upper left corner of the list. In the displayed dialog box, you can
invite existing accounts to join your organization or create new accounts in the
organization.

Figure 4-15 Account list

----End

Viewing Invitations

Step 1 Log in to the management console as the organization administrator or using the
management account, and navigate to the Organizations console.

Step 2 On the Accounts page, click the Invitations tab.

You can view the details about account invitations.

Step 3 Click Cancel Invitation in the Operation column to cancel an invitation in the
Open state.

Step 4 Click Invite in the upper left corner of the list. In the displayed dialog box, you can
invite existing accounts to join your organization.

Figure 4-16 Invitations

----End

Viewing Creation Requests

Step 1 Log in to the management console as the organization administrator or using the
management account, and navigate to the Organizations console.

Step 2 On the Accounts page, click the Creation Requests tab.

You can view the details about account creation requests.

Step 3 Click Create Account in the upper left corner of the list. In the displayed dialog
box, you can create new accounts for your organization.
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Figure 4-17 Creation requests

----End
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5 Managing SCPs

5.1 Overview of an SCP

5.1.1 SCP Introduction

Definition
Service control policies (SCPs) are a type of organization policy that you can use
to manage permissions in your organization. The organization management
account can use SCPs to limit which permissions can be assigned to member
accounts to ensure that they stay within your organization's access control
guidelines. SCPs can be attached to an organization, OUs, and member accounts.
Any SCP attached to an organization or OU affects all the accounts within the
organization or under the OU.

Helpful links:

● SCP Principles: SCP types, how SCPs work, inheritance of SCPs, and
relationship between SCPs and IAM policies

● SCP Syntax: SCP structure and parameters

Testing SCP Effects
Before applying an SCP to your production environment, it is strongly
recommended that you use test accounts in a test environment first to perform
thorough system design and testing. This helps avoid any unpleasant surprises in
the production environment. After the SCP has been fully verified in the test
environment, you can create an OU and move one or a few accounts into it at a
time, to ensure that the use of resources is not inadvertently interrupted.
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CA UTION

Do not detach the system-defined SCP FullAccess unless you replace it with a
custom policy with allowed actions. If you detach FullAccess and configure a
custom policy with allowed actions, you must configure actions required by
services as well as iamToken::* and signin::*.

● If you detach the FullAccess SCP from the root OU, the operations for all
accounts in the organization will fail. Exercise caution when detaching the
FullAccess SCP because this operation is very risky.

● If you detach the FullAccess SCP from an OU, the operations for the accounts in
that OU and its lower-level OUs will fail.

● If you detach the FullAccess SCP from a member account, the operations for
that account will fail.

Tasks Not Restricted by SCPs

You cannot use SCPs to restrict the following tasks:

● Any action performed by the organization management account or IAM users.

● Any action performed using permissions that are attached to a service-linked
agency

● Any API calls made by SCP-unsupported cloud services to SCP-supported
cloud services For SCP-supported cloud services and regions, see Cloud
Services for Using SCPs and Regions for Using SCPs.

● Token obtained by APIs used for access to APIs of SCP-supported cloud
services (in most cases).

5.1.2 SCP Principles

SCP Types

SCPs are classified as either system-defined policies or custom policies, depending
on who creates them.

● System-defined policies

System-defined policies refer to commonly used SCPs predefined by Huawei Cloud
services for Organizations. An organization administrator can directly use these
policies when attaching SCPs to OUs or accounts. Such policies cannot be
modified. For details about available SCP system policies, see System-defined
SCPs.

● Custom policies

If system-defined policies cannot meet your requirements, you can use the
management account to create and modify custom SCPs based on the actions
supported by each service. Custom policies extend and supplement system-defined
policies. You can create custom policies for Organizations in a policy editor or
JSON view.
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SCP Effects on Permissions
● Permissions boundaries

SCPs do not actually grant any permissions to an entity. They only set
permissions boundaries for the entity. When SCPs are attached to an OU or a
member account, they do not directly grant permissions to that OU or
member account. Instead, the SCPs only determine what permissions are
available for that member account or member accounts under that OU. The
granted permissions can be applied only if they are allowed by the SCPs.
Users cannot perform any actions that are denied by SCPs even if the actions
are granted to the users by IAM policies.
Suppose that an SCP is attached to a member account. The SCP allows action
A but denies action B. The member account then can grant its IAM users the
permission to perform action A but not action B. Even if the permission to
perform action B is assigned, the permission cannot be applied.

● Permissions intersection
The final effective permissions of an OU or account are the intersection of the
permissions of its own SCPs and the allowed SCPs of its parent OU.
In the following figure, the oval on the left represents an SCP attached to the
parent OU. It allows permissions A, B, and C. The oval on the right represents
an SCP attached to the child OU or account. It allows permissions C, D, and E.
Because the SCP attached to the parent OU does not allow permission D or E,
no child OUs or accounts under the parent OU can use them. Even though
the SCP attached to the child OU explicitly allows permissions D and E, they
are blocked by the SCP attached to the parent OU. Because the SCP attached
to the child OU or account does not allow permission A or B, those
permissions are blocked for the child OU or account. In this case, the child OU
or account can actually use the permission (permission C in the following
figure) in the intersection of its own permissions and the allowed permissions
of its parent OU.
If the entity in the set on the right represents a member account, the set of
maximum permissions that can be granted to the users and user groups in
that account is the intersection of the two sets. If the entity represents a child
OU, then the set of maximum permissions that can be granted to that OU is
the intersection of the two sets.

Figure 5-1 How SCPs work

● Policy inheritance
SCPs for an OU or account can be attached directly or inherited from the root
OU or the parent OU. When you attach an SCP to a specific OU, all child OUs

Organizations
User Guide 5 Managing SCPs

Issue 01 (2025-02-25) Copyright © Huawei Cloud Computing Technologies Co., Ltd. 33



and accounts under that OU will inherit that policy. The permissions
boundaries of an account or an OU are determined by a combination of the
SCPs attached to all upper-level OUs and the SCPs directly attached to the
account or OU. In the following figure, Account y is nested in OU 3, and its
permissions boundary is jointly determined by the SCPs inherited from the
root OU and the SCPs attached to OU 1 and OU 3 as well as Account y.

Figure 5-2 Example SCP inheritance

If you want to allow a service action at the member account level, you must
allow that action at every level between the member account and the root
OU of your organization. Specifically, you must attach SCPs that allow the
given action to every level from the root OU to the member account. You can
use either a deny list or an allow list.

– A deny list: This strategy makes use of the FullAccess SCP that is
attached by default to every OU and account. This SCP overrides the
default implicit Deny and allows all permissions to flow down from the
root OU to every account, unless you explicitly deny a permission with an
additional SCP that you create and attach to the appropriate OU or
account. This strategy adheres to the rule that an explicit Deny always
overrides any Allow. No account below the level of the OU with the deny
policy can use the denied action, and there is no way to add the
permission back lower in the hierarchy.

– An allow list: This strategy has you remove the FullAccess SCP that is
attached by default to every OU and account. This means that no actions
are permitted anywhere unless you explicitly allow them. To allow a
service action in an account, you must create your own SCPs and attach
them to the account and every OU above it, up to and including the root
OU. Every SCP in the hierarchy, starting at the root OU, must explicitly
allow the actions that you want to be usable in the OUs and accounts
below it. This strategy adheres to the rule that an explicit Allow in an SCP
overrides an implicit Deny.

● Deny preceded

When multiple SCPs are attached to an OU or an account, a Deny statement
always overrides an Allow statement. Suppose that two SCPs are attached to
a member account, one allowing for full access and the other denying access
to view billing information. As the Deny statement overrides the Allow
statement, the member account is prohibited from viewing the bill. For
details, see Differences Between Explicit Deny and Implicit Deny.
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● Allow by default
When SCPs are enabled for an organization, the FullAccess policy is attached
by default to all OUs and accounts unless you attach explicit deny policies to
the OUs or accounts.

Differences Between Explicit Deny and Implicit Deny
There are two policy effects: Allow and Deny.

If there are no applicable Deny statements but also no applicable Allow
statements, all requests are denied by default. This is called an implicit deny. If a
policy includes an Allow statement for a given permission and no other policies
include a Deny statement for that permission, the Allow statement is applied.

If a policy includes an applicable Deny statement, requests will be denied. This is
called an explicit deny. An explicit Deny always takes precedence over Allow. For
example, if the SCP of an OU allows permissions A, B, and C, but the SCP of one
of its child OU allows permissions A and B but denies permission C, then no
accounts in the child OU or accounts in lower-level OUs can use permission C.

The following figure shows the logic for authenticating an access request.

Figure 5-3 Authentication logic

1. A principal sends an access request.
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2. The system looks for a Deny statement that applies to the request. If the
system finds an applicable Deny, it returns a final decision of Deny, and the
authentication ends.

3. If no applicable Deny is found, the system looks for an Allow that would apply
to the request. If the system finds an applicable Allow, it returns a final
decision of Allow, and the authentication ends.

4. If no applicable Allow is found, the system returns a final decision of Deny,
and the authentication ends.

5.1.3 SCP Syntax
The following uses a custom policy for RAM as an example to describe the SCP
syntax.

{
  "Version": "5.0",
  "Statement": [
    {
      "Effect": "Deny",
      "Action": [
        "ram:resourceShares:create"
      ],
      "Resource": [
        "*"
      ],
      "Condition": {
       "ForAnyValue:StringNotEquals": {
          "g:RequestTag/owner": [
            "Alice",
            "Jack"
          ]
        }
      }
    }
  ]
}

NO TE

SCPs use a similar syntax to that used by IAM identity policies.

Policy Structure
A policy consists of a version and a single statement or an array of individual
statements, each indicating a different action.
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Figure 5-4 Policy structure

Policy Elements

The following table describes the policy elements (Version and Statement).

Table 5-1 Policy elements

Element Mand
atory

Description Value

Version Yes Policy version. 5.0 (cannot be
customized)

Stateme
nt:
Permissi
ons
defined
by a
policy

Stateme
nt ID
(Sid)

No Identifier of a policy
statement. You can
assign a Sid value
for each statement
in a statement
array.

A user-defined character
string

Effect Yes Determines whether
to allow or deny the
operations defined
in an action.

● Allow
● Deny
NOTE

● If an action has both
Allow and Deny effects,
the Deny effect takes
precedence.

● If an action has the
Allow effect, the
Condition element is not
allowed.
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Element Mand
atory

Description Value

Action Mand
atory
for
Allow
state
ments
Either
Actio
n or
NotAc
tion
for
Deny
state
ments

Operations that the
SCP allows or
denies.

Format: "Service
name:Resource
type:Operation". Wildcard
characters (*) are
supported, indicating all
options.
The wildcard characters
(*) and (?) in an element
can be used only by itself
or at the end of the
string. They cannot be
used at the beginning or
middle of the string.
For example,
vpc:subnets:list indicates
the permission to view
the VPC subnet list, where
vpc is the service name,
subnets refers to the
resource type, and list is
the action.

NotActio
n

Not
availa
ble
for
Allow
state
ments
.
Either
Actio
n or
NotAc
tion
for
Deny
state
ments
.

Operations or
services that are
exempt from the
SCP. A Deny
statement denies all
operations except
those in the
NotAction list.

In the same format as
Action
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Element Mand
atory

Description Value

Conditio
n

Not
availa
ble
for
Allow
state
ments
.

Determines when a
policy is in effect. A
condition consists of
a condition key
and a condition
operator.

Format: "Condition
operator:{Condition key:
[Value 1,Value 2]}"
If you configure multiple
conditions, the policy can
be applied only when all
the conditions are met.
Example:
"StringEndWithIfExists":
{"g:UserName":
["specialCharactor"]}:
This statement is valid for
users whose names end
with specialCharactor.

Resource No
If this
eleme
nt is
not
specifi
ed, *
is
used
by
defaul
t,
indica
ting
that
the
SCP
applie
s to
all
resour
ces.

Resources that the
SCP applies to.

The value can only be *
for Allow statements.
The value can be either *
or a specific resource for
Deny statements. Format:
Service
name:region:domain
ID:Resource type:Resource
path. Wildcard characters
(*) are supported,
indicating all resources.
Example:
"ecs:*:*:instance:*",
representing all ECS
instances.

 

NO TE

The following elements are not supported in SCPs:
● Principal
● NotPrincipal
● NotResource
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Condition Keys
A condition key is a key in the Condition element of a statement. The condition
key that you specify can be a global condition key or a service-specific condition
key.
● Global condition keys (with the g: prefix) apply to all actions. Cloud services

do not need to provide user identity information. Instead, Organizations
automatically obtains user information and authenticates users.

● Service-specific condition keys (with the abbreviation of a service name as the
prefix, for example, ram:) apply only to operations of that service. For details,
see the service-specific condition keys of each service in Actions Supported
by SCP-based Authorization.

Table 5-2 Common global condition keys

Global Condition
Key

Type Description

g:CalledVia String
array

Used to control access across services. When a
principal initiates an access request to a cloud
service, the service may forward the request to
another service. The g:CalledVia key contains a
list of services in the chain that send requests on
behalf of the principal. This condition key is
present when the service forwards the access
request of the principal. This condition key is not
present when the principal accesses the service
directly. See an example in 1.

g:CalledViaFirst String Similar to g:CalledVia, it refers to the first
element in the g:CalledVia key, which means the
first service that forwards a request on behalf of
the principal.

g:CalledViaLast String Similar to g:CalledVia, it refers to the last element
in the g:CalledVia key, which means the last
service that forwards a request on behalf of the
principal.

g:CurrentTime Time Time when a request is received. It is in ISO 8601
format, for example, 2012-11-11T23:59:59Z. See
an example in 2.

g:DomainName String Account name of the requester.

g:DomainId String Account ID of the requester.
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Global Condition
Key

Type Description

g:EnterpriseProjec
tId

String ID of the enterprise project for the request or the
requested resource. This condition key is present
when the ID of the enterprise project for the
request or the requested resource is passed in the
API request and the action supports
g:EnterpriseProjectId. This condition key is used in
authentication, rather than a filter condition. This
means resources in the enterprise project
specified by this condition key will not be filtered
out. See an example in 3.

g:MFAPresent Boolean Whether to use multi-factor authentication
(MFA) to obtain STS security tokens. This
condition key is true only when you log in to the
console through MFA or when you use the
assumed-agency session obtained through MFA
to make a request. This condition key is present
only when a request is sent using STS Security
Token. See an example in 4.

g:MFAAge Numeri
c

Validity period of STS security tokens obtained
through MFA authentication. This condition key is
present only when you log in to the console
through MFA authentication or when you use the
assumed-agency session obtained through MFA
to make a request. The unit is second.

g:PrincipalAccoun
t

String Same as g:DomainId.

g:PrincipalUrn String URN of the requesting principal. Different
principals have different URN formats.
IAM users: iam::<domain-id>:user:<user-name>
IAM assumed-agency sessions: sts::<domain-
id>:assumed-agency:<agency-name>/<session-
name>
Virtual federated users: sts::<domain-id>:external-
user:<idp-id>/<session-name>
See an example in 5.

g:PrincipalIsRoot
User

Boolean Whether the requesting principal is an IAM root
user. This condition key is present in all requests.

g:PrincipalIsServic
e

Boolean Whether the requesting principal is a cloud
service. You can use this condition key to control
whether only cloud services can access the
specified APIs.
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Global Condition
Key

Type Description

g:PrincipalOrgId String ID of the organization that the requesting
principal belongs to. You can use this condition
key to control access to the specified APIs only
from identities in the specific organization. This
condition key is present only when the requesting
principal is part of an organization. See an
example in 6.

g:PrincipalOrgMa
nagementAccoun
tId

String ID of the management account in the
organization that the requesting principal
belongs to. This condition key is present only
when the requesting principal is part of an
organization. See an example in 7.

g:PrincipalOrgPat
h

String Path of the organization that the requesting
principal belongs to. You can use this condition
key to control access to the specified APIs only
from accounts within the specified organization
root or organizational units (OUs). This condition
key is present only when the requesting principal
is part of an organization. See an example in 8.
An account's organization path is in the following
format:
<organization-id>/<root-id>/(<ou-id>/)*<account-
id>

g:PrincipalService
Name

String Requesting principal's name. This condition key is
present only when the requesting principal is a
cloud service. See an example in 9.

g:PrincipalTag/
<tag-key>

String Tag contained in the requesting principal. The
<tag-key> is case insensitive. This condition key is
present only when the requesting principal is a
tagged IAM user or trust agency, or an assumed-
agency session with a session tag. See an
example in 10.

g:PrincipalType String Type of the requesting principal, which can be
User, AssumedAgency, or ExternalUser. When
an IAM user is used for access, the value is User.
When an IAM assumed-agency session is used for
access, the value is AssumedAgency. When a
virtual federated user is used for access, the value
is ExternalUser.

g:Referer String HTTP referer header in a request. As this
condition key is specified by the client, it should
not be used to prevent unauthorized access.
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Global Condition
Key

Type Description

g:RequestedRegio
n

String Region called in a request. If the requested cloud
service is a region-specific service, set this
condition key to the corresponding region ID, for
example, cn-north-4. This condition key is present
only when certain region-specific services are
requested.

g:RequestTag/
<tag-key>

String Tag contained in a request. The <tag-key> is case
insensitive. If a requester passes a tag when
calling an API (for example, for adding a tag to
an existing resource, or adding a tag during
resource creation), you can use this condition key
to check whether the request contains the tag.
This condition key is present only when the action
supports g:RequestTag/<tag-key> and tags are
passed in the API request. For more information,
see Actions Supported by SCP-based
Authorization. See an example in 11.

g:ResourceAccoun
t

String Requested resource owner's account ID. This
condition key is present only in actions of cloud
services that support fine-grained permissions
management. For more information, see Actions
Supported by SCP-based Authorization. See an
example in 12.

g:ResourceOrgId String ID of the organization that the requested
resource account belongs to. This condition key is
present only in actions of cloud services that
support fine-grained permissions management
and the resource owner account is part of an
organization. For more information, see Actions
Supported by SCP-based Authorization. See an
example in 13.

g:ResourceOrgPat
h

String Path in the organization that the requested
resource account belongs to. This condition key is
present only in actions of cloud services that
support fine-grained permissions management
and the resource owner account is part of an
organization. For more information, see Actions
Supported by SCP-based Authorization. See an
example in 14.
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Global Condition
Key

Type Description

g:ResourceTag/
<tag-key>

String Tag contained in the requested resource. The tag
key <tag-key> is case insensitive. You can use this
condition key to control that only resources with
specified tags attached can be accessed. This
condition key is present only when the action
supports g:ResourceTag/<tag-key> and tags are
attached to the requested resources. For more
information, see Actions Supported by SCP-
based Authorization. See an example in 15.

g:SecureTransport Boolean Whether the request is sent using SSL.

g:SourceAccount String Account of the resource making a service-to-
service request in cross-service access scenarios.
This condition key is present only when the action
supports g:SourceAccount. It should only be used
in resource policies where the cloud service is the
principal. See an example in 16.

g:SourceUrn String URN of the resource making a service-to-service
request. This condition key is present only when
the action supports g:SourceUrn. It should only be
used in resource policies where the cloud service
is the principal. See an example in 17.

g:SourceIdentity String The source_identity field specified when a user
obtains IAM temporary credentials through the
AssumeAgency API of STS for the first time. This
field cannot be changed during subsequent
agency switches. This condition key is present
only when a request with source_identity
specified is sent using STS Security Token. See an
example in 18.

g:SourceIp IP Source IP address from a public network. See an
example in 19.
NOTE

If the request is initiated within a VPC and passes
through a VPC endpoint, g:VpcSourceIp would be used
instead of g:SourceIp. This condition key is present only
if the access is not initiated through a VPC endpoint.
This condition key can be used as a valid access control
condition only when the access is initiated through a
public network. It does not take effect when a cloud
service uses an agency to initiate access on behalf of a
user without going through a public network.

g:SourceVpc String ID of the VPC from which the request is sent. This
condition key is present only when the request is
initiated within a VPC and passes through a VPC
endpoint to access a cloud service that is
configured as a VPC endpoint service.
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Global Condition
Key

Type Description

g:SourceVpce String ID of the VPC endpoint that initiates the request.
This condition key is present only when the
request is initiated within a VPC and passes
through a VPC endpoint to access a cloud service
that is configured as a VPC endpoint service. See
an example in 20.

g:TagKeys String
array

List of tag keys in a request. This condition key is
present only when the action supports g:TagKeys
and tags are passed in the API request.

g:TokenIssueTime Time Time when STS Security Token in the access
credentials is issued. This condition key is present
only when a request is sent using STS Security
Token.

g:UserAgent String HTTP User-Agent header in a request. As this
condition key is specified by the client, it should
not be used to prevent unauthorized access.

g:PrincipalId String ID of the requesting principal. Different principals
have different ID formats.
IAM users: <user-id>
IAM assumed-agency sessions: <agency-
id>:<session-name>
Virtual federated users: <idp-id>:<session-name>

g:UserName String Name of an IAM user. This condition key is
present only when the requester is an IAM user.

g:UserId String ID of an IAM user. This condition key is present
only when the requester is an IAM user.

g:ViaService Boolean Whether the request is initiated by access
forwarding from a cloud service on behalf of a
principal. The value of this condition key is true
only when g:CalledVia is not an empty string.
This condition key is present only when a request
is sent using STS Security Token.

g:VpcSourceIp IP Source IP address of a request initiated in a VPC.
This condition key is present only when the
request is initiated within a VPC and passes
through a VPC endpoint to access a cloud service
that is configured as a VPC endpoint service.

 

1. g:CalledVia
For example, a user makes a request to service A. Service A then makes a
request to service B on behalf of the user, and service B makes a request to
service C on behalf of the user. The request received by service A does not
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contain the g:CalledVia condition key because the requesting principal is a
user. In the request received by service B, g:CalledVia contains the service
principal of service A because the request is made by service A on behalf of
the user. In the request received by service C, the g:CalledVia contains the
service principals of service A and service B, and the sequence is the same as
that of the forwarding access request chain. In this case, g:CalledViaFirst is the
service principal of service A, and g:CalledViaLast is the service principal of
service B. The g:CalledViaFirst and g:CalledViaLast condition keys can be used
to specify the first and last services that are called in the forwarding access
chain.

Figure 5-5 g:CalledVia application scenario

NO TE

When the user makes a request to a cloud service through the management console,
CalledVia contains service.console.

For example, the following policy prevents the requests initiated on the
management console from calling the RAM API for querying resource shares.
{
    "Version": "5.0",
    "Statement": [{
        "Effect": "Deny",
        "Action": [
            "ram:resourceShares:search"
        ],
        "Resource": [
            "*"
        ],
        "Condition": {
            "ForAnyValue:StringEquals": {
                "g:CalledVia": "service.console"
            }
        }
    }]
}

2. g:CurrentTime
For example, the following policy prevents the invocation of cloud service APIs
from March 1, 2023 to March 30, 2023.
{ 
     "Version": "5.0", 
     "Statement": [ 
         { 
             "Effect": "Deny", 
             "Action": ["ram:resourceShares:search"], 
             "Resource": ["*"], 
             "Condition": { 
                 "DateGreaterThan": {"g:CurrentTime": "2023-03-01T00:00:00Z"}, 
                 "DateLessThan": {"g:CurrentTime": "2023-03-30T23:59:59Z"} 
             } 
         } 
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     ] 
 }

3. g:EnterpriseProjectId

This condition key is used in authentication. For example, the following policy
prevents users from querying VPC permissions by enterprise project, and only
denies access with enterprise_project_id set to xxxxxxxx-xxxx-xxxx-xxxx-
xxxxxxxxxxxx in the request for calling the GET /v1/{project_id}/vpcs API.
{
    "Version": "5.0",
    "Statement": [{
        "Effect": "Deny",
        "Action": [
            "vpc:vpcs:list"
        ],
        "Resource": [
            "*"
        ],
        "Condition": {
            "StringEquals": {
                "g:EnterpriseProjectId": "xxxxxxxx-xxxx-xxxx-xxxx-xxxxxxxxxxxx"
            }
        }
    }]
}

NO TE

The g:EnterpriseProjectId condition key is not a filtering condition. This means
resources in the enterprise project specified by this condition key will not be filtered
out. In the example for calling the GET /v1/{project_id}/vpcs API, when
enterprise_project_id is all_granted_eps, the VPCs associated with all enterprise
projects of the user are queried. If this policy has been configured for the user, the
VPCs associated with the enterprise project specified by g:EnterpriseProjectId in the
policy will not be queried.

4. g:MFAPresent

This condition key is present only when a request is sent using STS Security
Token. If a request is sent using permanent credentials, this condition key is
not present.

For example, the following identity policy only allows API calling by principals
authenticated using multi-factor authentication (MFA). The IfExists operator is
used to cover scenarios where the g:MFAPresent condition key is not present
when requests are made using permanent credentials.
{
    "Version": "5.0",
    "Statement": [{
        "Effect": "Deny",
        "Action": [
            "*"
        ],
        "Resource": [
            "*"
        ],
        "Condition": {
            "BoolIfExists": {
                "g:MFAPresent": "false"
            }
        }
    }]
}

5. g:PrincipalUrn
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For example, the following SCP prevents the user yyy from creating resource
shares.
{
    "Version": "5.0",
    "Statement": [{
        "Effect": "Deny",
        "Action": [
            "ram:resourceShares:create"
        ],
        "Condition": {
            "StringEquals": {
                "g:PrincipalUrn": "iam::xxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxx:user:yyy"
            }
        }
    }]
}

6. g:PrincipalOrgId
For example, the following policy prevents the accounts in organization o-
xxxxxxxxxxx from calling the API for searching resource shares in RAM.
{ 
     "Version": "5.0", 
     "Statement": [ 
         { 
             "Effect": "Deny", 
             "Action": ["ram:resourceShares:search"], 
             "Resource": ["*"], 
             "Condition": { 
                 "StringEquals": {  
                 "g:PrincipalOrgID": "o-xxxxxxxxxxx" 

                 } 
             } 
         } 
     ] 
 }

7. g:PrincipalOrgManagementAccountId
For example, the condition key value xxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxx in
the following identity policy matches the management account ID in the
request.
{
    "Condition": {
        "StringEquals": {
            "g:PrincipalOrgManagementAccountId": "xxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxx"
        }
    }
}

8. g:PrincipalOrgPath
For example, the condition key value ou-qqq in the following identity policy
matches the organizational units (OUs) that the requesting principal belongs
to in the request.
{
    "Condition": {
        "StringMatch": {
            "g:PrincipalOrgPath": "o-xxx/r-yyy/ou-zzz/ou-qqq/*"
        }
    }
}

For example, the condition key value ou-qqq in the following identity policy
matches any child OUs that the requesting principal belongs to in the request.
{
    "Condition": {
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        "StringMatch": {
            "g:PrincipalOrgPath": "o-xxx/r-yyy/ou-zzz/ou-qqq/ou-*"
        }
    }
}

9. g:PrincipalServiceName
For example, the condition key value service.RAM in the following policy
matches the principal that is making the request.
{
    "Condition": {
        "StringEquals": {
            "g:PrincipalServiceName": "service.RAM"
        }
    }
}

10. g:PrincipalTag/<tag-key>
For example, the following policy prevents IAM users tagged with
{"department": "hr"} from accessing IAM APIs.
{
    "Version": "5.0",
    "Statement": [{
        "Effect": "Deny",
        "Action": [
            "iam:*"
        ],
        "Resource": [
            "*"
        ],
        "Condition": {
            "StringEquals": {
                "g:PrincipalTag/department": "hr"
            }
        }
    }]
}

11. g:RequestTag/<tag-key>
For example, the following policy prevents users from creating resource shares
tagged with {"team": "engineering"}.
{
    "Version": "5.0",
    "Statement": [
        {
            "Effect": "Deny",
            "Action": ["ram:resourceShares:create"],
            "Resource": ["*"],
            "Condition": {
                "StringEquals": {
                    "g:RequestTag/team": "engineering"
                }
            }
        }
    ]
}

12. g:ResourceAccount
For example, the following identity policy prevents users from using KMS keys
of other than the specified users to decrypt data.
{
    "Version": "5.0",
    "Statement": [{
        "Effect": "Deny",
        "Action": [
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            "kms:cmk:decryptData"
        ],
        "Resource": [
            "*"
        ],
        "Condition": {
            "StringNotEquals": {
                "g:ResourceAccount": "xxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxx"
            }
        }
    }]
}

13. g:ResourceOrgId
For example, the following identity policy prevents users from using KMS keys
of other than the specified organizations to decrypt data.
{
    "Version": "5.0",
    "Statement": [{
        "Effect": "Deny",
        "Action": [
            "kms:cmk:decryptData"
        ],
        "Resource": [
            "*"
        ],
        "Condition": {
            "StringNotEquals": {
                "g:ResourceOrgId": "o-xxxxxxxx"
            }
        }
    }]
}

14. g:ResourceOrgPath
For example, the following policy prevents users from using KMS keys of the
accounts in the ou-qqq OU to decrypt data.
{
    "Version": "5.0",
    "Statement": [{
        "Effect": "Deny",
        "Action": [
            "kms:cmk:decryptData"
        ],
        "Resource": [
            "*"
        ],
        "Condition": {
            "StringMatch": {
                "g:ResourceOrgPath": "o-xxx/r-yyy/ou-zzz/ou-qqq/*"
            }
        }
    }]
}

For example, the following policy prevents users from using KMS keys of the
accounts in the child OUs under the ou-qqq OU to decrypt data.
{
    "Version": "5.0",
    "Statement": [{
        "Effect": "Deny",
        "Action": [
            "kms:cmk:decryptData"
        ],
        "Resource": [
            "*"
        ],
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        "Condition": {
            "StringMatch": {
                "g:ResourceOrgPath": "o-xxx/r-yyy/ou-zzz/ou-qqq/ou-*"
            }
        }
    }]
}

15. g:ResourceTag/<tag-key>
For example, the following policy prevents users from modifying resource
shares tagged with {"team": "engineering"}.
{
  "Version": "5.0",
  "Statement": [
    {
      "Effect": "Deny",
      "Action": [
        "ram:resourceShares:delete",
        "ram:resourceShares:update"
      ],
      "Resource": [
        "*"
      ],
      "Condition": {
        "StringEquals": {
          "g:ResourceTag/team": "engineering"
        }
      }
    }
  ]
}

16. g:SourceAccount
For example, service A is used to record activities. It helps a user (account B)
to dump activity logs triggered by a device (account C) to a specified OBS
bucket. To enable service A to write data into the bucket, the administrator of
account B creates an agency or trust agency named X for service A to manage
OBS buckets under account B. After account B or account C accesses service A
and triggers a request, service A obtains the temporary identity credentials of
the specified agency or trust agency X and writes data to the bucket.

Figure 5-6 Confused deputy
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The agency or trust agency name X is not confidential. If an attacker (account
D) obtains the agency name and triggers service A in the same way, the
activity records of the attacker would be incorrectly recorded in the OBS
bucket. The attacker uses service A's agency to indirectly modify the OBS
bucket of account B. This is called the confused deputy.
The g:SourceAccount condition key is used to control the account of the
resource making a service-to-service request. The following policy only allows
service A to switch to the assumed-agency session for account
xxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxx or yyyyyyyyyyyyyyyyyyyyyyyyyyyyyyyy.
{
    "Version": "5.0",
    "Statement": [{
        "Principal": {
            "Service": [
                "Service.A"
            ]
        },
        "Action": [
            "sts:agencies:assume"
        ],
        "Condition": {
            "StringEquals": {
                "g:sourceAccount": [
                    "xxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxx",
                    "yyyyyyyyyyyyyyyyyyyyyyyyyyyyyyyy"
                ]
            }
        }
    }]
}

17. g:SourceUrn
Similar to g:SourceAccount, this condition key is also used to solve the
confused deputy issue. Assume that user devices
(xxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxx) are defined as watches and bracelets. The
g:SourceUrn condition key is used to control the URN of the resource making
a service-to-service request. The following policy only allows service A to
switch to the corresponding assumed-agency session for the watch or bracelet
that meets the conditions.
{
    "Version": "5.0",
    "Statement": [{
        "Principal": {
            "Service": [
                "Service.A"
            ]
        },
        "Action": [
            "sts:agencies:assume"
        ],
        "Condition": {
            "StringEquals": {
                "g:sourceUrn": [
                    "alarm:*:xxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxx:watch:*",
                    "alarm:*:xxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxx:bracelet:*"
                ]
            }
        }
    }]
}

18. g:SourceIdentity
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For example, the following policy prevents principals whose source_identity is
yyyyy from switching the agency.
{
    "Version": "5.0",
    "Statement": [{
        "Effect": "Deny",
        "Principal": {
            "IAM": [
                "xxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxx"
            ]
        },
        "Action": [
            "sts:agencies:assume"
        ],
        "Condition": {
            "StringEquals": {
                "g:SourceIdentity": "yyyyy"
            }
        }
    }]
}

19. g:SourceIp

For example, the following policy denies the programmatic or console access
to KMS from source IP addresses within the xxx.xx.xx.0/24 range.

NO TICE

The source IP address must be a public IP address. Do not include a private IP
address in the condition key.

{
    "Version": "5.0",
    "Statement": [{
        "Effect": "Deny",
        "Action": [
            "kms:cmk:decryptData"
        ],
        "Resource": [
            "*"
        ],
        "Condition": {
            "IpAddress": {
                "g:SourceIp": "xxx.xx.xx.0/24"
            }
        }
    }]
}

The following condition keys in the initial request context will not be passed
in subsequent requests forwarded by the service on behalf of the principal:
g:SourceIp, g:SourceVpce, g:SourceVpc, and g:VpcSourceIp. As a result, when
these condition keys are used to control access permissions, requests
forwarded by the cloud service on behalf of the principal may be denied. In
practice, you are advised to use g:CalledVia to forward access requests.

There is an exception: The public network access initiated by the principal
from the console can be regarded as a programmatic access of the principal
from the public network, so the request forwarded by the console on behalf
of the principal contains the initial g:SourceIp.
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For example, the following policy denies the programmatic or console access
to KMS from source IP addresses beyond xxx.xx.xx.0/24. In addition, the policy
allows cloud services to forward access requests on behalf of the principal.
{
    "Version": "5.0",
    "Statement": [{
            "Effect": "Deny",
            "Action": [
                "kms:cmk:decryptData"
            ],
            "Resource": [
                "*"
            ],
            "Condition": {
                "NotIpAddress": {
                    "g:SourceIp": "xxx.xx.xx.0/24"
                },
                "Bool": {
                    "g:ViaService": "false"
                }
            }
        },
        {
            "Effect": "Deny",
            "Action": [
                "kms:cmk:decryptData"
            ],
            "Resource": [
                "*"
            ],
            "Condition": {
                "NotIpAddress": {
                    "g:SourceIp": "xxx.xx.xx.0/24"
                },
                "StringEqualsIfExists": {
                    "g:CalledViaFirst": "service.console",
                    "g:CalledViaLast": "service.console"
                }
            }
        }
    ]
}

20. g:SourceVpce
For example, the following policy denies access to KMS from a VPC endpoint
other than xxxxxxxx-xxxx-xxxx-xxxx-xxxxxxxxxxxx. In addition, the policy
allows cloud services to forward access requests on behalf of the principal.
{
    "Version": "5.0",
    "Statement": [{
        "Effect": "Deny",
        "Action": [
            "kms:cmk:decryptData"
        ],
        "Resource": [
            "*"
        ],
        "Condition": {
            "StringNotEquals": {
                "g:SourceVpce": "xxxxxxxx-xxxx-xxxx-xxxx-xxxxxxxxxxxx"
            },
            "Bool": {
                "g:ViaService": "false"
            }
        }
    }]
}
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● Multivalued condition keys

a. ForAllValues: Tests whether the value of every member of the request set
is a subset of the condition key set. The condition returns true if every
key value in the request matches at least one value in the policy.

b. ForAnyValue: Tests whether at least one member of the set of request
values matches at least one member of the set of condition key values.
The condition returns true if any one of the key values in the request
matches any one of the condition values in the policy. The condition
returns false if there are no matching keys in the request, or if the key
value resolves to an empty data set.
Condition Operators

Figure 5-7 Condition operators

i. If a single condition operator includes multiple values for one key,
that condition operator is evaluated using a logical OR. The condition
returns true if any one of the key values in the request matches any
one of the condition values in the policy.

NO TICE

For condition operators that contain Not (such as StringNotEquals),
the request value cannot match any of the condition values.

ii. The AND operation is used between different condition keys of the
same operator. It is also used between different operators.

Operators
A condition operator, a condition key, and a condition value together constitute a
complete condition statement. A policy can be applied only when its request
conditions are met. The operator suffix IfExists indicates that a policy is applied if
a request value is empty or meets the specified condition. For example, if the
operator StringEqualsIfExists is selected for a policy, the policy is applied if a
request value is empty or equal to the specified condition value. Operators are
string operators. They are not case-sensitive unless otherwise specified.
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● String

Table 5-3 String condition operators

Type Operator Description

String StringEquals Exact matching, case sensitive

StringNotEquals Negated matching, case sensitive

StringEqualsIgnoreCase Exact matching, ignoring case

StringNotEqualsIgnore-
Case

Negated matching, ignoring case

StringMatch Case-sensitive matching. The values
can include multi-character match
wildcards (*) and single-character
match wildcards (?) anywhere in the
string.

StringNotMatch Negated case-sensitive matching.
The values can include multi-
character match wildcards (*) and
single-character match wildcards (?)
anywhere in the string.

 

For example, the following policy prevents the requester Tom from deleting or
modifying resource shares.
{
    "Version": "5.0",
    "Statement": [
        {
            "Effect": "Deny",
            "Action": [
                "ram:resourceShares:delete",
                "ram:resourceShares:update"
            ],
            "Condition": {
                "StringEquals": {
                    "g:DomainName": [
                        "Tom"
                    ]
                }
            }
        }
    ]
}

● Numeric

Table 5-4 Numeric condition operators

Type Operator Description

Numeric NumberEquals Matching

NumberNotEquals Negated matching
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Type Operator Description

NumberLessThan "Less than" matching

NumberLessThanEquals "Less than or equals" matching

NumberGreaterThan "Greater than" matching

NumberGreaterThanEqu-
als

"Greater than or equals"
matching

 
● Date

Table 5-5 Date condition operators

Type Operator Description

Date DateLessThan Matching before a specific
date and time

DateLessThanEquals Matching at or before a
specific date and time

DateGreaterThan Matching after a specific date
and time

DateGreaterThanEquals Matching at or after a specific
date and time

 

For example, the following policy prevents requesters from accessing RAM
before August 1, 2022.
{
    "Version": "5.0",
    "Statement": [
        {
            "Effect": "Deny",
            "Action": [
                "ram:*:*"
            ],
            "Condition": {
                "DateLessThan": {
                    "g:CurrentTime": [
                        "2022-08-01T00:00:00Z"
                    ]
                }
            }
        }
    ]
}

● Boolean
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Table 5-6 Boolean condition operators

Type Operator Description

Bool Bool Boolean conditions let
you construct condition
elements that restrict
access based on
comparing a key to
"true" or "false."

 
● Null

Table 5-7 Null condition operators

Type Operator Description

Null Null You can use a Null condition
operator to check if a condition key
is absent at the time of
authorization. In the policy
statement, you can use either
"true" (the key does not exist or is
null) or "false" (the key exists and
its value is not null).

 
● IP

Table 5-8 IP condition operators

Type Operator Description

IP IpAddress IP address or IP address range

NotIpAddress All IP addresses beyond a specific IP
address or IP address range

 

For example, the following policy prevents requests from the IP address range
(10.27.128.0 to 10.27.128.255) from modifying the specified permanent access
keys.
{
  "Version": "5.0",
  "Statement": [
    {
      "Effect": "Deny",
      "Action": [
        "iam:credentials:updateCredentialV5"
      ],
      "Condition": {
        "IpAddress": {
          "g:SourceIp": [
            "10.27.128.0/24"
          ]
        }
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      }
    }
  ]
}

● IfExists operator suffix
You can add "IfExists" to the end of any condition operator name except the
"Null condition", for example, StringEqualsIfExists. If the policy key is present
in the context of the request, process the key as specified in the policy. If the
key is not present, evaluate the condition element as true.

5.2 Enabling or Disabling the SCP Type

Enabling the SCP Type
Before you create and attach an SCP to OUs and accounts, you have to enable the
SCP type from the organization's management account. After the SCP type is
enabled, Organizations automatically attach the FullAccess policy (allowing for all
operations) to all OUs and accounts.

Step 1 Log in to the management console as the organization administrator or using the
management account, and navigate to the Organizations console.

Step 2 On the Policies page, click Enable in the Operation column of the service control
policies.

Step 3 In the displayed dialog box, select the check box and click OK.

Figure 5-8 Enabling the SCP type

----End

Disabling the SCP type
If you no longer want to use SCPs to manage permissions for your organization,
you can disable the SCP type from the organization's management account.

CA UTION

● After the SCP type is disabled in an organization, all SCPs are automatically
detached from all OUs and accounts in the organization. However, the SCPs are
not deleted.

● If you disable the SCP type and then enable it again, the FullAccess SCP is still
attached to all entities in the organization and attachments of other SCPs are
lost. If you want to re-enable them, you must re-attach them to the entities.

Step 1 Log in to the management console as the organization administrator or using the
management account, and navigate to the Organizations console.
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Step 2 On the Policies page, click Disable in the Operation column of the service control
policies.

Figure 5-9 Disabling the SCP type

Step 3 Click OK in the displayed dialog box.

----End

5.3 Creating an SCP
This topic describes how to create a custom SCP. For SCP examples, see Example
SCPs.

Procedure

Step 1 Log in to the management console as the organization administrator or using the
management account, and navigate to the Organizations console.

Step 2 On the Policies page, click Service control policies.

Figure 5-10 Accessing the Service control policies page

Step 3 Click Create Policy.

Figure 5-11 Creating an SCP

Step 4 Enter a policy name. Ensure that you are entering a unique policy name. It must
be different from any other existing policy.

(Optional) You can also enter a description for the policy.

Step 5 On the left of the policy content, edit the policy content in JSON.
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For details about how to build JSON policy statements, see SCP Syntax and
Example SCPs.

NO TE

The Version value of a custom policy must be 5.0.
When Effect is Allow, the Condition element is not allowed, that is, the condition key
cannot be added.

Step 6 On the right of the policy content, use the policy editor to edit the actions,
resources, and conditions of the custom policy.
● Adding an action: Click + to add an action. The added action will appear

under Available Actions, as shown in Figure 5-12.

Figure 5-12 Adding an action

● Adding a resource: Only services available for resource-level authorization can
be added. Click + to select a service for the action, and enter the URN to
identify the specific resource you want to control access to, as shown in
Figure 5-13.
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Figure 5-13 Adding a resource

● (Optional) Add a condition. You can click + to add a condition key and an
operator to define the conditions for when a policy is in effect, as shown in
Figure 5-14.

Figure 5-14 Adding a condition

Step 7 (Optional) Click Add Statement to add an object for the Statement element.

The value for the Statement element can be an array of multiple objects that
identify different permissions.
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Figure 5-15 Adding a statement

Step 8 (Optional) Add one or more tags. Enter a tag key and a tag value, and click Add.

Figure 5-16 Adding tags to the SCP

Step 9 Click Save. If the policy list is displayed, the SCP is created successfully. If a
message appears indicating incorrect policy content, modify the SCP syntax.

----End

5.4 Modifying or Deleting an SCP
The following describes how to modify and delete a custom SCP.

Modifying an SCP

Step 1 Log in to the management console as the organization administrator or using the
management account, and navigate to the Organizations console.

Step 2 On the Policies page, click Service control policies.

Step 3 Locate the custom SCP you want to modify and click Edit in the Operation
column. In the displayed dialog box, enter "Confirm" and click OK.

Figure 5-17 Modifying an SCP
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Step 4 On the Modify Policy page, modify the policy name and description as needed. ,
as shown in #org_03_0036/fig977144619493.

Step 5 Edit the policy content if needed. You can use the statement editor to modify the
policy syntax. For details, see SCP Syntax.

Step 6 Click Save. If the policy list is displayed, the SCP is updated successfully. If a
message appears indicating incorrect policy content, modify the SCP syntax.

----End

Deleting an SCP
An SCP that is attached to OUs or accounts cannot be deleted. To delete such an
SCP, you need to detach the SCP from the OUs or accounts first.

Step 1 Log in to the management console as the organization administrator or using the
management account, and navigate to the Organizations console.

Step 2 On the Policies page, click Service control policies.

Step 3 Locate the target custom SCP and click Delete in the Operation column.

Step 4 Click OK in the displayed dialog box.

Figure 5-18 Deleting an SCP

----End

5.5 Attaching or Detaching an SCP
You can attach an SCP to or detach it from the root OU, other OUs or accounts
from the organization's management account.

Constraints
● SCPs affect only member accounts in an organization. They have no effect on

the management account, IAM users, and agencies.
● SCPs are applied within 30 minutes after they are attached.

Attaching an SCP
Method 1:

Step 1 Log in to Huawei Cloud as the organization administrator or using the
management account, navigate to the Organizations console, and access the
Organization page.

Step 2 Select the OU or account you want to attach the SCP to.

Step 3 On the details page, click the Policies tab. On the page, expand Service control
policies and click Attach.
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Figure 5-19 Attaching an SCP

Step 4 Select the policy to be added and enter "Confirm" in the text box. Then, click
Attach.

----End

Method 2:

Step 1 Access the Policies page on the Organizations console.

Step 2 Click Service control policies. The list of SCPs is displayed.

Step 3 Locate the SCP you want to attach and click Attach in the Operation column.
Then, select the OU or account you want to attach the SCP to.

Step 4 In the displayed dialog box, enter "Confirm" and click OK.In the displayed dialog
box, click OK.

Figure 5-20 Attaching an SCP

----End

Detaching an SCP
Method 1:

Step 1 Log in to Huawei Cloud as the organization administrator or using the
management account, navigate to the Organizations console, and access the
Organization page.
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Step 2 Select the OU or account you want to detach the SCP from.

Step 3 On the details page, click the Policies tab. On the page, expand Service control
policies, locate the target SCP and click Detach in the Operation column.

Step 4 In the displayed dialog box, enter "Confirm" and click OK.In the displayed dialog
box, click OK.

Figure 5-21 Detaching an SCP

NO TE

You cannot detach the last SCP from an OU or account. There must be at least one SCP
attached to every OU or account.

----End

Method 2:

Step 1 Access the Policies page on the Organizations console.

Step 2 Click Service control policies. The list of SCPs is displayed.

Step 3 Click the name of the target SCP and click the Targets tab.

Step 4 Locate the OU or account that you want to detach the SCP from and click Detach
in the Operation column.

Figure 5-22 Detaching an SCP

Step 5 In the displayed dialog box, enter "Confirm" and click OK.In the displayed dialog
box, click OK.
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Figure 5-23 Detaching an SCP

----End

5.6 Example SCPs
This section provides some example SCPs for your reference, including:

● Preventing Member Accounts from Leaving an Organization
● Blocking Service Access for the Root User
● Prohibiting Creation of Resources with Specified Tags
● Prohibiting Access to Specified Regions
● Preventing Sharing with Accounts Outside an Organization
● Preventing Sharing Specified Resource Types
● Preventing Aggregation Authorization to Accounts Outside the Current

Organization
● Preventing the Root User from Using Cloud Services Other Than IAM
● Preventing IAM Users and Agencies from Making Certain Changes
● Preventing IAM Users and Agencies from Making Specified Changes, with

an Exception for Specified Accounts

Preventing Member Accounts from Leaving an Organization
The following SCP prevents member accounts from leaving an organization.
{
  "Version": "5.0",
  "Statement": [
    {
      "Effect": "Deny",
      "Action": [
        "organizations:organizations:leave"
      ],
      "Resource": [
        "*"
      ]
    }
  ]
}

Blocking Service Access for the Root User
The following SCP blocks access to the specified actions for the root user in a
member account. If you want to restrict access in specific ways, you can modify
the Action and Resource elements.

{
  "Version": "5.0",
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  "Statement": [
    {
      "Effect": "Deny",
      "Action": [
        "ecs:*:*"
      ],
      "Resource": [
        "*"
      ],
      "Condition": {
        "BoolIfExists": {
          "g:PrincipalIsRootUser": "true"
        }
      }
    }
  ]
}

Prohibiting Creation of Resources with Specified Tags

The following SCP prevents users from creating resource shares with the {"team":
"engineering"} tag. If you want to prevent resource creation in specific ways, you
can modify the Action, Resource, and Condition elements.

{
     "Version":"5.0",
     "Statement":[
         {
             "Effect":"Deny",
             "Action":["ram:resourceShares:create"],
             "Resource":["*"],
             "Condition":{
                 "StringEquals":{
                     "g:RequestTag/team":"engineering"
                 }
             }
         }
     ]
 }

Prohibiting Access to Specified Regions

The following SCP prevents users from accessing all ECS resources in regionid1
but not in any other regions. If you want to restrict access in specific ways, you
can modify the Action, Resource, and Condition elements.

This SCP applies only to region-specific services. regionid1 in the SCP is only an
example for you reference. Enter the specific region ID you want when using this
SCP.

{
     "Version":"5.0",
     "Statement":[
         {
             "Effect":"Deny",
             "Action":["ecs:*:*"],
             "Resource":["*"],
             "Condition":{
                 "StringEquals":{
                     "g:RequestedRegion":"regionid1"
                 }
             }
         }
     ]
 }
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Preventing Sharing with Accounts Outside an Organization

The following SCP prevents accounts within an organization from sharing
resources with accounts outside the organization. You are advised to attach this
SCP to the root OU of the organization so that the SCP will be applied to the
entire organization.

{
  "Version": "5.0",
  "Statement": [
    {
      "Effect": "Deny",
      "Action": [
        "ram:resourceShares:create",
        "ram:resourceShares:associate"
 
      ],
      "Resource": [
        "*"
      ],
      "Condition": {
        "ForAnyValue:StringNotLike": {
          "ram:TargetOrgPaths": [
            "organization_id/root_id/ou_id" [Note: Enter the path ID of the organization.]
          ]
        }
      }
    }
  ]
}

Preventing Sharing Specified Resource Types

The following SCP prevents accounts from sharing VPC subnets. You can modify
the resource type in the Condition element of the SCP statement as required.

{
  "Version": "5.0",
  "Statement": [
    {
      "Effect": "Deny",
      "Action": [
        "ram:resourceShares:create"
      ],
      "Resource": [
        "*"
      ],
      "Condition": {
        "ForAnyValue:StringEquals": {
          "ram:RequestedResourceType": [
            "vpc:subnet" [Note: You can change the resource type as required.]
          ]
        }
      }
    }
  ]
}

Preventing Aggregation Authorization to Accounts Outside the Current
Organization

The following SCP prevents accounts within an organization from granting
aggregation authorization to accounts outside the organization. You are advised
to attach this SCP to the root OU of your organization to prevent accounts outside
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your organization from collecting information about the resources of accounts in
your organization. You can also attach this SCP to source accounts to prevent
them from accepting authorization requests from the aggregator account.

{
  "Version": "5.0",
  "Statement": [
    {
      "Effect": "Deny",
      "Action": [
        "rms:aggregationAuthorizations:create"
      ],
      "Resource": [
        "*"
      ],
      "Condition": {
        "StringNotMatch": {
          "rms:AuthorizedAccountOrgPath": [
            "organization_id/root_id/ou_id" [Note: Enter the path ID of the organization.]
          ]
        }
      }
    }
  ]
}

Preventing the Root User from Using Cloud Services Other Than IAM
The following SCP prevents the root user from using any cloud services other than
IAM.

{
  "Version": "5.0",
  "Statement": [
    {
      "Effect": "Deny",
      "NotAction": [
        "iam:*:*"
      ],
      "Resource": [
        "*"
      ],
      "Condition": {
        "Bool": {
          "g:PrincipalIsRootUser": [
            "true"
          ]
        }
      }
    }
  ]
}

Preventing IAM Users and Agencies from Making Certain Changes
The following SCP prevents IAM users and agencies from making changes to
resource shares created in all accounts in your organization.

{
  "Version": "5.0",
  "Statement": [
    {
      "Effect": "Deny",
      "Action": [
        "ram:resourceShares:update",
        "ram:resourceShares:delete",
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        "ram:resourceShares:associate",
        "ram:resourceShares:disassociate",
        "ram:resourceShares:associatePermission",
        "ram:resourceShares:disassociatePermission"
      ],
      "Resource": [
        "ram::*:resourceShare:resource-id"
      ]
    }
  ]
}

Preventing IAM Users and Agencies from Making Specified Changes, with an
Exception for Specified Accounts

The following SCP prevents IAM users and agencies from making changes to
resource shares created in all accounts in your organization except for specified
accounts.

{
  "Version": "5.0",
  "Statement": [
    {
      "Effect": "Deny",
      "Action": [
        "ram:resourceShares:update",
        "ram:resourceShares:delete",
        "ram:resourceShares:associate",
        "ram:resourceShares:disassociate",
        "ram:resourceShares:associatePermission",
        "ram:resourceShares:disassociatePermission"
      ],
      "Resource": [
        "ram::*:resourceShare:resource-id"
      ],
      "Condition": {
        "StringNotEquals": {
          "g:DomainId": [
            "account-id" [Note: Enter the ID of the account to deny.]
          ]
        }
      }
    }
  ]
}

5.7 System-defined SCPs
The following table lists the SCPs preconfigured on Huawei Cloud.

Table 5-9 Huawei Cloud SCPs

Policy Description

FullAccess Allows all permissions on all resources.

 

NO TE

At least one SCP must be attached to each root, OU, and account.
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5.8 Cloud Services for Using SCPs
SCPs are available for the following cloud services:

NO TE

Cloud services for using SCPs also support IAM identity policies.

Compute

No. Service Name Reference

1 Elastic Cloud Server (ECS) Elastic Cloud Server (ECS)

2 Bare Metal Server (BMS) Bare Metal Server (BMS)

3 Image Management Service (IMS) Image Management Service
(IMS)

4 Auto Scaling Auto Scaling (AS)

 

Storage

No. Service Name Reference

1 Cloud Backup and Recovery (CBR) Cloud Backup and Recovery
(CBR)

2 Elastic Volume Service (EVS) Elastic Volume Service (EVS)

3 Scalable File Service Turbo (SFS
Turbo)

Scalable File Service Turbo (SFS
Turbo)

 

Networking

No. Service Name Reference

1 Virtual Private Cloud (VPC) Virtual Private Cloud (VPC)

2 Elastic IP (EIP) Elastic IP (EIP)

3 NAT Gateway (NAT) NAT Gateway

4 Elastic Load Balance (ELB) Elastic Load Balance (ELB)

5 VPC Endpoint (VPCEP) VPC Endpoint (VPCEP)

6 Direct Connect Direct Connect (DC)

7 Enterprise Router Enterprise Router (ER)
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No. Service Name Reference

8 Global Accelerator Global Accelerator (GA)

9 Cloud Connect Cloud Connect (CC)

 

Containers

No. Service Name Reference

1 Cloud Container Engine (CCE) Cloud Container Engine (CCE)

2 Software Repository for Container
(SWR)

SoftWare Repository for
Container (SWR)

 

Analytics

No. Service Name Reference

1 Data Lake Insight (DLI) Data Lake Insight (DLI)

2 DataArts Studio DataArts Studio

3 GaussDB(DWS) GaussDB(DWS)

4 MapReduce Service (MRS) MapReduce Service (MRS)

5 Cloud Search Service (CSS) Cloud Search Service (CSS)

 

Content Delivery & Edge Computing

No. Service Name Reference

1 Content Delivery Network (CDN) Content Delivery Network
(CDN)

 

Databases

No. Service Name Reference

1 Relational Database Service (RDS) Relational Database Service
(RDS)

2 Document Database Service (DDS) Document Database Service
(DDS)

3 GaussDB GaussDB

Organizations
User Guide 5 Managing SCPs

Issue 01 (2025-02-25) Copyright © Huawei Cloud Computing Technologies Co., Ltd. 73



No. Service Name Reference

4 Data Replication Service (DRS) Data Replication Service (DRS)

5 TaurusDB TaurusDB

 

Security & Compliance
No. Service Name Reference

1 Cloud Native Anti-DDoS Basic
(Anti-DDoS)

Cloud Native Anti-DDoS Basic
(Anti-DDoS)

2 Cloud Native Anti-DDoS Advanced
(CNAD)

Cloud Native Anti-DDoS
Advanced (CNAD)

3 Advanced Anti-DDoS (AAD) Advanced Anti-DDoS (AAD)

4 Data Encryption Workshop (DEW),
including the following sub-
services:
● Key Management Service

(KMS)
● Cloud Secret Management

Service (CSMS)
● Key Pair Service (KPS)
● Dedicated Hardware Security

Module (Dedicated HSM)

Data Encryption Workshop
(DEW)

5 Host Security Service (HSS) Host Security Service (HSS)

6 SecMaster SecMaster

7 Cloud Firewall (CFW) Cloud Firewall (CFW)

8 Data Security Center (DSC) Data Security Center (DSC)

9 Private Certificate Authority (PCA) Private Certificate Authority
(PCA)

10 SSL Certificate Manager (SCM) SSL Certificate Manager (SCM)

11 Cloud Bastion Host (CBH) Cloud Bastion Host (CBH)

12 Database Security Service (DBSS) Database Security Service
(DBSS)

13 Web Application Firewall (WAF) Web Application Firewall (WAF)
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IoT

No. Service Name Reference

1 IoT Device Access (IoTDA) IoT Device Access (IoTDA)

 

Middleware

No. Service Name Reference

1 Distributed Cache Service (DCS) Distributed Cache Service (DCS)

2 Cloud Service Engine (CSE) Cloud Service Engine (CSE)

3 API Gateway API Gateway (APIG)

 

Developer Services

No. Service Name Reference

1 ServiceStage ServiceStage

2 CodeArts CodeArts

3 CodeArts Pipeline CodeArts Pipeline

4 CodeArts PerfTest CodeArts PerfTest

 

Business Applications

No. Service Name Reference

1 Domain Name Service (DNS) Domain Name Service (DNS)

2 Workspace Workspace

 

Management & Governance

No. Service Name Reference

1 Simple Message Notification
(SMN)

Simple Message Notification
(SMN)

2 Log Tank Service (LTS) Log Tank Service (LTS)

3 Identity and Access Management
(IAM)

Identity and Access
Management (IAM)
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No. Service Name Reference

4 Security Token Service (STS) Security Token Service (STS)

5 Resource Formation Service (RFS) Resource Formation Service
(RFS)

6 IAM Identity Center IAM Identity Center

7 Organizations Organizations

8 Resource Access Manager (RAM) Resource Access Manager (RAM)

9 Enterprise Project Management
Service (EPS)

Enterprise Project Management
Service (EPS)

10 Tag Management Service (TMS) Tag Management Service (TMS)

11 Config (original service name:
RMS)

Config

12 IAM Access Analyzer IAM Access Analyzer

13 Cloud Trace Service (CTS) Cloud Trace Service (CTS)

14 Resource Governance Center
(RGC)

Resource Governance Center
(RGC)

15 Application Operations
Management (AOM)

Application Operations
Management (AOM)

16 Cloud Eye Cloud Eye (CES)

 

User Support
No. Service Name Reference

1 Billing Center Billing Center

2 Cost Center Cost Center

3 My Account My Account

4 Enterprise Center Enterprise Center

5 Message Center Message Center

6 Customer Operations Capabilities Customer Operation Capabilities
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Migration

No. Service Name Reference

1 Object Storage Migration Service
(OMS)

Object Storage Migration Service
(OMS)

2 Server Migration Service (SMS) Server Migration Service (SMS)

 

5.9 Regions for Using SCPs
SCPs are available in the following regions:

NO TE

Regions for using SCPs also support the use of IAM identity policies.

Table 5-10 Regions for using SCPs

Region Name Region Code

AP-Singapore ap-southeast-3

AP-Bangkok ap-southeast-2

AP-Jakarta ap-southeast-4

CN East-Shanghai1 cn-east-3

CN East-Shanghai2 cn-east-2

CN-Hong Kong ap-southeast-1

CN North-Beijing1 cn-north-1

CN North-Beijing4 cn-north-4

CN South-Guangzhou cn-south-1

CN North-Ulanqab1 cn-north-9

CN Southwest-Guiyang1 cn-southwest-2

CN East-Qingdao cn-east-5

TR-Istanbul tr-west-1

AF-Johannesburg af-south-1

LA-Mexico City1 na-mexico-1

LA-Mexico City2 la-north-2

LA-Sao Paulo1 sa-brazil-1

LA-Santiago la-south-2
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Region Name Region Code

ME-Riyadh me-east-1

AF-Cairo af-north-1

CN East2 cn-east-4

 

5.10 Actions Supported by SCP-based Authorization

5.10.1 Compute

5.10.1.1 Elastic Cloud Server (ECS)
The Organizations service provides Service Control Policies (SCPs) to set access
control policies.

SCPs do not actually grant any permissions to an entity. They only set the
permissions boundary for the entity. When SCPs are attached to a member
account or an organizational unit (OU), they do not directly grant permissions to
that member account or OU. Instead, the SCPs just determine what permissions
are available for that member account or the member accounts under that OU.

This section describes the elements used by Organizations SCPs. The elements
include actions, resources, and conditions.

For details about how to use these elements to create a custom SCP, see Creating
an SCP.

Actions
Actions are specific operations that are allowed or denied in an SCP.

● The Access Level column describes how the action is classified (List, Read, or
Write). This classification helps you understand the level of access that an
action grants when you use it in an SCP.

● The Resource Type column indicates whether the action supports resource-
level permissions.
– You can use a wildcard (*) to indicate all resource types. If this column is

empty (-), the action does not support resource-level permissions, and
you must specify all resources ("*") in your SCP statements.

– If this column includes a resource type, you must specify the URN in the
Resource element of your statements.

– Required resources are marked with asterisks (*) in the table. If you
specify a resource in a statement using this action, then it must be of this
type.

For details about the resource types defined by ECS, see Resources.
● The Condition Key column contains keys that you can specify in the

Condition element of an SCP statement.
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– If the Resource Type column has values for an action, the condition key
takes effect only for the listed resource types.

– If the Resource Type column is empty (-) for an action, the condition key
takes effect for all resources that action supports.

– If the Condition Key column is empty (-) for an action, the action does
not support any condition keys.

For details about the condition keys defined by ECS, see Conditions.

The following table lists the actions that you can define in SCP statements for ECS.

Table 5-11 Actions supported by ECS

Action Description Access
Level

Resource
Type (*:
required)

Condition Key

ecs:cloudServ
ers:createServ
ers

Grants
permission to
create ECSs.

write - ● g:RequestTag/
<tag-key>

● g:EnterprisePr
ojectId

● g:TagKeys
● ecs:imageID
● ecs:FlavorId
● ecs:VpcId
● ecs:SubnetId
● ecs:PortId
● ecs:KmsKeyId
● eip:AssociateP

ublicIp
● ecs:Availability

Zone
● evs:Encrypted
● cbr:VaultId
● ecs:SSHKeyPai

rName
● ecs:SupportAg

entType
● ecs:ImageSup

portAgentTyp
e

● ecs:ImageType
● ecs:OsVersion
● ecs:OsType
● ecs:ImagePlatf

orm
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Action Description Access
Level

Resource
Type (*:
required)

Condition Key

ecs:cloudServ
ers:deleteServ
ers

Grants
permission to
delete ECSs.

write instance * -

ecs:cloudServ
ers:resize

Grants
permission to
modify ECS
specifications.

write instance * ecs:FlavorId
-

ecs:cloudServ
ers:attachShar
edVolume

Grants
permission to
attach a
specified
shared EVS
disk to
multiple ECSs
in a batch.

write instance * ● evs:Encrypted
● ecs:KmsKeyId
● ecs:VolumeId
evs:Encrypted

ecs:cloudServ
ers:showServe
r

Grants
permission to
query ECS
details.

read instance * -

ecs:cloudServ
ers:attach

Grants
permission to
attach disks
to an ECS.

write instance * ● evs:Encrypted
● ecs:KmsKeyId
● ecs:VolumeId
evs:Encrypted

ecs:cloudServ
ers:listServerB
lockDevices

Grants
permission to
query
information
about the
disks
attached to
an ECS.

list instance * -

ecs:cloudServ
ers:showServe
rBlockDevice

Grants
permission to
query
information
about a
single disk
attached to
an ECS.

read instance * -
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Action Description Access
Level

Resource
Type (*:
required)

Condition Key

ecs:cloudServ
ers:updateSer
verBlockDevic
e

Grants
permission to
modify
information
about a
single disk
attached to
an ECS.

write instance * -

ecs:cloudServ
ers:changeOS

Grants
permission to
change the
ECS OS.

write instance * ● ecs:imageID
● evs:Encrypted
● ecs:KmsKeyId
● ecs:SSHKeyPai

rName
● ecs:ImageType
● ecs:OsVersion
● ecs:OsType
● ecs:ImagePlatf

orm

ecs:cloudServ
ers:detachVol
ume

Grants
permission to
detach disks
from an ECS.

write instance * -

ecs:cloudServ
ers:updateMe
tadata

Grants
permission to
update ECS
metadata.

write instance * -

ecs:cloudServ
ers:deleteMet
adata

Grants
permission to
delete ECS
metadata.

write instance * -

ecs:cloudServ
ers:migrate

Grants
permission to
cold migrate
ECSs.

write instance * -

ecs:cloudServ
ers:listServerI
nterfaces

Grants
permission to
query NICs of
an ECS.

list instance * -
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Action Description Access
Level

Resource
Type (*:
required)

Condition Key

ecs:cloudServ
ers:showReset
PasswordFlag

Grants
permission to
query
whether one-
click
password
reset is
supported.

read instance * -

ecs:cloudServ
ers:showServe
rPassword

Grants
permission to
get the
password for
logging in to
an ECS.

read instance * -

ecs:cloudServ
ers:deletePass
word

Grants
permission to
delete the
password for
logging in to
an ECS.

write instance * -

ecs:cloudServ
ers:listServerV
olumeAttach
ments

Grants
permission to
query disks
attached to
an ECS.

list instance * -

ecs:cloudServ
ers:rebuild

Grants
permission to
reinstall the
ECS OS.

write instance * ● evs:Encrypted
● ecs:KmsKeyId
● ecs:SSHKeyPai

rName
evs:Encrypted

ecs:cloudServ
ers:vnc

Grants
permission to
obtain the
VNC login
address.

read instance * -

ecs:cloudServ
ers:updateSer
ver

Grants
permission to
modify ECS
information.

write instance * -
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Action Description Access
Level

Resource
Type (*:
required)

Condition Key

ecs:cloudServ
ers:addNics

Grants
permission to
add NICs to
an ECS in a
batch.

write instance * ● eip:AssociateP
ublicIp

● ecs:SubnetId
● ecs:PortId
-

ecs:cloudServ
erNics:delete

Grants
permission to
delete NICs
from an ECS
in a batch.

write instance * -

ecs:cloudServ
ers:showServe
rTags

Grants
permission to
query ECS
tags.

list instance * -

ecs:cloudServ
ers:batchCrea
teServerTags

Grants
permission to
add tags to
an ECS in a
batch.

write instance * ● g:RequestTag/
<tag-key>

● g:TagKeys

ecs:cloudServ
ers:batchDele
teServerTags

Grants
permission to
delete tags
from an ECS
in a batch.

write instance * ● g:RequestTag/
<tag-key>

● g:TagKeys

ecs:cloudServ
ers:start

Grants
permission to
start ECSs in
a batch.

write instance * -

ecs:cloudServ
ers:stop

Grants
permission to
stop ECSs in
a batch.

write instance * -

ecs:cloudServ
ers:reboot

Grants
permission to
restart ECSs
in a batch.

write instance * -

ecs:cloudServ
ers:batchUpd
ateServersNa
me

Grants
permission to
modify ECS
information
in a batch.

write instance * -
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Action Description Access
Level

Resource
Type (*:
required)

Condition Key

ecs:cloudServ
ers:listServers
Details

Grants
permission to
query ECS
details.

list - g:EnterpriseProje
ctId

ecs:cloudServ
erFlavors:get

Grants
permission to
query
specifications
and
expansion
details about
ECSs.

read - -

ecs:cloudServ
erQuotas:get

Grants
permission to
query tenant
quotas.

read - -

ecs:cloudServ
ers:resetServe
rPwd

Grants
permission to
reset the
password of
an ECS.

write instance * -

ecs:cloudServ
ers:listServerG
roups

Grants
permission to
query ECS
groups.

list - -

ecs:cloudServ
ers:createServ
erGroup

Grants
permission to
create ECS
groups.

write - -

ecs:cloudServ
ers:showServe
rGroup

Grants
permission to
query ECS
groups.

read - -

ecs:cloudServ
ers:deleteServ
erGroup

Grants
permission to
delete ECS
groups.

write - -

ecs:cloudServ
ers:addServer
GroupMembe
r

Grants
permission to
add ECSs to
an ECS group.

write - -
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Action Description Access
Level

Resource
Type (*:
required)

Condition Key

ecs:cloudServ
ers:deleteServ
erGroupMem
ber

Grants
permission to
delete ECSs
from an ECS
group.

write - -

ecs:cloudServ
ers:listResizeFl
avors

Grants
permission to
query the
target ECS
flavors to
which a
flavor can be
changed.

list - -

ecs:cloudServ
ers:listServerT
ags

Grants
permission to
query project
tags.

list - -

 

Each API of ECS usually supports one or more actions. Table 5-12 lists the
supported actions and dependencies.

Table 5-12 Actions and dependencies supported by ECS APIs

API Action Dependencies

POST /v1.1/{project_id}/
cloudservers

ecs:cloudServers:createServer
s

● eip:publicIps:crea
te

● eip:publicIps:ass
ociateInstance

● iam:agencies:pas
s

● eip:bandwidths:i
nsertPublicIps

POST /v1/{project_id}/
cloudservers

ecs:cloudServers:createServer
s

● eip:publicIps:crea
te

● eip:publicIps:ass
ociateInstance

● iam:agencies:pas
s

● eip:bandwidths:i
nsertPublicIps
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API Action Dependencies

POST /v1/{project_id}/
cloudservers/delete

ecs:cloudServers:deleteServer
s

-

POST /v1.1/{project_id}/
cloudservers/{server_id}/
resize

ecs:cloudServers:resize -

POST /v1/{project_id}/
batchaction/
attachvolumes/
{volume_id}

ecs:cloudServers:attachShare
dVolume

evs:volumes:use

GET /v1/{project_id}/
cloudservers/{server_id}

ecs:cloudServers:showServer -

POST /v1/{project_id}/
cloudservers/{server_id}/
attachvolume

ecs:cloudServers:attach evs:volumes:use

GET /v1/{project_id}/
cloudservers/{server_id}/
block_device

ecs:cloudServers:listServerBlo
ckDevices

-

GET /v1/{project_id}/
cloudservers/{server_id}/
block_device/{volume_id}

ecs:cloudServers:showServer
BlockDevice

-

PUT /v1/{project_id}/
cloudservers/{server_id}/
block_device/{volume_id}

ecs:cloudServers:updateServe
rBlockDevice

-

POST /v1/{project_id}/
cloudservers/{server_id}/
changeos

ecs:cloudServers:changeOS -

DELETE /v1/{project_id}/
cloudservers/{server_id}/
detachvolume/{volume_id}

ecs:cloudServers:detachVolu
me

-

POST /v1/{project_id}/
cloudservers/{server_id}/
metadata

ecs:cloudServers:updateMeta
data

iam:agencies:pass

DELETE /v1/{project_id}/
cloudservers/{server_id}/
metadata/{key}

ecs:cloudServers:deleteMeta
data

-

POST /v1/{project_id}/
cloudservers/{server_id}/
migrate

ecs:cloudServers:migrate -

GET /v1/{project_id}/
cloudservers/
{server_id}/os-interface

ecs:cloudServers:listServerInt
erfaces

-
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API Action Dependencies

GET /v1/{project_id}/
cloudservers/
{server_id}/os-resetpwd-
flag

ecs:cloudServers:showResetP
asswordFlag

-

GET /v1/{project_id}/
cloudservers/
{server_id}/os-server-
password

ecs:cloudServers:showServer
Password

-

DELETE /v1/{project_id}/
cloudservers/
{server_id}/os-server-
password

ecs:cloudServers:deletePassw
ord

-

GET /v1/{project_id}/
cloudservers/
{server_id}/os-
volume_attachments

ecs:cloudServers:listServerVol
umeAttachments

-

POST /v1/{project_id}/
cloudservers/{server_id}/
reinstallos

ecs:cloudServers:rebuild -

POST /v2/{project_id}/
cloudservers/{server_id}/
reinstallos

ecs:cloudServers:rebuild -

POST /v1/{project_id}/
cloudservers/{server_id}/
remote_console

ecs:cloudServers:vnc -

POST /v1/{project_id}/
cloudservers/{server_id}/
resize

ecs:cloudServers:resize -

GET /v1/{project_id}/
cloudservers/detail?
flavor={flavor}&name={na
me}&status={status}&limit
={limit}&offset={offset}&n
ot-tags={not-
tags}&reservation_id={rese
rvation_id}&enterprise_proj
ect_id={enterprise_project_
id}&tags={tags}&ip={ip}

ecs:cloudServers:listServersD
etails

-

PUT /v1/{project_id}/
cloudservers/{server_id}

ecs:cloudServers:updateServe
r

-

POST /v1/{project_id}/
cloudservers/{server_id}/
nics

ecs:cloudServers:addNics -
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API Action Dependencies

POST /v1/{project_id}/
cloudservers/{server_id}/
nics/delete

ecs:cloudServerNics:delete -

GET /v1/{project_id}/
cloudservers/{server_id}/
tags

ecs:cloudServers:showServer
Tags

-

POST /v1/{project_id}/
cloudservers/{server_id}/
tags/action

ecs:cloudServers:batchCreate
ServerTags

-

POST /v1/{project_id}/
cloudservers/{server_id}/
tags/action

ecs:cloudServers:batchDelete
ServerTags

-

POST /v1/{project_id}/
cloudservers/action

ecs:cloudServers:start -

POST /v1/{project_id}/
cloudservers/action

ecs:cloudServers:stop -

POST /v1/{project_id}/
cloudservers/action

ecs:cloudServers:reboot -

GET /v1/{project_id}/
cloudservers/flavors?
availability_zone={availabil
ity_zone}&flavor_id={flavor
_id}&limit={limit}&marker
={marker}

ecs:cloudServerFlavors:get -

GET /v1/{project_id}/
cloudservers/limits

ecs:cloudServerQuotas:get -

PUT /v1/{project_id}/
cloudservers/
{server_id}/os-reset-
password

ecs:cloudServers:resetServerP
wd

-

GET /v1/{project_id}/
cloudservers/os-server-
groups?
limit={limit}&marker={mar
ker}

ecs:cloudServers:listServerGr
oups

-

POST /v1/{project_id}/
cloudservers/os-server-
groups

ecs:cloudServers:createServer
Group

-

GET /v1/{project_id}/
cloudservers/os-server-
groups/{server_group_id}

ecs:cloudServers:showServer
Group

-
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API Action Dependencies

DELETE /v1/{project_id}/
cloudservers/os-server-
groups/{server_group_id}

ecs:cloudServers:deleteServer
Group

-

POST /v1/{project_id}/
cloudservers/os-server-
groups/{server_group_id}/
action

ecs:cloudServers:addServerGr
oupMember

-

POST /v1/{project_id}/
cloudservers/os-server-
groups/{server_group_id}/
action

ecs:cloudServers:deleteServer
GroupMember

-

GET /v1/{project_id}/
cloudservers/
resize_flavors?
instance_uuid={instance_u
uid}&source_flavor_id={so
urce_flavor_id}&source_fla
vor_name={source_flavor_
name}

ecs:cloudServers:listResizeFla
vors

-

GET /v1/{project_id}/
cloudservers/tags

ecs:cloudServers:listServerTa
gs

-

POST /v2/{project_id}/
cloudservers/{server_id}/
changeos

ecs:cloudServers:changeOS -

PUT /v1/{project_id}/
cloudservers/server-name

ecs:cloudServers:batchUpdat
eServersName

-

POST /v1/{project_id}/
cloudservers/actions/
change-charge-mode

ChangeServerChargeMode ● billing:order:pay
● billing:subscripti

on:renew

GET /v1/{project_id}/
cloudservers/flavor-sell-
policies?
flavor_id={flavor_id}

ecs:cloudServerFlavors:get -

GET /v1/{project_id}/
cloudservers/{server_id}/
autorecovery

ecs:cloudServers:getAutoRec
overy

-

PUT /v1/{project_id}/
cloudservers/{server_id}/
autorecovery

ecs:cloudServers:setAutoReco
very

-
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Resources

A resource type indicates the resources that an SCP applies to. If you specify a
resource type for any action in Table 5-13, the resource URN must be specified in
the SCP statements using that action, and the SCP applies only to resources of this
type. If no resource type is specified, the Resource element is marked with an
asterisk (*) and the SCP applies to all resources. You can also set condition keys in
an SCP to define resource types.

The following table lists the resource types that you can define in SCP statements
for ECS.

Table 5-13 Resource types supported by ECS

Resource Type URN

instance ecs:<region>:<account-id>:instance:<server-id>

 

Conditions

A Condition element lets you specify conditions for when an SCP is in effect. It
contains condition keys and operators.

● The condition key that you specify can be a global condition key or a service-
specific condition key.

– Global condition keys (with the g: prefix) apply to all actions. Cloud
services do not need to provide user identity information. Instead, the
system automatically obtains such information and authenticates users.
For details, see Global Condition Keys.

– Service-specific condition keys (with the abbreviation of a service name
plus a colon as the prefix, for example, ecs:) only apply to operations of
the ECS service. For details, see Table 5-14.

– The number of values associated with a condition key in the request
context of an API call makes the condition key single-valued or
multivalued. Single-valued condition keys have at most one value in the
request context of an API call. Multivalued condition keys can have
multiple values in the request context of an API call. For example, a
request can originate from at most one VPC endpoint, so g:SourceVpce is
a single-valued condition key. You can tag resources and include multiple
tag key-value pairs in a request, so g:TagKeys is a multivalued condition
key.

● A condition operator, condition key, and a condition value together constitute
a complete condition statement. An SCP can be applied only when its request
conditions are met. For supported condition operators, see Condition
operators.

The following table lists the condition keys that you can define in SCPs for ECS.
You can include these condition keys to specify conditions for when your SCP is in
effect.

Organizations
User Guide 5 Managing SCPs

Issue 01 (2025-02-25) Copyright © Huawei Cloud Computing Technologies Co., Ltd. 90



Table 5-14 Service-specific condition keys supported by ECS

Condition Key Type Single-
valued/
Multivalued

Description

ecs:imageID string Multivalued Filters access based on
the image ID specified
in the request
parameter.

ecs:FlavorId string Multivalued Filters access based on
the flavor ID specified
in the request
parameter.

ecs:VpcId string Multivalued Filters access based on
the VPC ID specified in
the request parameter.

ecs:SubnetId string Multivalued Filters access based on
the subnet ID specified
in the request
parameter.

ecs:KmsKeyId string Multivalued Filters access based on
the KMS key ID
specified in the request
parameter.

ecs:ServerId string Single-valued Filters access based on
ECS ID.

ecs:SSHKeyPair
Name

string Single-valued Filters access based on
the SSH key pair name
specified in the request
parameter.

ecs:AvailabilityZ
one

string Single-valued Filters access based on
the AZ name specified
in the request
parameter.

ecs:PortId string Multivalued Filters access based on
the port ID specified in
the request parameter.

ecs:SupportAgen
tType

string Multivalued Filters access based on
the agent type
specified in the request
parameter.

ecs:ImageSuppo
rtAgentType

string Multivalued Filters access based on
the supported image
agent type in the
request parameter.
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Condition Key Type Single-
valued/
Multivalued

Description

ecs:VolumeId string Single-valued Filters access based on
the volume ID specified
in the request
parameter.

ecs:ImageType string Single-valued Filters access based on
the image type
specified in the request
parameter, for example,
public images, private
images, shared images,
or KooGallery images.

ecs:OsType string Single-valued Filters access based on
the OS type of the
image specified in the
request parameter, for
example, Linux or
Windows.

ecs:OsVersion string Single-valued Filters access based on
the OS version of the
image specified in the
request, for example,
CentOS 7.3 64bit.

ecs:ImagePlatfor
m

string Single-valued Filters access based on
the platform of the
image specified in the
request, for example,
Windows, Ubuntu, Red
Hat, SUSE or CentOS.

 

5.10.1.2 Bare Metal Server (BMS)

The Organizations service provides Service Control Policies (SCPs) to set access
control policies.

SCPs do not actually grant any permissions to an entity. They only set the
permissions boundary for the entity. When SCPs are attached to a member
account or an organizational unit (OU), they do not directly grant permissions to
that member account or OU. Instead, the SCPs just determine what permissions
are available for that member account or the member accounts under that OU.

This section describes the elements used by Organizations SCPs. The elements
include actions, resources, and conditions.

For details about how to use these elements to create a custom SCP, see Creating
an SCP.

Organizations
User Guide 5 Managing SCPs

Issue 01 (2025-02-25) Copyright © Huawei Cloud Computing Technologies Co., Ltd. 92



Actions

Actions are specific operations that are allowed or denied in an SCP.

● The Access Level column describes how the action is classified (List, Read, or
Write). This classification helps you understand the level of access that an
action grants when you use it in an SCP.

● The Resource Type column indicates whether the action supports resource-
level permissions.

– You can use a wildcard (*) to indicate all resource types. If this column is
empty (-), the action does not support resource-level permissions, and
you must specify all resources ("*") in your SCP statements.

– If this column includes a resource type, you must specify the URN in the
Resource element of your statements.

– Required resources are marked with asterisks (*) in the table. If you
specify a resource in a statement using this action, then it must be of this
type.

For details about the resource types defined by BMS, see Resources.

● The Condition Key column contains keys that you can specify in the
Condition element of an SCP statement.

– If the Resource Type column has values for an action, the condition key
takes effect only for the listed resource types.

– If the Resource Type column is empty (-) for an action, the condition key
takes effect for all resources that action supports.

– If the Condition Key column of an action is empty (-), the action does
not support any condition keys.

For details about the condition keys defined by BMS, see Conditions.

The following table lists the actions that you can define in SCP statements for
BMS.

Table 5-15 Actions supported by BMS

Action Description Access Level Resource
Type (*:
required)

Condition Key

bms:servers:up
dateBaremetal
Server

Grants
permission to
modify BMSs.

write instance* ● g:Enterprise
ProjectId

● g:ResourceT
ag/<tag-
key>

bms:servers:sh
owBaremetalS
erverInterfaceA
ttachments

Grants
permission to
query BMS
NICs.

read instance* ● g:Enterprise
ProjectId

● g:ResourceT
ag/<tag-
key>
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Action Description Access Level Resource
Type (*:
required)

Condition Key

bms:servers:res
etServerPwd

Grants
permission to
reset a BMS
password with a
few clicks.

write instance* ● g:Enterprise
ProjectId

● g:ResourceT
ag/<tag-
key>

bms:servers:sh
owResetPassw
ordFlag

Grants
permission to
check whether
BMS passwords
can be reset
with a few
clicks.

read instance* ● g:Enterprise
ProjectId

● g:ResourceT
ag/<tag-
key>

bms:servers:sh
owWindowsBa
remetalServerP
wd

Grants
permission to
obtain Windows
BMS passwords.

read instance* ● g:Enterprise
ProjectId

● g:ResourceT
ag/<tag-
key>

bms:servers:del
etePassword

Grants
permission to
delete Windows
BMS passwords.

write instance* ● g:Enterprise
ProjectId

● g:ResourceT
ag/<tag-
key>

bms:servers:sh
owBaremetalS
erverVolumeInf
o

Grants
permission to
query EVS disks
attached to a
BMS.

read instance* ● g:Enterprise
ProjectId

● g:ResourceT
ag/<tag-
key>
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Action Description Access Level Resource
Type (*:
required)

Condition Key

bms:servers:cre
ate

Grants
permission to
create BMSs.

write - ● g:Enterprise
ProjectId

● g:TagKeys
● g:RequestTa

g/<tag-key>
● eip:Associat

ePublicIp
● bms:Flavorl

d
● bms:VpcId
● bms:Subnet

Id
● bms:KmsKe

yId
● evs:Encrypt

ed
● bms:ImageI

d
● bms:SSHKe

yPairName
● bms:Availab

ilityZone
● bms:Volum

eType

bms:servers:sh
owBaremetalS
erver

Grants
permission to
query details
about a BMS.

read instance* ● g:Enterprise
ProjectId

● g:ResourceT
ag/<tag-
key>
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Action Description Access Level Resource
Type (*:
required)

Condition Key

bms:servers:att
achVolume

Grants
permission to
attach EVS disks
to a BMS.

write instance* ● g:Enterprise
ProjectId

● g:ResourceT
ag/<tag-
key>

● bms:KmsKe
yId

● evs:Encrypt
ed

● bms:Volum
eType

● bms:Volum
eId

bms:servers:det
achVolume

Grants
permission to
detach EVS
disks from a
BMS.

write instance* ● g:Enterprise
ProjectId

● g:ResourceT
ag/<tag-
key>

bms:servers:up
dateMetadata

Grants
permission to
update BMS
metadata.

write instance* ● g:Enterprise
ProjectId

● g:ResourceT
ag/<tag-
key>

bms:servers:reI
nstallOS

Grants
permission to
reinstall a BMS
OS.

write instance* ● g:Enterprise
ProjectId

● g:ResourceT
ag/<tag-
key>

● bms:KmsKe
yId

● evs:Encrypt
ed

● bms:SSHKe
yPairName

bms:servers:sh
owBaremetalS
erverTags

Grants
permission to
query BMS tags.

read instance* ● g:Enterprise
ProjectId

● g:ResourceT
ag/<tag-
key>
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Action Description Access Level Resource
Type (*:
required)

Condition Key

bms:servers:sta
rt

Grants
permission to
start BMSs in a
batch.

write instance* ● g:Enterprise
ProjectId

● g:ResourceT
ag/<tag-
key>

bms:servers:reb
oot

Grants
permission to
restart BMSs in
a batch.

write instance* ● g:Enterprise
ProjectId

● g:ResourceT
ag/<tag-
key>

bms:servers:sto
p

Grants
permission to
stop BMSs in a
batch.

write instance* ● g:Enterprise
ProjectId

● g:ResourceT
ag/<tag-
key>

bms:servers:list Grants
permission to
query BMS
details.

list - g:EnterprisePro
jectId

bms:serverFlav
ors:get

Grants
permission to
query flavor
details and
extended flavor
information.

list - -

bms:serverQuo
tas:get

Grants
permission to
query tenant
quotas.

read - -

bms:servers:bat
chCreateBarem
etalServerTags

Grants
permission to
add tags in a
batch.

write instance* ● g:RequestTa
g/<tag-key>

● g:TagKeys
● g:Enterprise

ProjectId

bms:servers:bat
chDeleteBarem
etalServerTags

Grants
permission to
delete tags in a
batch.

write instance* ● g:RequestTa
g/<tag-key>

● g:TagKeys
● g:Enterprise

ProjectId
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Action Description Access Level Resource
Type (*:
required)

Condition Key

bms:servers:ad
dNics

Grants
permission to
bind NICs to a
BMS.

write instance* ● g:Enterprise
ProjectId

● g:ResourceT
ag/<tag-
key>

● eip:Associat
ePublicIp

● bms:Subnet
Id

bms:server:dele
teNics

Grants
permission to
unbind NICs
from a BMS.

write instance* ● g:Enterprise
ProjectId

● g:ResourceT
ag/<tag-
key>

bms:servers:ser
ialConsole

Grants
permission to
obtain an
address for
remotely
logging in to a
BMS.

read instance* ● g:Enterprise
ProjectId

● g:ResourceT
ag/<tag-
key>

bms:server:upd
ateInterface

Grants
permission to
modify BMS
NICs.

write instance* ● g:Enterprise
ProjectId

● g:ResourceT
ag/<tag-
key>

 

Each API of BMS usually supports one or more actions. Table 5-16 lists the
supported actions and dependencies.

Table 5-16 Actions and dependencies supported by BMS APIs

API Action Dependencies

PUT /v1/{project_id}/
baremetalservers/{server_id}

bms:servers:updateBaremet
alServer

-

GET /v1/{project_id}/
baremetalservers/
{server_id}/os-interface

bms:servers:showBaremetal
ServerInterfaceAttachments

-

Organizations
User Guide 5 Managing SCPs

Issue 01 (2025-02-25) Copyright © Huawei Cloud Computing Technologies Co., Ltd. 98



API Action Dependencies

PUT /v1/{project_id}/
baremetalservers/
{server_id}/os-reset-
password

bms:servers:resetServerPwd -

GET /v1/{project_id}/
baremetalservers/
{server_id}/os-resetpwd-flag

bms:servers:showResetPass
wordFlag

-

GET /v1/{project_id}/
baremetalservers/
{server_id}/os-server-
password

bms:servers:showWindowsB
aremetalServerPwd

-

DELETE /v1/{project_id}/
baremetalservers/
{server_id}/os-server-
password

bms:servers:deletePassword -

GET /v1/{project_id}/
baremetalservers/
{server_id}/os-
volume_attachments

bms:servers:showBaremetal
ServerVolumeInfo

-

POST /v1/{project_id}/
baremetalservers

bms:servers:create eip:publicIps:create
eip:publicIps:associ
ateInstance
iam:agencies:pass
eip:bandwidths:ins
ertPublicIps
-

GET /v1/{project_id}/
baremetalservers/{server_id}

bms:servers:showBaremetal
Server

-

POST /v1/{project_id}/
baremetalservers/
{server_id}/attachvolume

bms:servers:attachVolume evs:volumes:use

DELETE /v1/{project_id}/
baremetalservers/
{server_id}/detachvolume/
{attachment_id}

bms:servers:detachVolume -

POST /v1/{project_id}/
baremetalservers/
{server_id}/metadata

bms:servers:updateMetadat
a

-

POST /v1/{project_id}/
baremetalservers/
{server_id}/reinstallos

bms:servers:reInstallOS -
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API Action Dependencies

GET /v1/{project_id}/
baremetalservers/
{server_id}/tags

bms:servers:showBaremetal
ServerTags

-

POST /v1/{project_id}/
baremetalservers/action

bms:servers:start -

POST /v1/{project_id}/
baremetalservers/action

bms:servers:reboot -

POST /v1/{project_id}/
baremetalservers/action

bms:servers:stop -

GET /v1/{project_id}/
baremetalservers/detail

bms:servers:list -

GET /v1/{project_id}/
baremetalservers/flavors

bms:serverFlavors:get -

GET /v1/{project_id}/
baremetalservers/limits

bms:serverQuotas:get -

POST /v1/{project_id}/
baremetalservers/
{server_id}/tags/action

bms:servers:batchCreateBar
emetalServerTags

-

POST /v1/{project_id}/
baremetalservers/
{server_id}/tags/action

bms:servers:batchDeleteBar
emetalServerTags

-

POST /v1/{project_id}/
baremetalservers/
{server_id}/nics

bms:servers:addNics -

POST /v1/{project_id}/
baremetalservers/
{server_id}/nics/delete

bms:server:deleteNics -

POST /v1/{project_id}/
baremetalservers/
{server_id}/remote_console

bms:servers:serialConsole -

PUT /v1/{project_id}/
baremetalservers/
{server_id}/os-interface/
{port_id}

bms:server:updateInterface -

 

Resources
A resource type indicates the resources that an SCP applies to. If you specify a
resource type for any action in Table 5-17, the resource URN must be specified in
the SCP statements using that action, and the SCP applies only to resources of this
type. If no resource type is specified, the Resource element is marked with an
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asterisk (*) and the SCP applies to all resources. You can also set condition keys in
an SCP to define resource types.

The following table lists the resource types that you can define in SCP statements
for BMS.

Table 5-17 Resource types supported by BMS

Resource Type URN

instance bms:<region>:<account-
id>:instance:<server-id>

 

● <region> indicates the region where a user is authorized to perform
operations.

● <account-id> indicates the ID of an authorized user account. Obtain an
account ID as instructed in API Credentials.

● <server-id>: indicates the ID of the BMS on which operations will be
performed.

Conditions
A Condition element lets you specify conditions for when an SCP is in effect. It
contains condition keys and operators.

● The condition key that you specify can be a global or service-specific
condition key.
– Global condition keys (with the g: prefix) apply to all actions. Cloud

services do not need to provide user identity information. Instead, IAM
automatically obtains such information and authenticates users. For
details, see Global Condition Keys.

– Service-specific condition keys (with the abbreviation of a service name
plus a colon as the prefix, for example, bms:) apply only to operations of
the BMS service. For details, see Table 5-18.

– The number of values associated with a condition key in the request
context of an API call makes the condition key single-valued or
multivalued. Single-valued condition keys have at most one value in the
request context of an API call. Multivalued condition keys can have
multiple values in the request context of an API call. For example, a
request can originate from at most one VPC endpoint, so g:SourceVpce is
a single-valued condition key. You can tag resources and include multiple
tag key-value pairs in a request, so g:TagKeys is a multivalued condition
key.

● A condition operator, condition key, and a condition value together constitute
a complete condition statement. An SCP can be applied only when its request
conditions are met. For supported condition operators, see Condition
operators.

The following table lists the condition keys that you can define in SCPs for BMS.
You can include these condition keys to specify conditions for when your SCP is in
effect.
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Table 5-18 Service-specific condition keys supported by BMS

Service-specific
Condition Key

Type Single-valued/
Multivalued

Description

bms:KmsKeyId string Multivalued Filters access based
on the KMS key ID
specified in the
request parameter.

bms:Flavorld string Multivalued Filters access based
on the flavor ID
specified in the
request parameter.

bms:VpcId string Multivalued Filters access based
on the VPC ID
specified in the
request parameter.

bms:SubnetId string Multivalued Filters access based
on the subnet ID
specified in the
request parameter.

bms:ImageId string Single-valued Filters access based
on the image ID
specified in the
request parameter.

bms:SSHKeyPair
Name

string Single-valued Filters access based
on the key name
specified in the
request parameter.

bms:Availability
Zone

string Single-valued Filters access based
on the availability
zone specified in the
request parameter.

bms:VolumeTyp
e

string Multivalued Filters access based
on the EVS disk type
specified in the
request parameter.

bms:VolumeId string Single-valued Filters access based
on the volume ID
specified in the
request parameter.

 

5.10.1.3 Image Management Service (IMS)

The Organizations service provides Service Control Policies (SCPs) to set access
control policies.
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SCPs do not actually grant any permissions to an entity. They only set the
permissions boundary for the entity. When SCPs are attached to an organizational
unit (OU) or a member account, the SCPs do not directly grant permissions to that
OU or member account. Instead, the SCPs only determine what permissions are
available for that member account or those member accounts under that OU.

This section describes the elements used by Organizations SCPs. The elements
include actions, resources, and conditions.

For details about how to use these elements to create a custom SCP, see Creating
an SCP.

Actions

Actions are specific operations that are allowed or denied in an SCP.

● The Access Level column describes how the action is classified (List, Read, or
Write). This classification helps you understand the level of access that an
action grants when you use it in an SCP.

● Resource Type indicates whether the action supports resource-level
permissions.
– You can use a wildcard (*) to indicate all resource types. If this column is

empty (-), the action does not support resource-level permissions, and
you must specify all resources ("*") in your SCP statements.

– If this column includes a resource type, you must specify a URN for the
Resource element in your identity policy statements.

– Required resources are marked with asterisks (*) in the table. If you
specify a resource in a statement using this action, then it must be of this
type.

For details about the resource types defined by IMS, see Resources.
● The Condition Key column contains keys that you can specify in the

Condition element of an SCP statement.
– If the Resource Type column has values for an action, the condition key

takes effect only for the listed resource types.
– If the Resource Type column is empty (-) for an action, the condition key

takes effect for all resources that action supports.
– If the Condition Key column of an action is empty (-), the action does

not support any condition keys.
For details about the condition keys defined by IMS, see Conditions.

The following table lists the actions that you can define in SCP statements for IMS.

Table 5-19 Supported Actions

Action Description Access
Level

Resource
Type (*:
required)

Condition Key

ims:images:list Grants
permission to
view images.

list - g:EnterpriseProj
ectId
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Action Description Access
Level

Resource
Type (*:
required)

Condition Key

ims:images:get Grants
permission to
view details
about a
specified image.

read image * -

ims:images:cre
ate

Grants
permission to
create image
metadata.

write - ● g:RequestTag
/<tag-key>

● g:TagKeys

ims:images:sh
are

Grants
permission to
share images.

permissi
on_man
agement

image * ims:TargetOrgPa
ths

ims:images:co
pyInRegion

Grants
permission to
replicate images
within a region.

write image * ims:Encrypted

ims:images:co
pyCrossRegion

Grants
permission to
replicate images
across regions.

write image * ● g:ResourceTa
g/<tag-key>

● g:EnterpriseP
rojectId

ims:quotas:get Grants
permission to
query the image
quota.

read - -

ims:images:upl
oad

Grants
permission to
upload images.

write image * -

ims:wholeIma
ges:create

Grants
permission to
create full-ECS
images.

write - ● g:EnterpriseP
rojectId

● g:RequestTag
/<tag-key>

● g:TagKeys

ims:images:ex
port

Grants
permission to
export images.

read image * -

ims:dataImage
s:create

Grants
permission to
create data disk
images from
external image
files.

write - ● g:EnterpriseP
rojectId

● g:RequestTag
/<tag-key>

● g:TagKeys
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Action Description Access
Level

Resource
Type (*:
required)

Condition Key

ims:serverIma
ges:create

Grants
permission to
create images.

write - ● g:EnterpriseP
rojectId

● g:RequestTag
/<tag-key>

● g:TagKeys

ims:images:set
Tags

Grants
permission to
update image
tags.

tagging image * ● g:RequestTag
/<tag-key>

● g:TagKeys

ims:images:get
Tags

Grants
permission to
query tags of an
image.

read - ● g:EnterpriseP
rojectId

● g:RequestTag
/<tag-key>

● g:TagKeys

ims:images:del
eteImage

Grants
permission to
delete an image.

write image * -

ims:images:up
dateImage

Grants
permission to
update image
information.

write image * -

ims:images:list
OsVersion

Grants
permission to
query OSs
supported by
images.

list - -

ims:images:get
Job

Grants
permission to
query progresses
of asynchronous
tasks.

read - -

ims:images:im
port

Grants
permission to
import images.

write - ● g:EnterpriseP
rojectId

● g:RequestTag
/<tag-key>

● g:TagKeys

ims:images:set
OrDeleteTags

Grants
permission to
add or deleting
image tags in a
batch.

write - ● g:RequestTag
/<tag-key>

● g:TagKeys
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Action Description Access
Level

Resource
Type (*:
required)

Condition Key

ims:images:up
dateMemberSt
atus

Grants
permission to
update the
status of
members who
can use shared
images.

write image * -

ims:images:ad
dMember

Grants
permission to
add a tenant
that can use a
shared image.

write image * ● g:EnterpriseP
rojectId

● g:ResourceTa
g/<tag-key>

ims:images:del
eteMember

Grants
permission to
delete a tenant
from the group
where the
members can
use a shared
image.

write image * ● g:EnterpriseP
rojectId

● g:ResourceTa
g/<tag-key>

ims:images:list
ImagesByTag

Grants
permission to
query images by
tag.

read - -

ims:images:sh
owImageTags

Grants
permission to
query tags of an
image.

read image * ● g:EnterpriseP
rojectId

● g:ResourceTa
g/<tag-key>

ims:images:list
ImageTags

Grants
permission to
query project
tags.

list - -

 

Each API of IMS usually supports one or more actions. Table 5-20 lists the
supported actions and dependencies.

Table 5-20 Actions and dependencies supported by IMS APIs

API Action Dependencies

GET /v2/cloudimages ims:images:list -

GET /v2/images/{image_id} ims:images:get -
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API Action Dependencies

POST /v2/images ims:images:create -

POST /v2/images/{image_id}/
members

ims:images:share ims:images:get

POST /v1/cloudimages/
{image_id}/copy

ims:images:copyInRegion ims:serverImages:cr
eate

POST /v1/cloudimages/
{image_id}/cross_region_copy

ims:images:copyCrossRegi
on

-

GET /v1/cloudimages/quota ims:quotas:get -

PUT /v1/cloudimages/
{image_id}/upload
PUT /v2/images/{image_id}/
file

ims:images:upload ● ims:images:get
● ims:images:upda

te

POST /v1/cloudimages/
wholeimages/action

ims:wholeImages:create -

POST /v1/cloudimages/
{image_id}/file

ims:images:export ● obs:object:GetO
bject

● obs:object:PutO
bject

● POST /v2/cloudimages/
quickimport/action
(required only for quickly
importing a data disk
image)

● POST /v1/cloudimages/
dataimages/action

ims:dataImages:create -

● PATCH /v2/cloudimages/
{image_id} (required only
for enterprise project
migration)

● POST /v2/cloudimages/
action

● POST /v2/cloudimages/
quickimport/action
(required only for quickly
importing a system disk
image)

● POST /v1/cloudimages/
{image_id}/copy (required
only by enterprise project
users)

ims:serverImages:create -

PUT /v1/cloudimages/tags ims:images:setTags -
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API Action Dependencies

GET /v1/cloudimages/tags ims:images:getTags -

DELETE /v2/images/
{image_id}

ims:images:deleteImage -

● PATCH /v2/cloudimages/
{image_id}

● PATCH /v2/images/
{image_id}

ims:images:updateImage -

GET /v1/cloudimages/
os_version

ims:images:listOsVersion -

GET /v1/cloudimages/job/
{job_id}

ims:images:getJob -

POST /v2/cloudimages/
quickimport/action

ims:images:import ● ims:dataImages:
create

● ims:serverImage
s:create

POST /v2/{project_id}/
images/{image_id}/tags/
action

ims:images:setOrDeleteTa
gs

● ims:images:setT
ags

● ims:images:delet
eTags

● PUT /v1/cloudimages/
members

● PUT /v2/images/
{image_id}/members/
{member_id}

ims:images:updateMembe
rStatus

-

POST /v1/cloudimages/
members

ims:images:addMember -

DELETE /v1/cloudimages/
members

ims:images:deleteMember -

POST /v2/{project_id}/
images/resource_instances/
action

ims:images:listImagesByTa
g

-

GET /v2/{project_id}/images/
{image_id}/tags

ims:images:showImageTag
s

-

GET /v2/{project_id}/images/
tags

ims:images:listImageTags -

 

Resources
A resource type indicates the resources that an SCP applies to. If you specify a
resource type for any action in Table 5-21, the resource URN must be specified in
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the SCP statements using that action, and the SCP applies only to resources of this
type. If no resource type is specified, the Resource element is marked with an
asterisk (*) and the SCP applies to all resources. You can also set condition keys in
an SCP to define resource types.

The following table lists the resource types that you can specify in SCP statements
for IMS.

Table 5-21 Resource types supported by IMS

Resource Type URN

image ims:<region>:<account-id>:image:<image-id>

 

● <region> indicates the region where a user is authorized to perform
operations.

● <account-id> indicates the ID of an authorized user account. Obtain an
account ID as instructed in API Credentials.

● <image-id> indicates the ID of the image on which a user is authorized to
perform operations.

NO TE

You can use a wildcard (*) in URN to indicate all resources.

Conditions

A Condition element lets you specify conditions for when an SCP is in effect. It
contains condition keys and operators.

● The condition key that you specify can be a global or service-specific
condition key.
– Global condition keys (with the g: prefix) apply to all actions. Cloud

services do not need to provide user identity information. Instead, IAM
automatically obtains such information and authenticates users. For
details, see Global Condition Keys.

– Service-specific condition keys (with the abbreviation of a service name
plus a colon as the prefix, for example, ims:) apply only to operations of
IMS. For details, see Table 5-22.

– The number of values associated with a condition key in the request
context of an API call makes the condition key single-valued or
multivalued. Single-valued condition keys have at most one value in the
request context of an API call. Multivalued condition keys can have
multiple values in the request context of an API call. For example, a
request can originate from at most one VPC endpoint, so g:SourceVpce is
a single-valued condition key. You can tag resources and include multiple
tag key-value pairs in a request, so g:TagKeys is a multivalued condition
key.

– A condition operator, condition key, and a condition value together
constitute a complete condition statement. An SCP can be applied only
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when its request conditions are met. For supported condition operators,
see Condition operators.

The following table lists the condition keys that you can define in SCPs for IMS.
You can include these condition keys to specify conditions for when your SCP is in
effect.

Table 5-22 Service-specific condition keys supported by IMS

Service-specific
Condition Key

Type Single-
valued/
Multiv
alued

Description

ims:TargetOrgPa
ths

string Multiva
lued

Filters access based on the
Organizations Path of the
specified sharing account.

ims:Encrypted boolean Single
valued

Controls operations such as image
import and replication based on
whether images are encrypted.

ims:TargetBucke
tOrgPaths

string Multiva
lued

Filters access based on the
Organizations Path of the
specified destination bucket owner
account.

ims:OriginBucket
OrgPaths

string Multiva
lued

Filters access based on the
Organizations Path of the
specified source bucket owner
account.

 

5.10.1.4 Auto Scaling (AS)

The Organizations service provides Service Control Policies (SCPs) to set access
control policies.

SCPs do not actually grant any permissions to a principal. They only set the
permissions boundary for the principal. When SCPs are attached to a member
account or an organizational unit (OU), they do not directly grant permissions to
that member account or OU. Instead, the SCPs just determine what permissions
are available for that member account or the member accounts under that OU.

This section describes the elements used by Organizations SCPs. The elements
include actions, resources, and conditions.

For details about how to use these elements to create a custom SCP, see Creating
an SCP.

Actions

Actions are specific operations that are allowed or denied in an SCP.
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● The Access Level column describes how the action is classified (List, Read, or
Write). This classification helps you understand the level of access that an
action grants when you use it in an SCP.

● The Resource Type column indicates whether the action supports resource-
level permissions.

– You can use a wildcard (*) to indicate all resource types. If this column is
empty (-), the action does not support resource-level permissions, and
you must specify all resources ("*") in your SCP statements.

– If this column includes a resource type, you must specify the URN in the
Resource element of your statements.

– Required resources are marked with asterisks (*) in the table. If you
specify a resource in a statement using this action, then it must be of this
type.

For details about the resource types defined by AS, see Resources.

● The Condition Key column contains keys that you can specify in the
Condition element of an SCP statement.

– If the Resource Type column has values for an action, the condition key
takes effect only for the listed resource types.

– If the Resource Type column is empty (-) for an action, the condition key
takes effect for all resources that action supports.

– If the Condition Key column is empty (-) for an action, the action does
not support any condition keys.

For details about the condition keys defined by AS, see Conditions.

The following table lists the actions that you can define in SCP statements for AS.

Table 5-23 Actions supported by AS

Action Description Access Level Resource Type
(*: required)

Condition Key

as:scalingGr
oup:create

Grants
permission to
create an AS
group.

write - ● g:Enterprise
ProjectId

● g:RequestTa
g/<tag-key>

● g:TagKeys
● as:ScalingC

onfigId
● as:VpcId
● as:VpcSubn

etId
● as:ElbPoolId
● as:MaxInsta

nceSize
● as:MinInsta

nceSize
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Action Description Access Level Resource Type
(*: required)

Condition Key

as:scalingGr
oup:delete

Grants
permission to
delete an AS
group.

write scalingGroup* ● g:Enterprise
ProjectId

● g:ResourceT
ag/<tag-
key>

as:scalingGr
oup:list

Grants
permission to
list AS
groups.

list - g:EnterprisePro
jectId

as:scalingGr
oup:get

Grants
permission to
query AS
group
details.

read scalingGroup* ● g:Enterprise
ProjectId

● g:ResourceT
ag/<tag-
key>

as:scalingGr
oup:update

Grants
permission to
modify an AS
group.

write - ● g:Enterprise
ProjectId

● as:ScalingC
onfigId

● as:VpcSubn
etId

● as:ElbPoolId
● as:MaxInsta

nceSize
● as:MinInsta

nceSize

as:scalingGr
oup:resume

Grants
permission to
enable an AS
group.

write scalingGroup* ● g:Enterprise
ProjectId

● g:ResourceT
ag/<tag-
key>

as:scalingGr
oup:pause

Grants
permission to
disable an AS
group.

write scalingGroup* ● g:Enterprise
ProjectId

● g:ResourceT
ag/<tag-
key>

Organizations
User Guide 5 Managing SCPs

Issue 01 (2025-02-25) Copyright © Huawei Cloud Computing Technologies Co., Ltd. 112



Action Description Access Level Resource Type
(*: required)

Condition Key

as:scalingCo
nfig:create

Grants
permission to
create an AS
configuration
.

write - ● as:EcsInstan
ceId

● as:EcsInstan
ceType

● as:EcsFlavor
Id

● as:ImageId
● as:ImsDiskI

mageId
● as:CbrDiskS

napshotId
● as:EcsServer

GroupId
● as:EvsEncry

pted
● as:KmsKeyI

d
● as:EvsVolu

meType
● as:KpsSSHK

eyPairName
● as:Associate

PublicIp

as:scalingCo
nfig:delete

Grants
permission to
delete an AS
configuration
.

write scalingConfig* -

as:scalingCo
nfig:batchD
elete

Grants
permission to
delete AS
configuration
s.

write scalingConfig* -

as:scalingCo
nfig:list

Grants
permission to
list AS
configuration
s.

list scalingConfig* -

as:scalingCo
nfig:get

Grants
permission to
query AS
configuration
details.

read scalingConfig* -
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Action Description Access Level Resource Type
(*: required)

Condition Key

as:scalingGr
oup:batchAd
dInstances

Grants
permission to
add
instances to
an AS group.

write scalingGroup* ● g:Enterprise
ProjectId

● g:ResourceT
ag/<tag-
key>

as:scalingGr
oup:batchRe
moveInstan
ces

Grants
permission to
delete
instances
from an AS
group.

write scalingGroup* ● g:Enterprise
ProjectId

● g:ResourceT
ag/<tag-
key>

as:scalingGr
oup:batchSe
tInstancesPr
otect

Grants
permission to
enable
instance
protection
for instances.

write scalingGroup* ● g:Enterprise
ProjectId

● g:ResourceT
ag/<tag-
key>

as:scalingGr
oup:batchSe
tInstancesU
nprotect

Grants
permission to
disable
instance
protection
for instances.

write scalingGroup* ● g:Enterprise
ProjectId

● g:ResourceT
ag/<tag-
key>

as:scalingGr
oup:batchSe
tInstancesSt
andby

Grants
permission to
put instances
into the
standby
status.

write scalingGroup* ● g:Enterprise
ProjectId

● g:ResourceT
ag/<tag-
key>

as:scalingGr
oup:batchSe
tInstancesEx
itStandby

Grants
permission to
move
instances out
of the
standby
status.

write scalingGroup* ● g:Enterprise
ProjectId

● g:ResourceT
ag/<tag-
key>

as:scalingGr
oup:deleteIn
stance

Grants
permission to
delete
instances
from an AS
group.

write scalingGroup* ● g:Enterprise
ProjectId

● g:ResourceT
ag/<tag-
key>
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Action Description Access Level Resource Type
(*: required)

Condition Key

as:scalingGr
oup:listInsta
nces

Grants
permission to
list instances
in an AS
group.

list scalingGroup* ● g:Enterprise
ProjectId

● g:ResourceT
ag/<tag-
key>

as:scalingPo
licy:create

Grants
permission to
create an AS
policy.

write - g:EnterprisePro
jectId

as:scalingPo
licy:list

Grants
permission to
list AS
policies.

list - g:EnterprisePro
jectId

as:scalingPo
licy:get

Grants
permission to
query AS
policy
details.

read scalingPolicy* g:EnterprisePro
jectId

as:scalingPo
licy:update

Grants
permission to
modify an AS
policy.

write - g:EnterprisePro
jectId

as:scalingPo
licy:delete

Grants
permission to
delete an AS
policy.

write scalingPolicy* g:EnterprisePro
jectId

as:scalingPo
licy:execute

Grants
permission to
execute an
AS policy.

write scalingPolicy* g:EnterprisePro
jectId

as:scalingPo
licy:resume

Grants
permission to
enable an AS
policy.

write scalingPolicy* g:EnterprisePro
jectId

as:scalingPo
licy:pause

Grants
permission to
disable an AS
policy.

write scalingPolicy* g:EnterprisePro
jectId

as:scalingPo
licy:batchPa
use

Grants
permission to
disable AS
policies.

write scalingPolicy* g:EnterprisePro
jectId
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Action Description Access Level Resource Type
(*: required)

Condition Key

as:scalingPo
licy:batchRe
sume

Grants
permission to
enable AS
policies.

write scalingPolicy* g:EnterprisePro
jectId

as:scalingPo
licy:batchDe
lete

Grants
permission to
delete AS
policies.

write scalingPolicy* g:EnterprisePro
jectId

as:scalingPo
licy:listAll

Grants
permission to
list AS
policies of a
tenant.

list - g:EnterprisePro
jectId

as:scalingGr
oup:listActiv
ityLogs

Grants
permission to
query scaling
action logs.

list scalingGroup* ● g:Enterprise
ProjectId

● g:ResourceT
ag/<tag-
key>

as:scalingPo
licy:listExecu
teLogs

Grants
permission to
query AS
policy
execution
logs.

list scalingPolicy* g:EnterprisePro
jectId

as::tagResou
rce

Grants
permission to
add tags.

tagging - ● g:Enterprise
ProjectId

● g:RequestTa
g/<tag-key>

● g:TagKeys

as::untagRes
ource

Grants
permission to
delete tags.

tagging - ● g:Enterprise
ProjectId

● g:RequestTa
g/<tag-key>

● g:TagKeys

as::listTags Grants
permission to
query tags of
all resources.

list - -

as::listTagsF
orResource

Grants
permission to
query tags of
a resource.

list - g:EnterprisePro
jectId
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Action Description Access Level Resource Type
(*: required)

Condition Key

as::listResou
rcesByTag

Grants
permission to
query
resources by
tag.

list - ● g:RequestTa
g/<tag-key>

● g:TagKeys

as:scalingGr
oup:createLi
fecycleHook

Grants
permission to
create a
lifecycle
hook.

write - g:EnterprisePro
jectId

as:scalingGr
oup:listLifec
ycleHooks

Grants
permission to
list lifecycle
hooks.

list scalingGroup* ● g:Enterprise
ProjectId

● g:ResourceT
ag/<tag-
key>

as:scalingGr
oup:getLifec
ycleHook

Grants
permission to
query
lifecycle
hook details.

read scalingGroup* ● g:Enterprise
ProjectId

● g:ResourceT
ag/<tag-
key>

as:scalingGr
oup:updateL
ifecycleHoo
k

Grants
permission to
modify a
lifecycle
hook.

write - g:EnterprisePro
jectId

as:scalingGr
oup:deleteLi
fecycleHook

Grants
permission to
delete a
lifecycle
hook.

write scalingGroup* ● g:Enterprise
ProjectId

● g:ResourceT
ag/<tag-
key>

as:scalingGr
oup:callback
InstanceHoo
k

Grants
permission to
call back a
lifecycle
hook.

write scalingGroup* ● g:Enterprise
ProjectId

● g:ResourceT
ag/<tag-
key>

as:scalingGr
oup:listInsta
nceHooks

Grants
permission to
query
suspended
instances.

list scalingGroup* ● g:Enterprise
ProjectId

● g:ResourceT
ag/<tag-
key>
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Action Description Access Level Resource Type
(*: required)

Condition Key

as:scalingGr
oup:createN
otification

Grants
permission to
create
notifications.

write - g:EnterprisePro
jectId

as:scalingGr
oup:listNotif
ications

Grants
permission to
query
notifications.

list scalingGroup* ● g:Enterprise
ProjectId

● g:ResourceT
ag/<tag-
key>

as:scalingGr
oup:deleteN
otification

Grants
permission to
delete
notifications.

write scalingGroup* ● g:Enterprise
ProjectId

● g:ResourceT
ag/<tag-
key>

as:scalingGr
oup:getQuo
tas

Grants
permission to
query
instance and
AS policy
quotas.

read - g:EnterprisePro
jectId

as::listQuota
s

Grants
permission to
query
instance and
AS policy
quotas.

read - -

 

Each API of AS usually supports one or more actions. Table 5-24 lists the actions
and dependencies supported by AS APIs.

Table 5-24 Actions and dependencies supported by AS APIs

API Action Dependencies

POST /autoscaling-api/v1/
{project_id}/scaling_group

as:scalingGroup:create -

DELETE /autoscaling-api/v1/
{project_id}/scaling_group/
{scaling_group_id}

as:scalingGroup:delete -

GET /autoscaling-api/v1/
{project_id}/scaling_group

as:scalingGroup:list -
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API Action Dependencies

GET /autoscaling-api/v1/
{project_id}/scaling_group/
{scaling_group_id}

as:scalingGroup:get -

PUT /autoscaling-api/v1/
{project_id}/scaling_group/
{scaling_group_id}

as:scalingGroup:update -

POST /autoscaling-api/v1/
{project_id}/scaling_group/
{scaling_group_id}/action

as:scalingGroup:resume -

POST /autoscaling-api/v1/
{project_id}/scaling_group/
{scaling_group_id}/action

as:scalingGroup:pause -

POST /autoscaling-api/v1/
{project_id}/
scaling_configurationCreateS-
calingConfig

as:scalingConfig:create -

DELETE /autoscaling-api/v1/
{project_id}/
scaling_configuration/
{scaling_configuration_id}

as:scalingConfig:delete -

POST /autoscaling-api/v1/
{project_id}/
scaling_configurations

as:scalingConfig:batchDelet
e

-

GET /autoscaling-api/v1/
{project_id}/
scaling_configuration

as:scalingConfig:list -

GET /autoscaling-api/v1/
{project_id}/
scaling_configuration/
{scaling_configuration_id}

as:scalingConfig:get -

POST /autoscaling-api/v1/
{project_id}/
scaling_group_instance/
{scaling_group_id}/action

● as:scalingGroup:batchAd
dInstances

● as:scalingGroup:batchSetI
nstancesProtect

● as:scalingGroup:batchRe
moveInstances

● as:scalingGroup:batchSetI
nstancesStandby

● as:scalingGroup:batchSetI
nstancesUnprotect

● as:scalingGroup:batchSetI
nstancesExitStandby

-
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API Action Dependencies

DELETE /autoscaling-api/v1/
{project_id}/
scaling_group_instance/
{instance_id}

as:scalingGroup:deleteInstan
ce

-

GET /autoscaling-api/v1/
{project_id}/
scaling_group_instance/
{scaling_group_id}/list

as:scalingGroup:listInstances -

POST /autoscaling-api/v1/
{project_id}/scaling_policy

as:scalingPolicy:create -

GET /autoscaling-api/v1/
{project_id}/scaling_policy/
{scaling_group_id}/list

as:scalingPolicy:list -

GET /autoscaling-api/v1/
{project_id}/scaling_policy/
{scaling_policy_id}

as:scalingPolicy:get -

PUT /autoscaling-api/v1/
{project_id}/scaling_policy/
{scaling_policy_id}

as:scalingPolicy:update -

DELETE /autoscaling-api/v1/
{project_id}/scaling_policy/
{scaling_policy_id}

as:scalingPolicy:delete -

POST /autoscaling-api/v1/
{project_id}/scaling_policy/
{scaling_policy_id}/action

● as:scalingPolicy:resume
● as:scalingPolicy:pause
● as:scalingPolicy:execute

-

POST /autoscaling-api/v1/
{project_id}/scaling_policies/
action

as:scalingPolicy:batchDelete
as:scalingPolicy:batchPause
as:scalingPolicy:batchResum
e

-

POST /autoscaling-api/v2/
{project_id}/scaling_policy

as:scalingPolicy:create -

GET /autoscaling-api/v2/
{project_id}/scaling_policy

as:scalingPolicy:listAll -

GET /autoscaling-api/v2/
{project_id}/scaling_policy/
{scaling_resource_id}/list

as:scalingPolicy:list -

GET /autoscaling-api/v2/
{project_id}/scaling_policy/
{scaling_policy_id}

as:scalingPolicy:get -
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API Action Dependencies

PUT /autoscaling-api/v2/
{project_id}/scaling_policy/
{scaling_policy_id}

as:scalingPolicy:update -

GET /autoscaling-api/v1/
{project_id}/
scaling_activity_log/
{scaling_group_id}

as:scalingGroup:listActivityL
ogs

-

GET /autoscaling-api/v2/
{project_id}/
scaling_activity_log/
{scaling_group_id}

as:scalingGroup:listActivityL
ogs

-

GET /autoscaling-api/v1/
{project_id}/
scaling_policy_execute_log/
{scaling_policy_id}

as:scalingPolicy:listExecuteL
ogs

-

POST /autoscaling-api/v1/
{project_id}/{resource_type}/
{resource_id}/tags/action

as::tagResource -

POST /autoscaling-api/v1/
{project_id}/{resource_type}/
{resource_id}/tags/action

as::untagResource -

GET /autoscaling-api/v1/
{project_id}/{resource_type}/
tags

as::listTags -

GET /autoscaling-api/v1/
{project_id}/{resource_type}/
{resource_id}/tags

as::listTagsForResource -

POST /autoscaling-api/v1/
{project_id}/{resource_type}/
resource_instances/action

as::listResourcesByTag -

POST /autoscaling-api/v1/
{project_id}/
scaling_lifecycle_hook/
{scaling_group_id}

as:scalingGroup:createLifecy
cleHook

-

GET /autoscaling-api/v1/
{project_id}/
scaling_lifecycle_hook/
{scaling_group_id}/list

as:scalingGroup:listLifecycle
Hooks

-

GET /autoscaling-api/v1/
{project_id}/
scaling_lifecycle_hook/
{scaling_group_id}/
{lifecycle_hook_name}

as:scalingGroup:getLifecycle
Hook

-
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API Action Dependencies

PUT /autoscaling-api/v1/
{project_id}/
scaling_lifecycle_hook/
{scaling_group_id}/
{lifecycle_hook_name}

as:scalingGroup:updateLifec
ycleHook

-

DELETE /autoscaling-api/v1/
{project_id}/
scaling_lifecycle_hook/
{scaling_group_id}/
{lifecycle_hook_name}

as:scalingGroup:deleteLifecy
cleHook

-

PUT /autoscaling-api/v1/
{project_id}/
scaling_instance_hook/
{scaling_group_id}/callback

as:scalingGroup:callbackInst
anceHook

-

GET /autoscaling-api/v1/
{project_id}/
scaling_instance_hook/
{scaling_group_id}/list

as:scalingGroup:listInstance
Hooks

-

PUT /autoscaling-api/v1/
{project_id}/
scaling_notification/
{scaling_group_id}

as:scalingGroup:createNotifi
cation

-

DELETE /autoscaling-api/v1/
{project_id}/
scaling_notification/
{scaling_group_id}/
{topic_urn}

as:scalingGroup:deleteNotifi
cation

-

GET /autoscaling-api/v1/
{project_id}/
scaling_notification/
{scaling_group_id}

as:scalingGroup:listNotificati
ons

-

GET /autoscaling-api/v1/
{project_id}/quotas/
{scaling_group_id}

as:scalingGroup:getQuotas -

GET /autoscaling-api/v1/
{project_id}/quotas

as::listQuotas -

 

Resources
A resource type indicates the resources that an SCP applies to. If you specify a
resource type for any action in Table 5-25, the resource URN must be specified in
the SCP statements using that action, and the SCP applies only to resources of this
type. If no resource type is specified, the Resource element is marked with an
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asterisk (*) and the SCP applies to all resources. You can also set condition keys in
an SCP to define resource types.

The following table lists the resource types that you can define in SCP statements
for AS.

Table 5-25 Resource types supported by AS

Resource Type URN

scalingGroup as:<region>:<account-
id>:scalingGroup:<scaling-group-id>

scalingConfig as:<region>:<account-
id>:scalingConfig:<scaling-config-id>

scalingPolicy as:<region>:<account-
id>:scalingPolicy:<scaling-policy-id>

 

Conditions

A Condition element lets you specify conditions for when an SCP is in effect. It
contains condition keys and operators.

● The condition key that you specify can be a global condition key or a service-
specific condition key.

– Global condition keys (with the g: prefix) apply to all actions. Cloud
services do not need to provide user identity information. Instead, the
system automatically obtains such information and authenticates users.
For details, see Global Condition Keys.

– Service-specific condition keys (with the abbreviation of a service name
plus a colon as the prefix, for example, as:) only apply to operations of
the BMS service. For details, see Table 5-26.

– The number of values associated with a condition key in the request
context of an API call makes the condition key single-valued or
multivalued. Single-valued condition keys have at most one value in the
request context of an API call. Multivalued condition keys can have
multiple values in the request context of an API call. For example, a
request can originate from at most one VPC endpoint, so g:SourceVpce is
a single-valued condition key. You can tag resources and include multiple
tag key-value pairs in a request, so g:TagKeys is a multivalued condition
key.

– A condition operator, condition key, and a condition value together
constitute a complete condition statement. An SCP can be applied only
when its request conditions are met. For supported condition operators,
see Condition operators.

The following table lists the condition keys that you can define in SCPs for AS. You
can include these condition keys to specify conditions for when your SCP is in
effect.
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Table 5-26 Service-specific condition keys supported by AS

Service-specific
Condition Key

Type Single-valued/
Multivalued

Description

as:ScalingConfi
gId

String Single-valued Filters access by AS
configuration ID.

as:VpcId String Single-valued Filters access by VPC
ID.

as:VpcSubnetId String Multivalued Filters access by
subnet ID.

as:ElbPoolId String Multivalued Filters access by ELB
backend server
group ID.

as:MaxInstance
Size

Integer Single-valued Filters access by the
maximum number
of instances in an
AS group.

as:MinInstanceS
ize

Integer Single-valued Filters access by the
minimum number
of instances in an
AS group.

as:EcsInstanceId String Single-valued Filters access by the
ECS ID used for AS
configuration
creation.

as:EcsInstanceT
ype

String Single-valued Filters access by the
spot or pay-per-use
billing mode.

as:EcsFlavorId String Multivalued Filters access by the
flavor ID used for
ECS creation.

as:ImageId String Single-valued Filters access by the
image ID used for
ECS creation.

as:ImsDiskImag
eId

String Multivalued Filters access by the
disk image ID used
for ECS creation.

as:CbrDiskSnap
shotId

String Multivalued Filters access by the
disk backup ID used
for ECS creation.

as:EcsServerGro
upId

String Single-valued Filters access by the
ECS group ID used
for ECS creation.
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Service-specific
Condition Key

Type Single-valued/
Multivalued

Description

as:EvsEncrypted Boolean Single-valued Filters access based
on whether disk
encryption is
enabled.

as:KmsKeyId String Multivalued Filters access by the
key ID used for disk
encryption.

as:EvsVolumeTy
pe

String Multivalued Filters access by the
disk type used for
ECS creation.

as:KpsSSHKeyP
airName

String Single-valued Filters access by the
key pair name used
for ECS creation.

as:AssociatePub
licIp

Boolean Single-valued Filters access based
on whether auto EIP
assignment is
enabled.

 

5.10.2 Storage

5.10.2.1 Cloud Backup and Recovery (CBR)

The Organizations service provides Service Control Policies (SCPs) to set access
control policies.

SCPs do not actually grant any permissions to an entity. They only set the
permissions boundary for the entity. When SCPs are attached to an organizational
unit (OU) or a member account, the SCPs do not directly grant permissions to that
OU or member account. Instead, the SCPs only determine what permissions are
available for that member account or those member accounts under that OU. The
granted IAM permissions can be applied only if they are allowed by the SCPs.

This section describes the elements (Action, Resource, and Condition) used by
Organizations SCPs.

● For details about how to use these elements to create a custom SCP, see
Creating an SCP.

Actions

Actions are specific operations that are allowed or denied in an SCP policy.

● The Access Level column describes how the action is classified (List, Read, or
Write). This classification helps you understand the level of access that an
action grants when you use it in an SCP policy.
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● The Resource Type column indicates whether the action supports resource-
level permissions.

– You can use a wildcard (*) to indicate all resource types. If this column is
empty (-), the action does not support resource-level permissions and
you must specify all resources ("*") in your SCP policy statements.

– If this column includes a resource type, you must specify the resource
URN in the Resource element of your policy statements.

– Required resources are marked with asterisks (*) in the table. If you
specify a resource in a statement using this action, then it must be of this
type.

For details about the resource types defined by CBR, see Resources.

● The Condition Key column includes keys that you can specify in the
Condition element of an SCP policy statement.

– If the Resource Type column has values for an action, the condition key
takes effect only for the listed resource types.

– If the Resource Type column is empty (-) for an action, the condition key
takes effect for all resources that action supports.

– If the Condition Key column of an action is empty (-), the action does
not support any condition keys.

For details about the condition keys defined by CBR, see Conditions.

The following table lists the actions that you can define in SCP statements for
CBR.

Table 5-27 Supported Actions

Action Description Access
Level

Resour
ce Type
(*:
require
d)

Condition Key

cbr:tasks:list Grants permission
to query the task
list.

list task * -

- g:EnterpriseProjec
tId

cbr:tasks:get Grants permission
to query a task.

read task * g:EnterpriseProjec
tId

cbr:member:creat
e

Grants permission
to add a share
member.

permiss
ion_ma
nageme
nt

backup
*

g:EnterpriseProjec
tId

- cbr:TargetOrgPath
s

cbr:member:updat
e

Grants permission
to update the
share member
status.

write backup
*

g:EnterpriseProjec
tId
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Action Description Access
Level

Resour
ce Type
(*:
require
d)

Condition Key

cbr:member:get Grants permission
to query share
member details.

read backup
*

g:EnterpriseProjec
tId

cbr:member:list Grants permission
to obtain the
share member
list.

list backup
*

-

cbr:member:delet
e

Grants permission
to delete a share
member.

permiss
ion_ma
nageme
nt

backup
*

g:EnterpriseProjec
tId

cbr:vaults:showCh
eckpoint

Grants permission
to query a restore
point.

read - -

cbr:vaults:showSu
mmary

Grants permission
to query the vault
overview.

list - -

cbr:vaults:replicat
e

Grants permission
to replicate a
restore point.

write vault * ● g:ResourceTag/
<tag-key>

● g:EnterprisePro
jectId

cbr:vaults:backup Grants permission
to create a restore
point.

write vault * ● g:ResourceTag/
<tag-key>

● g:EnterprisePro
jectId

cbr:vaults:sync Grants permission
to synchronize a
restore point.

write vault * ● g:ResourceTag/
<tag-key>

● g:EnterprisePro
jectId

cbr:vaults:create Grants permission
to create a vault.

write vault * -

- ● g:RequestTag/
<tag-key>

● g:TagKeys
● g:EnterprisePro

jectId
● cbr:PolicyId
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Action Description Access
Level

Resour
ce Type
(*:
require
d)

Condition Key

cbr:vaults:get Grants permission
to query a
specified vault.

read vault * ● g:ResourceTag/
<tag-key>

● g:EnterprisePro
jectId

cbr:vaults:list Grants permission
to query the vault
list.

list vault * -

- g:EnterpriseProjec
tId

cbr:vaults:update Grants permission
to modify a vault.

write vault * ● g:ResourceTag/
<tag-key>

● g:EnterprisePro
jectId

cbr:vaults:delete Grants permission
to delete a vault.

write vault * ● g:ResourceTag/
<tag-key>

● g:EnterprisePro
jectId

cbr:vaults:remove
Resources

Grants permission
to dissociate
resources.

write vault * ● g:ResourceTag/
<tag-key>

● g:EnterprisePro
jectId

cbr:vaults:addReso
urces

Grants permission
to associate
resources.

write vault * ● g:ResourceTag/
<tag-key>

● g:EnterprisePro
jectId

cbr:vaults:setReso
urces

Grants permission
to set auto
backup for a
vault.

write vault * ● g:ResourceTag/
<tag-key>

● g:EnterprisePro
jectId

cbr:vaults:associat
ePolicy

Grants permission
to apply a policy
to a vault.

write vault * ● g:ResourceTag/
<tag-key>

● g:EnterprisePro
jectId

cbr:vaults:dissocia
tePolicy

Grants permission
to remove a
policy from a
vault.

write vault * ● g:ResourceTag/
<tag-key>

● g:EnterprisePro
jectId
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Action Description Access
Level

Resour
ce Type
(*:
require
d)

Condition Key

cbr:vaults:listExter
nalVaults

Grants permission
to query the vault
list in other
regions.

list vault * -

cbr:vaults:migrate
Resources

Grants permission
to migrate
resources.

write vault * ● g:ResourceTag/
<tag-key>

● g:EnterprisePro
jectId

cbr:backups:sync Grants permission
to synchronize a
backup.

write vault * g:EnterpriseProjec
tId

cbr:backups:get Grants permission
to query a
specified backup.

read backup
*

g:EnterpriseProjec
tId

cbr:backups:show
Metadata

Grants permission
to query backup
metadata.

read backup
*

g:EnterpriseProjec
tId

cbr:backups:list Grants permission
to query all
backups.

list backup
*

-

- g:EnterpriseProjec
tId

cbr:backups:delete Grants permission
to delete a
backup.

write backup
*

g:EnterpriseProjec
tId

cbr:backups:replic
ate

Grants permission
to replicate a
backup.

write backup
*

g:EnterpriseProjec
tId

cbr:backups:restor
e

Grants permission
to restore data
from a backup.

write backup
*

g:EnterpriseProjec
tId

cbr:backups:updat
e

Grants permission
to update a
backup.

write backup
*

g:EnterpriseProjec
tId

cbr:policies:list Grants permission
to query the
policy list.

list policy * -

cbr:policies:create Grants permission
to create a policy.

write policy * -
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Action Description Access
Level

Resour
ce Type
(*:
require
d)

Condition Key

- cbr:EnabledPolicy

cbr:policies:get Grants permission
to query a policy.

read policy * -

cbr:policies:update Grants permission
to modify a policy.

write policy * -

- cbr:EnabledPolicy

cbr:policies:delete Grants permission
to delete a policy.

write policy * -

cbr:vaults:listProte
ctables

Grants permission
to query
protectable
resources.

list - g:EnterpriseProjec
tId

cbr:vaults:getProte
ctables

Grants permission
to query a
protectable
resource.

read - -

cbr:backups:query
ReplicationCapa-
bility

Grants permission
to query the
replication
capability.

list - -

cbr:backups:check
Agent

Grants permission
to query the
Agent status.

read - -

cbr:vaults:listReso
urceInstances

Grants permission
to query vault
resources.

list vault * -

cbr:vaults:bulkCre
ateOrDeleteTags

Grants permission
to batch add or
delete tags of a
vault resource.

write vault * g:ResourceTag/
<tag-key>

- ● g:RequestTag/
<tag-key>

● g:TagKeys

cbr:vaults:setTags Grants permission
to add a tag to a
vault resource.

write vault * g:ResourceTag/
<tag-key>

- ● g:RequestTag/
<tag-key>

● g:TagKeys
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Action Description Access
Level

Resour
ce Type
(*:
require
d)

Condition Key

cbr:vaults:deleteTa
gs

Grants permission
to delete a tag of
a vault resource.

write vault * g:ResourceTag/
<tag-key>

- g:TagKeys

cbr:vaults:getTags Grants permission
to query tags of a
vault resource.

read vault * g:ResourceTag/
<tag-key>

cbr:vaults:listProje
ctTags

Grants permission
to query tags of a
vault project.

list vault * -

cbr:backups:listSto
rageUsage

Grants permission
to query capacity
statistics.

list - -

cbr:vaults:update
Order

Grants permission
to update order
information.

write vault * ● g:ResourceTag/
<tag-key>

● g:EnterprisePro
jectId

cbr:agents:addPat
h

Grants permission
to add file paths.

write agent * -

cbr:agents:get Grants permission
to query a
specified client.

read agent * -

cbr:agents:update Grants permission
to modify a client.

write agent * -

cbr:agents:register Grants permission
to register a
client.

write agent * -

cbr:agents:delete Grants permission
to remove a
client.

write agent * -

cbr:agents:remove
Path

Grants permission
to remove file
paths.

write agent * -

cbr:agents:list Grants permission
to query the client
list.

list agent * -
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Action Description Access
Level

Resour
ce Type
(*:
require
d)

Condition Key

cbr:backups:migra
tesCreate

Grants permission
to migrate
resources of a
tenant.

write - -

cbr:backups:migra
tesIndex

Grants permission
to query the
migration results.

read - -

cbr:organizationP
olicies:create

Grants permission
to create an
organizational
policy.

write - -

cbr:organizationP
olicies:listPolicyDe
tail

Grants permission
to query
organizational
policy delivery
info.

read - -

cbr:organizationP
olicies:delete

Grants permission
to delete an
organizational
policy.

write - -

cbr:organizationP
olicies:update

Grants permission
to modify an
organizational
policy.

write - -

cbr:organizationP
olicies:list

Grants permission
to query the
organizational
policy list.

list - -

cbr:organizationP
olicies:get

Grants permission
to query an
organizational
policy.

read - -

 

A CBR API usually supports one or more actions. Table 5-28 lists actions
supported by each API and dependencies of actions.

Organizations
User Guide 5 Managing SCPs

Issue 01 (2025-02-25) Copyright © Huawei Cloud Computing Technologies Co., Ltd. 132



Table 5-28 Actions and dependencies supported by CBR APIs

API Action Dependencies

GET /v3/
{project_id}/
operation-logs

cbr:tasks:list -

GET /v3/
{project_id}/
operation-logs/
{operation_log_id}

cbr:tasks:get -

POST /v3/
{project_id}/
backups/
{backup_id}/
members

cbr:member:create -

PUT /v3/
{project_id}/
backups/
{backup_id}/
members/
{member_id}

cbr:member:update -

GET /v3/
{project_id}/
backups/
{backup_id}/
members/
{member_id}

cbr:member:get -

GET /v3/
{project_id}/
backups/
{backup_id}/
members

cbr:member:list -

DELETE /v3/
{project_id}/
backups/
{backup_id}/
members/
{member_id}

cbr:member:delete -

GET /v3/
{project_id}/
checkpoints/
{checkpoint_id}

cbr:vaults:showCheckpoint -

GET /v3/
{project_id}/vaults/
summary

cbr:vaults:showSummary -
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API Action Dependencies

POST /v3/
{project_id}/
checkpoints/
replicate

cbr:vaults:replicate -

POST /v3/
{project_id}/
checkpoints

cbr:vaults:backup ● ecs:cloudServers:listServe
rsDetails

● evs:volumes:list

POST /v3/
{project_id}/
checkpoints/sync

cbr:vaults:sync -

POST /v3/
{project_id}/vaults

cbr:vaults:create ● ecs:cloudServers:listServe
rsDetails

● evs:volumes:list

POST /v3/
{project_id}/vaults/
order

cbr:vaults:create ● ecs:cloudServers:listServe
rsDetails

● evs:volumes:list

GET /v3/
{project_id}/vaults/
{vault_id}

cbr:vaults:get -

GET /v3/
{project_id}/vaults

cbr:vaults:list -

PUT /v3/
{project_id}/vaults/
{vault_id}

cbr:vaults:update -

PUT /v3/
{project_id}/vaults/
batch-update

cbr:vaults:update -

DELETE /v3/
{project_id}/vaults/
{vault_id}

cbr:vaults:delete -

POST /v3/
{project_id}/vaults/
{vault_id}/
removeresources

cbr:vaults:removeResources -

POST /v3/
{project_id}/vaults/
{vault_id}/
addresources

cbr:vaults:addResources ● ecs:cloudServers:listServe
rsDetails

● evs:volumes:list
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API Action Dependencies

PUT /v3/
{project_id}/vaults/
{vault_id}/set-
resources

cbr:vaults:setResources -

POST /v3/
{project_id}/vaults/
{vault_id}/
associatepolicy

cbr:vaults:associatePolicy -

POST /v3/
{project_id}/vaults/
{vault_id}/
dissociatepolicy

cbr:vaults:dissociatePolicy -

GET /v3/
{project_id}/vaults/
external

cbr:vaults:listExternalVaults -

POST /v3/
{project_id}/vaults/
{vault_id}/
migrateresources

cbr:vaults:migrateResources -

POST /v3/
{project_id}/
backups/sync

cbr:backups:sync -

GET /v3/
{project_id}/
backups/
{backup_id}

cbr:backups:get -

GET /v3/
{project_id}/
backups/
{backup_id}/
metadata

cbr:backups:showMetadata -

GET /v3/
{project_id}/backups

cbr:backups:list -

DELETE /v3/
{project_id}/
backups/
{backup_id}

cbr:backups:delete -

POST /v3/
{project_id}/
backups/
{backup_id}/
replicate

cbr:backups:replicate -
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API Action Dependencies

POST /v3/
{project_id}/
backups/
{backup_id}/restore

cbr:backups:restore ● ecs:cloudServers:listServe
rsDetails

● evs:volumes:list

PUT /v3/
{project_id}/
backups/
{backup_id}

cbr:backups:update -

GET /v3/
{project_id}/policies

cbr:policies:list -

POST /v3/
{project_id}/policies

cbr:policies:create -

GET /v3/
{project_id}/
policies/{policy_id}

cbr:policies:get -

PUT /v3/
{project_id}/
policies/{policy_id}

cbr:policies:update -

DELETE /v3/
{project_id}/
policies/{policy_id}

cbr:policies:delete -

GET /v3/
{project_id}/
protectables/
{protectable_type}/
instances

cbr:vaults:listProtectables ● ecs:cloudServers:listServe
rsDetails

● evs:volumes:list

GET /v3/
{project_id}/
protectables/
{protectable_type}/
instances/
{instance_id}

cbr:vaults:getProtectables ● ecs:cloudServers:listServe
rsDetails

● evs:volumes:list

GET /v3/
{project_id}/
replication-
capabilities

cbr:backups:queryReplicatio
nCapability

-

POST /v3/
{project_id}/agent/
check

cbr:backups:checkAgent -

POST /v3/
{project_id}/vault/
resource_instances/
action

cbr:vaults:listResourceInstan
ces

-
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API Action Dependencies

POST /v3/
{project_id}/vault/
{vault_id}/tags/
action

cbr:vaults:bulkCreateOrDele
teTags

-

POST /v3/
{project_id}/vault/
{vault_id}/tags

cbr:vaults:setTags -

DELETE /v3/
{project_id}/vault/
{vault_id}/tags/
{key}

cbr:vaults:deleteTags -

GET /v3/
{project_id}/vault/
{vault_id}/tags

cbr:vaults:getTags -

GET /v3/
{project_id}/vault/
tags

cbr:vaults:listProjectTags -

GET /v3/
{project_id}/
storage_usage

cbr:backups:listStorageUsag
e

-

PUT /v3/
{project_id}/orders/
{order_id}

cbr:vaults:updateOrder -

POST /v3/
{project_id}/agents/
{agent_id}/add-path

cbr:agents:addPath -

GET /v3/
{project_id}/agents/
{agent_id}

cbr:agents:get -

PUT /v3/
{project_id}/agents/
{agent_id}

cbr:agents:update -

POST /v3/
{project_id}/agents

cbr:agents:register -

DELETE /v3/
{project_id}/agents/
{agent_id}

cbr:agents:delete -

POST /v3/
{project_id}/agents/
{agent_id}/remove-
path

cbr:agents:removePath -
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API Action Dependencies

GET /v3/
{project_id}/agents

cbr:agents:list -

POST /v3/migrates cbr:backups:migratesCreate -

GET /v3/migrates cbr:backups:migratesIndex -

 

Resources
A resource type indicates the resources that an SCP policy applies to. If you specify
a resource type for any action in Table 5-29, a resource URN must be specified in
the SCP policy statements using that action, and the SCP policy applies only to the
resource. If no resource type is specified, the Resource element is marked with an
asterisk (*) and the SCP policy applies to all resources. You can also set condition
keys in an SCP policy to define resource types.

The following table lists the resource types that you can define in SCP policy
statements for CBR.

Table 5-29 Resource types supported by CBR

Resource Type URN

Vault cbr:<region>:<account-id>:vault:<vault-id>

Policy cbr:<region>:<account-id>:policy:<policy-id>

Task cbr:<region>:<account-id>:task:<task-id>

Backup cbr:<region>:<account-id>:backup:<backup-id>

Agent cbr:<region>:<account-id>:agent:<agent-id>

 

Conditions
A Condition element lets you specify conditions for when an SCP policy is in effect.
It contains condition keys and operators.

● A key in the Condition element of a statement can be a global condition key
or a service-specific condition key.
– Global condition keys (with the g: prefix) apply to all actions. Cloud

services do not need to provide user identity information. Instead, IAM
automatically obtains such information and authenticates users. For
details, see Global Condition Keys.

– Service-specific condition keys (with the abbreviation of a service name
plus a colon as the prefix, for example, cbr:) apply only to operations of
the CBR service. For details, see Table 5-30.

– The number of values associated with a condition key in the request
context of an API call makes the condition key single-valued or
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multivalued. Single-valued condition keys have at most one value in the
request context of an API call. Multivalued condition keys can have
multiple values in the request context of an API call. For example, a
request can originate from at most one VPC endpoint, so g:SourceVpce is
a single-valued condition key. You can tag resources and include multiple
tag key-value pairs in a request, so g:TagKeys is a multivalued condition
key.

● An operator, a condition key, and a condition value constitute a complete
condition statement. An SCP policy applies only when its conditions are met.
For supported condition operators, see condition operators.

The following table lists the condition keys that you can define in custom SCP
policies for CBR. You can include these condition keys to specify conditions for
when your SCP policy is in effect.

Table 5-30 Service-specific condition keys supported by CBR

Service-specific
Condition Key

Type Single-
valued/
Multivalued

Description

cbr:TargetOrgPaths string Single-valued Organization path to
which the target
account specified in
the API request for
adding a share
member of CBR
belongs.

cbr:VaultId string Single-valued Filters access based
on the vault ID
specified in the
request parameter.

cbr:PolicyId string Single-valued Filters access based
on the policy ID
specified in the
request parameter.

cbr:EnabledPolicy boolean Single-valued Whether to enable
access filtering based
on the policy.

 

5.10.2.2 Elastic Volume Service (EVS)
The Organizations service provides Service Control Policies (SCPs) to set access
control policies.

SCPs do not actually grant any permissions to a principal. They only set the
permissions boundary for the principal. When SCPs are attached to a member
account or an organizational unit (OU), they do not directly grant permissions to
that member account or OU. Instead, the SCPs just determine what permissions
are available for that member account or the member accounts under that OU.
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This section describes the elements used by Organizations SCPs. The elements
include actions, resources, and conditions.

For details about how to use these elements to create a custom SCP, see Creating
an SCP.

Actions
Actions are specific operations that are allowed or denied in an SCP.

● The Access Level column describes how the action is classified (List, Read, or
Write). This classification helps you understand the level of access that an
action grants when you use it in an SCP.

● The Resource Type column indicates whether the action supports resource-
level permissions.
– You can use a wildcard (*) to indicate all resource types. If this column is

empty (-), the action does not support resource-level permissions, and
you must specify all resources ("*") in your SCP statements.

– If this column includes a resource type, you must specify the URN in the
Resource element of your statements.

– Required resources are marked with asterisks (*) in the table. If you
specify a resource in a statement using this action, then it must be of this
type.

For details about the resource types defined by EVS, see Resources.
● The Condition Key column contains keys that you can specify in the

Condition element of an SCP statement.
– If the Resource Type column has values for an action, the condition key

takes effect only for the listed resource types.
– If the Resource Type column is empty (-) for an action, the condition key

takes effect for all resources that action supports.
– If the Condition Key column is empty (-) for an action, the action does

not support any condition keys.
For details about the condition keys defined by EVS, see Conditions.

The following table lists the actions that you can define in SCP statements for EVS.

Table 5-31 Actions supported by EVS

Action Description Access
Level

Resour
ce Type
(*:
require
d)

Condition Key

evs:volumes:creat
e

Grants permission
to create disks.

write volume
*

-

Organizations
User Guide 5 Managing SCPs

Issue 01 (2025-02-25) Copyright © Huawei Cloud Computing Technologies Co., Ltd. 140



Action Description Access
Level

Resour
ce Type
(*:
require
d)

Condition Key

- ● g:RequestTag/
<tag-key>

● g:TagKeys
● g:EnterprisePro

jectId
● evs:Encrypted
● cbr:VaultId

evs:volumes:list Grants permission
to list disks.

list - g:EnterpriseProjec
tId

evs:volumes:get Grants permission
to query disks.

read volume
*

● g:ResourceTag/
<tag-key>

● g:EnterprisePro
jectId

evs:volumes:delet
e

Grants permission
to delete disks.

write volume
*

● g:ResourceTag/
<tag-key>

● g:EnterprisePro
jectId

evs:volumes:updat
e

Grants permission
to update disks.

write volume
*

● g:ResourceTag/
<tag-key>

● g:EnterprisePro
jectId

evs:volumes:resize Grants permission
to expand disk
capacities.

write volume
*

● g:ResourceTag/
<tag-key>

● g:EnterprisePro
jectId

evs:volumes:modif
yQos

Grants permission
to modify disk
QoS
configurations.

write volume
*

● g:ResourceTag/
<tag-key>

● g:EnterprisePro
jectId

evs:volumes:revert Grants permission
to recover disks
from the recycle
bin.

write volume
*

● g:ResourceTag/
<tag-key>

● g:EnterprisePro
jectId

evs:recycle_policy:
get

Grants permission
to query the
recycle bin policy.

read - -
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Action Description Access
Level

Resour
ce Type
(*:
require
d)

Condition Key

evs:recycle_policy:
update

Grants
permissions to
update the recycle
bin policy.

write - -

evs:volumes:chan
geChargeMode

Grants permission
to change the
billing mode of
disks.

write volume
*

● g:ResourceTag/
<tag-key>

● g:EnterprisePro
jectId

evs:snapshots:crea
te

Grants permission
to create
snapshots for
disks.

write snapsh
ot *

-

volume
*

● g:ResourceTag/
<tag-key>

● g:EnterprisePro
jectId

evs:snapshots:list Grants permission
to list snapshots.

list - g:EnterpriseProjec
tId

evs:snapshots:get Grants permission
to query
snapshots.

read - g:EnterpriseProjec
tId

evs:snapshots:dele
te

Grants permission
to delete
snapshots.

write - g:EnterpriseProjec
tId

evs:snapshots:upd
ate

Grants permission
to update
snapshots.

write - g:EnterpriseProjec
tId

evs:snapshots:roll
back

Grants
permissions to roll
back data from
snapshots.

write - g:EnterpriseProjec
tId

evs:types:get Grants permission
to query disk
types.

read - -

evs:quotas:get Grants permission
to query EVS
quotas.

read - -
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Action Description Access
Level

Resour
ce Type
(*:
require
d)

Condition Key

evs:volumes:tagRe
source

Grants permission
to add tags to a
disk.

write volume
*

● g:ResourceTag/
<tag-key>

● g:EnterprisePro
jectId

- ● g:RequestTag/
<tag-key>

● g:TagKeys

evs:volumes:unTa
gResource

Grants permission
to delete tags
from a disk.

write volume
*

● g:ResourceTag/
<tag-key>

● g:EnterprisePro
jectId

- g:TagKeys

evs:volumes:listTa
gs

Grants permission
to query all disk
tags in a project.

list - -

evs:volumes:listTa
gsForResource

Grants permission
to query disk tags.

read volume
*

● g:ResourceTag/
<tag-key>

● g:EnterprisePro
jectId

evs:volumes:listRe
sourcesByTag

Grants permission
to list disks by
tag.

list - g:TagKeys

evs:volumes:use Grants permission
to allow ECSs and
BMSs to use EVS
disks.

write - g:EnterpriseProjec
tId

 

Each API of EVS usually supports one or more actions. Table 5-32 lists the
supported actions and dependencies.

Table 5-32 Actions and dependencies supported by EVS APIs

API Action Dependencies

POST /v2.1/
{project_id}/
cloudvolumes

evs:volumes:create billing:order:pay
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API Action Dependencies

POST /v2/
{project_id}/
cloudvolumes

evs:volumes:create -

POST /v3/
{project_id}/
cloudvolumes

evs:volumes:create -

GET /v2/
{project_id}/
cloudvolumes/detail

evs:volumes:list -

GET /v2/
{project_id}/
cloudvolumes/
{volume_id}

evs:volumes:get -

DELETE /v2/
{project_id}/
cloudvolumes/
{volume_id}

evs:volumes:delete -

PUT /v2/
{project_id}/
cloudvolumes/
{volume_id}

evs:volumes:update -

POST /v2.1/
{project_id}/
cloudvolumes/
{volume_id}/action

evs:volumes:resize billing:order:pay

POST /v5/
{project_id}/
volumes/batch-
extend

evs:volumes:resize billing:order:pay

POST /v2/
{project_id}/
cloudvolumes/
{volume_id}/action

evs:volumes:resize -

PUT /v5/
{project_id}/
cloudvolumes/
{volume_id}/qos

evs:volumes:modifyQos -

POST /v2/
{project_id}/
cloudvolumes/
unsubscribe

evs:volumes:delete billing:subscription:unsubscr
ibe
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API Action Dependencies

POST /v2/
{project_id}/
cloudvolumes/
change-charge-
mode

evs:volumes:changeCharge
Mode

● billing:order:pay
● billing:subscription:rene

w

POST /v2/
{project_id}/
cloudsnapshots

evs:snapshots:create -

GET /v2/
{project_id}/
cloudsnapshots/
detail

evs:snapshots:list -

GET /v2/
{project_id}/
cloudsnapshots/
{snapshot_id}

evs:snapshots:get -

DELETE /v2/
{project_id}/
cloudsnapshots/
{snapshot_id}

evs:snapshots:delete -

PUT /v2/
{project_id}/
cloudsnapshots/
{snapshot_id}

evs:snapshots:update -

POST /v2/
{project_id}/
cloudsnapshots/
{snapshot_id}/
rollback

evs:snapshots:rollback -

POST /v2/
{project_id}/
cloudvolumes/
{volume_id}/tags/
action

evs:volumes:tagResource -

POST 01 /v2/
{project_id}/
cloudvolumes/
{volume_id}/tags/
action

evs:volumes:unTagResource -

GET /v2/
{project_id}/
cloudvolumes/tags

evs:volumes:listTags -
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API Action Dependencies

GET /v2/
{project_id}/
cloudvolumes/
{volume_id}/tags

evs:volumes:listTagsForReso
urce

-

POST /v2/
{project_id}/
cloudvolumes/
resource_instances/
action

evs:volumes:listResourcesBy
Tag

-

 

Resources

A resource type indicates the resources that an SCP policy applies to. If you specify
a resource type for any action in Table 5-33, the resource URN must be specified
in the SCP statements using that action, and the SCP applies only to resources of
this type. If no resource type is specified, the Resource element is marked with an
asterisk (*) and the SCP applies to all resources. You can also set condition keys in
an SCP policy to define resource types.

The following table lists the resource types that you can define in SCP statements
for EVS.

Table 5-33 Resource types supported by EVS

Resource Type URN

imageCache evs:<region>:<account-id>:imageCache:<imageCache-
id>

snapshot evs:<region>:<account-id>:snapshot:<snapshot-id>

volume evs:<region>:<account-id>:volume:<volume-id>

 

Conditions

A Condition element lets you specify conditions for when an SCP is in effect. It
contains condition keys and operators.

● The condition key that you specify can be a global condition key or a service-
specific condition key.
– Global condition keys (with the g: prefix) apply to all actions. Cloud

services do not need to provide user identity information. Instead, the
system automatically obtains such information and authenticates users.
For details, see Global Condition Keys.

– Service-specific condition keys (with the abbreviation of a service name
plus a colon as the prefix, for example, evs:) apply only to operations of
the EVS service. For details, see Table 5-34.
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– The number of values associated with a condition key in the request
context of an API call makes the condition key single-valued or
multivalued. Single-valued condition keys have at most one value in the
request context of an API call. Multivalued condition keys can have
multiple values in the request context of an API call. For example, a
request can originate from at most one VPC endpoint, so g:SourceVpce is
a single-valued condition key. You can tag resources and include multiple
tag key-value pairs in a request, so g:TagKeys is a multivalued condition
key.

– A condition operator, condition key, and a condition value together
constitute a complete condition statement. An SCP can be applied only
when its request conditions are met. For supported condition operators,
see Condition operators.

The following table lists the condition keys that you can define in custom SCP
policies for EVS. You can include these condition keys to specify conditions for
when your SCP policy is in effect.

Table 5-34 Service-specific condition keys supported by EVS

Service-specific
Condition Key

Type Single-
valued/
Multivalued

Description

evs:Encrypted boolean Single-valued Filters access based
on whether the disk is
encrypted.

evs:KmsKeyId string Single-valued Filters access based
on the key ID used by
the disk.

evs:ImageId string Single-valued Filters access by
image ID.

evs:BackupId string Single-valued Filters access by
backup ID.

evs:SnapshotId string Single-valued Filters access by
snapshot ID.

evs:AvailabilityZone string Single-valued Filters access based
on the AZ of the disk.

evs:SourceAvailability-
Zone

string Single-valued Filters access by
source AZ.

evs:VolumeType string Single-valued Filters access based
on the disk type.

evs:VolumeSize numeric Single-valued Filters access based
on the disk capacity.

evs:VolumeIops numeric Single-valued Filters access based
on the disk IOPS.

Organizations
User Guide 5 Managing SCPs

Issue 01 (2025-02-25) Copyright © Huawei Cloud Computing Technologies Co., Ltd. 147



Service-specific
Condition Key

Type Single-
valued/
Multivalued

Description

evs:VolumeThroughpu
t

numeric Single-valued Filters access based
on the disk
throughput.

evs:ChargingMode string Single-valued Filters access based
on the disk billing
mode.

evs:ServerServiceType string Single-valued Filters access based
on the service type of
the cloud server.

evs:VolumeId string Single-valued Filters access based
on the disk ID.

 

5.10.2.3 Scalable File Service Turbo (SFS Turbo)
The Organizations service provides Service Control Policies (SCPs) to set access
control policies.

SCPs do not actually grant any permissions to a principal. They only set the
permissions boundary for the principal. When SCPs are attached to a member
account or an organizational unit (OU), they do not directly grant permissions to
that member account or OU. Instead, the SCPs just determine what permissions
are available for that member account or the member accounts under that OU.

This section describes the elements used by Organizations SCPs. The elements
include actions, resources, and conditions.

For details about how to use these elements to create a custom SCP, see Creating
an SCP.

Actions
Actions are specific operations that are allowed or denied in an SCP.

● The Access Level column describes how the action is classified (List, Read, or
Write). This classification helps you understand the level of access that an
action grants when you use it in an SCP.

● The Resource Type column indicates whether the action supports resource-
level permissions.
– You can use a wildcard (*) to indicate all resource types. If this column is

empty (-), the action does not support resource-level permissions, and
you must specify all resources ("*") in your SCP statements.

– If this column includes a resource type, you must specify the URN in the
Resource element of your statements.

– Required resources are marked with asterisks (*) in the table. If you
specify a resource in a statement using this action, then it must be of this
type.
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For details about the resource types defined by SFS Turbo, see Resources.

● The Condition Key column contains keys that you can specify in the
Condition element of an SCP statement.

– If the Resource Type column has values for an action, the condition key
takes effect only for the listed resource types.

– If the Resource Type column is empty (-) for an action, the condition key
takes effect for all resources that action supports.

– If the Condition Key column is empty (-) for an action, the action does
not support any condition keys.

For details about the condition keys defined by SFS Turbo, see Conditions.

The following table lists the actions that you can define in SCP statements for SFS
Turbo.

Table 5-35 Actions supported by SFS Turbo

Action Description Access
Level

Resource
Type (*:
required)

Condition Key

sfsturbo:sh
ares:create
Share

Grants permission
to create SFS
Turbo file systems.

write shares * ● g:EnterpriseProj
ectId

● g:TagKeys
● g:RequestTag/

<tag-key>
● sfsturbo:CryptK

eyId
● cbr:VaultId

sfsturbo:sh
ares:delete
Share

Grants permission
to delete SFS
Turbo file systems.

write shares * ● g:ResourceTag/
<tag-key>

● g:EnterpriseProj
ectId

sfsturbo:sh
ares:getAllS
hares

Grants permission
to list SFS Turbo
file systems.

list - ● g:EnterpriseProj
ectId

● g:RequestTag/
<tag-key>

● g:TagKeys

sfsturbo:sh
ares:getSha
re

Grants permission
to query SFS Turbo
file systems.

read shares * ● g:ResourceTag/
<tag-key>

● g:EnterpriseProj
ectId

sfsturbo:sh
ares:extend
Share

Grants permission
to expand
capacities of SFS
Turbo file systems.

write shares * ● g:ResourceTag/
<tag-key>

● g:EnterpriseProj
ectId
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Action Description Access
Level

Resource
Type (*:
required)

Condition Key

sfsturbo:sh
ares:update
HpcShare

Grants permission
to update SFS
Turbo file systems.

write shares * ● g:ResourceTag/
<tag-key>

● g:EnterpriseProj
ectId

sfsturbo:sh
ares:update
ShareSecuri
tyGroup

Grants permission
to change the
security groups of
SFS Turbo file
systems.

write shares * ● g:ResourceTag/
<tag-key>

● g:EnterpriseProj
ectId

sfsturbo:sh
ares:addTa
g

Grants permission
to add a tag to an
SFS Turbo file
system.

tagging shares * ● g:ResourceTag/
<tag-key>

● g:TagKeys

sfsturbo:sh
ares:getTag

Grants permission
to query tags of an
SFS Turbo file
system.

read shares * g:EnterpriseProjec-
tId

sfsturbo:sh
ares:delete
Tag

Grants permission
to delete tags from
an SFS Turbo file
system.

tagging shares * ● g:ResourceTag/
<tag-key>

● g:TagKeys

sfsturbo:sh
ares:batchR
esTag

Grants permission
to batch add tags
to an SFS Turbo
file system.

tagging shares * ● g:ResourceTag/
<tag-key>

● g:TagKeys

sfsturbo:sh
ares:getAllT
ag

Grants permission
to list all tags of
an SFS Turbo file
system.

list - g:EnterpriseProjec-
tId

sfsturbo:sh
ares:renam
eShare

Grants permission
to change SFS
Turbo file system
names.

write shares * ● g:ResourceTag/
<tag-key>

● g:EnterpriseProj
ectId

sfsturbo:sh
ares:create
DataReposi
toryTask

Grants permission
to create SFS
Turbo backup
vaults.

write shares * ● g:ResourceTag/
<tag-key>

● g:EnterpriseProj
ectId

sfsturbo:sh
ares:delete
DataReposi
toryTask

Grants permission
to delete SFS
Turbo backup
vaults.

write shares * ● g:ResourceTag/
<tag-key>
g:EnterpriseProj
ectId
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Action Description Access
Level

Resource
Type (*:
required)

Condition Key

sfsturbo:sh
ares:getDat
aRepository
Task

Grants permission
to query SFS Turbo
backup vaults.

read shares * ● g:ResourceTag/
<tag-key>

● g:EnterpriseProj
ectId

sfsturbo:sh
ares:getAll
DataReposi
toryTasks

Grants permission
to list SFS Turbo
backup vaults.

list shares * ● g:ResourceTag/
<tag-key>

● g:EnterpriseProj
ectId

sfsturbo:sh
ares:getAZI
nfo

Grants permission
to query the AZ
information of the
current region.

read - -

sfsturbo:sh
ares:getQu
ota

Grants permission
to query SFS Turbo
quotas.

read - -

sfsturbo:sh
ares:getFlav
ors

Grants permission
to query the SFS
Turbo file system
types.

read - -

sfsturbo:sh
ares:checkS
hareName

Grants permission
to check SFS Turbo
file system names.

read - -

sfsturbo:sh
ares:showF
sDir

Grants permission
to query
directories in SFS
Turbo file systems.

read shares * ● g:ResourceTag/
<tag-key>

● g:EnterpriseProj
ectId

sfsturbo:sh
ares:delete
FsDir

Grants permission
to delete
directories from
SFS Turbo file
systems.

write shares * ● g:ResourceTag/
<tag-key>

● g:EnterpriseProj
ectId

sfsturbo:sh
ares:createF
sDirQuota

Grants permission
to configure limits
for directories in
SFS Turbo file
systems.

write shares * ● g:ResourceTag/
<tag-key>

● g:EnterpriseProj
ectId

sfsturbo:sh
ares:showF
sDirQuota

Grants permission
to query limits of
directories in SFS
Turbo file systems.

read shares * ● g:ResourceTag/
<tag-key>

● g:EnterpriseProj
ectId
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Action Description Access
Level

Resource
Type (*:
required)

Condition Key

sfsturbo:sh
ares:delete
FsDirQuota

Grants permission
to remove limits
from directories in
SFS Turbo file
systems.

write shares * ● g:ResourceTag/
<tag-key>

● g:EnterpriseProj
ectId

sfsturbo:sh
ares:update
FsDirQuota

Grants permission
to update limits of
directories in SFS
Turbo file systems.

write shares * ● g:ResourceTag/
<tag-key>

● g:EnterpriseProj
ectId

sfsturbo:sh
ares:batchC
reateFsDir
Quotas

Grants permission
to batch configure
limits for
directories in SFS
Turbo file systems.

write shares * ● g:ResourceTag/
<tag-key>

● g:EnterpriseProj
ectId

sfsturbo:sh
ares:listFsDi
rQuotas

Grants permission
to list limits of
directories in SFS
Turbo file systems.

list shares * ● g:ResourceTag/
<tag-key>

● g:EnterpriseProj
ectId

sfsturbo:sh
ares:batchD
eleteFsDirQ
uotas

Grants permission
to batch delete
limits of directories
in SFS Turbo file
systems.

write shares * ● g:ResourceTag/
<tag-key>

● g:EnterpriseProj
ectId

sfsturbo:sh
ares:batchU
pdateFsDir
Quotas

Grants permission
to batch update
limits of directories
in SFS Turbo file
systems.

write shares * ● g:ResourceTag/
<tag-key>

● g:EnterpriseProj
ectId

sfsturbo:sh
ares:showF
sDirUsage

Grants permission
to query usages of
directories in SFS
Turbo file systems.

read shares * ● g:ResourceTag/
<tag-key>

● g:EnterpriseProj
ectId

sfsturbo:sh
ares:createF
sAsyncTask

Grants permission
to create
asynchronous tasks
of SFS Turbo file
systems.

write shares * ● g:ResourceTag/
<tag-key>

● g:EnterpriseProj
ectId

sfsturbo:sh
ares:showF
sAsyncTask

Grants permission
to query details of
asynchronous tasks
of SFS Turbo file
systems.

read shares * ● g:ResourceTag/
<tag-key>

● g:EnterpriseProj
ectId
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Action Description Access
Level

Resource
Type (*:
required)

Condition Key

sfsturbo:sh
ares:listFsA
syncTasks

Grants permission
to list
asynchronous tasks
of SFS Turbo file
systems.

list shares * ● g:ResourceTag/
<tag-key>

● g:EnterpriseProj
ectId

sfsturbo:sh
ares:delete
FsAsyncTas
k

Grants permission
to delete
asynchronous tasks
of SFS Turbo file
systems.

write shares * ● g:ResourceTag/
<tag-key>

● g:EnterpriseProj
ectId

sfsturbo:sh
ares:create
BackendTar
get

Grants permission
to add storage
backends of SFS
Turbo file systems.

write shares * ● g:ResourceTag/
<tag-key>

● g:EnterpriseProj
ectId

sfsturbo:sh
ares:showB
ackendTarg
etInfo

Grants permission
to query details
about storage
backends of SFS
Turbo file systems.

read shares * ● g:ResourceTag/
<tag-key>

● g:EnterpriseProj
ectId

sfsturbo:sh
ares:listBac
kendTarget
s

Grants permission
to list storage
backends of SFS
Turbo file systems.

list shares * ● g:ResourceTag/
<tag-key>

● g:EnterpriseProj
ectId

sfsturbo:sh
ares:delete
BackendTar
get

Grants permission
to remove storage
backends of SFS
Turbo file systems.

write shares * ● g:ResourceTag/
<tag-key>

● g:EnterpriseProj
ectId

sfsturbo:sh
ares:update
ObsTargetP
olicy

Grants permission
to modify the auto
synchronization
policy between SFS
Turbo file systems
and OBS storage
backends.

write shares * ● g:ResourceTag/
<tag-key>

● g:EnterpriseProj
ectId

sfsturbo:sh
ares:update
ObsTargetA
ttributes

Grants permission
to modify storage
backends of SFS
Turbo file systems.

write shares * ● g:ResourceTag/
<tag-key>

● g:EnterpriseProj
ectId
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Action Description Access
Level

Resource
Type (*:
required)

Condition Key

sfsturbo:sh
ares:listPer
mRules

Grants permission
to list permission
rules of SFS Turbo
file systems.

list shares * ● g:ResourceTag/
<tag-key>

● g:EnterpriseProj
ectId

sfsturbo:sh
ares:showP
ermRule

Grants permission
to query details of
permission rules of
SFS Turbo file
systems.

read shares * ● g:ResourceTag/
<tag-key>

● g:EnterpriseProj
ectId

sfsturbo:sh
ares:create
PermRule

Grants permission
to create
permission rules of
SFS Turbo file
systems.

write shares * ● g:ResourceTag/
<tag-key>

● g:EnterpriseProj
ectId

sfsturbo:sh
ares:update
PermRule

Grants permission
to modify
permission rules of
SFS Turbo file
systems.

write shares * ● g:ResourceTag/
<tag-key>

● g:EnterpriseProj
ectId

sfsturbo:sh
ares:delete
PermRule

Grants permission
to delete
permission rules of
SFS Turbo file
systems.

write shares * ● g:ResourceTag/
<tag-key>

● g:EnterpriseProj
ectId

sfsturbo:sh
ares:showL
dap

Grants permission
to query the LDAP
configuration of an
SFS Turbo file
system.

read shares * ● g:ResourceTag/
<tag-key>

● g:EnterpriseProj
ectId

sfsturbo:sh
ares:createL
dap

Grants permission
to create the LDAP
configuration of an
SFS Turbo file
system.

write shares * ● g:ResourceTag/
<tag-key>

● g:EnterpriseProj
ectId

sfsturbo:sh
ares:update
Ldap

Grants permission
to modify the
LDAP
configuration of
SFS Turbo file
systems.

write shares * ● g:ResourceTag/
<tag-key>

● g:EnterpriseProj
ectId
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Action Description Access
Level

Resource
Type (*:
required)

Condition Key

sfsturbo:sh
ares:deleteL
dap

Grants permission
to delete the LDAP
configuration of an
SFS Turbo file
system.

write shares * ● g:ResourceTag/
<tag-key>

● g:EnterpriseProj
ectId

sfsturbo:sh
ares:getJob

Grants permission
to query details of
tasks in SFS Turbo
file systems.

read - -

 

Each API of SFS Turbo usually supports one or more actions. Table 5-36 lists the
supported actions and dependencies.
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Table 5-36 Actions and dependencies supported by SFS Turbo APIs

API Action Dependencies

POST /v1/{project_id}/
sfs-turbo/shares

sfsturbo:shares:createSha
re

● billing:order:pay
● billing:contract:viewDi

scount
● vpc:vpcs:get
● vpc:subnets:get
● vpc:securityGroups:get
● vpc:securityGroups:cre

ate
● vpc:ports:get
● vpc:ports:create
● vpc:ports:update
● vpc:securityGroupRule

s:get
● vpc:securityGroupRule

s:create
● vpc:quotas:list
● cbr:backups:get
● cbr:vaults:addResourc

es
● evs:types:get
● kms:cmk:listGrants
● kms:cmk:createGrant
● kms:cmk:get
● sfsturbo:shares:getAZI

nfo
● sfsturbo:shares:getQu

ota
● sfsturbo:shares:getFla

vors
● sfsturbo:shares:checkS

hareName
● eps:enterpriseProjects:

list

GET /v1/{project_id}/sfs-
turbo/shares/detail

sfsturbo:shares:getAllSha
res

-

GET /v1/{project_id}/sfs-
turbo/shares/{share_id}

sfsturbo:shares:getShare -
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API Action Dependencies

DELETE /v1/{project_id}/
sfs-turbo/shares/
{share_id}

sfsturbo:shares:deleteSha
re

● vpc:ports:get
● vpc:ports:delete
● vpc:securityGroupRule

s:delete
● vpc:securityGroups:del

ete

POST /v1/{project_id}/
sfs-turbo/shares/
{share_id}/action

sfsturbo:shares:extendSh
are

● billing:order:pay
● vpc:vpcs:get
● vpc:subnets:get
● vpc:ports:get
● vpc:ports:create
● vpc:ports:update

POST /v1/{project_id}/
sfs-turbo/shares/
{share_id}/action

sfsturbo:shares:updateSh
areSecurityGroup

● vpc:ports:update
● vpc:securityGroups:get
● vpc:securityGroupRule

s:create
● vpc:securityGroupRule

s:delete

POST /v1/{project_id}/
sfs-turbo/{share_id}/tags

sfsturbo:shares:addTag -

GET /v1/{project_id}/sfs-
turbo/{share_id}/tags

sfsturbo:shares:getTag -

DELETE /v1/{project_id}/
sfs-turbo/{share_id}/
tags/{key}

sfsturbo:shares:deleteTag -

POST /v1/{project_id}/
sfs-turbo/{share_id}/
tags/action

sfsturbo:shares:batchRes
Tag

-

GET /v1/{project_id}/sfs-
turbo/tags

sfsturbo:shares:getAllTag -

POST /v1/{project_id}/
sfs-turbo/shares/
{share_id}/action

sfsturbo:shares:renameSh
are

-

POST /v1/{project_id}/
sfs-turbo/shares/
{share_id}/fs/{feature}/
tasks

sfsturbo:shares:createFsA
syncTask

-
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API Action Dependencies

GET /v1/{project_id}/sfs-
turbo/shares/
{share_id}/fs/{feature}/
tasks

sfsturbo:shares:listFsAsyn
cTasks

-

GET /v1/{project_id}/sfs-
turbo/shares/
{share_id}/fs/{feature}/
tasks/{task_id}

sfsturbo:shares:showFsAs
yncTask

-

DELETE /v1/{project_id}/
sfs-turbo/shares/
{share_id}/fs/{feature}/
tasks/{task_id}

sfsturbo:shares:deleteFsA
syncTask

-

POST /v1/{project_id}/
sfs-turbo/shares/
{share_id}/targets

sfsturbo:shares:createBac
kendTarget

● obs:bucket:putBucketP
olicy

● vpc:ports:get
● vpc:ports:create
● vpc:subnets:get

GET /v1/{project_id}/sfs-
turbo/shares/{share_id}/
targets

sfsturbo:shares:listBacken
dTargets

-

GET /v1/{project_id}/sfs-
turbo/shares/{share_id}/
targets/{target_id}

sfsturbo:shares:showBack
endTargetInfo

-

DELETE /v1/{project_id}/
sfs-turbo/shares/
{share_id}/targets/
{target_id}

sfsturbo:shares:deleteBac
kendTarget

-

POST /v1/{project_id}/
sfs-turbo/{share_id}/hpc-
cache/task

sfsturbo:shares:createDat
aRepositoryTask

obs:bucket:headBucket

GET /v1/{project_id}/sfs-
turbo/{share_id}/hpc-
cache/task/{task_id}

sfsturbo:shares:getDataR
epositoryTask

-

GET /v1/{project_id}/sfs-
turbo/{share_id}/hpc-
cache/tasks

sfsturbo:shares:getAllDat
aRepositoryTasks

-

PUT /v1/{project_id}/sfs-
turbo/shares/{share_id}

sfsturbo:shares:updateHp
cShare

-

POST /v1/{project_id}/
sfs-turbo/shares/
{share_id}/fs/dir-quota

sfsturbo:shares:createFsD
irQuota

-
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PUT /v1/{project_id}/sfs-
turbo/shares/
{share_id}/fs/dir-quota

sfsturbo:shares:updateFs
DirQuota

-

GET /v1/{project_id}/sfs-
turbo/shares/
{share_id}/fs/dir-quota

sfsturbo:shares:showFsDi
rQuota

-

DELETE /v1/{project_id}/
sfs-turbo/shares/
{share_id}/fs/dir-quota

sfsturbo:shares:deleteFsD
irQuota

-

POST /v1/{project_id}/
sfs-turbo/shares/
{share_id}/fs/dir

sfsturbo:shares:createFsD
ir

-

GET /v1/{project_id}/sfs-
turbo/shares/
{share_id}/fs/dir

sfsturbo:shares:showFsDi
r

-

DELETE /v1/{project_id}/
sfs-turbo/shares/
{share_id}/fs/dir

sfsturbo:shares:deleteFsD
ir

-

GET /v1/{project_id}/sfs-
turbo/shares/
{share_id}/fs/dir-usage

sfsturbo:shares:showFsDi
rUsage

-

POST /v1/{project_id}/
sfs-turbo/shares/
{share_id}/fs/perm-rules

sfsturbo:shares:createPer
mRule

-

GET /v1/{project_id}/sfs-
turbo/shares/
{share_id}/fs/perm-rules

sfsturbo:shares:listPermR
ules

-

GET /v1/{project_id}/sfs-
turbo/shares/
{share_id}/fs/perm-rules/
{rule_id}

sfsturbo:shares:showPer
mRule

-

PUT /v1/{project_id}/sfs-
turbo/shares/
{share_id}/fs/perm-rules/
{rule_id}

sfsturbo:shares:updatePe
rmRule

-

DELETE /v1/{project_id}/
sfs-turbo/shares/
{share_id}/fs/perm-rules/
{rule_id}

sfsturbo:shares:deletePer
mRule

-

POST /v1/{project_id}/
sfs-turbo/shares/
{share_id}/fs/ldap

sfsturbo:shares:createLda
p

-
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GET /v1/{project_id}/sfs-
turbo/shares/
{share_id}/fs/ldap

sfsturbo:shares:showLda
p

-

PUT /v1/{project_id}/sfs-
turbo/shares/
{share_id}/fs/ldap

sfsturbo:shares:updateLd
ap

-

DELETE /v1/{project_id}/
sfs-turbo/shares/
{share_id}/fs/ldap

sfsturbo:shares:deleteLda
p

-

GET /v1/{project_id}/sfs-
turbo/jobs/{job_id}

sfsturbo:shares:getJob -

DELETE /v1/{project_id}/
sfs-turbo/{share_id}/hpc-
cache/task/{task_id}

sfsturbo:shares:deleteDat
aRepositoryTask

-

PUT /v1/{project_id}/sfs-
turbo/shares/{share_id}/
targets/{target_id}/policy

sfsturbo:shares:updateOb
sTargetPolicy

-

PUT /v1/{project_id}/sfs-
turbo/shares/{share_id}/
targets/{target_id}/
attributes

sfsturbo:shares:updateOb
sTargetAttributes

-

 

Resources
A resource type indicates the resources that an SCP policy applies to. If you specify
a resource type for any action in Table 5-37, the resource URN must be specified
in the SCP statements using that action, and the SCP applies only to resources of
this type. If no resource type is specified, the Resource element is marked with an
asterisk (*) and the SCP applies to all resources. You can also set condition keys in
an SCP policy to define resource types.

The following table lists the resource types that you can specify in SCP statements
for SFS Turbo.

Table 5-37 Resource types supported by SFS Turbo

Resource Type URN Condition Key

shares shares * ● g:EnterpriseProjectId
● g:ResourceTag/<tag-key>
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Conditions
A Condition element lets you specify conditions for when an SCP is in effect. It
contains condition keys and operators.

● The condition key that you specify can be a global condition key or a service-
specific condition key.
– Global condition keys (with the g: prefix) apply to all actions. Cloud

services do not need to provide user identity information. Instead, the
system automatically obtains such information and authenticates users.
For details, see Global Condition Keys.

– Service-specific condition keys (with the abbreviation of a service name
plus a colon as the prefix, for example, sfsturbo:) only apply to
operations of the SFS Turbo service. For details, see Table 5-38.

– The number of values associated with a condition key in the request
context of an API call makes the condition key single-valued or
multivalued. Single-valued condition keys have at most one value in the
request context of an API call. Multivalued condition keys can have
multiple values in the request context of an API call. For example, a
request can originate from at most one VPC endpoint, so g:SourceVpce is
a single-valued condition key. You can tag resources and include multiple
tag key-value pairs in a request, so g:TagKeys is a multivalued condition
key.

● A condition operator, condition key, and a condition value together constitute
a complete condition statement. An SCP can be applied only when its request
conditions are met. For supported condition operators, see Condition
operators.

The following table lists the condition keys that you can define in SCPs for SFS
Turbo. You can include these condition keys to specify conditions for when your
SCP is in effect.

Table 5-38 Service-specific condition keys supported by SFS Turbo

Service-specific
Condition Key

Type Single-valued/
Multivalued

Description

sfsturbo:CryptK
eyId

string Single-valued Filters access based
on the key ID
specified in the
request parameter.

 

5.10.3 Networking

5.10.3.1 Virtual Private Cloud (VPC)
The Organizations service provides Service Control Policies (SCPs) to set access
control policies.

SCPs do not actually grant any permissions to a principal. They only set the
permissions boundary for the principal. When SCPs are attached to a member
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account or an organizational unit (OU), they do not directly grant permission to
that member account or OU. Instead, the SCPs determine what permissions are
available for that member account or the member accounts under that OU.

This section describes the elements used by Organizations SCPs. The elements
include actions, resources, and conditions.

For details about how to use these elements to create a custom SCP, see Creating
an SCP.

Actions

Actions are specific operations that are allowed or denied in an SCP.

● The Access Level column describes how the action is classified (List, Read, or
Write). This classification helps you understand the level of access that an
action grants when you use it in an SCP.

● The Resource Type column indicates whether the action supports resource-
level permissions.
– You can use a wildcard (*) to indicate all resource types. If this column is

empty (-), the action does not support resource-level permissions, and
you must specify all resources ("*") in your SCP statements.

– If this column includes a resource type, you must specify the URN in the
Resource element of your statements.

– Required resources are marked with asterisks (*) in the table. If you
specify a resource in a statement using this action, then it must be of this
type.

For details about the resource types defined by VPC, see Resources.
● The Condition Key column contains keys that you can specify in the

Condition element of an SCP statement.
– If the Resource Type column has values for an action, the condition key

takes effect only for the listed resource types.
– If the Resource Type column is empty (-) for an action, the condition key

takes effect for all resources that action supports.
– If the Condition Key column is empty (-) for an action, the action does

not support any condition keys.
For details about the condition keys defined by VPC, see Conditions.

The following table lists the actions that you can define in SCP statements for
VPC.

Table 5-39 Actions supported by VPC

Action Description Access
Level

Resour
ce Type
(*:
Require
d)

Condition Key

vpc:vpcs:create Grants permission
to create a VPC.

write vpc * -
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Action Description Access
Level

Resour
ce Type
(*:
Require
d)

Condition Key

- ● g:EnterprisePro
jectId

● g:RequestTag/
<tag-key>

● g:TagKeys

vpc:vpcs:get Grants permission
to query VPC
details.

read vpc * ● g:EnterprisePro
jectId

● g:ResourceTag/
<tag-key>

● vpc:VpcId

vpc:vpcs:list Grants permission
to query VPCs.

list vpc * -

- g:EnterpriseProjec
tId

vpc:vpcs:update Grants permission
to modify a VPC.

write vpc * ● g:EnterprisePro
jectId

● g:ResourceTag/
<tag-key>

● vpc:VpcId

vpc:vpcs:delete Grants permission
to delete a VPC.

write vpc * ● g:EnterprisePro
jectId

● g:ResourceTag/
<tag-key>

● vpc:VpcId

vpc:subnets:create Grants permission
to create a
subnet.

write subnet
*

-

vpc * ● g:EnterprisePro
jectId

● g:ResourceTag/
<tag-key>

● vpc:VpcId

- ● g:RequestTag/
<tag-key>

● g:TagKeys
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Action Description Access
Level

Resour
ce Type
(*:
Require
d)

Condition Key

vpc:subnets:get Grants permission
to query subnet
details.

read subnet
*

● g:ResourceTag/
<tag-key>

● vpc:SubnetId
● vpc:VpcId
● g:EnterprisePro

jectId

vpc:subnets:list Grants permission
to query subnets.

list subnet
*

-

- g:EnterpriseProjec
tId

vpc:subnets:updat
e

Grants permission
to modify a
subnet.

write subnet
*

● g:ResourceTag/
<tag-key>

● vpc:SubnetId
● vpc:VpcId
● g:EnterprisePro

jectId

vpc:subnets:delete Grants permission
to delete a
subnet.

write subnet
*

● g:ResourceTag/
<tag-key>

● vpc:SubnetId
● vpc:VpcId
● g:EnterprisePro

jectId

vpc:quotas:list Grants permission
to query quotas.

list - -

vpc:privateIps:crea
te

Grants permission
to assign a private
IP address.

write privateI
p *

-

subnet
*

● g:ResourceTag/
<tag-key>

● vpc:SubnetId
● vpc:VpcId

vpc:privateIps:get Grants permission
to query the
details of a
private IP address.

read privateI
p *

● vpc:PrivateIpId
● vpc:SubnetId

vpc:privateIps:list Grants permission
to query private IP
addresses.

list privateI
p *

-
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Action Description Access
Level

Resour
ce Type
(*:
Require
d)

Condition Key

vpc:privateIps:dele
te

Grants permission
to release a
private IP address.

write privateI
p *

● vpc:PrivateIpId
● vpc:SubnetId

vpc:securityGroup
s:create

Grants permission
to create a
security group.

write security
Group *

-

- g:EnterpriseProjec
tId

vpc:securityGroup
s:get

Grants permission
to query the
details of a
security group.

read security
Group *

● g:EnterprisePro
jectId

● vpc:SecurityGro
upId

vpc:securityGroup
s:list

Grants permission
to query security
groups.

list security
Group *

-

- g:EnterpriseProjec
tId

vpc:securityGroup
s:update

Grants permission
to modify a
security group.

write security
Group *

● g:EnterprisePro
jectId

● vpc:SecurityGro
upId

vpc:securityGroup
s:delete

Grants permission
to delete a
security group.

write security
Group *

● g:EnterprisePro
jectId

● vpc:SecurityGro
upId

vpc:securityGroup
Rules:create

Grants permission
to create a
security group
rule.

write security
GroupR
ule *

-

security
Group *

● g:EnterprisePro
jectId

● vpc:SecurityGro
upId

vpc:securityGroup
Rules:get

Grants permission
to query the
details of a
security group
rule.

read security
GroupR
ule *

● g:EnterprisePro
jectId

● vpc:SecurityGro
upId

vpc:securityGroup
Rules:list

Grants permission
to query security
group rules.

list - g:EnterpriseProjec
tId

Organizations
User Guide 5 Managing SCPs

Issue 01 (2025-02-25) Copyright © Huawei Cloud Computing Technologies Co., Ltd. 165



Action Description Access
Level

Resour
ce Type
(*:
Require
d)

Condition Key

vpc:securityGroup
Rules:update

Grants permission
to modify a
security group
rule.

write security
GroupR
ule *

● g:EnterprisePro
jectId

● vpc:SecurityGro
upId

vpc:securityGroup
Rules:delete

Grants permission
to delete a
security group
rule.

write security
GroupR
ule *

● g:EnterprisePro
jectId

● vpc:SecurityGro
upId

vpc:ports:create Grants permission
to create a port.

write port * -

subnet
*

● g:ResourceTag/
<tag-key>

● vpc:SubnetId
● vpc:VpcId
● g:EnterprisePro

jectId

vpc:ports:get Grants permission
to query port
details.

read port * ● vpc:SubnetId
● vpc:PortId
● g:EnterprisePro

jectId

vpc:ports:list Grants permission
to query ports.

list port * -

- g:EnterpriseProjec
tId

vpc:ports:update Grants permission
to modify a port.

write port * ● vpc:SubnetId
● vpc:PortId
● g:EnterprisePro

jectId

vpc:ports:delete Grants permission
to delete a port.

write port * ● vpc:SubnetId
● vpc:PortId
● g:EnterprisePro

jectId
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Action Description Access
Level

Resour
ce Type
(*:
Require
d)

Condition Key

vpc:peerings:creat
e

Grants permission
to create a VPC
peering
connection.

write peering
*

● vpc:AccepterVp
cId

● vpc:RequesterV
pcId

● vpc:AccepterVp
cOrgPath

● vpc:AccepterVp
cOwner

vpc * ● g:ResourceTag/
<tag-key>

● vpc:VpcId

vpc:peerings:get Grants permission
to query the
details of a VPC
peering
connection.

read peering
*

● vpc:AccepterVp
cId

● vpc:RequesterV
pcId

● vpc:PeeringId

vpc:peerings:list Grants permission
to query VPC
peering
connections.

list peering
*

-

vpc:peerings:accep
t

Grants permission
to accept a VPC
peering
connection.

write peering
*

● vpc:AccepterVp
cId

● vpc:RequesterV
pcId

● vpc:PeeringId
● vpc:RequesterV

pcOrgPath
● vpc:RequesterV

pcOwner

vpc:peerings:reject Grants permission
to reject a VPC
peering
connection.

write peering
*

● vpc:AccepterVp
cId

● vpc:RequesterV
pcId

● vpc:PeeringId
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Action Description Access
Level

Resour
ce Type
(*:
Require
d)

Condition Key

vpc:peerings:upda
te

Grants permission
to modify a VPC
peering
connection.

write peering
*

● vpc:AccepterVp
cId

● vpc:RequesterV
pcId

● vpc:PeeringId

vpc:peerings:delet
e

Grants permission
to delete a VPC
peering
connection.

write peering
*

● vpc:AccepterVp
cId

● vpc:RequesterV
pcId

● vpc:PeeringId

vpc:routeTables:cr
eate

Grants permission
to create a route
table.

write routeTa
ble *

-

vpc * ● g:EnterprisePro
jectId

● g:ResourceTag/
<tag-key>

● vpc:VpcId

vpc:routeTables:ge
t

Grants permission
to query route
table details.

read routeTa
ble *

● vpc:RouteTable
Id

● vpc:VpcId
● g:EnterprisePro

jectId

vpc:routeTables:lis
t

Grants permission
to query route
tables.

list routeTa
ble *

-

- g:EnterpriseProjec
tId

vpc:routeTables:up
date

Grants permission
to modify a route
table.

write routeTa
ble *

● vpc:RouteTable
Id

● vpc:VpcId
● g:EnterprisePro

jectId

vpc:routeTables:as
sociate

Grants permission
to associate a
route table.

write routeTa
ble *

● vpc:RouteTable
Id

● vpc:VpcId
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Action Description Access
Level

Resour
ce Type
(*:
Require
d)

Condition Key

subnet
*

● g:ResourceTag/
<tag-key>

● vpc:SubnetId
● vpc:VpcId
● g:EnterprisePro

jectId

vpc:routeTables:de
lete

Grants permission
to delete a route
table.

write routeTa
ble *

● vpc:RouteTable
Id

● vpc:VpcId
● g:EnterprisePro

jectId

vpc:flowLogs:creat
e

Grants permission
to create a VPC
flow log.

write flowLog
*

-

port vpc:PortId

subnet ● g:ResourceTag/
<tag-key>

● vpc:SubnetId
● vpc:VpcId

vpc ● g:ResourceTag/
<tag-key>

● vpc:VpcId

vpc:flowLogs:get Grants permission
to query VPC flow
logs or their
details.

read flowLog
*

vpc:FlowLogId

vpc:flowLogs:list Grants permission
to query VPC flow
logs.

read flowLog
*

-

vpc:flowLogs:upda
te

Grants permission
to modify a VPC
flow log.

write flowLog
*

vpc:FlowLogId

vpc:flowLogs:delet
e

Grants permission
to delete a VPC
flow log.

write flowLog
*

vpc:FlowLogId

vpc:addressGroups
:create

Grants permission
to create an IP
address group.

write address
Group *

-
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Action Description Access
Level

Resour
ce Type
(*:
Require
d)

Condition Key

- ● g:EnterprisePro
jectId

● g:RequestTag/
<tag-key>

● g:TagKeys

vpc:addressGroups
:get

Grants permission
to query the
details of an IP
address group.

read address
Group *

● g:EnterprisePro
jectId

● g:ResourceTag/
<tag-key>

● vpc:AddressGro
upId

vpc:addressGroups
:list

Grants permission
to query IP
address groups.

list address
Group *

-

- g:EnterpriseProjec
tId

vpc:addressGroups
:update

Grants permission
to modify an IP
address group.

write address
Group *

● g:EnterprisePro
jectId

● g:ResourceTag/
<tag-key>

● vpc:AddressGro
upId

vpc:addressGroups
:delete

Grants permission
to delete an IP
address group.

write address
Group *

● g:EnterprisePro
jectId

● g:ResourceTag/
<tag-key>

● vpc:AddressGro
upId

vpc:firewalls:creat
e

Grants permission
to create a
network ACL.

write firewall
*

-

- ● g:EnterprisePro
jectId

● g:RequestTag/
<tag-key>

● g:TagKeys

Organizations
User Guide 5 Managing SCPs

Issue 01 (2025-02-25) Copyright © Huawei Cloud Computing Technologies Co., Ltd. 170



Action Description Access
Level

Resour
ce Type
(*:
Require
d)

Condition Key

vpc:firewalls:get Grants permission
to query the
details of a
network ACL.

read firewall
*

● g:EnterprisePro
jectId

● g:ResourceTag/
<tag-key>

● vpc:FirewallId

vpc:firewalls:list Grants permission
to query network
ACLs.

list firewall
*

-

- g:EnterpriseProjec
tId

vpc:firewalls:updat
e

Grants permission
to modify a
network ACL.

write firewall
*

● g:EnterprisePro
jectId

● g:ResourceTag/
<tag-key>

● vpc:FirewallId
● vpc:FirewallRul

eDirection
● vpc:FirewallRul

eProtocol
● vpc:FirewallRul

eAction
● vpc:FirewallRul

eSourcePort
● vpc:FirewallRul

eDestinationPo
rt

● vpc:FirewallOp
erationType

subnet ● g:ResourceTag/
<tag-key>

● vpc:SubnetId
● vpc:VpcId
● g:EnterprisePro

jectId

vpc:firewalls:delet
e

Grants permission
to delete a
network ACL.

write firewall
*

● g:EnterprisePro
jectId

● g:ResourceTag/
<tag-key>

● vpc:FirewallId
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Action Description Access
Level

Resour
ce Type
(*:
Require
d)

Condition Key

vpc:vpcs:createTag
s

Grants permission
to add tags to a
VPC.

tagging vpc * ● g:EnterprisePro
jectId

● g:ResourceTag/
<tag-key>

● vpc:VpcId

- ● g:RequestTag/
<tag-key>

● g:TagKeys

vpc:vpcs:listTags Grants permission
to query VPC tags.

read vpc * -

vpc:vpcs:deleteTag
s

Grants permission
to delete tags
from a VPC.

tagging vpc * ● g:EnterprisePro
jectId

● g:ResourceTag/
<tag-key>

● vpc:VpcId

- g:TagKeys

vpc:subnets:create
Tags

Grants permission
to add tags to a
subnet.

tagging subnet
*

● g:EnterprisePro
jectId

● g:ResourceTag/
<tag-key>

● vpc:VpcId
● vpc:SubnetId

- ● g:RequestTag/
<tag-key>

● g:TagKeys

vpc:subnets:listTag
s

Grants permission
to query subnet
tags.

read subnet
*

-

vpc:subnets:delete
Tags

Grants permission
to delete tags
from a subnet.

tagging subnet
*

● g:EnterprisePro
jectId

● g:ResourceTag/
<tag-key>

● vpc:VpcId
● vpc:SubnetId

- g:TagKeys
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Action Description Access
Level

Resour
ce Type
(*:
Require
d)

Condition Key

vpc:subNetworkIn
terfaces:create

Grants permission
to create
supplementary
network
interfaces.

write subNet
workInt
erface *

-

subnet
*

● g:ResourceTag/
<tag-key>

● vpc:SubnetId
● vpc:VpcId

vpc:subNetworkIn
terfaces:get

Grants permission
to query the
details of a
supplementary
network interface.

read subNet
workInt
erface *

● vpc:SubnetId
● vpc:SubNetwor

kInterfaceId

vpc:subNetworkIn
terfaces:list

Grants permission
to query
supplementary
network
interfaces.

list subNet
workInt
erface *

-

vpc:subNetworkIn
terfaces:update

Grants permission
to modify a
supplementary
network interface.

write subNet
workInt
erface *

● vpc:SubnetId
● vpc:SubNetwor

kInterfaceId

vpc:subNetworkIn
terfaces:delete

Grants permission
to delete a
supplementary
network interface.

write subNet
workInt
erface *

● vpc:SubnetId
● vpc:SubNetwor

kInterfaceId

vpc:networks:creat
e

Grants permission
to create a
network.

write networ
k *

-

vpc:networks:get Grants permission
to query network
details.

read networ
k *

-

vpc:networks:list Grants permission
to query
networks.

list networ
k *

-

vpc:networks:upd
ate

Grants permission
to update a
network.

write networ
k *

-
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Action Description Access
Level

Resour
ce Type
(*:
Require
d)

Condition Key

vpc:networks:dele
te

Grants permission
to delete a
network.

write address
Group *

-

 

Each API of VPC usually supports one or more actions. Table 5-40 lists the
supported actions and dependencies.

Table 5-40 Actions and dependencies supported by VPC APIs

API Action Dependencies

POST /v1/{project_id}/vpcs vpc:vpcs:create -

GET /v1/{project_id}/vpcs/
{vpc_id}

vpc:vpcs:get -

GET /v1/{project_id}/vpcs vpc:vpcs:list -

PUT /v1/{project_id}/vpcs/
{vpc_id}

vpc:vpcs:update -

DELETE /v1/{project_id}/vpcs/
{vpc_id}

vpc:vpcs:delete -

POST /v1/{project_id}/subnets vpc:subnets:creat
e

-

GET /v1/{project_id}/subnets/
{subnet_id}

vpc:subnets:get -

GET /v1/{project_id}/subnets vpc:subnets:list -

PUT /v1/{project_id}/vpcs/
{vpc_id}/subnets/{subnet_id}

vpc:subnets:upda
te

-

DELETE /v1/{project_id}/vpcs/
{vpc_id}/subnets/{subnet_id}

vpc:subnets:delet
e

-

GET /v1/{project_id}/quotas vpc:quotas:list -

POST /v1/{project_id}/
privateips

vpc:privateIps:cre
ate

-

GET /v1/{project_id}/
privateips/{privateip_id}

vpc:privateIps:ge
t

-

GET /v1/{project_id}/subnets/
{subnet_id}/privateips

vpc:privateIps:list -
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API Action Dependencies

DELETE /v1/{project_id}/
privateips/{privateip_id}

vpc:privateIps:del
ete

-

POST /v1/{project_id}/security-
groups

vpc:securityGrou
ps:create

-

GET /v1/{project_id}/security-
groups/{security_group_id}

vpc:securityGrou
ps:get

-

GET /v1/{project_id}/security-
groups

vpc:securityGrou
ps:list

-

DELETE /v1/{project_id}/
security-groups/
{security_group_id}

vpc:securityGrou
ps:delete

-

POST /v1/{project_id}/security-
group-rules

vpc:securityGrou
pRules:create

-

GET /v1/{project_id}/security-
group-rules/
{security_group_rule_id}

vpc:securityGrou
pRules:get

-

GET /v1/{project_id}/security-
group-rules

vpc:securityGrou
pRules:list

-

DELETE /v1/{project_id}/
security-group-rules/
{security_group_rule_id}

vpc:securityGrou
pRules:delete

-

POST /v1/{project_id}/ports vpc:ports:create -

GET /v1/{project_id}/ports/
{port_id}

vpc:ports:get -

GET /v1/{project_id}/ports vpc:ports:list -

PUT /v1/{project_id}/ports/
{port_id}

vpc:ports:update -

DELETE /v1/{project_id}/ports/
{port_id}

vpc:ports:delete -

POST /v2.0/vpc/peerings vpc:peerings:crea
te

-

PUT /v2.0/vpc/peerings/
{peering_id}/accept

vpc:peerings:acce
pt

-

PUT /v2.0/vpc/peerings/
{peering_id}/reject

vpc:peerings:reje
ct

-

GET /v2.0/vpc/peerings/
{peering_id}

vpc:peerings:get -

GET /v2.0/vpc/peerings vpc:peerings:list -
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API Action Dependencies

PUT /v2.0/vpc/peerings/
{peering_id}

vpc:peerings:upd
ate

-

DELETE /v2.0/vpc/peerings/
{peering_id}

vpc:peerings:dele
te

-

POST /v1/{project_id}/
routetables

vpc:routeTables:c
reate

-

GET /v1/{project_id}/
routetables/{routetable_id}

vpc:routeTables:g
et

-

GET /v1/{project_id}/
routetables

vpc:routeTables:li
st

-

PUT /v1/{project_id}/
routetables/{routetable_id}

vpc:routeTables:u
pdate

-

POST /v1/{project_id}/
routetables/{routetable_id}/
action

vpc:routeTables:a
ssociate

-

POST 01 /v1/{project_id}/
routetables/{routetable_id}/
action

vpc:routeTables:a
ssociate

-

DELETE /v1/{project_id}/
routetables/{routetable_id}

vpc:routeTables:d
elete

-

POST /v1/{project_id}/fl/
flow_logs

vpc:flowLogs:cre
ate

-

GET /v1/{project_id}/fl/
flow_logs/{flowlog_id}

vpc:flowLogs:get -

GET /v1/{project_id}/fl/
flow_logs

vpc:flowLogs:list -

PUT /v1/{project_id}/fl/
flow_logs/{flowlog_id}

vpc:flowLogs:upd
ate

-

DELETE /v1/{project_id}/fl/
flow_logs/{flowlog_id}

vpc:flowLogs:del
ete

-

PUT /v3/{project_id}/vpc/vpcs/
{vpc_id}/add-extend-cidr

vpc:vpcs:update -

PUT /v3/{project_id}/vpc/vpcs/
{vpc_id}/remove-extend-cidr

vpc:vpcs:update -

PUT /v3/{project_id}/vpc/
security-groups/
{security_group_id}

vpc:securityGrou
ps:update

-

POST /v3/{project_id}/vpc/
address-groups

vpc:addressGrou
ps:create

-
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API Action Dependencies

GET /v3/{project_id}/vpc/
address-groups/
{address_group_id}

vpc:addressGrou
ps:get

-

GET /v3/{project_id}/vpc/
address-groups

vpc:addressGrou
ps:list

-

PUT /v3/{project_id}/vpc/
address-groups/
{address_group_id}

vpc:addressGrou
ps:update

-

DELETE /v3/{project_id}/vpc/
address-groups/
{address_group_id}

vpc:addressGrou
ps:delete

-

DELETE /v3/{project_id}/vpc/
address-groups/
{address_group_id}/force

vpc:addressGrou
ps:delete

-

POST /v2.0/{project_id}/vpcs/
{vpc_id}/tags/action

vpc:vpcs:createTa
gs

-

POST 01 /v2.0/{project_id}/
vpcs/{vpc_id}/tags/action

vpc:vpcs:deleteTa
gs

-

POST /v2.0/{project_id}/vpcs/
{vpc_id}/tags

vpc:vpcs:createTa
gs

-

POST /v2.0/{project_id}/vpcs/
resource_instances/action

vpc:vpcs:listTags -

GET /v2.0/{project_id}/vpcs/
tags

vpc:vpcs:listTags -

GET /v2.0/{project_id}/vpcs/
{vpc_id}/tags

vpc:vpcs:listTags -

DELETE /v2.0/{project_id}/
vpcs/{vpc_id}/tags/{key}

vpc:vpcs:deleteTa
gs

-

POST 01 /v2.0/{project_id}/
subnets/{subnet_id}/tags/
action

vpc:subnets:creat
eTags

-

POST /v2.0/{project_id}/
subnets/{subnet_id}/tags/
action

vpc:subnets:delet
eTags

-

POST /v2.0/{project_id}/
subnets/{subnet_id}/tags

vpc:subnets:creat
eTags

-

POST /v2.0/{project_id}/
subnets/resource_instances/
action

vpc:subnets:listTa
gs

-

Organizations
User Guide 5 Managing SCPs

Issue 01 (2025-02-25) Copyright © Huawei Cloud Computing Technologies Co., Ltd. 177



API Action Dependencies

GET /v2.0/{project_id}/
subnets/tags

vpc:subnets:listTa
gs

-

GET /v2.0/{project_id}/
subnets/{subnet_id}/tags

vpc:subnets:listTa
gs

-

DELETE /v2.0/{project_id}/
subnets/{subnet_id}/tags/{key}

vpc:subnets:delet
eTags

-

POST /v3/{project_id}/vpc/sub-
network-interfaces

vpc:subNetworkI
nterfaces:create

-

POST /v3/{project_id}/vpc/sub-
network-interfaces/batch-
create

vpc:subNetworkI
nterfaces:create

-

GET /v3/{project_id}/vpc/sub-
network-interfaces/
{sub_network_interface_id}

vpc:subNetworkI
nterfaces:get

-

GET /v3/{project_id}/vpc/sub-
network-interfaces

vpc:subNetworkI
nterfaces:list

-

GET /v3/{project_id}/vpc/sub-
network-interfaces/count

vpc:subNetworkI
nterfaces:list

-

PUT /v3/{project_id}/vpc/sub-
network-interfaces/migrate

vpc:subNetworkI
nterfaces:update

-

PUT /v3/{project_id}/vpc/sub-
network-interfaces/
{sub_network_interface_id}

vpc:subNetworkI
nterfaces:update

-

DELETE /v3/{project_id}/vpc/
sub-network-interfaces/
{sub_network_interface_id}

vpc:subNetworkI
nterfaces:delete

-

 

Resources
A resource type indicates the resources that an SCP is applied. If you specify a
resource type for any action in Table 5-41, a resource URN must be specified in
the SCP policy statements using that action, and the SCP policy applies only to the
resource. If no resource type is specified, the Resource element is marked with an
asterisk (*) and the SCP policy applies to all resources. You can also set condition
keys in an SCP to define resource types.

The following table lists the resource types that you can define in SCP statements
for VPC.

Organizations
User Guide 5 Managing SCPs

Issue 01 (2025-02-25) Copyright © Huawei Cloud Computing Technologies Co., Ltd. 178



Table 5-41 Resource types supported by VPC

Resource Type URN

vpc vpc:<region>:<account-id>:vpc:<vpc-id>

subnet vpc:<region>:<account-id>:subnet:<subnet-id>

privateIp vpc:<region>:<account-id>:privateIp:<private-ip-id>

securityGroup vpc:<region>:<account-id>:securityGroup:<security-
group-id>

securityGroupRule vpc:<region>:<account-id>:securityGroupRule:<security-
group-rule-id>

port vpc:<region>:<account-id>:port:<port-id>

peering vpc:<region>:<account-id>:peering:<peering-id>

routeTable vpc:<region>:<account-id>:routeTable:<route-table-id>

flowLog vpc:<region>:<account-id>:flowLog:<flow-log-id>

addressGroup vpc:<region>:<account-id>:addressGroup:<address-
group-id>

firewall vpc:<region>:<account-id>:firewall:<firewall-id>

publicip vpc:<region>:<account-id>:publicip:<publicip-id>

bandwidth vpc:<region>:<account-id>:bandwidth:<bandwidth-id>

network vpc:<region>:<account-id>:network:<network-id>

 

Conditions

A Condition element lets you specify conditions for when an SCP is in effect. It
contains condition keys and operators.

● The condition key that you specify can be a global condition key or a service-
specific condition key.
– Global condition keys (with the g: prefix) apply to all actions. Cloud

services do not need to provide user identity information. Instead, the
system automatically obtains such information and authenticates users.
For details, see Global Condition Keys.

– Service-specific condition keys (with the abbreviation of a service name
plus a colon as the prefix, for example, vpc:) apply only to operations on
VPC. For details, see Table 5-42.

– The number of values associated with a condition key in the request
context of an API call makes the condition key single-valued or
multivalued. Single-valued condition keys have at most one value in the
request context of an API call. Multivalued condition keys can have
multiple values in the request context of an API call. For example, a
request can originate from at most one VPC endpoint, so g:SourceVpce is
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a single-valued condition key. You can tag resources and include multiple
tag key-value pairs in a request, so g:TagKeys is a multivalued condition
key.

● A condition operator, condition key, and a condition value together constitute
a complete condition statement. An SCP can be applied only when its request
conditions are met. For supported condition operators, see Condition
operators.

The following table lists the condition keys that you can define in SCPs for VPC.
You can include these condition keys to specify conditions for when your SCP is in
effect.

Table 5-42 Service-specific condition keys supported by VPC

Service-specific
Condition Key

Type Single-
valued/
Multivalued

Description

vpc:VpcId string Multivalued Filters accesses by
VPC ID.

vpc:SubnetId string Multivalued Filters accesses by
subnet ID.

vpc:SecurityGroupId string Multivalued Filters accesses by
security group ID.

vpc:PeeringId string Multivalued Filters accesses by
peering connection ID.

vpc:AccepterVpcId string Multivalued Filters accesses by the
ID of the VPC owned
by the specified
recipient.

vpc:AccepterVpcOrgPa
th

string Multivalued Filters accesses by the
organization path of
the specified recipient
of the VPC peering
connection.

vpc:AccepterVpcOwne
r

string Multivalued Filters accesses by the
account ID of the
specified recipient of
the VPC peering
connection.

vpc:RequesterVpcOrg-
Path

string Multivalued Filters accesses by the
organization path of
the specified requester
of the VPC peering
connection.
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Service-specific
Condition Key

Type Single-
valued/
Multivalued

Description

vpc:RequesterVpcOwn
er

string Multivalued Filters accesses by the
account ID of the
specified requester of
the VPC peering
connection.

vpc:RequesterVpcId string Multivalued Filters accesses by the
ID of the VPC owned
by the specified
requester.

vpc:RouteTableId string Multivalued Filters accesses by
route table ID.

vpc:FlowLogId string Multivalued Filters accesses by
flow log ID.

vpc:AddressGroupId string Multivalued Filters accesses by IP
address group ID.

vpc:FirewallId string Multivalued Filters accesses by
network ACL ID.

vpc:PrivateIpId string Multivalued Filters accesses by
private IP address ID.

vpc:PortId string Multivalued Filters accesses by
port ID.

vpc:FirewallRuleDirec-
tion

string Multivalued Filters accesses by
network ACL rule. The
value can be ingress
or egress.

vpc:FirewallRuleProto-
col

string Multivalued Filters accesses by
network ACL protocol.
The value can be TCP,
UDP, ICMP, ICMPv6,
or Any.

vpc:FirewallRuleAction string Multivalued Filters accesses by
network ACL policy.
The value can be
Allow or Deny.

vpc:FirewallRuleSour-
cePort

numeric Multivalued Filters accesses by
source port specified
in the network ACL
rule.
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Service-specific
Condition Key

Type Single-
valued/
Multivalued

Description

vpc:FirewallRuleDesti-
nationPort

numeric Multivalued Filters accesses by
destination port
specified in the
network ACL rule.

vpc:FirewallOperation-
Type

string Multivalued Filters accesses by
network ACL
operation type. The
value can be
updateAcl,
associateSubnet,
disassociateSubnet,
insertRule,
updateRule, or
removeRule.

 

5.10.3.2 Elastic IP (EIP)

The Organizations service provides Service Control Policies (SCPs) to set access
control policies.

SCPs do not actually grant any permissions to a principal. They only set the
permissions boundary for the principal. When SCPs are attached to a member
account or an organizational unit (OU), they do not directly grant permission to
that member account or OU. Instead, the SCPs determine what permissions are
available for that member account or the member accounts under that OU.

This section describes the elements used by Organizations SCPs. The elements
include actions, resources, and conditions.

For details about how to use these elements to create a custom SCP, see Creating
an SCP.

Actions

Actions are specific operations that are allowed or denied in an SCP.

● The Access Level column describes how the action is classified (List, Read, or
Write). This classification helps you understand the level of access that an
action grants when you use it in an SCP.

● The Resource Type column indicates whether the action supports resource-
level permissions.
– You can use a wildcard (*) to indicate all resource types. If this column is

empty (-), the action does not support resource-level permissions and
you must specify all resources ("*") in your SCP statements.

– If this column includes a resource type, you must specify the URN in the
Resource element of your statements.
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– Required resources are marked with asterisks (*) in the table. If you
specify a resource in a statement using this action, then it must be of this
type.

For details about the resource types defined by EIP, see Resources.
● The Condition Key column contains keys that you can specify in the

Condition element of an SCP statement.
– If the Resource Type column has values for an action, the condition key

takes effect only for the listed resource types.
– If the Resource Type column is empty (-) for an action, the condition key

takes effect for all resources that action supports.
– If the Condition Key column is empty (-) for an action, the action does

not support any condition keys.
For details about the condition keys defined by EIP, see Conditions.

The following table lists the actions that you can define in SCP statements for EIP.

Table 5-43 Actions supported by EIP

Action Description Access
Level

Resour
ce Type
(*:
Require
d)

Condition Key

eip:publicIps:creat
e

Grants permission
to assign an EIP.

write publicip
*

-

- g:EnterpriseProjec
tId

eip:publicIps:batch
Create

Grants permission
to assign EIPs in
batches.

write publicip
*

-

- ● g:EnterprisePro
jectId

● g:RequestTag/
<tag-key>

● g:TagKeys

eip:publicIps:list Grants permission
to query EIPs.

list publicip
*

-

- g:EnterpriseProjec
tId

eip:publicIps:count Grants permission
to query the
number of EIPs.

list publicip
*

-
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Action Description Access
Level

Resour
ce Type
(*:
Require
d)

Condition Key

eip:publicIps:get Grants permission
to query a specific
EIP.

read publicip
*

● g:ResourceTag/
<tag-key>

● g:EnterprisePro
jectId

eip:publicIps:upda
te

Grants permission
to modify an EIP.

write publicip
*

● g:EnterprisePro
jectId

● g:ResourceTag/
<tag-key>

eip:publicIps:enabl
eNat64

Grants permission
to enable NAT64
for an EIP.

write publicip
*

● g:EnterprisePro
jectId

● g:ResourceTag/
<tag-key>

eip:publicIps:disab
leNat64

Grants permission
to enable NAT64
for an EIP.

write publicip
*

● g:EnterprisePro
jectId

● g:ResourceTag/
<tag-key>

eip:publicIps:assoc
iateInstance

Grants permission
to bind an EIP to
a network
interface.

write publicip
*

● g:EnterprisePro
jectId

● g:ResourceTag/
<tag-key>

eip:publicIps:disas
sociateInstance

Grants permission
to unbind an EIP
from a network
interface.

write publicip
*

● g:EnterprisePro
jectId

● g:ResourceTag/
<tag-key>

eip:publicIps:attac
hBandwidth

Grants permission
to associate an
EIP with a
bandwidth.

write publicip
*

● g:EnterprisePro
jectId

● g:ResourceTag/
<tag-key>

bandwi
dth *

● g:EnterprisePro
jectId

● g:ResourceTag/
<tag-key>

eip:publicIps:detac
hBandwidth

Grants permission
to remove an EIP
from a shared
bandwidth.

write publicip
*

● g:EnterprisePro
jectId

● g:ResourceTag/
<tag-key>
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Action Description Access
Level

Resour
ce Type
(*:
Require
d)

Condition Key

bandwi
dth *

● g:EnterprisePro
jectId

● g:ResourceTag/
<tag-key>

eip:publicIps:delet
e

Grants permission
to release an EIP.

write publicip
*

● g:ResourceTag/
<tag-key>

● g:EnterprisePro
jectId

eip:publicIps:creat
eTags

Grants permission
to add tags to an
EIP.

tagging publicip
*

● g:EnterprisePro
jectId

● g:ResourceTag/
<tag-key>

- ● g:RequestTag/
<tag-key>

● g:TagKeys

eip:publicIps:listTa
gs

Grants permission
to query tags of
an EIP.

list publicip
*

-

eip:publicIps:delet
eTags

Grants permission
to delete tags
from an EIP.

tagging publicip
*

● g:EnterprisePro
jectId

● g:ResourceTag/
<tag-key>

- g:TagKeys

eip:bandwidths:ins
ertPublicIps

Grants permission
to add EIPs to a
shared bandwidth.

write bandwi
dth *

● g:ResourceTag/
<tag-key>

● g:EnterprisePro
jectId

eip:bandwidths:re
movePublicIps

Grants permission
to remove EIPs
from a shared
bandwidth.

write bandwi
dth *

● g:ResourceTag/
<tag-key>

● g:EnterprisePro
jectId

eip:bandwidths:cr
eate

Grants permission
to create a shared
bandwidth.

write bandwi
dth *

-

- g:EnterpriseProjec
tId
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Action Description Access
Level

Resour
ce Type
(*:
Require
d)

Condition Key

eip:bandwidths:ba
tchCreate

Grants permission
to create shared
bandwidths in
batches.

write bandwi
dth *

-

eip:bandwidths:list Grants permission
to query
bandwidths.

list bandwi
dth *

-

- g:EnterpriseProjec
tId

eip:bandwidths:up
date

Grants permission
to modify a
bandwidth.

write bandwi
dth *

● g:EnterprisePro
jectId

● g:ResourceTag/
<tag-key>

eip:bandwidths:ge
t

Grants permission
to query a
bandwidth.

read bandwi
dth *

● g:ResourceTag/
<tag-key>

● g:EnterprisePro
jectId

eip:bandwidths:de
lete

Grants permission
to delete a shared
bandwidth.

write bandwi
dth *

● g:ResourceTag/
<tag-key>

● g:EnterprisePro
jectId

eip:bandwidthPkg
s:list

Grants permission
to query
bandwidth add-on
packages.

list bandwi
dthPkg
*

-

eip:publicipPools:g
et

Grants permission
to query an EIP
pool.

read publicip
Pool *

-

 

Each API of EIP usually supports one or more actions. Table 5-44 lists the
supported actions and dependencies.

Table 5-44 Actions and dependencies supported by EIP APIs

API Action Dependencies

POST /v2.0/{project_id}/
publicips

eip:publicIps:create -
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API Action Dependencies

POST /v1/{project_id}/
publicips

eip:publicIps:create -

POST /v2/{project_id}/
batchpublicips

eip:publicIps:batchC
reate

-

GET /v1/{project_id}/
publicips

eip:publicIps:list -

GET /v2/{project_id}/
elasticips

eip:publicIps:count -

GET /v2/{project_id}/
publicip/instances

eip:publicIps:count -

GET /v1/{project_id}/
publicips/{publicip_id}

eip:publicIps:get -

PUT /v1/{project_id}/
publicips/{publicip_id}

eip:publicIps:update -

POST /v2.0/{project_id}/
publicips/change-to-period

eip:publicIps:update bss:renewal:update

PATCH /v2/{project_id}/
batchpublicips

eip:publicIps:disasso
ciateInstance

-

POST /v3/{project_id}/eip/
publicips/{publicip_id}/
associate-instance

eip:publicIps:associa
teInstance

-

POST /v3/{project_id}/eip/
publicips/{publicip_id}/
disassociate-instance

eip:publicIps:disasso
ciateInstance

-

POST /v3/{project_id}/eip/
publicips/attach-share-
bandwidth

eip:publicIps:attach
Bandwidth

-

POST /v3/{project_id}/eip/
publicips/{publicip_id}/
attach-share-bandwidth

eip:publicIps:attach
Bandwidth

-

POST /v3/{project_id}/eip/
publicips/detach-share-
bandwidth

eip:publicIps:detach
Bandwidth

-

POST /v3/{project_id}/eip/
publicips/{publicip_id}/
detach-share-bandwidth

eip:publicIps:detach
Bandwidth

-

DELETE /v1/{project_id}/
publicips/{publicip_id}

eip:publicIps:delete -
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DELETE /v2/{project_id}/
batchpublicips

eip:publicIps:delete -

POST /v2.0/{project_id}/
publicips/{publicip_id}/tags/
action

eip:publicIps:create
Tags

-

POST 01 /v2.0/{project_id}/
publicips/{publicip_id}/tags/
action

eip:publicIps:delete
Tags

-

POST /v2.0/{project_id}/
publicips/{publicip_id}/tags

eip:publicIps:create
Tags

-

DELETE /v2.0/{project_id}/
publicips/{publicip_id}/tags/
{key}

eip:publicIps:delete
Tags

-

POST /v2.0/{project_id}/
publicips/
resource_instances/action

eip:publicIps:listTag
s

-

GET /v2.0/{project_id}/
publicips/tags

eip:publicIps:listTag
s

-

GET /v2.0/{project_id}/
publicips/{publicip_id}/tags

eip:publicIps:listTag
s

-

POST /v2.0/{project_id}/
bandwidths/
{bandwidth_id}/insert

eip:bandwidths:inse
rtPublicIps

-

POST /v2.0/{project_id}/
bandwidths/
{bandwidth_id}/remove

eip:bandwidths:rem
ovePublicIps

-

POST /v2.0/{project_id}/
bandwidths

eip:bandwidths:crea
te

-

POST /v2.0/{project_id}/
batch-bandwidths

eip:bandwidths:batc
hCreate

-

GET /v1/{project_id}/
bandwidths

eip:bandwidths:list -

DELETE /v2.0/{project_id}/
bandwidths/{bandwidth_id}

eip:bandwidths:dele
te

-

GET /v1/{project_id}/
bandwidths/{bandwidth_id}

eip:bandwidths:get -

PUT /v1/{project_id}/
bandwidths/{bandwidth_id}

eip:bandwidths:upd
ate

-
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PUT /v2.0/{project_id}/
bandwidths/{bandwidth_id}

eip:bandwidths:upd
ate

-

POST /v2.0/{project_id}/
bandwidths/change-to-
period

eip:bandwidths:upd
ate

bss:renewal:update

GET /v2/{project_id}/
bandwidthpkgs

eip:bandwidthPkgs:l
ist

-

PUT /v2/{project_id}/
bandwidthpkgs/{id}

eip:bandwidthPkgs:
update

-

GET /v3/{project_id}/eip/
publicip-pools/
{publicip_pool_id}

eip:publicipPools:ge
t

-

POST /v3/{project_id}/eip/
publicips/{publicip_id}/
enable-nat64

eip:publicIps:enable
Nat64

-

POST /v3/{project_id}/eip/
publicips/{publicip_id}/
disable-nat64

eip:publicIps:disable
Nat64

-

 

Resources
A resource type indicates the resources that an SCP is applied. If you specify a
resource type for any action in Table 5-45, a resource URN must be specified in
the SCP policy statements using that action, and the SCP policy applies only to the
resource. If no resource type is specified, the Resource element is marked with an
asterisk (*) and the SCP policy applies to all resources. You can also set condition
keys in an SCP to define resource types.

The following table lists the resource types that you can define in an SCP for EIP.

Table 5-45 Resource types supported by EIP

Resource Type URN

bandwidthPkg eip:<region>:<account-
id>:bandwidthPkg:<bandwidthPkg-id>

publicipPool eip:<region>:<account-id>:publicipPool:<publicipPool-
id>

publicip eip:<region>:<account-id>:publicip:<publicip-id>

bandwidth eip:<region>:<account-id>:bandwidth:<bandwidth-id>
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Conditions
EIP does not support service-specific condition keys in SCPs. It can only use global
condition keys applicable to all services. For details, see Global Condition Keys.

5.10.3.3 NAT Gateway
The Organizations service provides Service Control Policies (SCPs) to set access
control policies.

SCPs do not actually grant any permissions to a principal. They only set the
permissions boundary for the principal. When SCPs are attached to a member
account or an organizational unit (OU), they do not directly grant permissions to
that member account or OU. Instead, the SCPs just determine what permissions
are available for that member account or the member accounts under that OU.

This section describes the elements used by Organizations SCPs. The elements
include actions, resources, and conditions.

For details about how to use these elements to create a custom SCP, see Creating
an SCP.

Actions
Actions are specific operations that are allowed or denied in an SCP.

● The Access Level column describes how the action is classified (List, Read, or
Write). This classification helps you understand the level of access that an
action grants when you use it in an SCP.

● The Resource Type column indicates whether the action supports resource-
level permissions.
– You can use a wildcard (*) to indicate all resource types. If this column is

empty (-), the action does not support resource-level permissions, and
you must specify all resources ("*") in your SCP statements.

– If this column includes a resource type, you must specify the URN in the
Resource element of your statements.

– Required resources are marked with asterisks (*) in the table. If you
specify a resource in a statement using this action, then it must be of this
type.

For details about the resource types defined by NAT Gateway, see Resources.
● The Condition Key column contains keys that you can specify in the

Condition element of an SCP statement.
– If the Resource Type column has values for an action, the condition key

takes effect only for the listed resource types.
– If the Resource Type column is empty (-) for an action, the condition key

takes effect for all resources that action supports.
– If the Condition Key column is empty (-) for an action, the action does

not support any condition keys.
For details about the condition keys defined by NAT Gateway, see Conditions.

The following table lists the actions that you can define in SCP statements for NAT
Gateway.
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Table 5-46 Actions supported by NAT Gateway

Action Description Access
Level

Resour
ce Type
(*:
require
d)

Condition Key

nat:privateNatGat
eways:list

Grants permission
to query private
NAT gateways.

list private
Gatewa
y *

g:EnterpriseProjec
tId

nat:privateNatGat
eways:create

Grants permission
to create a private
NAT gateway.

write private
Gatewa
y *

-

subnet
*

-

- ● g:EnterprisePro
jectId

● g:RequestTag/
<tag-key>

● g:TagKeys

nat:privateNatGat
eways:delete

Grants permission
to delete a private
NAT gateway.

write private
Gatewa
y *

● g:EnterprisePro
jectId

● g:ResourceTag/
<tag-key>

nat:privateNatGat
eways:get

Grants permission
to query a private
NAT gateway.

read private
Gatewa
y *

● g:EnterprisePro
jectId

● g:ResourceTag/
<tag-key>

nat:privateNatGat
eways:update

Grants permission
to update a
private NAT
gateway.

write private
Gatewa
y *

● g:EnterprisePro
jectId

● g:ResourceTag/
<tag-key>

nat:privateNatDn
atRules:list

Grants permission
to query DNAT
rules on a private
NAT gateway.

list private
DnatRul
e *

g:EnterpriseProjec
tId

nat:privateNatDn
atRules:create

Grants permission
to create a DNAT
rule on a private
NAT gateway.

write private
Gatewa
y *

g:ResourceTag/
<tag-key>

private
DnatRul
e *

-
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Action Description Access
Level

Resour
ce Type
(*:
require
d)

Condition Key

privateT
ransitIp
*

g:ResourceTag/
<tag-key>

port -

- g:EnterpriseProjec
tId

nat:privateNatDn
atRules:delete

Grants permission
to delete a DNAT
rule on a private
NAT gateway.

write private
Gatewa
y *

● g:EnterprisePro
jectId

● g:ResourceTag/
<tag-key>

private
DnatRul
e *

g:EnterpriseProjec
tId

nat:privateNatDn
atRules:get

Grants permission
to query a DNAT
rule on a private
NAT gateway.

read private
Gatewa
y *

● g:EnterprisePro
jectId

● g:ResourceTag/
<tag-key>

private
DnatRul
e *

g:EnterpriseProjec
tId

nat:privateNatDn
atRules:update

Grants permission
to update a DNAT
rule on a private
NAT gateway.

write private
Gatewa
y *

g:ResourceTag/
<tag-key>

private
DnatRul
e *

-

privateT
ransitIp

g:ResourceTag/
<tag-key>

port -

- g:EnterpriseProjec
tId

nat:privateNatSna
tRules:list

Grants permission
to query SNAT
rules on a private
NAT gateway.

list privateS
natRule
*

g:EnterpriseProjec
tId
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Action Description Access
Level

Resour
ce Type
(*:
require
d)

Condition Key

nat:privateNatSna
tRules:create

Grants permission
to create an SNAT
rule on a private
NAT gateway.

write private
Gatewa
y *

g:ResourceTag/
<tag-key>

privateS
natRule
*

-

privateT
ransitIp
*

g:ResourceTag/
<tag-key>

subnet -

- g:EnterpriseProjec
tId

nat:privateNatSna
tRules:delete

Grants permission
to delete an SNAT
rule on a private
NAT gateway.

write private
Gatewa
y *

● g:EnterprisePro
jectId

● g:ResourceTag/
<tag-key>

privateS
natRule
*

g:EnterpriseProjec
tId

nat:privateNatSna
tRules:get

Grants permission
to query an SNAT
rule on a private
NAT gateway.

read private
Gatewa
y *

● g:EnterprisePro
jectId

● g:ResourceTag/
<tag-key>

privateS
natRule
*

g:EnterpriseProjec
tId

nat:privateNatSna
tRules:update

Grants permission
to update an
SNAT rule on a
private NAT
gateway.

write private
Gatewa
y *

g:ResourceTag/
<tag-key>

privateS
natRule
*

-

privateT
ransitIp

g:ResourceTag/
<tag-key>

- g:EnterpriseProjec
tId
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Action Description Access
Level

Resour
ce Type
(*:
require
d)

Condition Key

nat:privateNatTra
nsitIps:list

Grants permission
to query transit IP
addresses.

list privateT
ransitIp
*

g:EnterpriseProjec
tId

nat:privateNatTra
nsitIps:create

Grants permission
to assign a transit
IP address.

write privateT
ransitIp
*

-

subnet -

- ● g:EnterprisePro
jectId

● g:RequestTag/
<tag-key>

● g:TagKeys

nat:privateNatTra
nsitIps:delete

Grants permission
to release a
transit IP address.

write privateT
ransitIp
*

● g:EnterprisePro
jectId

● g:ResourceTag/
<tag-key>

nat:privateNatTra
nsitIps:get

Grants permission
to query a transit
IP address.

read privateT
ransitIp
*

● g:EnterprisePro
jectId

● g:ResourceTag/
<tag-key>

nat:natGateways:li
st

Grants permission
to query public
NAT gateways.

list gatewa
y *

g:EnterpriseProjec
tId

nat:natGateways:c
reate

Grants permission
to create a public
NAT gateway.

write gatewa
y *

-

vpc * -

subnet
*

-

- ● g:EnterprisePro
jectId

● g:RequestTag/
<tag-key>

● g:TagKeys

nat:natGateways:
delete

Grants permission
to delete a public
NAT gateway.

write gatewa
y *

● g:EnterprisePro
jectId

● g:ResourceTag/
<tag-key>
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Action Description Access
Level

Resour
ce Type
(*:
require
d)

Condition Key

nat:natGateways:
get

Grants permission
to query a public
NAT gateway.

read gatewa
y *

● g:EnterprisePro
jectId

● g:ResourceTag/
<tag-key>

nat:natGateways:
update

Grants permission
to update a public
NAT gateway.

write gatewa
y *

● g:EnterprisePro
jectId

● g:ResourceTag/
<tag-key>

nat:dnatRules:list Grants permission
to query DNAT
rules on a public
NAT gateway.

list dnatRul
e *

g:EnterpriseProjec
tId

nat:dnatRules:crea
te

Grants permission
to create a DNAT
rule on a public
NAT gateway.

write gatewa
y *

g:ResourceTag/
<tag-key>

dnatRul
e *

-

publicip -

globalEi
p

-

port -

- g:EnterpriseProjec
tId

nat:dnatRules:get Grants permission
to query a DNAT
rule on a public
NAT gateway.

read gatewa
y *

● g:EnterprisePro
jectId

● g:ResourceTag/
<tag-key>

dnatRul
e *

g:EnterpriseProjec
tId

nat:dnatRules:upd
ate

Grants permission
to update a DNAT
rule on a public
NAT gateway.

write gatewa
y *

g:ResourceTag/
<tag-key>

dnatRul
e *

-

publicip -

globalEi
p

-
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Action Description Access
Level

Resour
ce Type
(*:
require
d)

Condition Key

port -

- g:EnterpriseProjec
tId

nat:dnatRules:dele
te

Grants permission
to delete a DNAT
rule on a public
NAT gateway.

write gatewa
y *

● g:EnterprisePro
jectId

● g:ResourceTag/
<tag-key>

dnatRul
e *

g:EnterpriseProjec
tId

nat:snatRules:list Grants permission
to query SNAT
rules on a public
NAT gateway.

list snatRul
e *

g:EnterpriseProjec
tId

nat:snatRules:crea
te

Grants permission
to create an SNAT
rule on a public
NAT gateway.

write gatewa
y *

g:ResourceTag/
<tag-key>

snatRul
e *

-

publicip -

globalEi
p

-

subnet -

- g:EnterpriseProjec
tId

nat:snatRules:get Grants permission
to query an SNAT
rule on a public
NAT gateway.

read gatewa
y *

● g:EnterprisePro
jectId

● g:ResourceTag/
<tag-key>

snatRul
e *

g:EnterpriseProjec
tId

nat:snatRules:upd
ate

Grants permission
to update an
SNAT rule on a
public NAT
gateway.

write gatewa
y *

g:ResourceTag/
<tag-key>

snatRul
e *

-

publicip -
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Action Description Access
Level

Resour
ce Type
(*:
require
d)

Condition Key

globalEi
p

-

- g:EnterpriseProjec
tId

nat:snatRules:dele
te

Grants permission
to delete an SNAT
rule on a public
NAT gateway.

write gatewa
y *

● g:EnterprisePro
jectId

● g:ResourceTag/
<tag-key>

snatRul
e *

g:EnterpriseProjec
tId

nat:privateNatGat
eways:createTags

Grants permission
to add a tag to a
private NAT
gateway.

tagging private
Gatewa
y *

● g:ResourceTag/
<tag-key>

● g:EnterprisePro
jectId

- ● g:RequestTag/
<tag-key>

● g:TagKeys

nat:privateNatGat
eways:deleteTags

Grants permission
to delete a tag of
a private NAT
gateway.

tagging private
Gatewa
y *

● g:ResourceTag/
<tag-key>

● g:EnterprisePro
jectId

- ● g:RequestTag/
<tag-key>

● g:TagKeys

nat:privateNatGat
eways:listTags

Grants permission
to query tags of a
private NAT
gateway.

list private
Gatewa
y

● g:ResourceTag/
<tag-key>

● g:EnterprisePro
jectId

nat:privateNatTra
nsitIps:createTags

Grants permission
to add a tag to a
transit IP address.

tagging privateT
ransitIp
*

● g:EnterprisePro
jectId

● g:ResourceTag/
<tag-key>

- ● g:RequestTag/
<tag-key>

● g:TagKeys
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Action Description Access
Level

Resour
ce Type
(*:
require
d)

Condition Key

nat:privateNatTra
nsitIps:deleteTags

Grants permission
to delete a tag of
a transit IP
address.

tagging privateT
ransitIp
*

● g:EnterprisePro
jectId

● g:ResourceTag/
<tag-key>

- ● g:RequestTag/
<tag-key>

● g:TagKeys

nat:privateNatTra
nsitIps:listTags

Grants permission
to query tags of a
transit IP address.

list privateT
ransitIp

● g:ResourceTag/
<tag-key>

● g:EnterprisePro
jectId

nat:natGateways:c
reateTags

Grants permission
to add a tag to a
public NAT
gateway.

tagging gatewa
y *

● g:EnterprisePro
jectId

● g:ResourceTag/
<tag-key>

- ● g:RequestTag/
<tag-key>

● g:TagKeys

nat:natGateways:
deleteTags

Grants permission
to delete a tag of
a public NAT
gateway.

tagging gatewa
y *

● g:EnterprisePro
jectId

● g:ResourceTag/
<tag-key>

- ● g:RequestTag/
<tag-key>

● g:TagKeys

nat:natGateways:li
stTags

Grants permission
to query tags of a
public NAT
gateway.

list gatewa
y

● g:ResourceTag/
<tag-key>

● g:EnterprisePro
jectId

 

Each API of NAT Gateway usually supports one or more actions. Table 5-47 lists
the supported actions and dependencies.
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Table 5-47 Actions and dependencies supported by NAT Gateway APIs

API Action Dependencies

GET /v3/
{project_id}/private-
nat/gateways

nat:privateNatGateways:list -

POST /v3/
{project_id}/private-
nat/gateways

nat:privateNatGateways:cre
ate

-

DELETE /v3/
{project_id}/private-
nat/gateways/
{gateway_id}

nat:privateNatGateways:del
ete

-

GET /v3/
{project_id}/private-
nat/gateways/
{gateway_id}

nat:privateNatGateways:get -

PUT /v3/
{project_id}/private-
nat/gateways/
{gateway_id}

nat:privateNatGateways:up
date

-

GET /v3/
{project_id}/private-
nat/dnat-rules

nat:privateNatDnatRules:lis
t

-

POST /v3/
{project_id}/private-
nat/dnat-rules

nat:privateNatDnatRules:cr
eate

-

DELETE /v3/
{project_id}/private-
nat/dnat-rules/
{dnat_rule_id}

nat:privateNatDnatRules:de
lete

-

GET /v3/
{project_id}/private-
nat/dnat-rules/
{dnat_rule_id}

nat:privateNatDnatRules:ge
t

-

PUT /v3/
{project_id}/private-
nat/dnat-rules/
{dnat_rule_id}

nat:privateNatDnatRules:up
date

-

GET /v3/
{project_id}/private-
nat/snat-rules

nat:privateNatSnatRules:list -
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POST /v3/
{project_id}/private-
nat/snat-rules

nat:privateNatSnatRules:cre
ate

-

DELETE /v3/
{project_id}/private-
nat/snat-rules/
{snat_rule_id}

nat:privateNatSnatRules:del
ete

-

GET /v3/
{project_id}/private-
nat/snat-rules/
{snat_rule_id}

nat:privateNatSnatRules:get -

PUT /v3/
{project_id}/private-
nat/snat-rules/
{snat_rule_id}

nat:privateNatSnatRules:up
date

-

GET /v3/
{project_id}/private-
nat/transit-ips

nat:privateNatTransitIps:list -

POST /v3/
{project_id}/private-
nat/transit-ips

nat:privateNatTransi-
tIps:create

-

DELETE /v3/
{project_id}/private-
nat/transit-ips/
{transit_ip_id}

nat:privateNatTransi-
tIps:delete

-

GET /v3/
{project_id}/private-
nat/transit-ips/
{transit_ip_id}

nat:privateNatTransitIps:get -

GET /v2/
{project_id}/
nat_gateways

nat:natGateways:list -

POST /v2/
{project_id}/
nat_gateways

nat:natGateways:create -

DELETE /v2/
{project_id}/
nat_gateways/
{nat_gateway_id}

nat:natGateways:delete -

GET /v2/
{project_id}/
nat_gateways/
{nat_gateway_id}

nat:natGateways:get -
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PUT /v2/
{project_id}/
nat_gateways/
{nat_gateway_id}

nat:natGateways:update -

GET /v2/
{project_id}/
dnat_rules

nat:dnatRules:list -

POST /v2/
{project_id}/
dnat_rules

nat:dnatRules:create eip:publicIps:associateInsta
nce

GET /v2/
{project_id}/
dnat_rules/
{dnat_rule_id}

nat:dnatRules:get -

PUT /v2/
{project_id}/
dnat_rules/
{dnat_rule_id}

nat:dnatRules:update ● eip:publicIps:associateIns
tance

● eip:publicIps:disassociate
Instance

POST /v2/
{project_id}/
dnat_rules/batch

nat:dnatRules:create eip:publicIps:associateInsta
nce

DELETE /v2/
{project_id}/
nat_gateways/
{nat_gateway_id}/
dnat_rules/
{dnat_rule_id}

nat:dnatRules:delete eip:publicIps:disassociateIns
tance

GET /v2/
{project_id}/
snat_rules

nat:snatRules:list -

POST /v2/
{project_id}/
snat_rules

nat:snatRules:create eip:publicIps:associateInsta
nce

GET /v2/
{project_id}/
snat_rules/
{snat_rule_id}

nat:snatRules:get -

PUT /v2/
{project_id}/
snat_rules/
{snat_rule_id}

nat:snatRules:update ● eip:publicIps:associateIns
tance

● eip:publicIps:disassociate
Instance
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DELETE /v2/
{project_id}/
nat_gateways/
{nat_gateway_id}/
snat_rules/
{snat_rule_id}

nat:snatRules:delete eip:publicIps:disassociateIns
tance

POST /v3/
{project_id}/private-
nat-gateways/
resource_instances/
action

nat:privateNatGateways:list
Tags

-

POST /v3/
{project_id}/private-
nat-gateways/
{resource_id}/tags/
action

nat:privateNatGateways:cre
ateTags

nat:privateNatGateways:del
eteTags

POST /v3/
{project_id}/private-
nat-gateways/
{resource_id}/tags

nat:privateNatGateways:cre
ateTags

-

GET /v3/
{project_id}/private-
nat-gateways/
{resource_id}/tags

nat:privateNatGateways:list
Tags

-

DELETE /v3/
{project_id}/private-
nat-gateways/
{resource_id}/tags/
{key}

nat:privateNatGateways:del
eteTags

-

GET /v3/
{project_id}/private-
nat-gateways/tags

nat:privateNatGateways:list
Tags

-

POST /v3/
{project_id}/transit-
ips/
resource_instances/
action

nat:privateNatTransi-
tIps:listTags

-

POST /v3/
{project_id}/transit-
ips/{resource_id}/
tags/action

nat:privateNatTransi-
tIps:createTags

nat:privateNatTransi-
tIps:deleteTags
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API Action Dependencies

POST /v3/
{project_id}/transit-
ips/{resource_id}/
tags

nat:privateNatTransi-
tIps:createTags

-

GET /v3/
{project_id}/transit-
ips/{resource_id}/
tags

nat:privateNatTransi-
tIps:listTags

-

DELETE /v3/
{project_id}/transit-
ips/{resource_id}/
tags/{key}

nat:privateNatTransi-
tIps:deleteTags

-

GET /v3/
{project_id}/transit-
ips/tags

nat:privateNatTransi-
tIps:listTags

-

POST /v2.0/
{project_id}/
nat_gateways/
resource_instances/
action

nat:natGateways:listTags -

POST /v2.0/
{project_id}/
nat_gateways/
{nat_gateway_id}/
tags/action

nat:natGateways:createTag
s

nat:natGateways:deleteTag
s

POST /v2.0/
{project_id}/
nat_gateways/
{nat_gateway_id}/
tags

nat:natGateways:createTag
s

-

GET /v2.0/
{project_id}/
nat_gateways/
{nat_gateway_id}/
tags

nat:natGateways:listTags -

DELETE /v2.0/
{project_id}/
nat_gateways/
{nat_gateway_id}/
tags/{key}

nat:natGateways:deleteTag
s

-

GET /v2.0/
{project_id}/
nat_gateways/tags

nat:natGateways:listTags -
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Resources
A resource type indicates the resources that an SCP applies to. If you specify a
resource type for any action in Table 5-48, the resource URN must be specified in
the SCP statements using that action, and the SCP applies only to resources of this
type. If no resource type is specified, the Resource element is marked with an
asterisk (*) and the SCP applies to all resources. You can also set condition keys in
an SCP to define resource types.

The following table lists the resource types that you can define in SCP statements
for NAT Gateway.

Table 5-48 Resource types supported by NAT Gateway

Resource Type URN

snatRule nat:<region>:<account-id>:snatRule:<snat-rule-id>

privateSnatRule nat:<region>:<account-id>:privateSnatRule:<private-
snat-rule-id>

port vpc:<region>:<account-id>:port:<port-id>

privateGateway nat:<region>:<account-id>:privateGateway:<private-
gateway-id>

vpc vpc:<region>:<account-id>:vpc:<vpc-id>

publicip vpc:<region>:<account-id>:publicip:<publicip-id>

gateway nat:<region>:<account-id>:gateway:<gateway-id>

privateTransitIp nat:<region>:<account-id>:privateTransitIp:<private-
transit-ip-id>

dnatRule nat:<region>:<account-id>:dnatRule:<dnat-rule-id>

globalEip eip:<region>:<account-id>:globalEip:<geip-id>

privateDnatRule nat:<region>:<account-id>:privateDnatRule:<private-
dnat-rule-id>

subnet vpc:<region>:<account-id>:subnet:<subnet-id>

 

Conditions
Only global condition keys applicable to all cloud services can be configured for
NAT Gateway. For details, see Global Condition Keys.

5.10.3.4 Elastic Load Balance (ELB)
The Organizations service provides Service Control Policies (SCPs) to set access
control policies.

SCPs do not actually grant any permissions to a principal. They only set the
permissions boundary for the principal. When SCPs are attached to a member
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account or an organizational unit (OU), they do not directly grant permissions to
that member account or OU. Instead, the SCPs just determine what permissions
are available for that member account or the member accounts under that OU.

This section describes the elements used by Organizations SCPs. The elements
include actions, resources, and conditions.

For details about how to use these elements to create a custom SCP, see Creating
an SCP.

Actions

Actions are specific operations that are allowed or denied in an SCP.

● The Access Level column describes how the action is classified (List, Read, or
Write). This classification helps you understand the level of access that an
action grants when you use it in an SCP.

● The Resource Type column indicates whether the action supports resource-
level permissions.
– You can use a wildcard (*) to indicate all resource types. If this column is

empty (-), the action does not support resource-level permissions, and
you must specify all resources ("*") in your SCP statements.

– If this column includes a resource type, you must specify the URN in the
Resource element of your policy statements.

– Required resources are marked with asterisks (*) in the table. If you
specify a resource in a statement using this action, then it must be of this
type.

For details about the resource types defined by ELB, see Resources.
● The Condition Key column contains keys that you can specify in the

Condition element of an SCP statement.
– If the Resource Type column has values for an action, the condition key

takes effect only for the listed resource types.
– If the Resource Type column is empty (-) for an action, the condition key

takes effect for all resources that action supports.
– If the Condition Key column is empty (-) for an action, the action does

not support any condition keys.
For details about the condition keys defined by ELB, see Conditions.

The following table lists the actions that you can define in SCP statements for ELB.

Table 5-49 Actions supported by ELB

Action Description Access
Level

Resour
ce Type
(*:
Require
d)

Condition Key

elb:flavors:show Grants permission
to query a given
flavor.

read flavor * -
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Action Description Access
Level

Resour
ce Type
(*:
Require
d)

Condition Key

elb:flavors:list Grants permission
to query flavors.

list flavor * -

elb:quotas:list Grants permission
to query quotas.

list - -

elb:quotas:show Grants permission
to query the
maximum
number of
resources of a
specified type that
can be created.

read - -

elb:availability-
zones:list

Grants permission
to query AZs.

list availabi
lityZone
*

-

- g:EnterpriseProjec
tId

elb:loadbalancers:l
ist

Grants permission
to query load
balancers.

list loadbal
ancer *

-

- g:EnterpriseProjec
tId

elb:loadbalancers:
show

Grants permission
to query the
details of a load
balancer.

read loadbal
ancer *

● g:ResourceTag/
<tag-key>

● g:EnterprisePro
jectId

elb:loadbalancers:
create

Grants permission
to create a load
balancer.

write loadbal
ancer *

-

subnet -

- ● g:RequestTag/
<tag-key>

● g:TagKeys
● g:EnterprisePro

jectId
● elb:AssociatePu

blicips

elb:loadbalancers:
update

Grants permission
to modify a load
balancer.

write subnet -
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Action Description Access
Level

Resour
ce Type
(*:
Require
d)

Condition Key

loadbal
ancer *

● g:ResourceTag/
<tag-key>

● g:EnterprisePro
jectId

● elb:AssociatePu
blicips

elb:loadbalancers:
delete

Grants permission
to delete a load
balancer.

write loadbal
ancer *

● g:ResourceTag/
<tag-key>

● g:EnterprisePro
jectId

elb:listeners:create Grants permission
to add a listener.

write listener
*

g:EnterpriseProjec
tId

loadbal
ancer *

● g:ResourceTag/
<tag-key>

● g:EnterprisePro
jectId

- ● g:RequestTag/
<tag-key>

● g:TagKeys

elb:listeners:updat
e

Grants permission
to modify a
listener.

write listener
*

● g:ResourceTag/
<tag-key>

● g:EnterprisePro
jectId

elb:listeners:list Grants permission
to query listeners.

list listener
*

-

- g:EnterpriseProjec
tId

elb:listeners:show Grants permission
to query the
details of a
listener.

read listener
*

● g:ResourceTag/
<tag-key>

● g:EnterprisePro
jectId

elb:listeners:delete Grants permission
to delete a
listener.

write listener
*

● g:ResourceTag/
<tag-key>

● g:EnterprisePro
jectId
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Action Description Access
Level

Resour
ce Type
(*:
Require
d)

Condition Key

elb:certificates:list Grants permission
to query
certificates.

list certifica
te *

-

- g:EnterpriseProjec
tId

elb:certificates:sho
w

Grants permission
to query the
details of a
certificate.

read certifica
te *

-

elb:certificates:cre
ate

Grants permission
to add a
certificate.

write certifica
te *

-

- g:EnterpriseProjec
tId

elb:certificates:up
date

Grants permission
to modify a
certificate.

write certifica
te *

-

elb:certificates:del
ete

Grants permission
to delete a
certificate.

write certifica
te *

-

elb:certificates:set
PrivateKeyEcho

Grants permission
to enable or
disable the private
key feature.

write - -

elb:certificates:get
PrivateKeyEcho

Grants permission
to query whether
the private key
feature is enabled.

write - -

elb:agreements:lis
t

Grants permission
to query signing
records.

list agreem
ent *

-

elb:agreements:sh
ow

Grants permission
to obtain signing
information
details.

read agreem
ent *

-

elb:agreements:cr
eate

Grants permission
to create signing
records.

write agreem
ent *

-
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Action Description Access
Level

Resour
ce Type
(*:
Require
d)

Condition Key

elb:agreements:up
date

Grants permission
to modify signing
records.

write agreem
ent *

-

elb:healthmonitor
s:create

Grants permission
to configure a
health check.

write health
monitor
*

g:EnterpriseProjec
tId

pool * g:EnterpriseProjec
tId

elb:healthmonitor
s:update

Grants permission
to modify a
health check.

write health
monitor
*

g:EnterpriseProjec
tId

elb:healthmonitor
s:delete

Grants permission
to delete a health
check.

write health
monitor
*

g:EnterpriseProjec
tId

elb:healthmonitor
s:show

Grants permission
to query health
check details.

read health
monitor
*

g:EnterpriseProjec
tId

elb:healthmonitor
s:list

Grants permission
to query health
checks.

list health
monitor
*

-

- g:EnterpriseProjec
tId

elb:ipgroups:list Grants permission
to query IP
address groups.

list ipgroup
*

-

- g:EnterpriseProjec
tId

elb:ipgroups:show Grants permission
to query the
details of an IP
address group.

read ipgroup
*

-

elb:ipgroups:creat
e

Grants permission
to create an IP
address group.

write ipgroup
*

-

- g:EnterpriseProjec
tId

elb:ipgroups:updat
e

Grants permission
to modify an IP
address group.

write ipgroup
*

-
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Action Description Access
Level

Resour
ce Type
(*:
Require
d)

Condition Key

elb:ipgroups:delet
e

Grants permission
to delete an IP
address group.

write ipgroup
*

-

elb:l7policies:creat
e

Grants permission
to add a
forwarding policy
to HTTP or HTTPS
listeners.

write listener
*

● g:EnterprisePro
jectId

● g:ResourceTag/
<tag-key>

l7policy
*

g:EnterpriseProjec
tId

pool g:EnterpriseProjec
tId

elb:l7policies:upda
te

Grants permission
to modify a
forwarding policy.

write l7policy
*

g:EnterpriseProjec
tId

listener ● g:EnterprisePro
jectId

● g:ResourceTag/
<tag-key>

pool g:EnterpriseProjec
tId

elb:l7policies:delet
e

Grants permission
to delete a
forwarding policy.

write l7policy
*

g:EnterpriseProjec
tId

elb:l7policies:show Grants permission
to query the
details of a
forwarding policy.

read l7policy
*

g:EnterpriseProjec
tId

elb:l7policies:list Grants permission
to query
forwarding
policies.

list l7policy
*

-

- g:EnterpriseProjec
tId

elb:l7rules:create Grants permission
to add a
forwarding rule.

write l7rule * g:EnterpriseProjec
tId

l7policy
*

g:EnterpriseProjec
tId

elb:l7rules:update Grants permission
to modify a
forwarding rule.

write l7rule * g:EnterpriseProjec
tId
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Action Description Access
Level

Resour
ce Type
(*:
Require
d)

Condition Key

elb:l7rules:list Grants permission
to query
forwarding rules.

list l7policy
*

-

l7rule * -

- g:EnterpriseProjec
tId

elb:l7rules:show Grants permission
to query the
details of a
forwarding rule.

read l7rule * g:EnterpriseProjec
tId

elb:l7rules:delete Grants permission
to delete a
forwarding rule.

write l7rule * g:EnterpriseProjec
tId

elb:logtanks:list Grants permission
to query logs.

list logtank
*

-

- g:EnterpriseProjec
tId

elb:logtanks:show Grants permission
to query the
details of a log.

read logtank
*

g:EnterpriseProjec
tId

elb:logtanks:creat
e

Grants permission
to create a log.

write logtank
*

g:EnterpriseProjec
tId

loadbal
ancer *

● g:EnterprisePro
jectId

● g:ResourceTag/
<tag-key>

elb:logtanks:updat
e

Grants permission
to modify a log.

write logtank
*

g:EnterpriseProjec
tId

elb:logtanks:delet
e

Grants permission
to delete a log.

write logtank
*

g:EnterpriseProjec
tId

elb:pools:list Grants permission
to query backend
server groups.

list pool * -

- g:EnterpriseProjec
tId
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Action Description Access
Level

Resour
ce Type
(*:
Require
d)

Condition Key

elb:pools:show Grants permission
to query the
details of a
backend server
group.

read pool * g:EnterpriseProjec
tId

elb:pools:create Grants permission
to create a
backend server
group.

write loadbal
ancer

● g:EnterprisePro
jectId

● g:ResourceTag/
<tag-key>

listener ● g:EnterprisePro
jectId

● g:ResourceTag/
<tag-key>

pool * g:EnterpriseProjec
tId

elb:pools:update Grants permission
to modify a
backend server
group.

write pool * g:EnterpriseProjec
tId

elb:pools:delete Grants permission
to delete a
backend server
group.

write pool * g:EnterpriseProjec
tId

elb:members:list Grants permission
to query backend
servers.

list pool -

membe
r *

-

- g:EnterpriseProjec
tId

elb:members:sho
w

Grants permission
to query the
details of a
backend server.

read membe
r *

g:EnterpriseProjec
tId

elb:members:creat
e

Grants permission
to add a backend
server.

write membe
r *

g:EnterpriseProjec
tId

pool * g:EnterpriseProjec
tId

subnet -
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Action Description Access
Level

Resour
ce Type
(*:
Require
d)

Condition Key

elb:members:upda
te

Grants permission
to modify the
configurations of
a backend server.

write membe
r *

g:EnterpriseProjec
tId

elb:members:delet
e

Grants permission
to remove a
backend server.

write membe
r *

g:EnterpriseProjec
tId

elb:security-
policies:list

Grants permission
to query security
policies.

list security
Policy *

-

- g:EnterpriseProjec
tId

elb:security-
policies:show

Grants permission
to query the
details of a
security policy.

read security
Policy *

-

elb:security-
policies:create

Grants permission
to create a
security policy.

write security
Policy *

-

- g:EnterpriseProjec
tId

elb:security-
policies:update

Grants permission
to modify a
security policy.

write security
Policy *

-

elb:security-
policies:delete

Grants permission
to delete a
security policy.

write security
Policy *

-

 

Each ELB API usually supports one or more actions. Table 5-50 lists the supported
actions and dependencies.

Table 5-50 Actions and dependencies supported by ELB APIs

API Action Dependencies

GET /v3/
{project_id}/elb/
flavors

elb:flavors:list -
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API Action Dependencies

GET /v3/
{project_id}/elb/
flavors/{flavor_id}

elb:flavors:show -

GET /v3/
{project_id}/elb/
quotas/details

elb:quotas:list -

GET /v3/
{project_id}/elb/
quotas

elb:quotas:show -

POST /v3/
{project_id}/elb/
loadbalancers

elb:loadbalancers:create -

DELETE /v3/
{project_id}/elb/
loadbalancers/
{loadbalancer_id}

elb:loadbalancers:delete -

DELETE /v3/
{project_id}/elb/
loadbalancers/
{loadbalancer_id}/
force-elb

elb:loadbalancers:delete -

GET /v3/
{project_id}/elb/
loadbalancers

elb:loadbalancers:list -

GET /v3/
{project_id}/elb/
loadbalancers/
{loadbalancer_id}

elb:loadbalancers:show -

GET /v3/
{project_id}/elb/
loadbalancers/
{loadbalancer_id}/
statuses

elb:loadbalancers:show -

PUT /v3/
{project_id}/elb/
loadbalancers/
{loadbalancer_id}

elb:loadbalancers:update -

POST /v3/
{project_id}/elb/
loadbalancers/
{loadbalancer_id}/
availability-zone/
batch-remove

elb:loadbalancers:update -
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API Action Dependencies

POST /v3/
{project_id}/elb/
loadbalancers/
{loadbalancer_id}/
availability-zone/
batch-add

elb:loadbalancers:update -

POST /v3/
{project_id}/elb/
ipgroups

elb:ipgroups:create -

DELETE /v3/
{project_id}/elb/
ipgroups/
{ipgroup_id}

elb:ipgroups:delete -

GET /v3/
{project_id}/elb/
ipgroups

elb:ipgroups:list -

GET /v3/
{project_id}/elb/
ipgroups/
{ipgroup_id}

elb:ipgroups:show -

PUT /v3/
{project_id}/elb/
ipgroups/
{ipgroup_id}

elb:ipgroups:update -

POST /v3/
{project_id}/elb/
ipgroups/
{ipgroup_id}/iplist/
create-or-update

elb:ipgroups:update -

POST /v3/
{project_id}/elb/
ipgroups/
{ipgroup_id}/iplist/
batch-delete

elb:ipgroups:update -

POST /v3/
{project_id}/elb/
security-policies

elb:security-policies:create -

DELETE /v3/
{project_id}/elb/
security-policies/
{security_policy_id}

elb:security-policies:delete -
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API Action Dependencies

GET /v3/
{project_id}/elb/
security-policies

elb:security-policies:list -

GET /v3/
{project_id}/elb/
system-security-
policies

elb:security-policies:list -

GET /v3/
{project_id}/elb/
security-policies/
{security_policy_id}

elb:security-policies:show -

PUT /v3/
{project_id}/elb/
security-policies/
{security_policy_id}

elb:security-policies:update -

POST /v3/
{project_id}/elb/
pools/{pool_id}/
members

elb:members:create -

DELETE /v3/
{project_id}/elb/
pools/{pool_id}/
members/
{member_id}

elb:members:delete -

GET /v3/
{project_id}/elb/
pools/{pool_id}/
members

elb:members:list -

GET /v3/
{project_id}/elb/
pools/{pool_id}/
members/
{member_id}

elb:members:show -

PUT /v3/
{project_id}/elb/
pools/{pool_id}/
members/
{member_id}

elb:members:update -

POST /v3/
{project_id}/elb/
pools/{pool_id}/
members/batch-
update

elb:members:update -
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API Action Dependencies

GET /v3/
{project_id}/elb/
members

elb:members:list -

POST /v3/
{project_id}/elb/
pools/{pool_id}/
members/batch-add

elb:members:create -

POST /v3/
{project_id}/elb/
pools/{pool_id}/
members/batch-
delete

elb:members:delete -

POST /v3/
{project_id}/elb/
pools

elb:pools:create -

DELETE /v3/
{project_id}/elb/
pools/{pool_id}

elb:pools:delete -

GET /v3/
{project_id}/elb/
pools

elb:pools:list -

GET /v3/
{project_id}/elb/
pools/{pool_id}

elb:pools:show -

PUT /v3/
{project_id}/elb/
pools/{pool_id}

elb:pools:update -

POST /v3/
{project_id}/elb/
master-slave-pools

elb:pools:create -

GET /v3/
{project_id}/elb/
master-slave-pools

elb:pools:list -

GET /v3/
{project_id}/elb/
master-slave-pools/
{pool_id}

elb:pools:show -

DELETE /v3/
{project_id}/elb/
master-slave-pools/
{pool_id}

elb:pools:delete -
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API Action Dependencies

POST /v3/
{project_id}/elb/
listeners

elb:listeners:create -

DELETE /v3/
{project_id}/elb/
listeners/
{listener_id}

elb:listeners:delete -

DELETE /v3/
{project_id}/elb/
listeners/
{listener_id}/force

elb:listeners:delete -

GET /v3/
{project_id}/elb/
listeners

elb:listeners:list -

GET /v3/
{project_id}/elb/
listeners/
{listener_id}

elb:listeners:show -

PUT /v3/
{project_id}/elb/
listeners/
{listener_id}

elb:listeners:update -

POST /v3/
{project_id}/elb/
healthmonitors

elb:healthmonitors:create -

DELETE /v3/
{project_id}/elb/
healthmonitors/
{healthmonitor_id}

elb:healthmonitors:delete -

GET /v3/
{project_id}/elb/
healthmonitors

elb:healthmonitors:list -

GET /v3/
{project_id}/elb/
healthmonitors/
{healthmonitor_id}

elb:healthmonitors:show -

PUT /v3/
{project_id}/elb/
healthmonitors/
{healthmonitor_id}

elb:healthmonitors:update -

GET /v3/
{project_id}/elb/
availability-zones

elb:availability-zones:list -
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API Action Dependencies

GET /v3/
{project_id}/elb/
preoccupy-ip-num

elb:loadbalancers:show -

POST /v3/
{project_id}/elb/
logtanks

elb:logtanks:create -

DELETE /v3/
{project_id}/elb/
logtanks/
{logtank_id}

elb:logtanks:delete -

GET /v3/
{project_id}/elb/
logtanks

elb:logtanks:list -

GET /v3/
{project_id}/elb/
logtanks/
{logtank_id}

elb:logtanks:show -

PUT /v3/
{project_id}/elb/
logtanks/
{logtank_id}

elb:logtanks:update -

POST /v3/
{project_id}/elb/
certificates

elb:certificates:create -

DELETE /v3/
{project_id}/elb/
certificates/
{certificate_id}

elb:certificates:delete -

GET /v3/
{project_id}/elb/
certificates

elb:certificates:list -

GET /v3/
{project_id}/elb/
certificates/
{certificate_id}

elb:certificates:show -

PUT /v3/
{project_id}/elb/
certificates/
{certificate_id}

elb:certificates:update -

POST /v3/
{project_id}/elb/
l7policies

elb:l7policies:create -
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DELETE /v3/
{project_id}/elb/
l7policies/
{l7policy_id}

elb:l7policies:delete -

GET /v3/
{project_id}/elb/
l7policies

elb:l7policies:list -

GET /v3/
{project_id}/elb/
l7policies/
{l7policy_id}

elb:l7policies:show -

PUT /v3/
{project_id}/elb/
l7policies/
{l7policy_id}

elb:l7policies:update -

POST /v3/
{project_id}/elb/
l7policies/batch-
update-priority

elb:l7policies:update -

POST /v3/
{project_id}/elb/
l7policies/
{l7policy_id}/rules

elb:l7rules:create -

DELETE /v3/
{project_id}/elb/
l7policies/
{l7policy_id}/rules/
{l7rule_id}

elb:l7rules:delete -

GET /v3/
{project_id}/elb/
l7policies/
{l7policy_id}/rules

elb:l7rules:list -

GET /v3/
{project_id}/elb/
l7policies/
{l7policy_id}/rules/
{l7rule_id}

elb:l7rules:show -

PUT /v3/
{project_id}/elb/
l7policies/
{l7policy_id}/rules/
{l7rule_id}

elb:l7rules:update -
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Resources

A resource type indicates the resources that an SCP applies to. If you specify a
resource type for any action in Table 5-51, the resource URN must be specified in
the SCP statements using that action, and the SCP applies only to resources of this
type. If no resource type is specified, the Resource element is marked with an
asterisk (*) and the SCP applies to all resources. You can also set condition keys in
an SCP to define resource types.

The following table lists the resource types that you can define in SCP statements
for ELB.

Table 5-51 Resource types supported by ELB

Resource Type URN

pool elb:<region>:<account-id>:pool:<pool-id>

agreement elb:<region>:<account-id>:agreement:<agreement-id>

loadbalancer elb:<region>:<account-id>:loadbalancer:<loadbalancer-
id>

certificate elb:<region>:<account-id>:certificate:<certificate-id>

healthmonitor elb:<region>:<account-
id>:healthmonitor:<healthmonitor-id>

ipgroup elb:<region>:<account-id>:ipgroup:<ipgroup-id>

securityPolicy elb:<region>:<account-id>:securityPolicy:<security-
policy-id>

logtank elb:<region>:<account-id>:logtank:<logtank-id>

availabilityZone elb:<region>:<account-id>:availabilityZone:<availability-
zone-id>

member elb:<region>:<account-id>:member:<pool-id>/
<member-id>

l7policy elb:<region>:<account-id>:l7policy:<l7policy-id>

l7rule elb:<region>:<account-id>:l7rule:<l7policy-id>/<l7rule-
id>

flavor elb:<region>:<account-id>:flavor:<flavor-id>

subnet vpc:<region>:<account-id>:subnet:<subnet-id>

listener elb:<region>:<account-id>:listener:<listener-id>

 

Conditions

A Condition element lets you specify conditions for when an SCP is in effect. It
contains condition keys and operators.
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● A key in the Condition element of a statement can be a global condition key
or a service-specific condition key.
– Global condition keys (with the g: prefix) apply to all actions. Cloud

services do not need to provide user identity information. Instead, the
system automatically obtains such information and authenticates users.
For details, see Global Condition Keys.

– Service-specific condition keys (with the abbreviation of a service name
plus a colon as the prefix, for example, elb:) apply only to operations of
ELB. For details, see Table 5-52.

– The number of values associated with a condition key in the request
context of an API call makes the condition key single-valued or
multivalued. Single-valued condition keys have at most one value in the
request context of an API call. Multivalued condition keys can have
multiple values in the request context of an API call. For example, a
request can originate from at most one VPC endpoint, so g:SourceVpce is
a single-valued condition key. You can tag resources and include multiple
tag key-value pairs in a request, so g:TagKeys is a multivalued condition
key.

● A condition operator, condition key, and a condition value together constitute
a complete condition statement. An SCP can be applied only when its request
conditions are met. For details about the supported operators, see operators.

The following table lists the condition keys that you can define in SCPs for ELB.
You can include these condition keys to specify conditions for when your SCP is in
effect.

Table 5-52 Service-specific condition keys supported by ELB

Service-specific
Condition Key

Type Single-
valued/
Multivalued

Description

elb:AssociatePublicips boolean Single valued Filters access by
whether an EIP is
bound during load
balancer creation or
modification. If you
want to control the
public network access
of a load balancer,
you need to use the
actions supported by
EIP.

 

5.10.3.5 VPC Endpoint (VPCEP)
The Organizations service provides Service Control Policies (SCPs) to set access
control policies.

SCPs do not actually grant any permissions to a principal. They only set the
permissions boundary for the principal. When SCPs are attached to a member
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account or an organizational unit (OU), they do not directly grant permissions to
that member account or OU. Instead, the SCPs just determine what permissions
are available for that member account or the member accounts under that OU.

This section describes the elements used by Organizations SCPs. The elements
include actions, resources, and conditions.

For details about how to use these elements to create a custom SCP, see Creating
an SCP.

Actions
Actions are specific operations that are allowed or denied in an SCP.

● The Access Level column describes how the action is classified (List, Read, or
Write). This classification helps you understand the level of access that an
action grants when you use it in an SCP.

● The Resource Type column indicates whether the action supports resource-
level permissions.
– You can use a wildcard (*) to indicate all resource types. If this column is

empty (-), the action does not support resource-level permissions, and
you must specify all resources ("*") in your SCP statements.

– If this column includes a resource type, you must specify the URN in the
Resource element of your statements.

– Required resources are marked with asterisks (*) in the table. If you
specify a resource in a statement using this action, then it must be of this
type.

For details about the resource types defined by VPC Endpoint, see Resources.
● The Condition Key column contains keys that you can specify in the

Condition element of an SCP statement.
– If the Resource Type column has values for an action, the condition key

takes effect only for the listed resource types.
– If the Resource Type column is empty (-) for an action, the condition key

takes effect for all resources that action supports.
– If the Condition Key column is empty (-) for an action, the action does

not support any condition keys.
For details about the condition keys defined by VPC Endpoint, see Conditions.

The following table lists the actions that you can define in SCP statements for VPC
Endpoint.
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Table 5-53 Actions Supported by VPC Endpoint

Action Description Access
Level

Resour
ce Type
(*:
require
d)

Condition Key

vpcep:endpoints:cr
eate

Grants permission
to create a VPC
endpoint for a
specified service.

write endpoin
ts *

● vpcep:VpceServ
iceName

● vpcep:VpceServ
iceOrgPath

● vpcep:VpceServ
iceOwner

vpc * -

routeTa
ble

-

subnet -

- ● g:RequestTag/
<tag-key>

● g:TagKeys
● g:EnterprisePro

jectId

vpcep:endpoints:d
elete

Grants permission
to delete a VPC
endpoint.

write endpoin
ts *

● g:ResourceTag/
<tag-key>

● vpcep:VpceServ
iceName

vpcep:endpoints:li
st

Grants permission
to query VPC
endpoints.

list endpoin
ts *

-

- g:EnterpriseProjec
tId

vpcep:endpoints:g
et

Grants permission
to query details of
a VPC endpoint.

read endpoin
ts *

g:ResourceTag/
<tag-key>

vpcep:endpoints:u
pdate

Grants permission
to update the
whitelist of a VPC
endpoint.

write endpoin
ts *

● vpcep:VpceServ
iceName

● vpcep:VpceServ
iceOrgPath

● vpcep:VpceServ
iceOwner

● g:ResourceTag/
<tag-key>

routeTa
ble

-
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Action Description Access
Level

Resour
ce Type
(*:
require
d)

Condition Key

subnet -

vpcep:endpoints:u
pdateRouteTables

Grants permission
to modify route
tables of a VPC
endpoint.

write endpoin
ts *

g:ResourceTag/
<tag-key>

routeTa
ble *

-

vpcep:endpoints:u
pdatePolicy

Grants permission
to modify a VPC
endpoint policy.

write endpoin
ts *

g:ResourceTag/
<tag-key>

vpcep:endpoints:d
eletePolicy

Grants permission
to delete a VPC
endpoint policy.

write endpoin
ts *

g:ResourceTag/
<tag-key>

vpcep:endpointSer
vices:create

Grants permission
to create a VPC
endpoint service.

write endpoin
tService
s *

vpcep:VpceService
PrivateDnsName

vpc * -

- ● g:RequestTag/
<tag-key>

● g:TagKeys
● g:EnterprisePro

jectId

vpcep:endpointSer
vices:list

Grants permission
to query VPC
endpoint services.

list endpoin
tService
s *

-

- g:EnterpriseProjec
tId

vpcep:endpointSer
vices:get

Grants permission
to query details of
a VPC endpoint
service.

read endpoin
tService
s *

g:ResourceTag/
<tag-key>

vpcep:endpointSer
vices:update

Grants permission
to modify a VPC
endpoint service.

write endpoin
tService
s *

g:ResourceTag/
<tag-key>

vpcep:endpointSer
vices:delete

Grants permission
to delete a VPC
endpoint service.

write endpoin
tService
s *

g:ResourceTag/
<tag-key>
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Action Description Access
Level

Resour
ce Type
(*:
require
d)

Condition Key

vpcep:endpointSer
vices:updateName

Grants permission
to change the
name of a VPC
endpoint service.

write endpoin
tService
s *

-

vpcep:endpointSer
vices:describe

Grants permission
to query basic
information about
a VPC endpoint
service.

read - -

vpcep:endpointSer
vices:listPublic

Grants permission
to query public
VPC endpoint
services.

list endpoin
tService
s *

-

vpcep:endpointSer
vices:listPermissio
ns

Grants permission
to query whitelist
records of a VPC
endpoint service.

list endpoin
tService
s *

-

vpcep:endpointSer
vices:updatePermi
ssions

Grants permission
to batch add or
delete whitelist
records of a VPC
endpoint service.

permiss
ion_ma
nageme
nt

endpoin
tService
s *

-

- ● vpcep:VpceEnd
pointOrgPath

● vpcep:VpceEnd
pointOwner

vpcep:endpointSer
vices:createPermis
sions

Grants permission
to batch add
whitelist records
of a VPC endpoint
service.

permiss
ion_ma
nageme
nt

endpoin
tService
s *

-

- ● vpcep:VpceEnd
pointOrgPath

● vpcep:VpceEnd
pointOwner

vpcep:endpointSer
vices:deletePermis
sions

Grants permission
to batch delete
whitelist records
of a VPC endpoint
service.

permiss
ion_ma
nageme
nt

endpoin
tService
s *

-
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Action Description Access
Level

Resour
ce Type
(*:
require
d)

Condition Key

vpcep:endpointSer
vices:updatePermi
ssionsDescription

Grants permission
to update the
whitelist
description of a
VPC endpoint
service.

write endpoin
tService
s *

-

vpcep:endpointSer
vices:listConnectio
ns

Grants permission
to query
connections of a
VPC endpoint
service.

list endpoin
tService
s *

-

vpcep:endpointSer
vices:updateConn
ections

Grants permission
to accept or reject
a VPC endpoint.

write endpoin
tService
s *

-

vpcep:endpointSer
vices:updateConn
ectionDescription

Grants permission
to update the
description of a
VPC endpoint
connection.

write endpoin
tService
s *

-

vpcep::listResourc
eTags

Grants permission
to query resources
by tag.

list endpoin
ts

-

endpoin
tService
s

-

vpcep::updateReso
urceTags

Grants permission
to batch add tags
to or delete tags
from a VPC
endpoint service
or VPC endpoint.

tagging endpoin
ts

-

endpoin
tService
s

-

vpcep::getProjectT
ags

Grants permission
to query resource
tags of a tenant.

read endpoin
ts

-

endpoin
tService
s

-
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Action Description Access
Level

Resour
ce Type
(*:
require
d)

Condition Key

vpcep::listQuotas Grants permission
to query the
quotas of your
resources,
including the
quota of VPC
endpoint services
and the quota of
VPC endpoints.

read - -

vpcep::listVersion
Details

Grants permission
to query versions
of VPC Endpoint
APIs.

list - -

vpcep::listSpecifie
dVersion

Grants permission
to query
information about
a VPC Endpoint
API version.

list - -

 

Each API of VPC Endpoint usually supports one or more actions. Table 5-54 lists
the supported actions and dependencies.

Table 5-54 Actions and dependencies supported by VPC Endpoint APIs

API Action Dependencies

POST /v1/
{project_id}/vpc-
endpoints

vpcep:endpoints:create -

DELETE /v1/
{project_id}/vpc-
endpoints/
{vpc_endpoint_id}

vpcep:endpoints:delete -

GET /v1/
{project_id}/vpc-
endpoints

vpcep:endpoints:list -

GET /v1/
{project_id}/vpc-
endpoints/
{vpc_endpoint_id}

vpcep:endpoints:get -
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API Action Dependencies

PUT /v1/
{project_id}/vpc-
endpoints/
{vpc_endpoint_id}

vpcep:endpoints:update -

PUT /v1/
{project_id}/vpc-
endpoints/
{vpc_endpoint_id}/
routetables

vpcep:endpoints:updateRou
teTables

-

PUT /v1/
{project_id}/vpc-
endpoints/
{vpc_endpoint_id}/
policy

vpcep:endpoints:updatePoli
cy

-

DELETE /v1/
{project_id}/vpc-
endpoints/
{vpc_endpoint_id}/
policy

vpcep:endpoints:deletePolic
y

-

POST /v1/
{project_id}/vpc-
endpoint-services

vpcep:endpointServices:crea
te

-

GET /v1/
{project_id}/vpc-
endpoint-services

vpcep:endpointServices:list -

GET /v1/
{project_id}/vpc-
endpoint-services/
{vpc_endpoint_servi
ce_id}

vpcep:endpointServices:get -

PUT /v1/
{project_id}/vpc-
endpoint-services/
{vpc_endpoint_servi
ce_id}

vpcep:endpointServices:upd
ate

-

DELETE /v1/
{project_id}/vpc-
endpoint-services/
{vpc_endpoint_servi
ce_id}

vpcep:endpointServices:dele
te

-

Organizations
User Guide 5 Managing SCPs

Issue 01 (2025-02-25) Copyright © Huawei Cloud Computing Technologies Co., Ltd. 229
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PUT /v1/
{project_id}/vpc-
endpoint-services/
{vpc_endpoint_servi
ce_id}/name

vpcep:endpointServices:upd
ateName

-

GET /v1/
{project_id}/vpc-
endpoint-services/
describe

vpcep:endpointServices:desc
ribe

-

GET /v1/
{project_id}/vpc-
endpoint-services/
public

vpcep:endpointServices:listP
ublic

-

GET /v1/
{project_id}/vpc-
endpoint-services/
{vpc_endpoint_servi
ce_id}/permissions

vpcep:endpointServices:listP
ermissions

-

POST /v1/
{project_id}/vpc-
endpoint-services/
{vpc_endpoint_servi
ce_id}/permissions/
action

vpcep:endpointServices:upd
atePermissions

-

POST /v1/
{project_id}/vpc-
endpoint-services/
{vpc_endpoint_servi
ce_id}/permissions/
batch-create

vpcep:endpointServices:crea
tePermissions

-

POST /v1/
{project_id}/vpc-
endpoint-services/
{vpc_endpoint_servi
ce_id}/permissions/
batch-delete

vpcep:endpointServices:dele
tePermissions

-

PUT /v1/
{project_id}/vpc-
endpoint-services/
{vpc_endpoint_servi
ce_id}/permissions/
{permission_id}

vpcep:endpointServices:upd
atePermissionsDescription

-
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API Action Dependencies

GET /v1/
{project_id}/vpc-
endpoint-services/
{vpc_endpoint_servi
ce_id}/connections

vpcep:endpointServices:listC
onnections

-

POST /v1/
{project_id}/vpc-
endpoint-services/
{vpc_endpoint_servi
ce_id}/connections/
action

vpcep:endpointServices:upd
ateConnections

-

PUT /v1/
{project_id}/vpc-
endpoint-services/
{vpc_endpoint_servi
ce_id}/connections/
description

vpcep:endpointServices:upd
ateConnectionDescription

-

POST /v1/
{project_id}/
{resource_type}/
resource_instances/
action

vpcep::listResourceTags -

POST /v1/
{project_id}/
{resource_type}/
{resource_id}/tags/
action

vpcep::updateResourceTags -

GET /v1/
{project_id}/
{resource_type}/
tags

vpcep::getProjectTags -

GET /v1/
{project_id}/quotas

vpcep::listQuotas -

GET / vpcep::listVersionDetails -

GET /{version} vpcep::listSpecifiedVersion -

 

Resources
A resource type indicates the resources that an SCP applies to. If you specify a
resource type for any action in Table 5-55, a resource URN must be specified in
the SCP statements using that action, and the SCP applies only to resources of this
type. If no resource type is specified, the Resource element is marked with an
asterisk (*) and the SCP applies to all resources. You can also set condition keys in
an SCP to define resource types.
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The following table lists the resource types that you can define in SCP statements
for VPC Endpoint.

Table 5-55 Resource types supported by VPC Endpoint

Resource Type URN

routeTable vpc:<region>:<account-id>:routeTable:<route-table-id>

vpc vpc:<region>:<account-id>:vpc:<vpc-id>

endpointServices vpcep:<region>:<account-
id>:endpointServices:<endpoint-service-id>

subnet vpc:<region>:<account-id>:subnet:<subnet-id>

endpoints vpcep:<region>:<account-id>:endpoints:<endpoint-id>

 

Conditions
A Condition element lets you specify conditions for when an SCP is in effect. It
contains condition keys and operators.

● The condition key that you specify can be a global condition key or a service-
specific condition key.
– Global condition keys (with the g: prefix) apply to all actions. Cloud

services do not need to provide user identity information. Instead, IAM
automatically obtains such information and authenticates users. For
details, see Global Condition Keys.

– Service-specific condition keys (with the abbreviation of a service name
plus a colon as the prefix, for example, vpcep:) apply only to operations
of VPC Endpoint. For details, see Table 5-56.

– The number of values associated with a condition key in the request
context of an API call makes the condition key single-valued or
multivalued. Single-valued condition keys have at most one value in the
request context of an API call. Multivalued condition keys can have
multiple values in the request context of an API call. For example, a
request can originate from at most one VPC endpoint, so g:SourceVpce is
a single-valued condition key. You can tag resources and include multiple
tag key-value pairs in a request, so g:TagKeys is a multivalued condition
key.

● A condition operator, condition key, and a condition value together constitute
a complete condition statement. An SCP can be applied only when its request
conditions are met. For supported condition operators, see Condition
operators.

The following table lists the condition keys that you can define in SCPs for VPC
Endpoint. You can include these condition keys to specify conditions for when your
SCP is in effect.
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Table 5-56 Service-specific condition keys supported by VPC Endpoint

Service-specific
Condition Key

Type Single-
valued/
Multivalued

Description

vpcep:VpceServiceNa
me

string Single-valued Filters access by VPC
endpoint service
name.

vpcep:VpceServiceOw
ner

string Single-valued Filters access by VPC
endpoint service
owner.

vpcep:VpceServicePriv
ateDnsName

string Single-valued Filters access by the
value of
VpceServicePriva-
teDnsName that is
passed in the request.

vpcep:VpceServiceOrg
Path

string Single-valued Filters access by the
organization path of
the VPC endpoint
service owner.

vpcep:VpceEndpointOr
gPath

string Single-valued Filters access by the
organization path of
the VPC endpoint
owner.

vpcep:VpceEndpointO
wner

string Single-valued Filters access by the
value of accountId of
the VPC endpoint
owner.

vpcep:VpcId string Multivalued Filters accesses by
VPC ID.

 

5.10.3.6 Direct Connect (DC)

The Organizations service provides Service Control Policies to set access control
policies.

SCPs do not actually grant any permissions to a principal. They only set the
permissions boundary for the principal. When SCPs are attached to a member
account or an organizational unit (OU), they do not directly grant permissions to
that member account or OU. Instead, the SCPs just determine what permissions
are available for that member account or the member accounts under that OU.

This section describes the elements used by Organizations SCPs. The elements
include actions, resources, and conditions.

For details about how to use these elements to create a custom SCP, see Creating
an SCP.
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Actions

Actions are specific operations that are allowed or denied in an SCP.

● The Access Level column describes how the action is classified (List, Read, or
Write). This classification helps you understand the level of access that an
action grants when you use it in an SCP policy.

● The Resource Type column indicates whether the action supports resource-
level permissions.

– You can use a wildcard (*) to indicate all resource types. If this column is
empty (-), the action does not support resource-level permissions, and
you must specify all resources ("*") in your SCP statements.

– If this column includes a resource type, you must specify the URN in the
Resource element of your statements.

– Required resources are marked with asterisks (*) in the table. If you
specify a resource in a statement using this action, then it must be of this
type.

For details about the resource types defined by Direct Connect, see Resources.

● The Condition Key column contains keys that you can specify in the
Condition element of an SCP statement.

– If the Resource Type column has values for an action, the condition key
takes effect only for the listed resource types.

– If the Resource Type column is empty (-) for an action, the condition key
takes effect for all resources that action supports.

– If the Condition Key column is empty (-) for an action, the action does
not support any condition keys.

For details about the condition keys defined by Direct Connect, see
Conditions.

The following table lists the actions that you can define in SCP statements for
Direct Connect.

Table 5-57 Actions supported by Direct Connect

Action Description Access
Level

Resour
ce Type
(*:
require
d)

Condition Key

dcaas:directConne
ct:create

Grants permission
to create a
connection.

write directC
onnect
*

-

- ● g:RequestTag/
<tag-key>

● g:TagKeys
● g:EnterprisePro

jectId
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Action Description Access
Level

Resour
ce Type
(*:
require
d)

Condition Key

dcaas:directConne
ct:update

Grants permission
to update a
connection.

write directC
onnect
*

● g:EnterprisePro
jectId

● g:ResourceTag/
<tag-key>

dcaas:directConne
ct:delete

Grants permission
to delete a
connection. This
action can only be
used by pay-per-
use connections.
You can only
unsubscribe from
yearly/monthly
connections.

write directC
onnect
*

● g:EnterprisePro
jectId

● g:ResourceTag/
<tag-key>

dcaas:directConne
ct:get

Grants permission
to query details of
a connection.

read directC
onnect
*

● g:EnterprisePro
jectId

● g:ResourceTag/
<tag-key>

dcaas:directConne
ct:list

Grants permission
to list the
connections.

list directC
onnect
*

-

- g:EnterpriseProjec
tId

dcaas:directConne
ct:createHostedDi
rectConnect

Grants permission
to allow a partner
to create a hosted
connection.

write directC
onnect
*

● g:EnterprisePro
jectId

● g:ResourceTag/
<tag-key>

dcaas:directConne
ct:updateHostedD
irectConnect

Grants permission
to allow a partner
to update a
hosted
connection.

write directC
onnect
*

● g:EnterprisePro
jectId

● g:ResourceTag/
<tag-key>

dcaas:directConne
ct:deleteHostedDi
rectConnect

Grants permission
to allow a partner
to delete a hosted
connection.

write directC
onnect
*

● g:EnterprisePro
jectId

● g:ResourceTag/
<tag-key>
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Action Description Access
Level

Resour
ce Type
(*:
require
d)

Condition Key

dcaas:directConne
ct:getHostedDirec
tConnect

Grants permission
to allow a partner
to query details of
a hosted
connection.

read directC
onnect
*

● g:EnterprisePro
jectId

● g:ResourceTag/
<tag-key>

dcaas:directConne
ct:listHostedDirect
Connect

Grants permission
to allow a partner
to list the hosted
connections.

list directC
onnect
*

g:EnterpriseProjec
tId

dcaas:directConne
ct:createOnestopD
irectConnect

Grants permission
to create a full-
service
connection.

write directC
onnect
*

-

- ● g:RequestTag/
<tag-key>

● g:TagKeys
● g:EnterprisePro

jectId

dcaas:directConne
ct:updateOnestop
DirectConnect

Grants permission
to update a full-
service
connection.

write directC
onnect
*

● g:EnterprisePro
jectId

● g:ResourceTag/
<tag-key>

dcaas:directConne
ct:createOrder

Grants permission
to create an order
for a connection.

write directC
onnect
*

-

dcaas:directConne
ct:updateOrder

Grants permission
to modify the
order for
changing the
specifications of a
connection.

write directC
onnect
*

-

dcaas:vgw:create Grants permission
to create a virtual
gateway.

write vgw * -

vpc -

instanc
es

-
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Action Description Access
Level

Resour
ce Type
(*:
require
d)

Condition Key

- ● g:EnterprisePro
jectId

● g:RequestTag/
<tag-key>

● g:TagKeys

dcaas:vgw:update Grants permission
to update a
virtual gateway.

write vgw * ● g:EnterprisePro
jectId

● g:ResourceTag/
<tag-key>

dcaas:vgw:delete Grants permission
to delete a virtual
gateway.

write vgw * ● g:EnterprisePro
jectId

● g:ResourceTag/
<tag-key>

dcaas:vgw:get Grants permission
to query details of
a virtual gateway.

read vgw * ● g:EnterprisePro
jectId

● g:ResourceTag/
<tag-key>

dcaas:vgw:list Grants permission
to list the virtual
gateways.

list vgw * -

- g:EnterpriseProjec
tId

dcaas:vif:create Grants permission
to create a virtual
interface.

write vif * -

directC
onnect

-

lag -

vgw -

gdgw -

connect
Gatewa
y

-

lgw -

- ● g:EnterprisePro
jectId

● g:RequestTag/
<tag-key>

● g:TagKeys
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Action Description Access
Level

Resour
ce Type
(*:
require
d)

Condition Key

dcaas:vif:update Grants permission
to update a
virtual interface.

write vif * ● g:EnterprisePro
jectId

● g:ResourceTag/
<tag-key>

dcaas:vif:delete Grants permission
to delete a virtual
interface.

write vif * ● g:EnterprisePro
jectId

● g:ResourceTag/
<tag-key>

dcaas:vif:get Grants permission
to query details of
a virtual interface.

read vif * ● g:EnterprisePro
jectId

● g:ResourceTag/
<tag-key>

dcaas:vif:list Grants permission
to list the virtual
interfaces.

list vif * -

- g:EnterpriseProjec
tId

dcaas:vif:updateVi
fExtendAttribute

Grants permission
to update
extended
attributes of a
virtual interface.

write vif * ● g:EnterprisePro
jectId

● g:ResourceTag/
<tag-key>

dcaas:vifPeer:creat
e

Grants permission
to create a virtual
interface peer.

write vifPeer
*

-

vif * -

dcaas:vifPeer:upda
te

Grants permission
to update a
virtual interface
peer.

write vifPeer
*

-

dcaas:vifPeer:delet
e

Grants permission
to delete a virtual
interface peer.

write vifPeer
*

-

dcaas:vifPeer:get Grants permission
to query details of
a virtual interface
peer.

read vifPeer
*

-

dcaas:vifPeer:list Grants permission
to list the virtual
interface peers.

list vifPeer
*

-
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Action Description Access
Level

Resour
ce Type
(*:
require
d)

Condition Key

dcaas:gdgw:create Grants permission
to create a global
DC gateway.

write gdgw * -

- ● g:EnterprisePro
jectId

● g:RequestTag/
<tag-key>

● g:TagKeys

dcaas:gdgw:updat
e

Grants permission
to update a
global DC
gateway.

write gdgw * ● g:EnterprisePro
jectId

● g:ResourceTag/
<tag-key>

dcaas:gdgw:delete Grants permission
to delete a global
DC gateway.

write gdgw * ● g:EnterprisePro
jectId

● g:ResourceTag/
<tag-key>

dcaas:gdgw:get Grants permission
to query details of
a global DC
gateway.

read gdgw * ● g:EnterprisePro
jectId

● g:ResourceTag/
<tag-key>

dcaas:gdgw:list Grants permission
to list the global
DC gateways.

list gdgw * -

- g:EnterpriseProjec
tId

dcaas:gdgw:create
Peerlink

Grants permission
to create a peer
link for a global
DC gateway.

write gdgw * ● g:EnterprisePro
jectId

● g:ResourceTag/
<tag-key>

dcaas:gdgw:updat
ePeerlink

Grants permission
to update a peer
link of a global
DC gateway.

write gdgw * ● g:EnterprisePro
jectId

● g:ResourceTag/
<tag-key>

dcaas:gdgw:delete
Peerlink

Grants permission
to delete a peer
link of a global
DC gateway.

write gdgw * ● g:EnterprisePro
jectId

● g:ResourceTag/
<tag-key>
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Action Description Access
Level

Resour
ce Type
(*:
require
d)

Condition Key

dcaas:gdgw:getPe
erlink

Grants permission
to query details of
a peer link of a
global DC
gateway.

read gdgw * ● g:EnterprisePro
jectId

● g:ResourceTag/
<tag-key>

dcaas:gdgw:listPe
erlink

Grants permission
to list the peer
links of a global
DC gateway.

list gdgw * ● g:EnterprisePro
jectId

● g:ResourceTag/
<tag-key>

dcaas:vif:switchov
erTest

Grants permission
to perform a
switchover test.

write vif * -

dcaas:vif:listSwitch
overTestRecord

Grants permission
to query
switchover test
execution records.

list vif * -

dcaas:vif:getSwitc
hoverTestRecord

Grants permission
to query a
switchover test
execution record.

read vif * -

dcaas:resources:ba
tchTagUntag

Grants permission
to add tags to or
delete tags from a
resource in
batches.

tagging directC
onnect

● g:EnterprisePro
jectId

● g:ResourceTag/
<tag-key>

lag ● g:EnterprisePro
jectId

● g:ResourceTag/
<tag-key>

vgw ● g:EnterprisePro
jectId

● g:ResourceTag/
<tag-key>

vif ● g:EnterprisePro
jectId

● g:ResourceTag/
<tag-key>
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Action Description Access
Level

Resour
ce Type
(*:
require
d)

Condition Key

gdgw ● g:EnterprisePro
jectId

● g:ResourceTag/
<tag-key>

- ● g:RequestTag/
<tag-key>

● g:TagKeys

dcaas:resources:lis
tResourceTag

Grants permission
to query tags of a
resource.

list directC
onnect

-

lag -

vgw -

vif -

gdgw -

dcaas:resources:lis
tTag

Grants permission
to query tags by
resource type.

list directC
onnect

-

lag -

vgw -

vif -

gdgw -

dcaas:resources:ta
g

Grants permission
to add a tag to a
resource.

tagging directC
onnect

● g:EnterprisePro
jectId

● g:ResourceTag/
<tag-key>

lag ● g:EnterprisePro
jectId

● g:ResourceTag/
<tag-key>

vgw ● g:EnterprisePro
jectId

● g:ResourceTag/
<tag-key>
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Action Description Access
Level

Resour
ce Type
(*:
require
d)

Condition Key

vif ● g:EnterprisePro
jectId

● g:ResourceTag/
<tag-key>

gdgw ● g:EnterprisePro
jectId

● g:ResourceTag/
<tag-key>

- ● g:RequestTag/
<tag-key>

● g:TagKeys

dcaas:resources:un
Tag

Grants permission
to delete a tag
from a resource.

tagging directC
onnect

● g:EnterprisePro
jectId

● g:ResourceTag/
<tag-key>

lag ● g:EnterprisePro
jectId

● g:ResourceTag/
<tag-key>

vgw ● g:EnterprisePro
jectId

● g:ResourceTag/
<tag-key>

vif ● g:EnterprisePro
jectId

● g:ResourceTag/
<tag-key>

gdgw ● g:EnterprisePro
jectId

● g:ResourceTag/
<tag-key>

- g:TagKeys

dcaas:resources:lis
tByTag

Grants permission
to query resources
by tag.

list directC
onnect

-

lag -

vgw -

Organizations
User Guide 5 Managing SCPs

Issue 01 (2025-02-25) Copyright © Huawei Cloud Computing Technologies Co., Ltd. 242



Action Description Access
Level

Resour
ce Type
(*:
require
d)

Condition Key

vif -

gdgw -

dcaas:gdgw:listGd
gwRouteTable

Grants permission
to query a custom
route table of a
global DC
gateway.

list gdgw * -

dcaas:gdgw:updat
eGdgwRouteTable

Grants permission
to update a
custom route
table of a global
DC gateway.

write gdgw * -

dcaas:quota:listVg
wUsage

Grants permission
to query the
quota of VPCs
that a virtual
gateway can be
associated with.

list - -

dcaas:quota:listUs
age

Grants permission
to query the
quotas.

list - -

 

Each API of Direct Connect usually supports one or more actions. Table 5-58 lists
the supported actions and dependencies.

Table 5-58 Actions and dependencies supported by Direct Connect APIs

API Action Dependencies

GET /v3/
{project_id}/dcaas/
direct-connects/
{direct_connect_id}

dcaas:directConnect:get -

GET /v3/
{project_id}/dcaas/
direct-connects

dcaas:directConnect:list -

PUT /v3/
{project_id}/dcaas/
direct-connects/
{direct_connect_id}

dcaas:directConnect:update -
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API Action Dependencies

DELETE /v3/
{project_id}/dcaas/
direct-connects/
{direct_connect_id}

dcaas:directConnect:delete -

GET /v3/
{project_id}/dcaas/
hosted-connects/
{hosted_connect_id}

dcaas:directConnect:getHos
tedDirectConnect

-

GET /v3/
{project_id}/dcaas/
hosted-connects

dcaas:directConnect:listHost
edDirectConnect

-

POST /v3/
{project_id}/dcaas/
hosted-connects

dcaas:directConnect:create
HostedDirectConnect

-

PUT /v3/
{project_id}/dcaas/
hosted-connects/
{hosted_connect_id}

dcaas:directConnect:update
HostedDirectConnect

-

DELETE /v3/
{project_id}/dcaas/
hosted-connects/
{hosted_connect_id}

dcaas:directConnect:delete
HostedDirectConnect

-

GET /v3/
{project_id}/dcaas/
virtual-gateways/
{virtual_gateway_id
}

dcaas:vgw:get -

GET /v3/
{project_id}/dcaas/
virtual-gateways

dcaas:vgw:list -

PUT /v3/
{project_id}/dcaas/
virtual-gateways/
{virtual_gateway_id
}

dcaas:vgw:update -

DELETE /v3/
{project_id}/dcaas/
virtual-gateways/
{virtual_gateway_id
}

dcaas:vgw:delete -

POST /v3/
{project_id}/dcaas/
virtual-gateways

dcaas:vgw:create er:instances:get
vpc:vpcs:get
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API Action Dependencies

GET /v3/
{project_id}/dcaas/
virtual-interfaces/
{virtual_interface_id
}

dcaas:vif:get -

GET /v3/
{project_id}/dcaas/
virtual-interfaces

dcaas:vif:list -

PUT /v3/
{project_id}/dcaas/
virtual-interfaces/
{virtual_interface_id
}

dcaas:vif:update -

DELETE /v3/
{project_id}/dcaas/
virtual-interfaces/
{virtual_interface_id
}

dcaas:vif:delete -

POST /v3/
{project_id}/dcaas/
virtual-interfaces

dcaas:vif:create -

PUT /v3/
{project_id}/dcaas/
vif-peers/
{vif_peer_id}

dcaas:vifPeer:update -

DELETE /v3/
{project_id}/dcaas/
vif-peers/
{vif_peer_id}

dcaas:vifPeer:delete -

POST /v3/
{project_id}/dcaas/
vif-peers

dcaas:vifPeer:create -

POST /v3/
{project_id}/dcaas/
switchover-test

dcaas:vif:switchoverTest -

GET /v3/
{project_id}/dcaas/
switchover-test

dcaas:vif:listSwitchoverTes-
tRecord

-

GET /v3/
{project_id}/dcaas/
quotas

dcaas:quota:listUsage -
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Resources
A resource type indicates the resources that an SCP policy applies to. If you specify
a resource type for any action in Table 5-59, the resource URN must be specified
in the SCP statements using that action, and the SCP applies only to resources of
this type. If no resource type is specified, the Resource element is marked with an
asterisk (*) and the SCP applies to all resources. You can also set condition keys in
an SCP to define resource types.

The following table lists the resource types that you can define in SCP statements
for Direct Connect.

Table 5-59 Resource types supported by Direct Connect

Resource Type URN

instances er:<region>:<account-id>:instances:<instance-id>

lgw dcaas:<region>:<account-id>:lgw:<lgw-id>

vif dcaas:<region>:<account-id>:vif:<vif-id>

lgwTable dcaas:<region>:<account-id>:lgwTable:<lgwTable-id>

gdgw dcaas:<region>:<account-id>:gdgw:<gdgw-id>

vifPeer dcaas:<region>:<account-id>:vifPeer:<vifPeer-id>

vpc vpc:<region>:<account-id>:vpc:<vpc-id>

vgw dcaas:<region>:<account-id>:vgw:<vgw-id>

directConnect dcaas:<region>:<account-
id>:directConnect:<directConnect-id>

lag dcaas:<region>:<account-id>:lag:<lag-id>

connectGateway dcaas:<region>:<account-
id>:connectGateway:<connectGateway-id>

 

Conditions
Direct Connect does not support service-specific condition keys in SCPs. Direct
Connect can only use global condition keys applicable to all services. For details,
see Global Condition Keys.

5.10.3.7 Enterprise Router (ER)
The Organizations service provides Service Control Policies (SCPs) to set access
control policies.

SCPs do not actually grant any permissions to a principal. They only set the
permissions boundary for the principal. When SCPs are attached to a member
account or an organizational unit (OU), they do not directly grant permissions to
that member account or OU. Instead, the SCPs just determine what permissions
are available for that member account or the member accounts under that OU.
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This section describes the elements used by Organizations SCPs. The elements
include actions, resources, and conditions.

For details about how to use these elements to create a custom SCP, see Creating
an SCP.

Actions
Actions are specific operations that are allowed or denied in an SCP.

● The Access Level column describes how the action is classified (list, read, or
write). This classification helps you understand the level of access that an
action grants when you use it in an SCP.

● The Resource Type column indicates whether the action supports resource-
level permissions.
– You can use a wildcard (*) to indicate all resource types. If this column is

empty (-), the action does not support resource-level permissions and
you must specify all resources ("*") in your policy statements.

– If this column includes a resource type, you must specify the URN in the
Resource element of your statements.

– Required resources are marked with asterisks (*) in the table. If you
specify a resource in a statement using this action, then it must be of this
type.

For details about the resource types defined by Enterprise Router, see
Resources.

● The Condition Key column contains keys that you can specify in the
Condition element of an SCP statement.
– If the Resource Type column has values for an action, the condition key

takes effect only for the listed resource types.
– If the Resource Type column is empty (-) for an action, the condition key

takes effect for all resources that action supports.
– If the Condition Key column is empty (-) for an action, the action does

not support any condition keys.
For details about the condition keys defined by Enterprise Router, see
Conditions.

The following table lists the actions that you can define in SCP statements for
Enterprise Router.
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Table 5-60 Actions supported by Enterprise Router

Action Description Acces
s
Level

Reso
urce
Type
(*:
requi
red)

Condition Key Alias

er:instances:g
et

Grants
permission to
query the
details of an
enterprise
router.

read insta
nces *

● g:EnterprisePr
ojectId

● g:ResourceTag
/<tag-key>

-

er:instances:cr
eate

Grants
permission to
create an
enterprise
router.

write insta
nces *

g:EnterpriseProje
ctId

-

- ● g:RequestTag/
<tag-key>

● g:TagKeys

er:instances:lis
t

Grants
permission to
list the
enterprise
routers.

list insta
nces *

- -

er:instances:u
pdate

Grants
permission to
update an
enterprise
router.

write insta
nces *

● g:EnterprisePr
ojectId

● g:ResourceTag
/<tag-key>

-

er:instances:d
elete

Grants
permission to
delete an
enterprise
router.

write insta
nces *

● g:EnterprisePr
ojectId

● g:ResourceTag
/<tag-key>

-

er:instances:cr
eateVpcAttac
hment

Grants
permission to
create a VPC
attachment.

write insta
nces *

● g:EnterprisePr
ojectId

● g:ResourceTag
/<tag-key>

er:attachm
ents:create

er:instances:s
howVpcAttac
hment

Grants
permission to
query the
details of a
VPC
attachment.

read insta
nces *

● g:EnterprisePr
ojectId

● g:ResourceTag
/<tag-key>

er:attachm
ents:get
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Action Description Acces
s
Level

Reso
urce
Type
(*:
requi
red)

Condition Key Alias

er:instances:lis
tVpcAttachme
nts

Grants
permission to
list the VPC
attachments.

list insta
nces *

- er:attachm
ents:list

er:instances:u
pdateVpcAtta
chment

Grants
permission to
update a VPC
attachment.

write insta
nces *

● g:EnterprisePr
ojectId

● g:ResourceTag
/<tag-key>

er:attachm
ents:updat
e

er:instances:d
eleteVpcAttac
hment

Grants
permission to
delete a VPC
attachment.

write insta
nces *

● g:EnterprisePr
ojectId

● g:ResourceTag
/<tag-key>

er:attachm
ents:delete

er:commonAtt
achments:get

Grants
permission to
query the
details of an
attachment.

read attac
hmen
ts *

● g:EnterprisePr
ojectId

● g:ResourceTag
/<tag-key>

er:attachm
ents:get

er:commonAtt
achments:list

Grants
permission to
query the
attachment
list.

list attac
hmen
ts *

- er:attachm
ents:list

er:commonAtt
achments:upd
ate

Grants
permission to
update an
attachment.

write attac
hmen
ts *

● g:EnterprisePr
ojectId

● g:ResourceTag
/<tag-key>

er:attachm
ents:updat
e

er:routeTables
:get

Grants
permission to
query the
details of a
route table.

read route
Table
s *

● g:EnterprisePr
ojectId

● g:ResourceTag
/<tag-key>

-

er:routeTables
:create

Grants
permission to
create a route
table.

write route
Table
s *

- -

insta
nces *

● g:EnterprisePr
ojectId

● g:ResourceTag
/<tag-key>
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Action Description Acces
s
Level

Reso
urce
Type
(*:
requi
red)

Condition Key Alias

- ● g:RequestTag/
<tag-key>

● g:TagKeys

er:routeTables
:list

Grants
permission to
list the route
tables.

list route
Table
s *

- -

er:routeTables
:update

Grants
permission to
update a
route table.

write route
Table
s *

● g:EnterprisePr
ojectId

● g:ResourceTag
/<tag-key>

-

er:routeTables
:delete

Grants
permission to
delete a route
table.

write route
Table
s *

● g:EnterprisePr
ojectId

● g:ResourceTag
/<tag-key>

-

er:routeTables
:associate

Grants
permission to
associate an
attachment
with a route
table.

write route
Table
s *

● g:EnterprisePr
ojectId

● g:ResourceTag
/<tag-key>

er:associati
ons:associ
ate

attac
hmen
ts *

● g:EnterprisePr
ojectId

● g:ResourceTag
/<tag-key>

er:routeTables
:disassociate

Grants
permission to
disassociate
an
attachment
from a route
table.

write route
Table
s *

● g:EnterprisePr
ojectId

● g:ResourceTag
/<tag-key>

er:associati
ons:disass
ociate

attac
hmen
ts *

● g:EnterprisePr
ojectId

● g:ResourceTag
/<tag-key>

er:routeTables
:listAssociatio
ns

Grants
permission to
list the
associations.

list route
Table
s *

● g:EnterprisePr
ojectId

● g:ResourceTag
/<tag-key>

er:associati
ons:list
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Action Description Acces
s
Level

Reso
urce
Type
(*:
requi
red)

Condition Key Alias

er:routeTables
:enablePropag
ation

Grants
permission to
allow an
attachment to
propagate
routes to the
specified
propagation
route table.

write route
Table
s *

● g:EnterprisePr
ojectId

● g:ResourceTag
/<tag-key>

er:propaga
tions:enabl
e

attac
hmen
ts *

● g:EnterprisePr
ojectId

● g:ResourceTag
/<tag-key>

er:routeTables
:disablePropa
gation

Grants
permission to
prohibit an
attachment
from
propagating
routes to the
specified
propagation
route table.

write route
Table
s *

● g:EnterprisePr
ojectId

● g:ResourceTag
/<tag-key>

er:propaga
tions:disab
le

attac
hmen
ts *

● g:EnterprisePr
ojectId

● g:ResourceTag
/<tag-key>

er:routeTables
:listPropagatio
ns

Grants
permission to
list the
propagations.

list route
Table
s *

● g:EnterprisePr
ojectId

● g:ResourceTag
/<tag-key>

er:propaga
tions:list

er:staticRoute
s:list

Grants
permission to
list the static
routes.

list route
Table
s *

● g:EnterprisePr
ojectId

● g:ResourceTag
/<tag-key>

er:routes:li
st

er:staticRoute
s:create

Grants
permission to
create a static
route.

write route
Table
s *

● g:EnterprisePr
ojectId

● g:ResourceTag
/<tag-key>

er:routes:c
reate

attac
hmen
ts

● g:EnterprisePr
ojectId

● g:ResourceTag
/<tag-key>

er:effectiveRo
utes:list

Grants
permission to
list the
effective
routes.

list route
Table
s *

● g:EnterprisePr
ojectId

● g:ResourceTag
/<tag-key>

er:routes:li
st
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Action Description Acces
s
Level

Reso
urce
Type
(*:
requi
red)

Condition Key Alias

er:staticRoute
s:delete

Grants
permission to
delete a static
route.

write route
Table
s *

● g:EnterprisePr
ojectId

● g:ResourceTag
/<tag-key>

er:routes:d
elete

er:staticRoute
s:update

Grants
permission to
update a
static route.

write route
Table
s *

● g:EnterprisePr
ojectId

● g:ResourceTag
/<tag-key>

er:routes:u
pdate

attac
hmen
ts

● g:EnterprisePr
ojectId

● g:ResourceTag
/<tag-key>

er:staticRoute
s:get

Grants
permission to
query a static
route.

read route
Table
s *

● g:EnterprisePr
ojectId

● g:ResourceTag
/<tag-key>

er:routes:g
et

er:tags:singleC
reate

Grants
permission to
create a
resource tag.

write route
Table
s

● g:EnterprisePr
ojectId

● g:ResourceTag
/<tag-key>

er:tags:cre
ate

insta
nces

● g:EnterprisePr
ojectId

● g:ResourceTag
/<tag-key>

attac
hmen
ts

● g:EnterprisePr
ojectId

● g:ResourceTag
/<tag-key>

er:tags:delete Grants
permission to
delete a
resource tag.

write route
Table
s

● g:EnterprisePr
ojectId

● g:ResourceTag
/<tag-key>

-

insta
nces

● g:EnterprisePr
ojectId

● g:ResourceTag
/<tag-key>
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Action Description Acces
s
Level

Reso
urce
Type
(*:
requi
red)

Condition Key Alias

attac
hmen
ts

● g:EnterprisePr
ojectId

● g:ResourceTag
/<tag-key>

er:tags:batch
Operation

Grants
permission to
add tags in
batches.

write route
Table
s

● g:EnterprisePr
ojectId

● g:ResourceTag
/<tag-key>

er:tags:cre
ate

insta
nces

● g:EnterprisePr
ojectId

● g:ResourceTag
/<tag-key>

attac
hmen
ts

● g:EnterprisePr
ojectId

● g:ResourceTag
/<tag-key>

er:tags:get Grants
permission to
query tags of
a specific
resource.

read route
Table
s

● g:EnterprisePr
ojectId

● g:ResourceTag
/<tag-key>

-

insta
nces

● g:EnterprisePr
ojectId

● g:ResourceTag
/<tag-key>

attac
hmen
ts

● g:EnterprisePr
ojectId

● g:ResourceTag
/<tag-key>

er:tags:list Grants
permission to
list the tags.

list - - -

er:quotas:list Grants
permission to
query
resource
quotas.

list - - -
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Action Description Acces
s
Level

Reso
urce
Type
(*:
requi
red)

Condition Key Alias

er:flowLogs:cr
eate

Grants
permission to
create a flow
log.

write insta
nces *

● g:EnterprisePr
ojectId

● g:ResourceTag
/<tag-key>

-

attac
hmen
ts *

● g:EnterprisePr
ojectId

● g:ResourceTag
/<tag-key>

flowL
ogs *

-

er:flowLogs:lis
t

Grants
permission to
list the flow
logs.

list flowL
ogs *

- -

er:flowLogs:g
et

Grants
permission to
query the
details of a
flow log.

read flowL
ogs *

- -

er:flowLogs:u
pdate

Grants
permission to
update a flow
log.

write flowL
ogs *

- -

er:flowLogs:d
elete

Grants
permission to
delete a flow
log.

write flowL
ogs *

- -

er:flowLogs:e
nable

Grants
permission to
enable flow
logging.

write flowL
ogs *

- -

er:flowLogs:di
sable

Grants
permission to
disable flow
logging.

write flowL
ogs *

- -

 

Each API of Enterprise Router usually supports one or more actions. Table 5-61
lists the supported actions and dependencies.
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Table 5-61 Actions and dependencies supported by Enterprise Router APIs

API Action Dependency

POST /v3/{project_id}/enterprise-
router/instances

er:instances:create -

PUT /v3/{project_id}/enterprise-
router/instances/{er_id}

er:instances:update -

GET /v3/{project_id}/enterprise-
router/instances/{er_id}

er:instances:get -

GET /v3/{project_id}/enterprise-
router/instances

er:instances:list -

DELETE /v3/{project_id}/
enterprise-router/instances/{er_id}

er:instances:delete -

POST /v3/{project_id}/enterprise-
router/{er_id}/vpc-attachments

er:instances:createVpcAtt
achment

-

PUT /v3/{project_id}/enterprise-
router/{er_id}/vpc-attachments/
{vpc_attachment_id}

er:instances:updateVpcA
ttachment

-

GET /v3/{project_id}/enterprise-
router/{er_id}/vpc-attachments/
{vpc_attachment_id}

er:instances:showVpcAtt
achment

-

GET /v3/{project_id}/enterprise-
router/{er_id}/vpc-attachments

er:instances:listVpcAttac
hments

-

DELETE /v3/{project_id}/
enterprise-router/{er_id}/vpc-
attachments/{vpc_attachment_id}

er:instances:deleteVpcAtt
achment

-

PUT /v3/{project_id}/enterprise-
router/{er_id}/attachments/
{attachment_id}

er:commonAttachments:
update

-

GET /v3/{project_id}/enterprise-
router/{er_id}/attachments/
{attachment_id}

er:commonAttachments:
get

-

GET /v3/{project_id}/enterprise-
router/{er_id}/attachments

er:commonAttachments:
list

-

POST /v3/{project_id}/enterprise-
router/{er_id}/route-tables

er:routeTables:create -

PUT /v3/{project_id}/enterprise-
router/{er_id}/route-tables/
{route_table_id}

er:routeTables:update -

GET /v3/{project_id}/enterprise-
router/{er_id}/route-tables/
{route_table_id}

er:routeTables:get -
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API Action Dependency

GET /v3/{project_id}/enterprise-
router/{er_id}/route-tables

er:routeTables:list -

DELETE /v3/{project_id}/
enterprise-router/{er_id}/route-
tables/{route_table_id}

er:routeTables:delete -

POST /v3/{project_id}/enterprise-
router/{er_id}/route-tables/
{route_table_id}/associate

er:routeTables:associate -

GET /v3/{project_id}/enterprise-
router/{er_id}/route-tables/
{route_table_id}/associations

er:routeTables:listAssocia
tions

-

POST /v3/{project_id}/enterprise-
router/{er_id}/route-tables/
{route_table_id}/disassociate

er:routeTables:disassocia
te

-

POST /v3/{project_id}/enterprise-
router/{er_id}/route-tables/
{route_table_id}/enable-
propagations

er:routeTables:enablePro
pagation

-

GET /v3/{project_id}/enterprise-
router/{er_id}/route-tables/
{route_table_id}/propagations

er:routeTables:listPropag
ations

-

POST /v3/{project_id}/enterprise-
router/{er_id}/route-tables/
{route_table_id}/disable-
propagations

er:routeTables:disablePro
pagation

-

POST /v3/{project_id}/enterprise-
router/route-tables/
{route_table_id}/static-routes

er:staticRoutes:create -

PUT /v3/{project_id}/enterprise-
router/route-tables/
{route_table_id}/static-routes/
{route_id}

er:staticRoutes:update -

GET /v3/{project_id}/enterprise-
router/route-tables/
{route_table_id}/static-routes/
{route_id}

er:staticRoutes:get -

GET /v3/{project_id}/enterprise-
router/route-tables/
{route_table_id}/static-routes

er:staticRoutes:list -

GET /v3/{project_id}/enterprise-
router/route-tables/
{route_table_id}/routes

er:effectiveRoutes:list -
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API Action Dependency

DELETE /v3/{project_id}/
enterprise-router/route-tables/
{route_table_id}/static-routes/
{route_id}

er:staticRoutes:delete -

GET /v3/{project_id}/
{resource_type}/tags

er:tags:list -

GET /v3/{project_id}/
{resource_type}/{resource_id}/tags

er:tags:get -

POST /v3/{project_id}/
{resource_type}/{resource_id}/tags

er:tags:singleCreate -

POST /v3/{project_id}/
{resource_type}/{resource_id}/
tags/action

er:tags:batchOperation -

DELETE /v3/{project_id}/
{resource_type}/{resource_id}/
tags/{key}

er:tags:delete -

GET /v3/{project_id}/enterprise-
router/quotas

er:quotas:list -

POST /v3/{project_id}/enterprise-
router/{er_id}/flow-logs

er:flowLogs:create -

GET /v3/{project_id}/enterprise-
router/{er_id}/flow-logs

er:flowLogs:list -

GET /v3/{project_id}/enterprise-
router/{er_id}/flow-logs/
{flow_log_id}

er:flowLogs:get -

PUT /v3/{project_id}/enterprise-
router/{er_id}/flow-logs/
{flow_log_id}

er:flowLogs:update -

DELETE /v3/{project_id}/
enterprise-router/{er_id}/flow-
logs/{flow_log_id}

er:flowLogs:delete -

POST /v3/{project_id}/enterprise-
router/{er_id}/flow-logs/
{flow_log_id}/enable

er:flowLogs:enable -

POST /v3/{project_id}/enterprise-
router/{er_id}/flow-logs/
{flow_log_id}/disable

er:flowLogs:disable -
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Resources
A resource type indicates the resources that an SCP policy applies to. If you specify
a resource type for any action in Table 5-62, the resource URN must be specified
in the SCP statements using that action, and the SCP applies only to resources of
this type. If no resource type is specified, the Resource element is marked with an
asterisk (*) and the SCP applies to all resources. You can also set condition keys in
an SCP policy to define resource types.

The following table lists the resource types that you can define in SCP statements
for Enterprise Router.

Table 5-62 Resource types supported by Enterprise Router

Resource Type URN

instances er:<region>:<account-id>:instances:<instance-id>

routeTables er:<region>:<account-id>:routeTables:<route-table-id>

flowLogs er:<region>:<account-id>:flowFlogs:<flow-log-id>

attachments er:<region>:<account-id>:attachments:<attachment-id>

 

Conditions
Enterprise Router does not support service-specific condition keys in an SCP.

Enterprise Router can only use global condition keys applicable to all services. For
details, see Global Condition Keys

5.10.3.8 Global Accelerator (GA)
The Organizations service provides Service Control Policies to set access control
policies.

SCPs do not actually grant any permissions to a principal. They only set the
permissions boundary for the principal. When SCPs are attached to a member
account or an organizational unit (OU), they do not directly grant permissions to
that member account or OU. Instead, the SCPs just determine what permissions
are available for that member account or the member accounts under that OU.

This topic describes the elements used by Organizations SCPs. The elements
include actions, resources, and conditions.

For details about how to use these elements to create a custom SCP, see Creating
an SCP.

Actions
Actions are specific operations that are allowed or denied in an SCP.

● The Access Level column describes how the action is classified (such as list,
read, or write). This classification helps you understand the level of access
that an action grants when you use it in an SCP policy.
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● The Resource Type column indicates whether the action supports resource-
level permissions.

– You can use a wildcard (*) to indicate all resource types. If this column is
empty (-), the action does not support resource-level permissions, and
you must specify all resources ("*") in your SCP statements.

– If this column includes a resource type, you must specify the URN in the
Resource element of your statements.

– Required resources are marked with asterisks (*) in the table. If you
specify a resource in a statement using this action, then it must be of this
type.

For details about the resource types defined by Global Accelerator, see
Resources.

● The Condition Key column contains keys that you can specify in the
Condition element of an SCP statement.

– If the Resource Type column has values for an action, the condition key
takes effect only for the listed resource types.

– If the Resource Type column is empty (-) for an action, the condition key
takes effect for all resources that action supports.

– If the Condition Key column is empty (-) for an action, the action does
not support any condition keys.

For details about the condition keys defined by Global Accelerator, see
Conditions.

The following table lists the actions that you can define in SCP statements for
Global Accelerator.

Table 5-63 Actions supported by Global Accelerator

Action Description Access
Level

Resour
ce Type
(*:
Require
d)

Condition Key

ga:accelerator:list Grants permission
to query global
accelerators.

list accelera
tor *

-

ga:accelerator:cre
ate

Grants permission
to create a global
accelerator.

write accelera
tor *

g:EnterpriseProjec
tId

- ● g:RequestTag/
<tag-key>

● g:TagKeys

ga:accelerator:get Grants permission
to query the
details of a global
accelerator.

read accelera
tor *

● g:EnterprisePro
jectId

● g:ResourceTag/
<tag-key>
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Action Description Access
Level

Resour
ce Type
(*:
Require
d)

Condition Key

ga:accelerator:upd
ate

Grants permission
to update a
global accelerator.

write accelera
tor *

● g:EnterprisePro
jectId

● g:ResourceTag/
<tag-key>

ga:accelerator:del
ete

Grants permission
to delete a global
accelerator.

write accelera
tor *

● g:EnterprisePro
jectId

● g:ResourceTag/
<tag-key>

ga:listener:list Grants permission
to query listeners.

list listener
*

-

ga:listener:create Grants permission
to add a listener.

write listener
*

-

- ● g:RequestTag/
<tag-key>

● g:TagKeys

ga:listener:get Grants permission
to query the
details of a
listener.

read listener
*

g:ResourceTag/
<tag-key>

ga:listener:update Grants permission
to modify a
listener.

write listener
*

g:ResourceTag/
<tag-key>

ga:listener:delete Grants permission
to delete a
listener.

write listener
*

g:ResourceTag/
<tag-key>

ga:endpointgroup:
list

Grants permission
to query endpoint
groups.

list endpoin
tgroup *

-

ga:endpointgroup:
create

Grants permission
to add an
endpoint group.

write endpoin
tgroup *

-

- ga:RequestRegionI
d

ga:endpointgroup:
get

Grants permission
to query the
details of an
endpoint group.

read endpoin
tgroup *

ga:RegionId
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Action Description Access
Level

Resour
ce Type
(*:
Require
d)

Condition Key

ga:endpointgroup:
update

Grants permission
to update an
endpoint group.

write endpoin
tgroup *

ga:RegionId

ga:endpointgroup:
delete

Grants permission
to delete an
endpoint group.

write endpoin
tgroup *

ga:RegionId

ga:endpoint:list Grants permission
to query
endpoints.

list endpoin
t *

-

ga:endpoint:creat
e

Grants permission
to add an
endpoint.

write endpoin
t *

-

- ● ga:RequestRes
ourceType

● ga:RequestRes
ourceId

● ga:RequestIpAd
dress

● ga:RequestDo
mainName

ga:endpoint:get Grants permission
to query the
details of an
endpoint.

read endpoin
t *

● ga:ResourceTyp
e

● ga:ResourceId
● ga:IpAddress
● ga:DomainNa

me

ga:endpoint:updat
e

Grants permission
to modify an
endpoint.

write endpoin
t *

● ga:ResourceTyp
e

● ga:ResourceId
● ga:IpAddress
● ga:DomainNa

me

ga:endpoint:delet
e

Grants permission
to remove an
endpoint.

write endpoin
t *

● ga:ResourceTyp
e

● ga:ResourceId
● ga:IpAddress
● ga:DomainNa

me

Organizations
User Guide 5 Managing SCPs

Issue 01 (2025-02-25) Copyright © Huawei Cloud Computing Technologies Co., Ltd. 261



Action Description Access
Level

Resour
ce Type
(*:
Require
d)

Condition Key

ga:healthcheck:list Grants permission
to query health
checks.

list healthc
heck *

-

ga:healthcheck:cre
ate

Grants permission
to configure a
health check.

write healthc
heck *

-

ga:healthcheck:ge
t

Grants permission
to query health
check details.

read healthc
heck *

-

ga:healthcheck:up
date

Grants permission
to modify a
health check.

write healthc
heck *

-

ga:healthcheck:del
ete

Grants permission
to delete a health
check.

write healthc
heck *

-

ga:tag:create Grants permission
to add tags in
batches.

tagging accelera
tor

g:ResourceTag/
<tag-key>

listener g:ResourceTag/
<tag-key>

- ● g:RequestTag/
<tag-key>

● g:TagKeys

ga:tag:delete Grants permission
to delete tags in
batches.

tagging accelera
tor *

g:ResourceTag/
<tag-key>

listener
*

g:ResourceTag/
<tag-key>

- g:TagKeys

ga:tag:get Grants permission
to query tags of a
specific resource.

read accelera
tor

g:ResourceTag/
<tag-key>

listener g:ResourceTag/
<tag-key>

ga:tag:list Grants permission
to query the tags.

list - -

ga::listResourcesB
yTag

Grants permission
to query resources
by tag.

list - g:TagKeys
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Action Description Access
Level

Resour
ce Type
(*:
Require
d)

Condition Key

ga:ipgroup:list Grants permission
to query IP
address groups.

list ipgroup
*

-

ga:ipgroup:create Grants permission
to create an IP
address group.

write ipgroup
*

-

ga:ipgroup:get Grants permission
to query the
details of an IP
address group.

read ipgroup
*

-

ga:ipgroup:update Grants permission
to modify an IP
address group.

write ipgroup
*

-

ga:ipgroup:delete Grants permission
to delete an IP
address group.

write ipgroup
*

-

ga:ipgroup:addIps Grants permission
to add IP
addresses to an IP
address group in
batches.

write ipgroup
*

-

ga:ipgroup:remov
eIps

Grants permission
to remove IP
addresses from an
IP address group
in batches.

write ipgroup
*

-

ga:ipgroup:associa
teListener

Grants permission
to associate an IP
address group
with a listener.

write ipgroup
*

-

ga:ipgroup:disasso
ciateListener

Grant permission
to disassociate an
IP address group
from a listener.

write ipgroup
*

-

ga::listByoipPools Grants permission
to query your own
IP address pools.

list - -

ga:logtank:list Grants permission
to query logs.

list logtank
*

-
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Action Description Access
Level

Resour
ce Type
(*:
Require
d)

Condition Key

ga:logtank:create Grants permission
to create a log.

write logtank
*

-

ga:logtank:get Grants permission
to query the
details of a log.

read logtank
*

-

ga:logtank:update Grants permission
to modify a log.

write logtank
*

-

ga:logtank:delete Grants permission
to delete a log.

write logtank
*

-

 

Each API of Global Accelerator usually supports one or more actions. Table 5-64
lists the supported actions and dependencies.

Table 5-64 Actions and dependencies supported by Global Accelerator APIs

API Action Dependencies

GET /v1/
accelerators

ga:accelerator:list -

POST /v1/
accelerators

ga:accelerator:create -

GET /v1/
accelerators/
{accelerator_id}

ga:accelerator:get -

PUT /v1/
accelerators/
{accelerator_id}

ga:accelerator:update -

DELETE /v1/
accelerators/
{accelerator_id}

ga:accelerator:delete -

GET /v1/listeners ga:listener:list -

POST /v1/listeners ga:listener:create -

GET /v1/listeners/
{listener_id}

ga:listener:get -

PUT /v1/listeners/
{listener_id}

ga:listener:update -
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API Action Dependencies

DELETE /v1/
listeners/
{listener_id}

ga:listener:delete -

GET /v1/endpoint-
groups

ga:endpointgroup:list -

POST /v1/endpoint-
groups

ga:endpointgroup:create -

GET /v1/endpoint-
groups/
{endpoint_group_id}

ga:endpointgroup:get -

PUT /v1/endpoint-
groups/
{endpoint_group_id}

ga:endpointgroup:update -

DELETE /v1/
endpoint-groups/
{endpoint_group_id}

ga:endpointgroup:delete -

GET /v1/endpoint-
groups/
{endpoint_group_id}
/endpoints

ga:endpoint:list -

POST /v1/endpoint-
groups/
{endpoint_group_id}
/endpoints

ga:endpoint:create -

GET /v1/endpoint-
groups/
{endpoint_group_id}
/endpoints/
{endpoint_id}

ga:endpoint:get -

PUT /v1/endpoint-
groups/
{endpoint_group_id}
/endpoints/
{endpoint_id}

ga:endpoint:update -

DELETE /v1/
endpoint-groups/
{endpoint_group_id}
/endpoints/
{endpoint_id}

ga:endpoint:delete -

GET /v1/health-
checks

ga:healthcheck:list -
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API Action Dependencies

POST /v1/health-
checks

ga:healthcheck:create -

GET /v1/health-
checks/
{health_check_id}

ga:healthcheck:get -

PUT /v1/health-
checks/
{health_check_id}

ga:healthcheck:update -

DELETE /v1/health-
checks/
{health_check_id}

ga:healthcheck:delete -

POST /v1/
{resource_type}/
{resource_id}/tags/
create

ga:tag:create -

DELETE /v1/
{resource_type}/
{resource_id}/tags/
delete

ga:tag:delete -

GET /v1/
{resource_type}/
{resource_id}/tags

ga:tag:get -

POST /v1/
{resource_type}/
resource-instances/
filter

ga::listResourcesByTag -

POST /v1/
{resource_type}/
resource-instances/
count

ga::listResourcesByTag -

GET /v1/
{resource_type}/
tags

ga:tag:list -

GET /v1/ip-groups ga:ipgroup:list -

POST /v1/ip-groups ga:ipgroup:create -

GET /v1/ip-groups/
{ip_group_id}

ga:ipgroup:get -

PUT /v1/ip-groups/
{ip_group_id}

ga:ipgroup:update -
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API Action Dependencies

DELETE /v1/ip-
groups/
{ip_group_id}

ga:ipgroup:delete -

POST /v1/ip-groups/
{ip_group_id}/add-
ips

ga:ipgroup:addIps -

POST /v1/ip-groups/
{ip_group_id}/
remove-ips

ga:ipgroup:removeIps -

POST /v1/ip-groups/
{ip_group_id}/
associate-listener

ga:ipgroup:associateListen-
er

-

POST /v1/ip-groups/
{ip_group_id}/
disassociate-listener

ga:ipgroup:disassociateLis-
tener

-

GET /v1/byoip-pools ga::listByoipPools -

GET /v1/logtanks ga:logtank:list -

POST /v1/logtanks ga:logtank:create -

GET /v1/logtanks/
{logtank_id}

ga:logtank:get -

PUT /v1/logtanks/
{logtank_id}

ga:logtank:update -

DELETE /v1/
logtanks/
{logtank_id}

ga:logtank:delete -

 

Resources
A resource type indicates the resources that an SCP is applied. If you specify a
resource type for any action in Table 5-65, the resource URN must be specified in
the SCP statements using that action, and the SCP only applies to resources of this
type. If no resource type is specified, the Resource element is marked with an
asterisk (*) and the SCP applies to all resources. You can also set condition keys in
an SCP policy to define resource types.

The following table lists the resource types that you can define in SCP statements
for Global Accelerator.
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Table 5-65 Resource types supported by Global Accelerator

Resource Type URN

ipgroup ga::<account-id>:ipgroup:<ipgroup-id>

endpoint ga::<account-id>:endpoint:<endpoint-id>

accelerator ga::<account-id>:accelerator:<accelerator-id>

logtank ga::<account-id>:logtank:<logtank-id>

listener ga::<account-id>:listener:<listener-id>

healthcheck ga::<account-id>:healthcheck:<healthcheck-id>

endpointgroup ga::<account-id>:endpointgroup:<endpointgroup-id>

 

Conditions
A Condition element lets you specify conditions for when an SCP is in effect. It
contains condition keys and operators.

● The condition key that you specify can be a global condition key or a service-
specific condition key.
– Global condition keys (with the g: prefix) apply to all actions. Cloud

services do not need to provide user identity information. Instead, the
system automatically obtains such information and authenticates users.
For details, see Global Condition Keys.

– Service-specific condition keys (with the abbreviation of a service name
plus a colon as the prefix, for example, ga:) only apply to operations of
Global Accelerator. For details, see Table 5-66.

– The number of values associated with a condition key in the request
context of an API call makes the condition key single-valued or
multivalued. Single-valued condition keys have at most one value in the
request context of an API call. Multivalued condition keys can have
multiple values in the request context of an API call. For example, a
request can originate from at most one VPC endpoint, so g:SourceVpce is
a single-valued condition key. You can tag resources and include multiple
tag key-value pairs in a request, so g:TagKeys is a multivalued condition
key.

● A condition operator, condition key, and a condition value together constitute
a complete condition statement. An SCP can be applied only when its request
conditions are met. For supported condition operators, see Condition
operators.

The following table lists the condition keys that you can define in SCPs for Global
Accelerator. You can include these condition keys to specify conditions for when
your SCP is in effect.
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Table 5-66 Service-specific condition keys supported by Global Accelerator

Service-specific
Condition Key

Type Single-
valued/
Multivalued

Description

ga:RequestRegionId string Single-valued Filters access by
region ID passed in
the request.

ga:RequestResource-
Type

string Single-valued Filters access by
resource type passed
in the request.

ga:RequestResourceId string Single-valued Filters access by
resource ID passed in
the request.

ga:RequestIpAddress string Single-valued Filters access by IP
address passed in the
request.

ga:RequestDomainNa
me

string Single-valued Filters access by
domain name passed
in the request.

ga:RegionId string Single-valued Filters access by
region of the endpoint
group.

ga:ResourceType string Single-valued Filters access by
resource type of the
endpoint group.

ga:ResourceId string Single-valued Filters access by
resource ID of the
endpoint group.

ga:IpAddress string Single-valued Filters access by IP
address of the
endpoint group.

ga:DomainName string Single-valued Filters access by
domain name of the
endpoint group.

 

5.10.3.9 Cloud Connect (CC)
SCPs do not actually grant any permissions to a principal. They only set the
permissions boundary for the principal. When SCPs are attached to a member
account or an organizational unit (OU), they do not directly grant permissions to
that member account or OU. Instead, the SCPs just determine what permissions
are available for that member account or the member accounts under that OU.
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This section describes the elements used by Organizations SCPs. The elements
include actions, resources, and conditions.

For details about how to use these elements to create a custom SCP, see Creating
an SCP.

Actions

Actions are specific operations that are allowed or denied in an SCP.

● The Access Level column describes how the action is classified (such as list,
read, or write). This classification helps you understand the level of access
that an action grants when you use it in an SCP policy.

● The Resource Type column indicates whether the action supports resource-
level permissions.

– You can use a wildcard (*) to indicate all resource types. If this column is
empty (-), the action does not support resource-level permissions, and
you must specify all resources ("*") in your SCP statements.

– If this column includes a resource type, you must specify the URN in the
Resource element of your statements.

– Required resources are marked with asterisks (*) in the table. If you
specify a resource in a statement using this action, then it must be of this
type.

For details about the resource types defined by Cloud Connect, see Resources.

● The Condition Key column contains keys that you can specify in the
Condition element of an SCP statement.

– If the Resource Type column has values for an action, the condition key
takes effect only for the listed resource types.

– If the Resource Type column is empty (-) for an action, the condition key
takes effect for all resources that action supports.

– If the Condition Key column is empty (-) for an action, the action does
not support any condition keys.

For details about the condition keys defined by Cloud Connect, see
Conditions.

The following table lists the actions that you can define in SCP statements for
Cloud Connect.

Table 5-67 Actions supported by Cloud Connect

Action Description Access
Level

Resour
ce Type
(*:
require
d)

Condition Key

cc:cloudConnectio
ns:create

Grants permission
to create a cloud
connection.

write cloudCo
nnectio
n *

-
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Action Description Access
Level

Resour
ce Type
(*:
require
d)

Condition Key

- ● g:EnterprisePro
jectId

● g:RequestTag/
<tag-key>

● g:TagKeys

cc:cloudConnectio
ns:delete

Grants permission
to delete a cloud
connection.

write cloudCo
nnectio
n *

● g:EnterprisePro
jectId

● g:ResourceTag/
<tag-key>

cc:cloudConnectio
ns:update

Grants permission
to update a cloud
connection.

write cloudCo
nnectio
n *

● g:EnterprisePro
jectId

● g:ResourceTag/
<tag-key>

cc:cloudConnectio
ns:get

Grants permission
to query the
details of a cloud
connection.

read cloudCo
nnectio
n *

● g:EnterprisePro
jectId

● g:ResourceTag/
<tag-key>

cc:cloudConnectio
ns:list

Grants permission
to list the cloud
connections.

list cloudCo
nnectio
n *

-

cc:cloudConnectio
ns:tag

Grants permission
to add tags to a
cloud connection.

tagging cloudCo
nnectio
n *

● g:EnterprisePro
jectId

● g:ResourceTag/
<tag-key>

- ● g:RequestTag/
<tag-key>

● g:TagKeys

cc:cloudConnectio
ns:unTag

Grants permission
to delete tags
from a cloud
connection.

tagging cloudCo
nnectio
n *

● g:EnterprisePro
jectId

● g:ResourceTag/
<tag-key>

- ● g:RequestTag/
<tag-key>

● g:TagKeys
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Action Description Access
Level

Resour
ce Type
(*:
require
d)

Condition Key

cc:cloudConnectio
ns:listTags

Grants permission
to list the tags
added to a cloud
connection.

list cloudCo
nnectio
n *

-

cc:networkInstanc
es:create

Grants permission
to load a network
instance.

write networ
kInstan
ce *

-

cloudCo
nnectio
n *

g:ResourceTag/
<tag-key>

- ● g:EnterprisePro
jectId

● cc:VpcId
● cc:VirtualGate

wayId
● cc:EnterpriseRo

uterId

cc:networkInstanc
es:delete

Grants permission
to remove a
network instance.

write networ
kInstan
ce *

● cc:VpcId
● cc:VirtualGate

wayId
● cc:EnterpriseRo

uterId

cloudCo
nnectio
n *

g:ResourceTag/
<tag-key>

- g:EnterpriseProjec
tId

cc:networkInstanc
es:update

Grants permission
to update a
network instance.

write networ
kInstan
ce *

● cc:VpcId
● cc:VirtualGate

wayId
● cc:EnterpriseRo

uterId

cloudCo
nnectio
n *

g:ResourceTag/
<tag-key>

- g:EnterpriseProjec
tId
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Action Description Access
Level

Resour
ce Type
(*:
require
d)

Condition Key

cc:networkInstanc
es:get

Grants permission
to query the
details of a
network instance.

read networ
kInstan
ce *

-

cloudCo
nnectio
n *

g:ResourceTag/
<tag-key>

- g:EnterpriseProjec
tId

cc:networkInstanc
es:list

Grants permission
to list the network
instances.

list networ
kInstan
ce *

-

cc:bandwidthPack
ages:create

Grants permission
to create a
bandwidth
package.

write bandwi
dthPack
age *

-

- ● g:EnterprisePro
jectId

● g:RequestTag/
<tag-key>

● g:TagKeys

cc:bandwidthPack
ages:delete

Grants permission
to delete a
bandwidth
package.

write bandwi
dthPack
age *

● g:EnterprisePro
jectId

● g:ResourceTag/
<tag-key>

cc:bandwidthPack
ages:update

Grants permission
to update a
bandwidth
package.

write bandwi
dthPack
age *

● g:EnterprisePro
jectId

● g:ResourceTag/
<tag-key>

cc:bandwidthPack
ages:get

Grants permission
to query the
details of a
bandwidth
package.

read bandwi
dthPack
age *

● g:EnterprisePro
jectId

● g:ResourceTag/
<tag-key>

cc:bandwidthPack
ages:list

Grants permission
to list the
bandwidth
packages.

list bandwi
dthPack
age *

-
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Action Description Access
Level

Resour
ce Type
(*:
require
d)

Condition Key

cc:bandwidthPack
ages:tag

Grants permission
to add tags to a
bandwidth
package.

tagging bandwi
dthPack
age *

● g:EnterprisePro
jectId

● g:ResourceTag/
<tag-key>

- ● g:RequestTag/
<tag-key>

● g:TagKeys

cc:bandwidthPack
ages:unTag

Grants permission
to delete tags
from a bandwidth
package.

tagging bandwi
dthPack
age *

● g:EnterprisePro
jectId

● g:ResourceTag/
<tag-key>

- ● g:RequestTag/
<tag-key>

● g:TagKeys

cc:bandwidthPack
ages:listTags

Grants permission
to list the tags
added to a
bandwidth
package.

list bandwi
dthPack
age *

-

cc:bandwidthPack
ages:associate

Grants permission
to bind a
bandwidth
package to a
cloud connection.

write bandwi
dthPack
age *

g:ResourceTag/
<tag-key>

cloudCo
nnectio
n *

g:ResourceTag/
<tag-key>

- g:EnterpriseProjec
tId

cc:bandwidthPack
ages:disassociate

Grants permission
to unbind a
bandwidth
package from a
cloud connection.

write bandwi
dthPack
age *

g:ResourceTag/
<tag-key>

cloudCo
nnectio
n *

g:ResourceTag/
<tag-key>

- g:EnterpriseProjec
tId
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Action Description Access
Level

Resour
ce Type
(*:
require
d)

Condition Key

cc:interRegionBan
dwidths:create

Grants permission
to assign an inter-
region bandwidth.

write interRe
gionBa
ndwidt
h *

-

cloudCo
nnectio
n *

g:ResourceTag/
<tag-key>

- ● g:EnterprisePro
jectId

● cc:BandwidthP
ackageId

cc:interRegionBan
dwidths:delete

Grants permission
to delete an inter-
region bandwidth.

write interRe
gionBa
ndwidt
h *

cc:BandwidthPack
ageId

cloudCo
nnectio
n *

g:ResourceTag/
<tag-key>

- g:EnterpriseProjec
tId

cc:interRegionBan
dwidths:update

Grants permission
to modify an
inter-region
bandwidth.

write interRe
gionBa
ndwidt
h *

cc:BandwidthPack
ageId

cloudCo
nnectio
n *

g:ResourceTag/
<tag-key>

- g:EnterpriseProjec
tId

cc:interRegionBan
dwidths:get

Grants permission
to query the
details of an inter-
region bandwidth.

read interRe
gionBa
ndwidt
h *

-

cloudCo
nnectio
n *

g:ResourceTag/
<tag-key>

- g:EnterpriseProjec
tId

Organizations
User Guide 5 Managing SCPs

Issue 01 (2025-02-25) Copyright © Huawei Cloud Computing Technologies Co., Ltd. 275



Action Description Access
Level

Resour
ce Type
(*:
require
d)

Condition Key

cc:interRegionBan
dwidths:list

Grants permission
to list the inter-
region
bandwidths.

list interRe
gionBa
ndwidt
h *

-

cc:cloudConnectio
nRoutes:get

Grants permission
to query the
details of a cloud
connection route.

read - -

cc:cloudConnectio
nRoutes:list

Grants permission
to list the cloud
connection routes.

list - -

cc:authorisation:cr
eate

Grants permission
to allow other
accounts to load
the VPCs in your
account to their
cloud connections.

write - -

cc:authorisation:d
elete

Grants permission
to stop allowing
other accounts to
load the VPCs in
your account to
their cloud
connections.

write - -

cc:authorisation:u
pdate

Grants permission
to update the
authorization that
allows other
accounts to load
the VPCs in your
account to their
cloud connections.

write - -

cc:authorisation:lis
t

Grants permission
to list the VPCs
that are allowed
to be loaded to
the cloud
connections in
other accounts.

list - -
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Action Description Access
Level

Resour
ce Type
(*:
require
d)

Condition Key

cc:authorisation:lis
tPermissions

Grants permission
to list the VPCs
that other
accounts allow
you to load to
your cloud
connection.

list - -

cc:centralNetwork:
create

Grants permission
to create a central
network.

write central
Networ
k *

-

- ● g:EnterprisePro
jectId

● g:RequestTag/
<tag-key>

● g:TagKeys
● cc:MultipleEnte

rpriseRouterIds

cc:centralNetwork:
delete

Grants permission
to delete a central
network.

write central
Networ
k *

● g:EnterprisePro
jectId

● g:ResourceTag/
<tag-key>

cc:centralNetwork:
update

Grants permission
to update a
central network.

write central
Networ
k *

● g:EnterprisePro
jectId

● g:ResourceTag/
<tag-key>

- ● g:RequestTag/
<tag-key>

● g:TagKeys

cc:centralNetwork:
get

Grants permission
to query the
details of a
central network.

read central
Networ
k *

● g:EnterprisePro
jectId

● g:ResourceTag/
<tag-key>

cc:centralNetwork:
list

Grants permission
to list the central
networks.

list central
Networ
k *

-
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Action Description Access
Level

Resour
ce Type
(*:
require
d)

Condition Key

cc:centralNetwork:
tag

Grants permission
to add tags to a
central network.

tagging central
Networ
k *

● g:EnterprisePro
jectId

● g:ResourceTag/
<tag-key>

- ● g:RequestTag/
<tag-key>

● g:TagKeys

cc:centralNetwork:
unTag

Grants permission
to delete tags
from a central
network.

tagging central
Networ
k *

● g:EnterprisePro
jectId

● g:ResourceTag/
<tag-key>

- ● g:RequestTag/
<tag-key>

● g:TagKeys

cc:centralNetwork:
listTags

Grants permission
to list the tags
added to a central
network.

list central
Networ
k *

-

cc:centralNetwork:
createPolicy

Grants permission
to add a policy to
a central network.

write central
Networ
k *

● g:EnterprisePro
jectId

● g:ResourceTag/
<tag-key>

- cc:MultipleEnterpr
iseRouterIds

cc:centralNetwork:
applyPolicy

Grants permission
to apply a policy
to a central
network.

write central
Networ
k *

● g:EnterprisePro
jectId

● g:ResourceTag/
<tag-key>

cc:centralNetwork:
deletePolicy

Grants permission
to delete a policy
from a central
network.

write central
Networ
k *

● g:EnterprisePro
jectId

● g:ResourceTag/
<tag-key>

cc:centralNetwork:
listPolicies

Grants permission
to list the central
network policies.

list central
Networ
k *

-
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Action Description Access
Level

Resour
ce Type
(*:
require
d)

Condition Key

cc:centralNetwork:
listChangeSet

Grants permission
to query the
changes between
the current policy
and the applied
policy.

list central
Networ
k *

-

cc:centralNetwork:
listConnections

Grants permission
to list the central
network
connections.

list central
Networ
k *

-

cc:centralNetwork:
updateConnection

Grants permission
to update a
central network
connection.

write central
Networ
k *

● g:EnterprisePro
jectId

● g:ResourceTag/
<tag-key>

- cc:GlobalConnecti
onBandwidthId

cc:centralNetwork
Attachment:create
Gdgw

Grants permission
to add a global
DC gateway to a
central network
as an attachment.

write central
Networ
kAttach
ment *

-

central
Networ
k *

g:ResourceTag/
<tag-key>

- ● g:EnterprisePro
jectId

● cc:EnterpriseRo
uterId

● cc:GlobalDcGat
ewayId

cc:centralNetwork
Attachment:updat
eGdgw

Grants permission
to update a
global DC
gateway on a
central network.

write central
Networ
kAttach
ment *

● cc:GlobalDcGat
ewayId

● cc:EnterpriseRo
uterId

central
Networ
k *

g:ResourceTag/
<tag-key>

- g:EnterpriseProjec
tId
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Action Description Access
Level

Resour
ce Type
(*:
require
d)

Condition Key

cc:centralNetwork
Attachment:getGd
gw

Grants permission
to query the
details of a global
DC gateway on a
central network.

read central
Networ
kAttach
ment *

● cc:GlobalDcGat
ewayId

● cc:EnterpriseRo
uterId

central
Networ
k *

g:ResourceTag/
<tag-key>

- g:EnterpriseProjec
tId

cc:centralNetwork
Attachment:listGd
gws

Grants permission
to list the global
DC gateways on a
central network.

list central
Networ
kAttach
ment *

-

central
Networ
k *

g:ResourceTag/
<tag-key>

- g:EnterpriseProjec
tId

cc:centralNetwork
Attachment:create
ErRouteTable

Grants permission
to add an
enterprise router
route table to a
central network
as an attachment.

write central
Networ
kAttach
ment *

-

central
Networ
k *

g:ResourceTag/
<tag-key>

- ● g:EnterprisePro
jectId

● cc:MultipleEnte
rpriseRouterIds

cc:centralNetwork
Attachment:updat
eErRouteTable

Grants permission
to update an
enterprise router
route table on a
central network.

write central
Networ
kAttach
ment *

cc:MultipleEnterpr
iseRouterIds

central
Networ
k *

g:ResourceTag/
<tag-key>

- g:EnterpriseProjec
tId
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Action Description Access
Level

Resour
ce Type
(*:
require
d)

Condition Key

cc:centralNetwork
Attachment:getEr
RouteTable

Grants permission
to query the
details of an
enterprise router
route table on a
central network.

read central
Networ
kAttach
ment *

cc:MultipleEnterpr
iseRouterIds

central
Networ
k *

g:ResourceTag/
<tag-key>

- g:EnterpriseProjec
tId

cc:centralNetwork
Attachment:listEr
RouteTables

Grants permission
to list the
enterprise router
route tables on a
central network.

list central
Networ
kAttach
ment *

-

central
Networ
k *

g:ResourceTag/
<tag-key>

- g:EnterpriseProjec
tId

cc:centralNetwork
Attachment:delete

Grants permission
to delete an
attachment from
a central network.

write central
Networ
kAttach
ment *

● cc:GlobalDcGat
ewayId

● cc:EnterpriseRo
uterId

● cc:MultipleEnte
rpriseRouterIds

central
Networ
k *

g:ResourceTag/
<tag-key>

- g:EnterpriseProjec
tId

cc:centralNetwork
Attachment:list

Grants permission
to list the central
network
attachments.

list central
Networ
kAttach
ment *

-

central
Networ
k *

g:ResourceTag/
<tag-key>

- g:EnterpriseProjec
tId
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Each API of Cloud Connect usually supports one or more actions. Table 5-68 lists
the supported actions and dependencies.

Table 5-68 Actions and dependencies supported by Cloud Connect APIs

API Action Dependencies

POST /v3/
{domain_id}/ccaas/
cloud-connections

cc:cloudConnections:create -

PUT /v3/
{domain_id}/ccaas/
cloud-connections/
{id}

cc:cloudConnections:update -

DELETE /v3/
{domain_id}/ccaas/
cloud-connections/
{id}

cc:cloudConnections:delete -

GET /v3/
{domain_id}/ccaas/
cloud-connections/
{id}

cc:cloudConnections:get -

GET /v3/
{domain_id}/ccaas/
cloud-connections

cc:cloudConnections:list -

POST /v3/
{domain_id}/ccaas/
cloud-connections/
filter

cc:cloudConnections:list -

POST /v3/
{domain_id}/ccaas/
cloud-connections/
{id}/tag

cc:cloudConnections:tag -

POST /v3/
{domain_id}/ccaas/
cloud-connections/
{id}/untag

cc:cloudConnections:unTag -

GET /v3/
{domain_id}/ccaas/
cloud-connections/
tags

cc:cloudConnections:listTag
s

-

POST /v3/
{domain_id}/ccaas/
network-instances

cc:networkInstances:create -
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API Action Dependencies

PUT /v3/
{domain_id}/ccaas/
network-instances/
{id}

cc:networkInstances:update -

DELETE /v3/
{domain_id}/ccaas/
network-instances/
{id}

cc:networkInstances:delete -

GET /v3/
{domain_id}/ccaas/
network-instances/
{id}

cc:networkInstances:get -

GET /v3/
{domain_id}/ccaas/
network-instances

cc:networkInstances:list -

POST /v3/
{domain_id}/ccaas/
bandwidth-
packages

cc:bandwidthPackages:creat
e

-

PUT /v3/
{domain_id}/ccaas/
bandwidth-
packages/{id}

cc:bandwidthPackages:upda
te

-

DELETE /v3/
{domain_id}/ccaas/
bandwidth-
packages/{id}

cc:bandwidthPackages:delet
e

-

GET /v3/
{domain_id}/ccaas/
bandwidth-
packages/{id}

cc:bandwidthPackages:get -

GET /v3/
{domain_id}/ccaas/
bandwidth-
packages

cc:bandwidthPackages:list -

POST /v3/
{domain_id}/ccaas/
bandwidth-
packages/filter

cc:bandwidthPackages:list -

POST /v3/
{domain_id}/ccaas/
bandwidth-
packages/{id}/tag

cc:bandwidthPackages:tag -
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API Action Dependencies

POST /v3/
{domain_id}/ccaas/
bandwidth-
packages/{id}/untag

cc:bandwidthPackages:unTa
g

-

GET /v3/
{domain_id}/ccaas/
bandwidth-
packages/tags

cc:bandwidthPackages:listT
ags

-

POST /v3/
{domain_id}/ccaas/
bandwidth-
packages/{id}/
associate

cc:bandwidthPackages:asso
ciate

-

POST /v3/
{domain_id}/ccaas/
bandwidth-
packages/{id}/
disassociate

cc:bandwidthPackages:disas
sociate

-

POST /v3/
{domain_id}/ccaas/
inter-region-
bandwidths

cc:interRegionBand-
widths:create

-

PUT /v3/
{domain_id}/ccaas/
inter-region-
bandwidths/{id}

cc:interRegionBand-
widths:update

-

DELETE /v3/
{domain_id}/ccaas/
inter-region-
bandwidths/{id}

cc:interRegionBand-
widths:delete

-

GET /v3/
{domain_id}/ccaas/
inter-region-
bandwidths/{id}

cc:interRegionBand-
widths:get

-

GET /v3/
{domain_id}/ccaas/
inter-region-
bandwidths

cc:interRegionBand-
widths:list

-

GET /v3/
{domain_id}/ccaas/
cloud-connection-
routes/{id}

cc:cloudConnection-
Routes:get

-
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API Action Dependencies

GET /v3/
{domain_id}/ccaas/
cloud-connection-
routes

cc:cloudConnection-
Routes:list

-

POST /v3/
{domain_id}/ccaas/
authorisations

cc:authorisation:create -

DELETE /v3/
{domain_id}/ccaas/
authorisations/{id}

cc:authorisation:delete -

PUT /v3/
{domain_id}/ccaas/
authorisations/{id}

cc:authorisation:update -

GET /v3/
{domain_id}/ccaas/
authorisations

cc:authorisation:list -

GET /v3/
{domain_id}/ccaas/
permissions

cc:authorisation:listPermissi
ons

-

GET /v3/
{domain_id}/ccaas/
quotas

cc:quota:list -

GET /v3/
{domain_id}/gcn/
quotas

cc:quota:list -

GET /v3/
{domain_id}/ccaas/
capabilities

cc:capability:list -

GET /v3/
{domain_id}/gcn/
capabilities

cc:capability:list -
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API Action Dependencies

POST /v3/
{domain_id}/gcn/
central-networks

cc:centralNetwork:create ● er:instances:get
● er:routeTables:get
● er:routeTables:listPropag

ations
● er:routeTables:enablePro

pagation
● er:routeTables:disablePro

pagation
● er:routeTables:listAssocia

tions
● er:routeTables:associate
● er:routeTables:disassocia

te

DELETE /v3/
{domain_id}/gcn/
central-networks/
{central_network_id
}

cc:centralNetwork:delete ● er:instances:get
● er:routeTables:get
● er:routeTables:listPropag

ations
● er:routeTables:enablePro

pagation
● er:routeTables:disablePro

pagation
● er:routeTables:listAssocia

tions
● er:routeTables:associate
● er:routeTables:disassocia

te

PUT /v3/
{domain_id}/gcn/
central-networks/
{central_network_id
}

cc:centralNetwork:update -

GET /v3/
{domain_id}/gcn/
central-networks/
{central_network_id
}

cc:centralNetwork:get -

GET /v3/
{domain_id}/gcn/
central-networks

cc:centralNetwork:list -

POST /v3/
{domain_id}/gcn/
central-networks/
filter

cc:centralNetwork:list -
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API Action Dependencies

POST /v3/
{domain_id}/gcn/
central-networks/
{central_network_id
}/tag

cc:centralNetwork:tag -

POST /v3/
{domain_id}/gcn/
central-networks/
{central_network_id
}/untag

cc:centralNetwork:unTag -

GET /v3/
{domain_id}/gcn/
central-networks/
tags

cc:centralNetwork:listTags -

POST /v3/
{domain_id}/gcn/
central-network/
{central_network_id
}/policies

cc:centralNetwork:createPol
icy

● er:instances:get
● er:routeTables:get

POST /v3/
{domain_id}/gcn/
central-network/
{central_network_id
}/policies/
{policy_id}/apply

cc:centralNetwork:applyPoli
cy

● er:instances:get
● er:routeTables:get
● er:routeTables:listPropag

ations
● er:routeTables:enablePro

pagation
● er:routeTables:disablePro

pagation
● er:routeTables:listAssocia

tions
● er:routeTables:associate
● er:routeTables:disassocia

te

DELETE /v3/
{domain_id}/gcn/
central-network/
{central_network_id
}/policies/{policy_id}

cc:centralNetwork:deletePol
icy

-

GET /v3/
{domain_id}/gcn/
central-network/
{central_network_id
}/policies

cc:centralNetwork:listPolicie
s

-
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API Action Dependencies

GET /v3/
{domain_id}/gcn/
central-network/
{central_network_id
}/policies/
{policy_id}/change-
set

cc:centralNetwork:listChang
eSet

-

GET /v3/
{domain_id}/gcn/
central-network/
{central_network_id
}/connections

cc:centralNetwork:listConne
ctions

-

PUT /v3/
{domain_id}/gcn/
central-network/
{central_network_id
}/connections/
{connection_id}

cc:centralNetwork:updateC
onnection

-

POST /v3/
{domain_id}/gcn/
central-network/
{central_network_id
}/gdgw-
attachments

cc:centralNetworkAttach-
ment:createGdgw

● er:instances:get
● er:routeTables:get
● er:routeTables:listPropag

ations
● er:routeTables:enablePro

pagation
● er:routeTables:disablePro

pagation
● er:routeTables:listAssocia

tions
● er:routeTables:associate
● er:routeTables:disassocia

te

PUT /v3/
{domain_id}/gcn/
central-network/
{central_network_id
}/gdgw-
attachments/
{gdgw_attachment_
id}

cc:centralNetworkAttach-
ment:updateGdgw

-
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API Action Dependencies

GET /v3/
{domain_id}/gcn/
central-network/
{central_network_id
}/gdgw-
attachments/
{gdgw_attachment_
id}

cc:centralNetworkAttach-
ment:getGdgw

-

GET /v3/
{domain_id}/gcn/
central-network/
{central_network_id
}/gdgw-
attachments

cc:centralNetworkAttach-
ment:listGdgws

-

POST /v3/
{domain_id}/gcn/
central-network/
{central_network_id
}/er-route-table-
attachments

cc:centralNetworkAttach-
ment:createErRouteTable

● er:instances:get
● er:routeTables:get
● er:routeTables:listPropag

ations
● er:routeTables:enablePro

pagation
● er:routeTables:disablePro

pagation
● er:routeTables:listAssocia

tions
● er:routeTables:associate
● er:routeTables:disassocia

te

PUT /v3/
{domain_id}/gcn/
central-network/
{central_network_id
}/er-route-table-
attachments/
{er_route_table_atta
chment_id}

cc:centralNetworkAttach-
ment:updateErRouteTable

-

GET /v3/
{domain_id}/gcn/
central-network/
{central_network_id
}/er-route-table-
attachments/
{er_route_table_atta
chment_id}

cc:centralNetworkAttach-
ment:getErRouteTable

-
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GET /v3/
{domain_id}/gcn/
central-network/
{central_network_id
}/er-route-table-
attachments

cc:centralNetworkAttach-
ment:listErRouteTables

-

DELETE /v3/
{domain_id}/gcn/
central-network/
{central_network_id
}/attachments/
{attachment_id}

cc:centralNetworkAttach-
ment:delete

● er:instances:get
● er:routeTables:get
● er:routeTables:listPropag

ations
● er:routeTables:enablePro

pagation
● er:routeTables:disablePro

pagation
● er:routeTables:listAssocia

tions
● er:routeTables:associate
● er:routeTables:disassocia

te

GET /v3/
{domain_id}/gcn/
central-network/
{central_network_id
}/attachments

cc:centralNetworkAttach-
ment:list

-

 

Resources

A resource type indicates the resources that an SCP policy applies to. If you specify
a resource type for any action in Table 5-69, the resource URN must be specified
in the SCP statements using that action, and the SCP applies only to resources of
this type. If no resource type is specified, the Resource element is marked with an
asterisk (*) and the SCP applies to all resources. You can also set condition keys in
an SCP policy to define resource types.

The following table lists the resource types that you can define in SCP statements
for Cloud Connect.

Table 5-69 Resource types supported by Cloud Connect

Resource Type URN

cloudConnection cc::<account-id>:cloudConnection:<cloud-connection-
id>

interRegionBandwidth cc::<account-id>:interRegionBandwidth:<inter-region-
bandwidth-id>
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Resource Type URN

networkInstance cc::<account-id>:networkInstance:<network-instance-
id>

siteNetwork cc::<account-id>:siteNetwork:<site-network-id>

bandwidthPackage cc::<account-id>:bandwidthPackage:<bandwidth-
package-id>

centralNetwork cc::<account-id>:centralNetwork:<central-network-id>

centralNetworkAt-
tachment

cc::<account-id>:centralNetworkAttachment:<central-
network-attachment-id>

 

Conditions
A Condition element lets you specify conditions for when an SCP is in effect. It
contains condition keys and operators.

● A key in the Condition element of a statement can be a global condition key
or a service-specific condition key.
– Global condition keys (with the g: prefix) apply to all actions. Cloud

services do not need to provide user identity information. Instead, the
system automatically obtains such information and authenticates users.
For details, see Global Condition Keys.

– Service-specific condition keys (with the abbreviation of a service name
plus a colon as the prefix, for example, cc:) apply only to operations of
Cloud Connect. For details, see Table 5-70.

– The number of values associated with a condition key in the request
context of an API call makes the condition key single-valued or
multivalued. Single-valued condition keys have at most one value in the
request context of an API call. Multivalued condition keys can have
multiple values in the request context of an API call. For example, a
request can originate from at most one VPC endpoint, so g:SourceVpce is
a single-valued condition key. You can tag resources and include multiple
tag key-value pairs in a request, so g:TagKeys is a multivalued condition
key.

● A condition operator, condition key, and a condition value together constitute
a complete condition statement. An SCP can be applied only when its request
conditions are met. For details about the supported operators, see operators.

The following table lists the condition keys that you can define in SCPs for Cloud
Connect. You can include these condition keys to specify conditions for when your
SCP is in effect.
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Table 5-70 Service-specific condition keys supported by Cloud Connect

Service-specific
Condition Key

Type Single-valued/
Multivalued

What To Do

cc:VpcId string Single-valued VPC ID as a filter.

cc:VirtualGatewayI
d

string Single-valued Direct Connect virtual
gateway ID as a filter.

cc:EnterpriseRoute
rId

string Single-valued Enterprise router ID as a
filter.

cc:MultipleEnterpr
iseRouterIds

string Multivalued Enterprise router IDs as a
filter.

cc:BandwidthPack
ageId

string Single-valued Bandwidth package ID as a
filter.

cc:GlobalConnecti
onBandwidthId

string Single-valued Global private bandwidth ID
as a filter.

cc:GlobalDcGatew
ayId

string Single-valued Global DC gateway ID as a
filter.

 

5.10.4 Containers

5.10.4.1 Cloud Container Engine (CCE)

The Organizations service provides Service Control Policies (SCPs) to set access
control policies.

SCPs do not actually grant any permissions to a principal. They only set the
permissions boundary for the principal. When SCPs are attached to a member
account or an organizational unit (OU), they do not directly grant permissions to
that member account or OU. Instead, the SCPs just determine what permissions
are available for that member account or the member accounts under that OU.

This section describes the elements used by Organizations SCPs. The elements
include actions, resources, and conditions.

For details about how to use these elements to create a custom SCP, see Creating
an SCP.

Actions

Actions are specific operations that are allowed or denied in an SCP.

● The Access Level column describes how the action is classified (List, Read, or
Write). This classification helps you understand the level of access that an
action grants when you use it in an SCP.

● The Resource Type column indicates whether the action supports resource-
level permissions.
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– You can use a wildcard (*) to indicate all resource types. If this column is
empty (-), the action does not support resource-level permissions, and
you must specify all resources ("*") in your SCP statements.

– If this column includes a resource type, you must specify the URN in the
Resource element of your statements.

– Required resources are marked with asterisks (*) in the table. If you
specify a resource in a statement using this action, then it must be of this
type.

For details about the resource types defined by CCE, see Resources.

● The Condition Key column contains keys that you can specify in the
Condition element of an SCP statement.

– If the Resource Type column has values for an action, the condition key
takes effect only for the listed resource types.

– If the Resource Type column is empty (-) for an action, the condition key
takes effect for all resources that action supports.

– If the Condition Key column is empty (-) for an action, the action does
not support any condition keys.

For details about the condition keys defined by CCE, see Conditions.

The following table lists the actions that you can define in SCP statements for CCE.

Table 5-71 Actions Supported by CCE

Action Description Access
Level

Resour
ce Type
(*:
require
d)

Condition Key

cce:cluster:createC
luster

Grants permission
to create a cluster.

write cluster * ● g:EnterprisePro
jectId

● g:TagKeys
● g:RequestTag/

<tag-key>

cce:cluster:delete Grants permission
to delete a cluster.

write cluster * ● g:EnterprisePro
jectId

● g:ResourceTag/
<tag-key>

cce:cluster:update
Cluster

Grants permission
to update a
cluster.

write cluster * ● g:EnterprisePro
jectId

● g:ResourceTag/
<tag-key>

cce:cluster:upgrad
e

Grants permission
to upgrade the
version of a
cluster.

write cluster * ● g:EnterprisePro
jectId

● g:ResourceTag/
<tag-key>
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Action Description Access
Level

Resour
ce Type
(*:
require
d)

Condition Key

cce:cluster:start Grants permission
to wake up a
hibernated cluster.

write cluster * ● g:EnterprisePro
jectId

● g:ResourceTag/
<tag-key>

cce:cluster:stop Grants permission
to hibernate a
cluster.

write cluster * ● g:EnterprisePro
jectId

● g:ResourceTag/
<tag-key>

cce:cluster:list Grants permission
to view the cluster
details list.

list cluster * -

cce:cluster:getClus
ter

Grants permission
to view details
about a specified
cluster.

read cluster * ● g:ResourceTag/
<tag-key>

● g:EnterprisePro
jectId

cce:cluster:getEnd
points

Grants permission
to view the access
address of a
specified cluster.

read cluster * ● g:ResourceTag/
<tag-key>

● g:EnterprisePro
jectId

cce:cluster:resize Grants permission
to modify the
specifications of a
cluster.

write cluster * ● g:EnterprisePro
jectId

● g:ResourceTag/
<tag-key>

cce:cluster:eipBind
ing

Grants permission
to bind or unbind
a public IP
address to or
from a cluster.

write cluster * ● g:EnterprisePro
jectId

● g:ResourceTag/
<tag-key>

cce:cluster:generat
eClientCredential

Grants permission
to generate
cluster client
access credentials.

read cluster * ● g:EnterprisePro
jectId

● g:ResourceTag/
<tag-key>

cce:cluster:addTag
s

Grants permission
to add tags to a
cluster.

tagging cluster * ● g:EnterprisePro
jectId

● g:ResourceTag/
<tag-key>
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Action Description Access
Level

Resour
ce Type
(*:
require
d)

Condition Key

- ● g:TagKeys
● g:RequestTag/

<tag-key>

cce:cluster:remove
Tags

Grants permission
to delete tags
from a cluster.

tagging cluster * ● g:EnterprisePro
jectId

● g:ResourceTag/
<tag-key>

- ● g:TagKeys
● g:RequestTag/

<tag-key>

cce:cluster:getConf
igurationTemplate

Grants permission
to obtain the
configuration
template
information about
a cluster.

read cluster * ● cce:ClusterId
● g:EnterprisePro

jectId

cce:cluster:getLog
Config

Grants permission
to obtain the
current log
collection
configurations of
a cluster.

read cluster * ● g:EnterprisePro
jectId

● g:ResourceTag/
<tag-key>

cce:cluster:update
LogConfig

Grants permission
to update the log
collection
configurations of
a cluster.

write cluster * ● g:EnterprisePro
jectId

● g:ResourceTag/
<tag-key>

cce:partition:creat
e

Grants permission
to access a
partition.

write cluster * ● cce:ClusterId
● g:EnterprisePro

jectId

cce:partition:upda
te

Grants permission
to update a
partition.

write cluster * g:EnterpriseProjec
tId

cce:partition:get Grants permission
to obtain details
about a specified
partition.

read cluster * g:EnterpriseProjec
tId
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Action Description Access
Level

Resour
ce Type
(*:
require
d)

Condition Key

cce:partition:list Grants permission
to view the
partition list in a
specified cluster.

list cluster * ● cce:ClusterId
● g:EnterprisePro

jectId

cce:nodepool:crea
te

Grants permission
to create a node
pool.

write cluster * ● cce:ClusterId
● evs:Encrypted
● g:EnterprisePro

jectId

cce:nodepool:dele
te

Grants permission
to delete a node
pool.

write cluster * g:EnterpriseProjec
tId

cce:nodepool:upd
ateNodepool

Grants permission
to update a node
pool.

write cluster * -

- ● evs:Encrypted
● g:EnterprisePro

jectId

cce:nodepool:getN
odepool

Grants permission
to obtain details
about a specified
node pool.

read cluster * g:EnterpriseProjec
tId

cce:nodepool:list Grants permission
to view the node
pool list in a
specified cluster.

list cluster * ● cce:ClusterId
● g:EnterprisePro

jectId

cce:nodepool:getC
onfigurationTem-
plate

Grants permission
to obtain node
pool configuration
templates.

read cluster * g:EnterpriseProjec
tId

cce:nodepool:getC
onfiguration

Grants permission
to obtain the
configurations of
a node pool.

read cluster * g:EnterpriseProjec
tId

cce:nodepool:upd
ateConfiguration

Grants permission
to update the
configurations of
a node pool.

write cluster * g:EnterpriseProjec
tId
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Action Description Access
Level

Resour
ce Type
(*:
require
d)

Condition Key

cce:node:createNo
de

Grants permission
to create a node.

write cluster * ● cce:ClusterId
● evs:Encrypted
● g:EnterprisePro

jectId

cce:node:delete Grants permission
to delete a node.

write cluster * g:EnterpriseProjec
tId

cce:node:update Grants permission
to update a node.

write cluster * g:EnterpriseProjec
tId

cce:node:getNode Grants permission
to obtain details
about a specified
node.

read cluster * g:EnterpriseProjec
tId

cce:node:list Grants permission
to view the node
list in a specified
cluster.

list cluster * ● cce:ClusterId
● g:EnterprisePro

jectId

cce:node:reset Grants permission
to reset a node.

write cluster * ● cce:ClusterId
● evs:Encrypted
● g:EnterprisePro

jectId

cce:node:add Grants permission
to manage a
node.

write cluster * ● cce:ClusterId
● evs:Encrypted
● g:EnterprisePro

jectId

cce:node:remove Grants permission
to release a node.

write cluster * ● cce:ClusterId
● g:EnterprisePro

jectId

cce:node:migrate Grants permission
to migrate nodes
between clusters.

write cluster * ● cce:nodeTransf
erSourceCluste
r

● cce:nodeTransf
erTargetCluster

● g:EnterprisePro
jectId
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Action Description Access
Level

Resour
ce Type
(*:
require
d)

Condition Key

cce:node:sync Grants permission
to synchronize
infrastructure and
resource status
between nodes.

read cluster * g:EnterpriseProjec
tId

cce:quota:get Grants permission
to obtain resource
quotas of cloud
services used in a
CCE cluster.

read - -

cce:addonInstance
:create

Grants permission
to create an add-
on instance.

write cluster * ● cce:ClusterId
● g:EnterprisePro

jectId

cce:addonInstance
:delete

Grants permission
to delete an add-
on instance.

write cluster * ● cce:ClusterId
● g:EnterprisePro

jectId

cce:addonInstance
:update

Grants permission
to update an add-
on instance.

write cluster * ● cce:ClusterId
● g:EnterprisePro

jectId

cce:addonInstance
:get

Grants permission
to obtain details
about a specified
add-on instance.

read cluster * ● cce:ClusterId
● g:EnterprisePro

jectId

cce:addonInstance
:list

Grants permission
to view the add-
on instance list in
a specified cluster.

list cluster * ● cce:ClusterId
● g:EnterprisePro

jectId

cce:addonInstance
:rollback

Grants permission
to roll back a
specified add-on
instance.

write cluster * ● cce:ClusterId
● g:EnterprisePro

jectId

cce:chart:upload Grants permission
to upload an
application chart.

write - -

cce:chart:delete Grants permission
to delete an
application chart.

write - -
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Action Description Access
Level

Resour
ce Type
(*:
require
d)

Condition Key

cce:chart:update Grants permission
to update an
application chart.

write - -

cce:chart:listChart Grants permission
to view the
application chart
details list.

list - -

cce:chart:getChart Grants permission
to view details
about an
application chart
specified by a
user.

read - -

cce:chart:downloa
d

Grants permission
to view the
application charts
downloaded by a
user.

read - -

cce:chart:getQuot
a

Grants permission
to view the
application chart
quota.

read - -

cce:release:create Grants permission
to create a
release.

write - ● cce:ClusterId
● g:EnterprisePro

jectId

cce:release:delete Grants permission
to delete a
release.

write cluster * ● cce:ClusterId
● g:EnterprisePro

jectId

cce:release:update Grants permission
to update a
release.

write cluster * ● cce:ClusterId
● g:EnterprisePro

jectId

cce:release:get Grants permission
to obtain details
about a specified
release.

read cluster * ● cce:ClusterId
● g:EnterprisePro

jectId

cce:release:list Grants permission
to view the
release list in a
specified cluster.

list cluster * ● cce:ClusterId
● g:EnterprisePro

jectId
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Each API of CCE usually supports one or more actions. Table 5-72 lists the
supported actions and dependencies.

Table 5-72 Actions and dependencies supported by CCE APIs

API Action Dependencies

GET /api/v3/
projects/
{project_id}/quotas

cce:quota:get -

POST /api/v3/
projects/
{project_id}/clusters

cce:cluster:createCluster -

DELETE /api/v3/
projects/
{project_id}/
clusters/{cluster_id}

cce:cluster:delete -

PUT /api/v3/
projects/
{project_id}/
clusters/{cluster_id}

cce:cluster:updateCluster -

POST /api/v3/
projects/
{project_id}/
clusters/
{cluster_id}/
operation/
upgradeworkflows

cce:cluster:upgrade -

GET /api/v3/
projects/
{project_id}/
clusters/
{cluster_id}/
operation/
upgradeworkflows

cce:cluster:upgrade -

GET /api/v3/
projects/
{project_id}/
clusters/
{cluster_id}/
operation/
upgradeworkflows/
{upgrade_workflow
_id}

cce:cluster:upgrade -
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PATCH /api/v3/
projects/
{project_id}/
clusters/
{cluster_id}/
operation/
upgradeworkflows/
{upgrade_workflow
_id}

cce:cluster:upgrade -

POST /api/v3/
projects/
{project_id}/
clusters/
{cluster_id}/
operation/upgrade

cce:cluster:upgrade -

POST /api/v3/
projects/
{project_id}/
clusters/
{cluster_id}/
operation/upgrade/
retry

cce:cluster:upgrade -

GET /api/v3/
projects/
{project_id}/
clusters/
{cluster_id}/
operation/upgrade/
tasks/{task_id}

cce:cluster:upgrade -

POST /api/v3/
projects/
{project_id}/
clusters/
{cluster_id}/
operation/upgrade/
continue

cce:cluster:upgrade -

POST /api/v3/
projects/
{project_id}/
clusters/
{cluster_id}/
operation/upgrade/
pause

cce:cluster:upgrade -

GET /api/v3/
clusterupgradefea-
turegates

cce:cluster:upgrade -
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GET /api/v3/
clusterupgradepaths

cce:cluster:upgrade -

GET /api/v3/
projects/
{project_id}/
clusters/
{cluster_id}/
upgradeinfo

cce:cluster:upgrade -

POST /api/v3/
projects/
{project_id}/
clusters/
{cluster_id}/
operation/postcheck

cce:cluster:upgrade -

POST /api/v3/
projects/
{project_id}/
clusters/
{cluster_id}/
operation/precheck

cce:cluster:upgrade -

GET /api/v3/
projects/
{project_id}/
clusters/
{cluster_id}/
operation/precheck/
tasks

cce:cluster:upgrade -

GET /api/v3/
projects/
{project_id}/
clusters/
{cluster_id}/
operation/precheck/
tasks/{task_id}

cce:cluster:upgrade -

GET /api/v3.1/
projects/
{project_id}/
clusters/
{cluster_id}/
operation/snapshot/
tasks

cce:cluster:upgrade -
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POST /api/v3.1/
projects/
{project_id}/
clusters/
{cluster_id}/
operation/snapshot

cce:cluster:upgrade -

GET /api/v3/
projects/
{project_id}/
clusters/
{cluster_id}/
operation/upgrade/
tasks

cce:cluster:upgrade -

POST /api/v3/
projects/
{project_id}/
clusters/
{cluster_id}/
operation/awake

cce:cluster:start -

POST /api/v3/
projects/
{project_id}/
clusters/
{cluster_id}/
operation/hibernate

cce:cluster:stop -

GET /api/v3/
projects/
{project_id}/clusters

cce:cluster:list -

GET /api/v3/
projects/
{project_id}/
clusters/{cluster_id}

cce:cluster:getCluster -

GET /api/v3/
projects/
{project_id}/
clusters/
{cluster_id}/openapi

cce:cluster:getEndpoints -

POST /api/v3/
projects/
{project_id}/
clusters/
{cluster_id}/
operation/resize

cce:cluster:resize -
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PUT /api/v3/
projects/
{project_id}/
clusters/
{cluster_id}/
mastereip

cce:cluster:eipBinding -

POST /api/v3/
projects/
{project_id}/
clusters/
{cluster_id}/
clustercert

cce:cluster:generateClientCr
edential

-

POST /api/v3/
projects/
{project_id}/
clusters/
{cluster_id}/tags/
create

cce:cluster:addTags -

POST /api/v3/
projects/
{project_id}/
clusters/
{cluster_id}/tags/
delete

cce:cluster:removeTags -

GET /api/v3/
projects/
{project_id}/
clusters/
{cluster_id}/
configuration/detail

cce:cluster:getConfiguration
Template

-

GET /api/v3/
projects/
{project_id}/cluster/
{cluster_id}/log-
configs

cce:cluster:getLogConfig -

PUT /api/v3/
projects/
{project_id}/cluster/
{cluster_id}/log-
configs

cce:cluster:updateLogConfig -

POST /api/v3/
projects/
{project_id}/
clusters/
{cluster_id}/
partitions

cce:partition:create -
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PUT /api/v3/
projects/
{project_id}/
clusters/
{cluster_id}/
partitions/
{partition_name}

cce:partition:update -

GET /api/v3/
projects/
{project_id}/
clusters/
{cluster_id}/
partitions/
{partition_name}

cce:partition:get -

GET /api/v3/
projects/
{project_id}/
clusters/
{cluster_id}/
partitions

cce:partition:list -

POST /api/v3/
projects/
{project_id}/
clusters/
{cluster_id}/
nodepools

cce:nodepool:create -

DELETE /api/v3/
projects/
{project_id}/
clusters/
{cluster_id}/
nodepools/
{nodepool_id}

cce:nodepool:delete -

PUT /api/v3/
projects/
{project_id}/
clusters/
{cluster_id}/
nodepools/
{nodepool_id}

cce:nodepool:updateNodep
ool

-
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GET /api/v3/
projects/
{project_id}/
clusters/
{cluster_id}/
nodepools/
{nodepool_id}

cce:nodepool:getNodepool -

GET /api/v3/
projects/
{project_id}/
clusters/
{cluster_id}/
nodepools

cce:nodepool:list -

GET /api/v3/
projects/
{project_id}/
clusters/
{cluster_id}/
nodepools/
{nodepool_id}/
configuration/detail

cce:nodepool:getConfigurati
onTemplate

-

GET /api/v3/
projects/
{project_id}/
clusters/
{cluster_id}/
nodepools/
{nodepool_id}/
configuration

cce:nodepool:getConfigurati
on

-

PUT /api/v3/
projects/
{project_id}/
clusters/
{cluster_id}/
nodepools/
{nodepool_id}/
configuration

cce:nodepool:updateConfig
uration

-

POST /api/v3/
projects/
{project_id}/
clusters/
{cluster_id}/nodes

cce:node:createNode -
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DELETE /api/v3/
projects/
{project_id}/
clusters/
{cluster_id}/nodes/
{node_id}

cce:node:delete -

PUT /api/v3/
projects/
{project_id}/
clusters/
{cluster_id}/nodes/
{node_id}

cce:node:update -

GET /api/v3/
projects/
{project_id}/
clusters/
{cluster_id}/nodes/
{node_id}

cce:node:getNode -

GET /api/v3/
projects/
{project_id}/
clusters/
{cluster_id}/nodes

cce:node:list -

POST /api/v3/
projects/
{project_id}/
clusters/
{cluster_id}/nodes/
reset

cce:node:reset -

POST /api/v3/
projects/
{project_id}/
clusters/
{cluster_id}/
nodes/add

cce:node:add -

PUT /api/v3/
projects/
{project_id}/
clusters/
{cluster_id}/nodes/
operation/remove

cce:node:remove -
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PUT /api/v3/
projects/
{project_id}/
clusters/
{cluster_id}/nodes/
operation/
migrateto/
{target_cluster_id}

cce:node:migrate -

GET /api/v2/
projects/
{project_id}/
clusters/
{cluster_id}/nodes/
{node_id}/sync

cce:node:sync -

POST /api/v3/
addons

cce:addonInstance:create -

DELETE /api/v3/
addons/{id}

cce:addonInstance:delete -

PUT /api/v3/
addons/{id}

cce:addonInstance:update -

GET /api/v3/
addons/{id}

cce:addonInstance:get -

GET /api/v3/addons cce:addonInstance:list -

POST /api/v3/
addons/{id}/
operation/rollback

cce:addonInstance:rollback -

POST /v2/charts cce:chart:upload -

DELETE /v2/charts/
{chart_id}

cce:chart:delete -

PUT /v2/charts/
{chart_id}

cce:chart:update -

GET /v2/charts/
{chart_id}

cce:chart:getChart -

GET /v2/charts cce:chart:listChart -

GET /v2/charts/
{chart_id}/archive

cce:chart:download -

GET /v2/charts/
{project_id}/quotas

cce:chart:getQuota -
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POST /cce/cam/v3/
clusters/
{cluster_id}/releases

cce:release:create -

DELETE /cce/cam/v
3/clusters/
{cluster_id}/
namespace/
{namespace}/
releases/{name}

cce:release:delete -

PUT /cce/cam/v3/
clusters/
{cluster_id}/
namespace/
{namespace}/
releases/{name}

cce:release:update -

GET /cce/cam/v3/
clusters/
{cluster_id}/
namespace/
{namespace}/
releases/{name}

cce:release:get -

GET /cce/cam/v3/
clusters/
{cluster_id}/releases

cce:release:list -

 

Resources
A resource type indicates the resources that an SCP applies to. If you specify a
resource type for any action in Table 5-73, the resource URN must be specified in
the SCP statements using that action, and the SCP applies only to resources of this
type. If no resource type is specified, the Resource element is marked with an
asterisk (*) and the SCP applies to all resources. You can also set condition keys in
an SCP to define resource types.

The following table lists the resource types that you can define in SCP statements
for CCE.

Table 5-73 Resource types supported by CCE

Resource Type URN

cluster cce:<region>:<account-id>:cluster:<cluster-name>
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Conditions
A Condition element lets you specify conditions for when an SCP is in effect. It
contains condition keys and operators.

● The condition key that you specify can be a global condition key or a service-
specific condition key.
– Global condition keys (with the g: prefix) apply to all actions. Cloud

services do not need to provide user identity information. Instead, the
system automatically obtains such information and authenticates users.
For details, see Global Condition Keys.

– Service-specific condition keys (with the abbreviation of a service name
plus a colon as the prefix, for example, cce:) only apply to operations of
the CCE service. For details, see Table 5-74.

– The number of values associated with a condition key in the request
context of an API call makes the condition key single-valued or
multivalued. Single-valued condition keys have at most one value in the
request context of an API call. Multivalued condition keys can have
multiple values in the request context of an API call. For example, a
request can originate from at most one VPC endpoint, so g:SourceVpce is
a single-valued condition key. You can tag resources and include multiple
tag key-value pairs in a request, so g:TagKeys is a multivalued condition
key.

● A condition operator, condition key, and a condition value together constitute
a complete condition statement. An SCP can be applied only when its request
conditions are met. For supported condition operators, see Condition
operators.

The following table lists the condition keys that you can define in SCPs for CCE.
You can include these condition keys to specify conditions for when your SCP is in
effect.

Table 5-74 Service-specific condition keys supported by CCE

Service-specific
Condition Key

Type Single-
valued/
Multivalued

Description

cce:ClusterId string Single-valued Obtains access
permissions based on
the cluster ID
transferred in a
request.

cce:nodeTransferSour-
ceCluster

string Single-valued Obtains access
permissions based on
the ID of the source
cluster from which a
node is migrated.
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Service-specific
Condition Key

Type Single-
valued/
Multivalued

Description

cce:nodeTransferTar-
getCluster

string Single-valued Obtains access
permissions based on
the ID of the
destination cluster to
which a node is
migrated.

cce:AssociatePublicIp string Single-valued Obtains access
permissions based on
whether the ECS
creation involves
automatic EIP
creation. To restrict
the permission to bind
or unbind EIPs to or
from a cluster, use the
cce:cluster:eipBinding
action.

cce:VpcId string Single-valued Obtains access
permissions based on
the VPC selected
during cluster
creation.

cce:SubnetId string Single-valued Obtains access
permissions based on
the subnet selected
during cluster, node,
or node pool creation.

cce:Subnets array Single-valued Obtains access
permissions based on
the subnets selected
during node pool
creation or updates.

cce:KmsKeys string Single-valued Obtains access
permissions based on
the KMS key selected
for disk encryption
during node or node
pool creation.

 

5.10.4.2 SoftWare Repository for Container (SWR)
The Organizations service provides Service Control Policies (SCPs) to set access
control policies.
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SCPs do not actually grant any permissions to a principal. They only set the
permissions boundary for the principal. When SCPs are attached to a member
account or an organizational unit (OU), they do not directly grant permissions to
that member account or OU. Instead, the SCPs just determine what permissions
are available for that member account or the member accounts under that OU.

This section describes the elements used by Organizations SCPs. The elements
include actions, resources, and conditions.

For details about how to use these elements to create a custom SCP, see Creating
an SCP.

Actions
Actions are specific operations that are allowed or denied in an SCP.

● The Access Level column describes how the action is classified (List, Read, or
Write). This classification helps you understand the level of access that an
action grants when you use it in an SCP.

● The Resource Type column indicates whether the action supports resource-
level permissions.
– You can use a wildcard (*) to indicate all resource types. If this column is

empty (-), the action does not support resource-level permissions, and
you must specify all resources ("*") in your SCP statements.

– If this column includes a resource type, you must specify the URN in the
Resource element of your statements.

– Required resources are marked with asterisks (*) in the table. If you
specify a resource in a statement using this action, then it must be of this
type.

For details about the resource types defined by SWR, see Resources.
● The Condition Key column contains keys that you can specify in the

Condition element of an SCP statement.
– If the Resource Type column has values for an action, the condition key

takes effect only for the listed resource types.
– If the Resource Type column is empty (-) for an action, the condition key

takes effect for all resources that action supports.
– If the Condition Key column is empty (-) for an action, the action does

not support any condition keys.
For details about the condition keys defined by SWR, see Conditions.

The following table lists the actions that you can define in SCP statements for
SWR.
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Table 5-75 Actions supported by SWR

Action Description Access
Level

Resour
ce Type
(*:
require
d)

Condition Key

swr:namespace:cr
eateNamespace

(Shared Edition)
Grants permission
to create an
organization.

Write namesp
ace *

-

swr:namespace:de
leteNamespace

(Shared Edition)
Grants permission
to delete an
organization.

Write namesp
ace *

-

swr:namespace:lis
tNamespaces

(Shared Edition)
Grants permission
to list
organizations.

List namesp
ace *

-

swr:namespace:ge
tNamespace

(Shared Edition)
Grants permission
to query details
about an
organization.

Read namesp
ace *

-

swr:repo:createRe
po

(Shared Edition)
Grants permission
to create a
repository.

Write repo * -

- swr:AllowPublicA
ccess

swr:repo:deleteRe
po

(Shared Edition)
Grants permission
to delete a
repository.

Write repo * -

swr:repo:listRepos (Shared Edition)
Grants permission
to list repositories.

List repo * -

swr:repo:listShare
dRepos

(Shared Edition)
Grants permission
to list shared
images.

List repo * -

swr:repo:getRepo (Shared Edition)
Grants permission
to query brief
information about
a repository.

Read repo * -
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Action Description Access
Level

Resour
ce Type
(*:
require
d)

Condition Key

swr:repo:updateRe
po

(Shared Edition)
Grants permission
to update brief
information about
a repository.

Write repo * -

- swr:AllowPublicA
ccess

swr:repo:deleteRe
poTag

(Shared Edition)
Grants permission
to delete images
with specified
tags.

Write repo * -

swr:repo:createRe
poTag

(Shared Edition)
Grants permission
to create an
image tag.

Write repo * -

swr:repo:listRepoT
ags

(Shared Edition)
Grants permission
to list image tags.

List repo * -

swr:repo:createRe
poDomain

(Shared Edition)
Grants permission
to share images
with other
accounts.

Permiss
ion_ma
nageme
nt

repo * -

- ● swr:TargetAcc
ountId

● swr:TargetOrg
Path

● swr:TargetOrg
Id

swr:repo:deleteRe
poDomain

(Shared Edition)
Grants permission
to delete accounts
from an image
sharing list.

Permiss
ion_ma
nageme
nt

repo * -

swr:repo:listRepoD
omains

(Shared Edition)
Grants permission
to list accounts an
image is shared
with.

List repo * -

swr:repo:getRepo
Domain

(Shared Edition)
Grants permission
to check whether
images are shared
with an account.

Read repo * -
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Action Description Access
Level

Resour
ce Type
(*:
require
d)

Condition Key

swr:repo:updateRe
poDomain

(Shared Edition)
Grants permission
to update an
account images
are shared with.

Permiss
ion_ma
nageme
nt

repo * -

swr:repo:createRe
poShare

(Shared Edition)
Grants permission
to create an
image sharing
policy.

Permiss
ion_ma
nageme
nt

repo * -

- ● swr:TargetAcc
ountId

● swr:TargetOrg
Path

● swr:TargetOrg
Id

swr:repo:deleteRe
poShare

(Shared Edition)
Grants permission
to delete an
image sharing
policy.

Permiss
ion_ma
nageme
nt

repo * -

swr:repo:listRepoS
hares

(Shared Edition)
Grants permission
to list image
sharing policies.

List repo * -

swr:repo:getRepoS
hare

(Shared Edition)
Grants permission
to query details
about an image
sharing policy.

Read repo * -

swr:repo:updateRe
poShare

(Shared Edition)
Grants permission
to update an
image sharing
policy.

Permiss
ion_ma
nageme
nt

repo * -

swr:repo:createAu
toSyncRepoJob

(Shared Edition)
Grants permission
to create an
automatic image
synchronization
task.

Write repo * -

- swr:TargetRegion
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Action Description Access
Level

Resour
ce Type
(*:
require
d)

Condition Key

swr:repo:createMa
nualSyncRepoJob

(Shared Edition)
Grants permission
to manually
synchronize
images.

Write repo * -

- swr:TargetRegion

swr:repo:deleteAu
toSyncRepoJob

(Shared Edition)
Grants permission
to delete an
automatic image
synchronization
task.

Write repo * -

swr:repo:listAutoS
yncRepoJobs

(Shared Edition)
Grants permission
to list automatic
image
synchronization
tasks.

List repo * -

swr:repo:getSyncR
epoJobInfo

(Shared Edition)
Grants permission
to query details
about an image
synchronization
task.

Read repo * -

swr:repo:createTri
gger

(Shared Edition)
Grants permission
to create a trigger.

Write repo * -

swr:repo:deleteTri
gger

(Shared Edition)
Grants permission
to delete a trigger.

Write repo * -

swr:repo:listTrigge
rs

(Shared Edition)
Grants permission
to list triggers.

List repo * -

swr:repo:getTrigge
r

(Shared Edition)
Grants permission
to query details
about a trigger.

Read repo * -

swr:repo:updateTri
gger

(Shared Edition)
Grants permission
to update a
trigger.

Write repo * -
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Action Description Access
Level

Resour
ce Type
(*:
require
d)

Condition Key

swr:repo:createRet
ention

(Shared Edition)
Grants permission
to create an
image retention
policy.

Write repo * -

swr:repo:deleteRet
ention

(Shared Edition)
Grants permission
to delete an
image retention
policy.

Write repo * -

swr:repo:listRetent
ionHistories

(Shared Edition)
Grants permission
to list image
retention records.

List repo * -

swr:repo:listRetent
ions

(Shared Edition)
Grants permission
to list image
retention policies.

List repo * -

swr:repo:getReten
tion

(Shared Edition)
Grants permission
to query details
about an image
retention policy
record.

Read repo * -

swr:repo:updateRe
tention

(Shared Edition)
Grants permission
to modify an
image retention
policy.

Write repo * -

swr::createLoginSe
cret

(Shared Edition)
Grants permission
to generate a
temporary login
command.

Write - -

swr::listQuotas (Shared Edition)
Grants permission
to list quotas.

List - -
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Action Description Access
Level

Resour
ce Type
(*:
require
d)

Condition Key

swr::getDomainOv
erview

(Shared Edition)
Grants permission
to query brief
resource
information of a
tenant.

Read - -

swr::getDomainRe
sourceReports

(Shared Edition)
Grants permission
to query resource
statistics of a
tenant.

Read - -

swr:namespace:m
ultipartUpload

(Shared Edition)
Grants permission
to upload an
image in
multipart mode.

Write namesp
ace *

-

swr:namespace:cr
eateNamespaceAc
cess

(Shared Edition)
Grants permission
to create an
organization
permission.

Permiss
ion_ma
nageme
nt

namesp
ace *

-

swr:namespace:de
leteNamespaceAc
cess

(Shared Edition)
Grants permission
to delete an
organization
permission.

Permiss
ion_ma
nageme
nt

namesp
ace *

-

swr:namespace:ge
tNamespaceAcces
s

(Shared Edition)
Grants permission
to query details
about an
organization
permission.

Read namesp
ace *

-

swr:namespace:up
dateNamespaceAc
cess

(Shared Edition)
Grants permission
to update an
organization
permission.

Permiss
ion_ma
nageme
nt

namesp
ace *

-

swr:repo:createRe
poAccess

(Shared Edition)
Grants permission
to create an
image permission.

Permiss
ion_ma
nageme
nt

repo * -
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Action Description Access
Level

Resour
ce Type
(*:
require
d)

Condition Key

swr:repo:deleteRe
poAccess

(Shared Edition)
Grants permission
to delete an
image permission.

Permiss
ion_ma
nageme
nt

repo * -

swr:repo:getRepo
Access

(Shared Edition)
Grants permission
to query details
about an image
permission.

Read repo * -

swr:repo:updateRe
poAccess

(Shared Edition)
Grants permission
to update an
image permission.

Permiss
ion_ma
nageme
nt

repo * -

swr:repo:upload (Shared Edition)
Grants permission
to upload an
image.

Write repo * -

swr:repo:downloa
d

(Shared Edition)
Grants permission
to download an
image.

Read repo * -

swr:repository:cre
ateImmutableRule

(Enterprise
Edition) Grants
permission to
create an
immutability rule.

Write reposito
ry *

● g:ResourceTag/
<tag-key>

● g:EnterprisePro
jectId

swr:repository:del
eteImmutableRule

(Enterprise
Edition) Grants
permission to
delete an
immutability rule.

Write reposito
ry *

● g:ResourceTag/
<tag-key>

● g:EnterprisePro
jectId

swr:repository:listI
mmutableRules

(Enterprise
Edition) Grants
permission to list
immutability
rules.

List reposito
ry *

● g:ResourceTag/
<tag-key>

● g:EnterprisePro
jectId

swr:repository:upd
ateImmutableRule

(Enterprise
Edition) Grants
permission to
modify an
immutability rule.

Write reposito
ry *

● g:ResourceTag/
<tag-key>

● g:EnterprisePro
jectId
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Action Description Access
Level

Resour
ce Type
(*:
require
d)

Condition Key

swr:repository:list
Artifacts

(Enterprise
Edition) Grants
permission to list
artifacts.

List reposito
ry *

● g:ResourceTag/
<tag-key>

● g:EnterprisePro
jectId

swr:repository:get
Artifact

(Enterprise
Edition) Grants
permission to
query details
about an artifact.

Read reposito
ry *

● g:ResourceTag/
<tag-key>

● g:EnterprisePro
jectId

swr:repository:del
eteArtifact

(Enterprise
Edition) Grants
permission to
delete an artifact.

Write reposito
ry *

● g:ResourceTag/
<tag-key>

● g:EnterprisePro
jectId

swr:repository:list
Accessories

(Enterprise
Edition) Grants
permission to list
artifact
accessories.

List reposito
ry *

● g:ResourceTag/
<tag-key>

● g:EnterprisePro
jectId

swr:repository:get
ArtifactAddition

(Enterprise
Edition) Grants
permission to
query additional
information about
an artifact.

Read reposito
ry *

● g:ResourceTag/
<tag-key>

● g:EnterprisePro
jectId

swr:instance:getC
onfigurations

(Enterprise
Edition) Grants
permission to
query
specifications of
an instance.

Read instanc
e *

● g:ResourceTag/
<tag-key>

● g:EnterprisePro
jectId

swr:instance:upda
teConfigurations

(Enterprise
Edition) Grants
permission to
update
specifications of
an instance.

Write instanc
e *

● g:ResourceTag/
<tag-key>

● g:EnterprisePro
jectId

swr:instance:listRe
sourceInstances

(Enterprise
Edition) Grants
permission to list
instances.

List instanc
e *

-
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Action Description Access
Level

Resour
ce Type
(*:
require
d)

Condition Key

- ● g:TagKeys
● g:RequestTag/

<tag-key>

swr:instance:getRe
sourceInstances-
Count

(Enterprise
Edition) Grants
permission to
query the number
of instances.

Read instanc
e *

-

- ● g:TagKeys
● g:RequestTag/

<tag-key>

swr:instance:creat
eResourceTags

(Enterprise
Edition) Grants
permission to
batch create a
resource tag.

Tagging instanc
e *

● g:ResourceTag/
<tag-key>

● g:EnterprisePro
jectId

- ● g:RequestTag/
<tag-key>

● g:TagKeys

swr:instance:delet
eResourceTags

(Enterprise
Edition) Grants
permission to
batch delete a
resource tag.

Tagging instanc
e *

● g:ResourceTag/
<tag-key>

● g:EnterprisePro
jectId

- ● g:RequestTag/
<tag-key>

● g:TagKeys

swr:instance:getPr
ojectTags

(Enterprise
Edition) Grants
permission to
query project
tags.

Read - -

swr:instance:getRe
sourceTags

(Enterprise
Edition) Grants
permission to
query resource
tags.

Read instanc
e *

● g:ResourceTag/
<tag-key>

● g:EnterprisePro
jectId

swr:instance:creat
e

(Enterprise
Edition) Grants
permission to
create an
instance.

Write instanc
e *

-
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Action Description Access
Level

Resour
ce Type
(*:
require
d)

Condition Key

- ● g:EnterprisePro
jectId

● g:RequestTag/
<tag-key>

● g:TagKeys
● swr:VpcId
● swr:SubnetId
● swr:EnableOb

sEncrypt

swr:instance:list (Enterprise
Edition) Grants
permission to list
instances.

List instanc
e *

-

swr:instance:get (Enterprise
Edition) Grants
permission to
query details
about an instance.

Read instanc
e *

● g:EnterprisePro
jectId

● g:ResourceTag/
<tag-key>

swr:instance:delet
e

(Enterprise
Edition) Grants
permission to
delete an
instance.

Write instanc
e *

● g:EnterprisePro
jectId

● g:ResourceTag/
<tag-key>

swr:instance:getA
uditLogs

(Enterprise
Edition) Grants
permission to
query audit logs
of an instance.

Read instanc
e *

● g:ResourceTag/
<tag-key>

● g:EnterprisePro
jectId

swr:instance:getSt
atistics

(Enterprise
Edition) Grants
permission to
query statistics on
an instance.

Read instanc
e *

● g:ResourceTag/
<tag-key>

● g:EnterprisePro
jectId

swr:instance:listJo
bs

(Enterprise
Edition) Grants
permission to list
tasks.

List instanc
e *

-
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Action Description Access
Level

Resour
ce Type
(*:
require
d)

Condition Key

swr:instance:getJo
bs

(Enterprise
Edition) Grants
permission to
query details
about a task.

Read instanc
e *

-

swr:instance:delet
eJob

(Enterprise
Edition) Grants
permission to
delete a task.

Write instanc
e *

-

swr:repository:cre
ateNamespace

(Enterprise
Edition) Grants
permission to
create a
namespace (an
organization).

Write reposito
ry *

● g:ResourceTag/
<tag-key>

● g:EnterprisePro
jectId

- swr:EnablePublic
NameSpace

swr:repository:list
Namespaces

(Enterprise
Edition) Grants
permission to list
namespaces
(organizations).

List reposito
ry *

● g:ResourceTag/
<tag-key>

● g:EnterprisePro
jectId

swr:repository:get
Namespace

(Enterprise
Edition) Grants
permission to
query details
about a
namespace (an
organization).

Read reposito
ry *

● g:ResourceTag/
<tag-key>

● g:EnterprisePro
jectId

swr:repository:upd
ateNamespace

(Enterprise
Edition) Grants
permission to
modify a
namespace (an
organization).

Write reposito
ry *

● g:ResourceTag/
<tag-key>

● g:EnterprisePro
jectId

- swr:EnablePublic
NameSpace

swr:repository:del
eteNamespace

(Enterprise
Edition) Grants
permission to
delete a
namespace (an
organization).

Write reposito
ry *

● g:ResourceTag/
<tag-key>

● g:EnterprisePro
jectId
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Action Description Access
Level

Resour
ce Type
(*:
require
d)

Condition Key

swr:repository:list
Repositories

(Enterprise
Edition) Grants
permission to list
artifact
repositories.

List reposito
ry *

● g:ResourceTag/
<tag-key>

● g:EnterprisePro
jectId

swr:repository:get
Repository

(Enterprise
Edition) Grants
permission to
query details
about an artifact
repository.

Read reposito
ry *

● g:ResourceTag/
<tag-key>

● g:EnterprisePro
jectId

swr:repository:upd
ateRepository

(Enterprise
Edition) Grants
permission to
modify an artifact
repository.

Write reposito
ry *

● g:ResourceTag/
<tag-key>

● g:EnterprisePro
jectId

swr:repository:del
eteRepository

(Enterprise
Edition) Grants
permission to
delete an artifact
repository.

Write reposito
ry *

● g:ResourceTag/
<tag-key>

● g:EnterprisePro
jectId

swr:repository:list
Tags

(Enterprise
Edition) Grants
permission to list
artifact tags.

List reposito
ry *

● g:ResourceTag/
<tag-key>

● g:EnterprisePro
jectId

swr:repository:get
Tag

(Enterprise
Edition) Grants
permission to
query details
about an artifact
tag.

Read reposito
ry *

● g:ResourceTag/
<tag-key>

● g:EnterprisePro
jectId

swr:repository:del
eteTag

(Enterprise
Edition) Grants
permission to
delete an artifact
tag.

Write reposito
ry *

● g:ResourceTag/
<tag-key>

● g:EnterprisePro
jectId
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Action Description Access
Level

Resour
ce Type
(*:
require
d)

Condition Key

swr:repository:get
TagAddition

(Enterprise
Edition) Grants
permission to
query additional
information about
an artifact tag.

Read reposito
ry *

● g:ResourceTag/
<tag-key>

● g:EnterprisePro
jectId

swr:repository:cre
ateRetentionPoli-
cy

(Enterprise
Edition) Grants
permission to
create a tag
retention policy.

Write reposito
ry *

● g:ResourceTag/
<tag-key>

● g:EnterprisePro
jectId

swr:repository:list
RetentionPolicies

(Enterprise
Edition) Grants
permission to list
tag retention
policies.

List reposito
ry *

● g:ResourceTag/
<tag-key>

● g:EnterprisePro
jectId

swr:repository:get
RetentionPolicy

(Enterprise
Edition) Grants
permission to
query details
about a tag
retention policy.

Read reposito
ry *

● g:ResourceTag/
<tag-key>

● g:EnterprisePro
jectId

swr:repository:upd
ateRetentionPoli-
cy

(Enterprise
Edition) Grants
permission to
modify a tag
retention policy.

Write reposito
ry *

● g:ResourceTag/
<tag-key>

● g:EnterprisePro
jectId

swr:repository:del
eteRetentionPoli-
cy

(Enterprise
Edition) Grants
permission to
delete a tag
retention policy.

Write reposito
ry *

● g:ResourceTag/
<tag-key>

● g:EnterprisePro
jectId

swr:repository:exe
cuteRetentionPoli-
cy

(Enterprise
Edition) Grants
permission to
execute tag
retention policies.

Write reposito
ry *

● g:ResourceTag/
<tag-key>

● g:EnterprisePro
jectId

swr:repository:list
RetentionPolicyEx
ecutions

(Enterprise
Edition) Grants
permission to list
tag retention
records.

List reposito
ry *

● g:ResourceTag/
<tag-key>

● g:EnterprisePro
jectId
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Action Description Access
Level

Resour
ce Type
(*:
require
d)

Condition Key

swr:repository:list
RetentionPolicyEx
ecTasks

(Enterprise
Edition) Grants
permission to list
tag retention
tasks.

List reposito
ry *

● g:ResourceTag/
<tag-key>

● g:EnterprisePro
jectId

swr:repository:list
RetentionPolicyEx
ecSubTasks

(Enterprise
Edition) Grants
permission to list
tag retention
subtasks.

List reposito
ry *

● g:ResourceTag/
<tag-key>

● g:EnterprisePro
jectId

swr:repository:cre
ateWebhook

(Enterprise
Edition) Grants
permission to
create a trigger.

Write reposito
ry *

● g:ResourceTag/
<tag-key>

● g:EnterprisePro
jectId

swr:repository:list
Webhooks

(Enterprise
Edition) Grants
permission to list
triggers.

List reposito
ry *

● g:ResourceTag/
<tag-key>

● g:EnterprisePro
jectId

swr:repository:get
Webhook

(Enterprise
Edition) Grants
permission to
query details
about a trigger.

Read reposito
ry *

● g:ResourceTag/
<tag-key>

● g:EnterprisePro
jectId

swr:repository:upd
ateWebhook

(Enterprise
Edition) Grants
permission to
modify a trigger.

Write reposito
ry *

● g:ResourceTag/
<tag-key>

● g:EnterprisePro
jectId

swr:repository:del
eteWebhook

(Enterprise
Edition) Grants
permission to
delete a trigger.

Write reposito
ry *

● g:ResourceTag/
<tag-key>

● g:EnterprisePro
jectId

swr:repository:list
WebhookJobs

(Enterprise
Edition) Grants
permission to list
triggering records.

List reposito
ry *

● g:ResourceTag/
<tag-key>

● g:EnterprisePro
jectId
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Action Description Access
Level

Resour
ce Type
(*:
require
d)

Condition Key

swr:instance:creat
eRegistry

(Enterprise
Edition) Grants
permission to
create a
destination
registry.

Write instanc
e *

● g:ResourceTag/
<tag-key>

● g:EnterprisePro
jectId

swr:instance:listRe
gistries

(Enterprise
Edition) Grants
permission to list
destination
registries.

List instanc
e *

● g:ResourceTag/
<tag-key>

● g:EnterprisePro
jectId

swr:instance:getRe
gistry

(Enterprise
Edition) Grants
permission to
query details
about a
destination
registry.

Read instanc
e *

● g:ResourceTag/
<tag-key>

● g:EnterprisePro
jectId

swr:instance:upda
teRegistry

(Enterprise
Edition) Grants
permission to
modify a
destination
registry.

Write instanc
e *

● g:ResourceTag/
<tag-key>

● g:EnterprisePro
jectId

swr:instance:delet
eRegistry

(Enterprise
Edition) Grants
permission to
delete a
destination
repository.

Write instanc
e *

● g:ResourceTag/
<tag-key>

● g:EnterprisePro
jectId

swr:instance:creat
eReplicationPolicy

(Enterprise
Edition) Grants
permission to
create a
replication policy.

Write instanc
e *

● g:ResourceTag/
<tag-key>

● g:EnterprisePro
jectId

swr:instance:listRe
plicationPolicies

(Enterprise
Edition) Grants
permission to list
replication
policies.

List instanc
e *

● g:ResourceTag/
<tag-key>

● g:EnterprisePro
jectId
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Action Description Access
Level

Resour
ce Type
(*:
require
d)

Condition Key

swr:instance:getRe
plicationPolicy

(Enterprise
Edition) Grants
permission to
query details
about a
replication policy.

Read instanc
e *

● g:ResourceTag/
<tag-key>

● g:EnterprisePro
jectId

swr:instance:upda
teReplicationPoli-
cy

(Enterprise
Edition) Grants
permission to
modify a
replication policy.

Write instanc
e *

● g:ResourceTag/
<tag-key>

● g:EnterprisePro
jectId

swr:instance:delet
eReplicationPolicy

(Enterprise
Edition) Grants
permission to
delete a
replication policy.

Write instanc
e *

● g:ResourceTag/
<tag-key>

● g:EnterprisePro
jectId

swr:instance:execu
teReplicationPoli-
cy

(Enterprise
Edition) Grants
permission to
execute
replication
policies.

Write instanc
e *

● g:ResourceTag/
<tag-key>

● g:EnterprisePro
jectId

swr:instance:stopR
eplicationPolicyEx
ecution

(Enterprise
Edition) Grants
permission to stop
replication tasks.

Write instanc
e *

● g:ResourceTag/
<tag-key>

● g:EnterprisePro
jectId

swr:instance:listRe
plicationPolicyEx-
ecutions

(Enterprise
Edition) Grants
permission to list
replication
records.

List instanc
e *

● g:ResourceTag/
<tag-key>

● g:EnterprisePro
jectId

swr:instance:listRe
plicationPolicyEx-
ecTasks

(Enterprise
Edition) Grants
permission to list
replication tasks.

List instanc
e *

● g:ResourceTag/
<tag-key>

● g:EnterprisePro
jectId

swr:instance:listRe
plicationPolicyEx-
ecSubTasks

(Enterprise
Edition) Grants
permission to list
replication
subtasks.

List instanc
e *

● g:ResourceTag/
<tag-key>

● g:EnterprisePro
jectId
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Level

Resour
ce Type
(*:
require
d)

Condition Key

swr:repository:cre
ateSignPolicy

(Enterprise
Edition) Grants
permission to
create a sign
policy.

Write reposito
ry *

● g:ResourceTag/
<tag-key>

● g:EnterprisePro
jectId

swr:repository:list
SignPolicies

(Enterprise
Edition) Grants
permission to list
sign policies.

List reposito
ry *

● g:ResourceTag/
<tag-key>

● g:EnterprisePro
jectId

swr:repository:get
SignPolicy

(Enterprise
Edition) Grants
permission to
query details
about a sign
policy.

Read reposito
ry *

● g:ResourceTag/
<tag-key>

● g:EnterprisePro
jectId

swr:repository:upd
ateSignPolicy

(Enterprise
Edition) Grants
permission to
modify a sign
policy.

Write reposito
ry *

● g:ResourceTag/
<tag-key>

● g:EnterprisePro
jectId

swr:repository:del
eteSignPolicy

(Enterprise
Edition) Grants
permission to
delete a sign
policy.

Write reposito
ry *

● g:ResourceTag/
<tag-key>

● g:EnterprisePro
jectId

swr:repository:exe
cuteSignPolicy

(Enterprise
Edition) Grants
permission to
execute sign
policies.

Write reposito
ry *

● g:ResourceTag/
<tag-key>

● g:EnterprisePro
jectId

swr:repository:list
SignPolicyExecu-
tions

(Enterprise
Edition) Grants
permission to list
signing records.

List reposito
ry *

● g:ResourceTag/
<tag-key>

● g:EnterprisePro
jectId

swr:repository:list
SignPolicyExecTas
ks

(Enterprise
Edition) Grants
permission to list
signing tasks.

List reposito
ry *

● g:ResourceTag/
<tag-key>

● g:EnterprisePro
jectId
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Level

Resour
ce Type
(*:
require
d)

Condition Key

swr:repository:list
SignPolicyExecSub
Tasks

(Enterprise
Edition) Grants
permission to list
signing subtasks.

List reposito
ry *

● g:ResourceTag/
<tag-key>

● g:EnterprisePro
jectId

swr:repository:cre
ateScanPolicy

(Enterprise
Edition) Grants
permission to
create a scan
policy.

Write reposito
ry *

● g:ResourceTag/
<tag-key>

● g:EnterprisePro
jectId

swr:repository:list
ScanPolicies

(Enterprise
Edition) Grants
permission to list
scan policies.

List reposito
ry *

● g:ResourceTag/
<tag-key>

● g:EnterprisePro
jectId

swr:repository:get
ScanPolicy

(Enterprise
Edition) Grants
permission to
query details
about a scan
policy.

Read reposito
ry *

● g:ResourceTag/
<tag-key>

● g:EnterprisePro
jectId

swr:repository:upd
ateScanPolicy

(Enterprise
Edition) Grants
permission to
modify a scan
policy.

Write reposito
ry *

● g:ResourceTag/
<tag-key>

● g:EnterprisePro
jectId

swr:repository:del
eteScanPolicy

(Enterprise
Edition) Grants
permission to
delete a scan
policy.

Write reposito
ry *

● g:ResourceTag/
<tag-key>

● g:EnterprisePro
jectId

swr:repository:exe
cuteScanPolicy

(Enterprise
Edition) Grants
permission to
execute scan
policies.

Write reposito
ry *

● g:ResourceTag/
<tag-key>

● g:EnterprisePro
jectId

swr:repository:list
ScanPolicyExecu-
tions

(Enterprise
Edition) Grants
permission to list
scanning records.

List reposito
ry *

● g:ResourceTag/
<tag-key>

● g:EnterprisePro
jectId
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Level

Resour
ce Type
(*:
require
d)

Condition Key

swr:repository:list
ScanPolicyExecTas
ks

(Enterprise
Edition) Grants
permission to list
scanning tasks.

List reposito
ry *

● g:ResourceTag/
<tag-key>

● g:EnterprisePro
jectId

swr:repository:cre
ateBlockPolicy

(Enterprise
Edition) Grants
permission to
create a block
policy.

Write reposito
ry *

● g:ResourceTag/
<tag-key>

● g:EnterprisePro
jectId

swr:repository:list
BlockPolicies

(Enterprise
Edition) Grants
permission to list
block policies.

List reposito
ry *

● g:ResourceTag/
<tag-key>

● g:EnterprisePro
jectId

swr:repository:get
BlockPolicy

(Enterprise
Edition) Grants
permission to
query details
about a block
policy.

Read reposito
ry *

● g:ResourceTag/
<tag-key>

● g:EnterprisePro
jectId

swr:repository:upd
ateBlockPolicy

(Enterprise
Edition) Grants
permission to
modify a block
policy.

Write reposito
ry *

● g:ResourceTag/
<tag-key>

● g:EnterprisePro
jectId

swr:repository:del
eteBlockPolicy

(Enterprise
Edition) Grants
permission to
delete a block
policy.

Write reposito
ry *

● g:ResourceTag/
<tag-key>

● g:EnterprisePro
jectId

swr:repository:list
BlockPolicyRecord
s

(Enterprise
Edition) Grants
permission to list
blocking records.

List reposito
ry *

● g:ResourceTag/
<tag-key>

● g:EnterprisePro
jectId

swr:instance:upda
teEndpointPolicy

(Enterprise
Edition) Grants
permission to
update the
whitelist for
public network
access.

Write instanc
e *

● g:ResourceTag/
<tag-key>

● g:EnterprisePro
jectId
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Level

Resour
ce Type
(*:
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d)

Condition Key

swr:instance:upda
teEndpointPolicyS
tatus

(Enterprise
Edition) Grants
permission to
update the
whitelist status
for public network
access.

Write instanc
e *

● g:ResourceTag/
<tag-key>

● g:EnterprisePro
jectId

swr:instance:getEn
dpointPolicy

(Enterprise
Edition) Grants
permission to
query the
whitelist for
public network
access.

Read instanc
e *

● g:ResourceTag/
<tag-key>

● g:EnterprisePro
jectId

swr:instance:creat
eInternalEndpoint

(Enterprise
Edition) Grants
permission to
allow a
connection from
the intranet.

Write instanc
e *

● g:ResourceTag/
<tag-key>

● g:EnterprisePro
jectId

- ● swr:VpcId
● swr:SubnetId

swr:instance:getIn
ternalEndpoint

(Enterprise
Edition) Grants
permission to
query details
about an allowed
connection from
the intranet.

Read instanc
e *

● g:ResourceTag/
<tag-key>

● g:EnterprisePro
jectId

swr:instance:delet
eInternalEndpoint

(Enterprise
Edition) Grants
permission to
deny a connection
from the intranet.

Write instanc
e *

● g:ResourceTag/
<tag-key>

● g:EnterprisePro
jectId

swr:instance:listInt
ernalEndpoints

(Enterprise
Edition) Grants
permission to list
allowed
connections from
the intranet.

List instanc
e *

● g:ResourceTag/
<tag-key>

● g:EnterprisePro
jectId
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Resour
ce Type
(*:
require
d)

Condition Key

swr:repository:upl
oadArtifact

(Enterprise
Edition) Grants
permission to
upload artifacts.

Write reposito
ry *

● g:ResourceTag/
<tag-key>

● g:EnterprisePro
jectId

swr:repository:do
wnloadArtifact

(Enterprise
Edition) Grants
permission to
download
artifacts.

Read reposito
ry *

● g:ResourceTag/
<tag-key>

● g:EnterprisePro
jectId

swr:instance:creat
eTempCredential

(Enterprise
Edition) Grants
permission to
create a
temporary access
credential.

Write instanc
e *

● g:ResourceTag/
<tag-key>

● g:EnterprisePro
jectId

swr:instance:creat
eLTCredential

(Enterprise
Edition) Grants
permission to
create a long-
term access
credential.

Write instanc
e *

● g:ResourceTag/
<tag-key>

● g:EnterprisePro
jectId

swr:instance:upda
teLTCredential

(Enterprise
Edition) Grants
permission to
enable or disable
long-term access
credentials.

Write instanc
e *

● g:ResourceTag/
<tag-key>

● g:EnterprisePro
jectId

swr:instance:listLT
Credentials

(Enterprise
Edition) Grants
permission to list
long-term access
credentials.

List instanc
e *

● g:ResourceTag/
<tag-key>

● g:EnterprisePro
jectId

swr:instance:delet
eLTCredential

(Enterprise
Edition) Grants
permission to
delete a long-
term access
credential.

Write instanc
e *

● g:ResourceTag/
<tag-key>

● g:EnterprisePro
jectId
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Level

Resour
ce Type
(*:
require
d)

Condition Key

swr:instance:addD
omainName

(Enterprise
Edition) Grants
permission to add
a domain name.

Write instanc
e *

● g:ResourceTag/
<tag-key>

● g:EnterprisePro
jectId

swr:instance:delet
eDomainName

(Enterprise
Edition) Grants
permission to
delete a domain
name.

Write instanc
e *

● g:ResourceTag/
<tag-key>

● g:EnterprisePro
jectId

swr:instance:upda
teDomainName

(Enterprise
Edition) Grants
permission to
update a domain
name.

Write instanc
e *

● g:ResourceTag/
<tag-key>

● g:EnterprisePro
jectId

swr:instance:listDo
mainNames

(Enterprise
Edition) Grants
permission to list
domain names.

List instanc
e *

● g:ResourceTag/
<tag-key>

● g:EnterprisePro
jectId

 

Each API of SWR usually supports one or more actions. Table 5-76 lists the
supported actions and dependencies.

Table 5-76 Actions and dependencies supported by SWR APIs

API Action Dependencies

POST /v2/manage/
namespaces

swr:namespace:createName
space

-

DELETE /v2/
manage/
namespaces/
{namespace}

swr:namespace:deleteName
space

-

GET /v2/manage/
namespaces

swr:namespace:listNamesp
aces

-

GET /v2/manage/
namespaces/
{namespace}

swr:namespace:getNamesp
ace

-
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API Action Dependencies

POST /v2/manage/
namespaces/
{namespace}/repos

swr:repo:createRepo -

DELETE /v2/
manage/
namespaces/
{namespace}/repos/
{repository}

swr:repo:deleteRepo -

GET /v2/manage/
repos

swr:repo:listRepos -

GET /v2/manage/
shared-repositories

swr:repo:listSharedRepos -

GET /v2/manage/
namespaces/
{namespace}/repos/
{repository}

swr:repo:getRepo -

PATCH /v2/manage/
namespaces/
{namespace}/repos/
{repository}

swr:repo:updateRepo -

DELETE /v2/
manage/
namespaces/
{namespace}/repos/
{repository}/tags/
{tag}

swr:repo:deleteRepoTag -

POST /v2/manage/
namespaces/
{namespace}/repos/
{repository}/tags

swr:repo:createRepoTag -

GET /v2/manage/
namespaces/
{namespace}/repos/
{repository}/tags

swr:repo:listRepoTags -

POST /v2/manage/
namespaces/
{namespace}/
repositories/
{repository}/access-
domains

swr:repo:createRepoDomai
n

-
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API Action Dependencies

DELETE /v2/
manage/
namespaces/
{namespace}/
repositories/
{repository}/access-
domains/
{access_domain}

swr:repo:deleteRepoDomai
n

-

GET /v2/manage/
namespaces/
{namespace}/
repositories/
{repository}/access-
domains

swr:repo:listRepoDomains -

GET /v2/manage/
namespaces/
{namespace}/
repositories/
{repository}/access-
domains/
{access_domain}

swr:repo:getRepoDomain -

PATCH /v2/manage/
namespaces/
{namespace}/
repositories/
{repository}/access-
domains/
{access_domain}

swr:repo:updateRepoDomai
n

-

POST /v2/manage/
namespaces/
{namespace}/repos/
{repository}/shares

swr:repo:createRepoShare -

DELETE /v2/
manage/
namespaces/
{namespace}/repos/
{repository}/shares/
{share_id}

swr:repo:deleteRepoShare -

GET /v2/manage/
namespaces/
{namespace}/repos/
{repository}/shares

swr:repo:listRepoShares -
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API Action Dependencies

PATCH /v2/manage/
namespaces/
{namespace}/repos/
{repository}/shares/
{share_id}

swr:repo:updateRepoShare -

POST /v2/manage/
namespaces/
{namespace}/repos/
{repository}/
sync_repo

swr:repo:createAutoSyncRe-
poJob

● swr::createLoginSecret
● swr:repo:download
● swr:repo:upload

POST /v2/manage/
namespaces/
{namespace}/repos/
{repository}/
sync_images

swr:repo:createManualSyn-
cRepoJob

● swr::createLoginSecret
● swr:repo:download
● swr:repo:upload

DELETE /v2/
manage/
namespaces/
{namespace}/repos/
{repository}/
sync_repo

swr:repo:deleteAutoSyncRe-
poJob

-

GET /v2/manage/
namespaces/
{namespace}/repos/
{repository}/
sync_repo

swr:repo:listAutoSyncRepo-
Jobs

-

GET /v2/manage/
namespaces/
{namespace}/repos/
{repository}/
sync_job

swr:repo:getSyncRepoJobIn-
fo

-

POST /v2/manage/
namespaces/
{namespace}/repos/
{repository}/triggers

swr:repo:createTrigger -

DELETE /v2/
manage/
namespaces/
{namespace}/repos/
{repository}/
triggers/{trigger}

swr:repo:deleteTrigger -

GET /v2/manage/
namespaces/
{namespace}/repos/
{repository}/triggers

swr:repo:listTriggers -
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API Action Dependencies

GET /v2/manage/
namespaces/
{namespace}/repos/
{repository}/
triggers/{trigger}

swr:repo:getTrigger -

PATCH /v2/manage/
namespaces/
{namespace}/repos/
{repository}/
triggers/{trigger}

swr:repo:updateTrigger -

POST /v2/manage/
namespaces/
{namespace}/repos/
{repository}/
retentions

swr:repo:createRetention -

DELETE /v2/
manage/
namespaces/
{namespace}/repos/
{repository}/
retentions/
{retention_id}

swr:repo:deleteRetention -

GET /v2/manage/
namespaces/
{namespace}/repos/
{repository}/
retentions/histories

swr:repo:listRetentionHisto-
ries

-

GET /v2/manage/
namespaces/
{namespace}/repos/
{repository}/
retentions

swr:repo:listRetentions -

GET /v2/manage/
namespaces/
{namespace}/repos/
{repository}/
retentions/
{retention_id}

swr:repo:getRetention -

PATCH /v2/manage/
namespaces/
{namespace}/repos/
{repository}/
retentions/
{retention_id}

swr:repo:updateRetention -
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API Action Dependencies

POST /v2/manage/
utils/secret

swr::createLoginSecret -

GET /v2/manage/
projects/
{project_id}/quotas

swr::listQuotas -

GET /v2/manage/
overview

swr::getDomainOverview -

GET /v2/manage/
reports/
{resource_type}/
{frequency}

swr::getDomainResourceRe-
ports

-

POST /v2/manage/
namespaces/
{namespace}/access

swr:namespace:createName
spaceAccess

-

DELETE /v2/
manage/
namespaces/
{namespace}/access

swr:namespace:deleteName
spaceAccess

-

GET /v2/manage/
namespaces/
{namespace}/access

swr:namespace:getNamesp
aceAccess

-

PATCH /v2/manage/
namespaces/
{namespace}/access

swr:namespace:updateNam
espaceAccess

-

POST /v2/manage/
namespaces/
{namespace}/repos/
{repository}/access

swr:repo:createRepoAccess -

DELETE /v2/
manage/
namespaces/
{namespace}/repos/
{repository}/access

swr:repo:deleteRepoAccess -

GET /v2/manage/
namespaces/
{namespace}/repos/
{repository}/access

swr:repo:getRepoAccess -

PATCH /v2/manage/
namespaces/
{namespace}/repos/
{repository}/access

swr:repo:updateRepoAccess -
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CA UTION

In addition to the fine-grained authentication provided by IAM, you can also use
the authentication provided by SWR. If an action is allowed by SWR authentication
and it is not denied on IAM, this action will be allowed.

The actions swr::createLoginSecret, swr:namespace:listNamespaces,
swr:repo:listRepos, swr::getDomainOverview, swr::getDomainResourceReports,
swr:repo:listSharedRepos are allowed by SWR authentication by default. So, to
block users from performing these actions, you need to configure deny policies for
them in IAM.

Resources

A resource type indicates the resources that an SCP applies to. If you specify a
resource type for any action in Table 5-77, the resource URN must be specified in
the SCP statements using that action, and the SCP applies only to resources of this
type. If no resource type is specified, the Resource element is marked with an
asterisk (*) and the SCP applies to all resources. You can also set condition keys in
an SCP to define resource types.

The following table lists the resource types that you can define in SCP statements
for SWR.

Table 5-77 Resource types supported by SWR

Resource Type URN

repo swr:<region>:<account-id>:repo:<namespace-name>/
<repo-name>

repository swr:<region>:<account-id>:repository:<instance-name>/
<repository-path>

instance swr:<region>:<account-id>:instance:<instance-name>

namespace swr:<region>:<account-id>:namespace:<namespace-
name>

 

Conditions

A Condition element lets you specify conditions for when an SCP is in effect. It
contains condition keys and operators.

● The condition key that you specify can be a global condition key or a service-
specific condition key.

– Global condition keys (with the g: prefix) apply to all actions. Cloud
services do not need to provide user identity information. Instead, IAM
automatically obtains such information and authenticates users. For
details, see Global Condition Keys.
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– Service-specific condition keys (with the abbreviation of a service name
plus a colon as the prefix, for example, swr:) only apply to operations of
the SWR service. For details, see Table 5-78.

– The number of values associated with a condition key in the request
context of an API call makes the condition key single-valued or
multivalued. Single-valued condition keys have at most one value in the
request context of an API call. Multivalued condition keys can have
multiple values in the request context of an API call. For example, a
request can originate from at most one VPC endpoint, so g:SourceVpce is
a single-valued condition key. You can tag resources and include multiple
tag key-value pairs in a request, so g:TagKeys is a multivalued condition
key.

● A condition operator, condition key, and a condition value together constitute
a complete condition statement. An SCP can be applied only when its request
conditions are met. For supported condition operators, see Condition
operators.

The following table lists the condition keys that you can define in SCPs for SWR.
You can include these condition keys to specify conditions for when your SCP is in
effect.

Table 5-78 Service-specific condition keys supported by SWR

Condition Key Value Type Single-
valued/
Multivalued

Description

swr:TargetOrgPath string Single-valued Controls permissions
of target sharing
accounts based on
their organization
paths.

swr:TargetOrgId string Single-valued Controls permissions
of target sharing
accounts based on
their organization IDs.

swr:TargetAccountId string Single-valued Controls permissions
of target sharing
accounts based on
their IDs.

swr:VpcId string Single-valued Controls permissions
based on VPC IDs.

swr:SubnetId string Single-valued Controls permissions
based on subnet IDs.

swr:EnablePublicNam
eSpace

boolean Single-valued Controls whether
public organizations
can be created in SWR
Enterprise Edition.
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Condition Key Value Type Single-
valued/
Multivalued

Description

swr:EnableObsEncrypt boolean Single-valued Controls whether
buckets must be
encrypted in SWR
Enterprise Edition.

swr:AllowPublicAccess boolean Single-valued Controls whether
images can be public.

swr:TargetRegion string Single-valued Controls permissions
based on destination
regions.

 

5.10.5 Analytics

5.10.5.1 Data Lake Insight (DLI)
The Organizations service provides Service Control Policies (SCPs) to set access
control policies.

SCPs do not actually grant any permissions to an entity. They only set the
permissions boundary for the entity. When SCPs are attached to a member
account or an organizational unit (OU), they do not directly grant permissions to
that member account or OU. Instead, the SCPs just determine what permissions
are available for that member account or the member accounts under that OU.

This section describes the elements used by Organizations SCPs. The elements
include actions, resources, and conditions.

● For how to use these elements to create a custom SCP, see Creating an SCP.

Actions
Actions are specific operations that are allowed or denied in an SCP.

● The Access Level column describes how the action is classified (List, Read, or
Write). This classification helps you understand the level of access that an
action grants when you use it in an SCP.

● The Resource Type column indicates whether the action supports resource-
level permissions.
– You can use a wildcard (*) to indicate all resource types. If this column is

empty (-), the action does not support resource-level permissions, and
you must specify all resources ("*") in your SCP statements.

– If this column includes a resource type, you must specify the URN in the
Resource element of your statements.

– Required resources are marked with asterisks (*) in the table. If you
specify a resource in a statement using this action, then it must be of this
type.
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For details about the resource types defined by DLI, see Resources.

● The Condition Key column contains keys that you can specify in the
Condition element of an SCP statement.

– If the Resource Type column has values for an action, the condition key
takes effect only for the listed resource types.

– If the Resource Type column is empty (-) for an action, the condition key
takes effect for all resources that action supports.

– If the Condition Key column is empty (-) for an action, the action does
not support any condition keys.

For details about the condition keys defined by DLI, see Conditions.

The following table lists the actions that you can define in custom SCP statements
for DLI.

Table 5-79 Actions supported by DLI

Action Description Access
Level

Resource Type (*:
required)

Condition Key

dli::operateAut
h

Grants the
permission to
manage DLI
permissions.

permiss
ion_ma
nagem
ent

- -

dli::listAuth Grants the
permission to
query DLI
permissions.

list - -

dli:variable:list Grants the
permission to
list global
variables.

list variable * -

dli:variable:cre
ate

Grants the
permission to
create global
variables.

write variable * -

dli:variable:upd
ate

Grants the
permission to
update global
variables.

write variable * -

dli:variable:del
ete

Grants the
permission to
delete global
variables.

write variable * -

dli:catalog:list Grants the
permission to
list data
catalogs.

list - -
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Action Description Access
Level

Resource Type (*:
required)

Condition Key

dli:catalog:bind Grants the
permission to
bind data
catalogs.

write - -

dli:catalog:get Grants the
permission to
query data
catalog details.

read - -

dli:queue:list Grants the
permission to
list queues.

list queue * -

- ● g:RequestT
ag/<tag-
key>

● g:TagKeys

dli:queue:creat
e

Grants the
permission to
create queues.

write queue * -

- ● g:RequestT
ag/<tag-
key>

● g:TagKeys
● g:Enterprise

ProjectId

dli:queue:get Grants the
permission to
query queue
details.

read queue * ● g:ResourceT
ag/<tag-
key>

● g:Enterprise
ProjectId

dli:queue:upda
te

Grants the
permission to
update queues.

write queue * ● g:ResourceT
ag/<tag-
key>

● g:Enterprise
ProjectId

dli:queue:delet
e

Grants the
permission to
delete queues.

write queue * ● g:ResourceT
ag/<tag-
key>

● g:Enterprise
ProjectId

dli:queue:scale Grants the
permission to
scale out/in a
queue.

write queue * ● g:ResourceT
ag/<tag-
key>

● g:Enterprise
ProjectId
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Action Description Access
Level

Resource Type (*:
required)

Condition Key

dli:queue:check
Connection

Grants the
permission to
test the
connectivity of
an address.

write queue * ● g:ResourceT
ag/<tag-
key>

● g:Enterprise
ProjectId

dli:queue:getC
onnection

Grants the
permission to
query
connectivity
results.

read queue * ● g:ResourceT
ag/<tag-
key>

● g:Enterprise
ProjectId

dli:queue:listPl
ans

Grants the
permission to
list scheduled
scaling plans
of a queue.

list queue * ● g:ResourceT
ag/<tag-
key>

● g:Enterprise
ProjectId

dli:queue:creat
ePlan

Grants the
permission to
create
scheduled
scaling plans
for a queue.

write queue * ● g:ResourceT
ag/<tag-
key>

● g:Enterprise
ProjectId

dli:queue:delet
ePlan

Grants the
permission to
delete
scheduled
scaling plans
from a queue.

write queue * ● g:ResourceT
ag/<tag-
key>

● g:Enterprise
ProjectId

dli:queue:upda
tePlan

Grants the
permission to
update
scheduled
scaling plans
for a queue.

write queue * ● g:ResourceT
ag/<tag-
key>

● g:Enterprise
ProjectId

dli:queue:creat
eProperty

Grants the
permission to
create
configurations
for a queue.

write queue * ● g:ResourceT
ag/<tag-
key>

● g:Enterprise
ProjectId

dli:queue:listPr
operties

Grants the
permission to
list queue
configurations.

list queue * ● g:ResourceT
ag/<tag-
key>

● g:Enterprise
ProjectId
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Action Description Access
Level

Resource Type (*:
required)

Condition Key

dli:queue:upda
teProperty

Grants the
permission to
update
configurations
for a queue.

write queue * ● g:ResourceT
ag/<tag-
key>

● g:Enterprise
ProjectId

dli:queue:delet
eProperty

Grants the
permission to
delete
configurations
from a queue.

write queue * ● g:ResourceT
ag/<tag-
key>

● g:Enterprise
ProjectId

dli:jobs:list Grants the
permission to
list jobs.

list jobs * -

- ● g:RequestT
ag/<tag-
key>

● g:TagKeys

dli:queue:subm
itJob

Grants the
permission to
submit jobs on
a queue.

write queue * ● g:ResourceT
ag/<tag-
key>

● g:Enterprise
ProjectId

dli:jobs:get Grants the
permission to
query job
details.

read jobs * g:ResourceTag
/<tag-key>

dli:table:select Grants the
permission to
query tables.

read table * ● g:ResourceT
ag/<tag-
key>

● g:Enterprise
ProjectId

dli:table:insertI
nto

Grants the
permission to
insert table
data.

write table * ● g:ResourceT
ag/<tag-
key>

● g:Enterprise
ProjectId

dli:queue:cance
lJob

Grants the
permission to
cancel jobs on
a queue.

write queue * ● g:ResourceT
ag/<tag-
key>

● g:Enterprise
ProjectId
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Action Description Access
Level

Resource Type (*:
required)

Condition Key

dli:jobs:exportR
esult

Grants the
permission to
export job
results.

read jobs * g:ResourceTag
/<tag-key>

dli::checkSql Grants the
permission to
verify the SQL
syntax.

write - -

dli:database:lis
t

Grants the
permission to
list databases.

list database * -

- ● g:RequestT
ag/<tag-
key>

● g:TagKeys

dli:database:cr
eate

Grants the
permission to
create
databases.

write database * -

- ● g:RequestT
ag/<tag-
key>

● g:TagKeys
● g:Enterprise

ProjectId

dli:database:up
date

Grants the
permission to
update
databases.

write database * ● g:ResourceT
ag/<tag-
key>

● g:Enterprise
ProjectId

dli:database:de
lete

Grants the
permission to
delete
databases.

write database * ● g:ResourceT
ag/<tag-
key>

● g:Enterprise
ProjectId

dli:database:dis
playAllTables

Grant the
permission to
display all
tables in a
database.

list database * ● g:ResourceT
ag/<tag-
key>

● g:Enterprise
ProjectId

dli:database:cr
eateTable

Grants the
permission to
create tables in
a database.

write database * ● g:ResourceT
ag/<tag-
key>

● g:Enterprise
ProjectId
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Action Description Access
Level

Resource Type (*:
required)

Condition Key

dli:table:updat
e

Grants the
permission to
update tables.

write table * ● g:ResourceT
ag/<tag-
key>

● g:Enterprise
ProjectId

dli:table:descri
be

Grants the
permission to
display the
table structure.

read table * ● g:ResourceT
ag/<tag-
key>

● g:Enterprise
ProjectId

dli:table:delete Grants the
permission to
delete tables.

write table * ● g:ResourceT
ag/<tag-
key>

● g:Enterprise
ProjectId

dli:table:showP
artitions

Grants the
permission to
display all
partitions of a
table.

read table * ● g:ResourceT
ag/<tag-
key>

● g:Enterprise
ProjectId

dli:sqldefendrul
e:create

Grants the
permission to
create SQL
inspection
rules.

write - -

dli:sqldefendrul
e:list

Grants the
permission to
list SQL
inspection
rules.

list - -

dli:sqldefendrul
e:update

Grants the
permission to
update SQL
inspection
rules.

write - -

dli:sqldefendrul
e:delete

Grants the
permission to
delete SQL
inspection
rules.

write - -
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Action Description Access
Level

Resource Type (*:
required)

Condition Key

dli:sqldefendrul
e:get

Grants the
permission to
query details
about SQL
inspection
rules.

read - -

dli:resource:cre
ate

Grants the
permission to
create resource
packages.

write resource * -

- ● g:RequestT
ag/<tag-
key>

● g:TagKeys

dli:resource:get Grants the
permission to
query resource
package
details.

read resource * g:ResourceTag
/<tag-key>

dli:resource:del
ete

Grants the
permission to
delete resource
packages.

write resource * g:ResourceTag
/<tag-key>

dli:resource:list Grants the
permission to
list resource
packages.

list resource * -

- ● g:RequestT
ag/<tag-
key>

● g:TagKeys

dli:resource:up
date

Grants the
permission to
update
resource
packages.

write resource * g:ResourceTag
/<tag-key>

dli:jobs:update Grants the
permission to
update jobs.

write jobs * g:ResourceTag
/<tag-key>

dli:jobs:delete Grants the
permission to
delete jobs.

write jobs * g:ResourceTag
/<tag-key>

dli:jobs:create Grants the
permission to
create jobs.

write jobs * -

- ● g:RequestT
ag/<tag-
key>

● g:TagKeys
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Action Description Access
Level

Resource Type (*:
required)

Condition Key

dli:jobs:startFli
nkJob

Grants the
permission to
start a job.

write jobs * g:ResourceTag
/<tag-key>

dli:jobs:stopFli
nkJob

Grants the
permission to
stop a job.

write jobs * g:ResourceTag
/<tag-key>

dli:jobs:export Grants the
permission to
export jobs.

write jobs * g:ResourceTag
/<tag-key>

dli::createEdge
Channel

Grants the
permission to
create IEF
message
channels.

write - -

dli::reportEdgeJ
ob

Grants the
permission to
report statuses
of Flink edge
jobs.

write - -

dli::callbackEdg
eJobAction

Grants the
permission to
call back
action statuses
of Flink edge
jobs.

write - -

dli::createEdge
SystemEvent

Grants the
permission to
report IEF
system events.

write - -

dli:template:list Grants the
permission to
list templates.

list template * -

dli:template:cr
eate

Grants the
permission to
create
templates.

write template * -

dli:template:up
date

Grants the
permission to
update
templates.

write template * -
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Action Description Access
Level

Resource Type (*:
required)

Condition Key

dli:template:de
lete

Grants the
permission to
delete
templates.

write template * -

dli:template:ge
t

Grants the
permission to
query template
details.

read template * -

dli:elasticresou
rcepool:resourc
eManagement

Grants the
permission to
manage
resources to an
elastic
resource pool.

write elasticresource-
pool *

● g:ResourceT
ag/<tag-
key>

● g:Enterprise
ProjectId

dli:elasticresou
rcepool:list

Grants the
permission to
list elastic
resource pools.

list elasticresource-
pool *

-

- ● g:RequestT
ag/<tag-
key>

● g:TagKeys

dli:elasticresou
rcepool:create

Grants the
permission to
create elastic
resource pools.

write elasticresource-
pool *

-

- ● g:RequestT
ag/<tag-
key>

● g:TagKeys
● g:Enterprise

ProjectId

dli:elasticresou
rcepool:update

Grants the
permission to
update elastic
resource pools.

write elasticresource-
pool *

● g:ResourceT
ag/<tag-
key>

● g:Enterprise
ProjectId

dli:elasticresou
rcepool:delete

Grants the
permission to
delete elastic
resource pools.

write elasticresource-
pool *

● g:ResourceT
ag/<tag-
key>

● g:Enterprise
ProjectId
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Action Description Access
Level

Resource Type (*:
required)

Condition Key

dli:elasticresou
rcepool:scale

Grants the
permission to
scale out/in an
elastic
resource pool.

list elasticresource-
pool *

● g:ResourceT
ag/<tag-
key>

● g:Enterprise
ProjectId

dli::createLake
house

Grants the
permission to
create
lakehouses.

write - -

dli::getLakehou
se

Grants the
permission to
query
lakehouses.

read - -

dli:connection:l
ist

Grants the
permission to
list basic
datasource
connections.

list - ● g:RequestT
ag/<tag-
key>

● g:TagKeys

dli:connection:
create

Grants the
permission to
create basic
datasource
connections.

write - ● g:RequestT
ag/<tag-
key>

● g:TagKeys

dli:connection:
get

Grants the
permission to
query basic
datasource
connections.

read - -

dli:connection:
delete

Grants the
permission to
delete basic
datasource
connections.

write - -

dli:edsconnecti
on:get

Grants the
permission to
query details
about an
enhanced
datasource
connection.

read edsconnection * g:ResourceTag
/<tag-key>
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Action Description Access
Level

Resource Type (*:
required)

Condition Key

dli:edsconnecti
on:update

Grants the
permission to
update
enhanced
datasource
connections.

write edsconnection * g:ResourceTag
/<tag-key>

dli:edsconnecti
on:delete

Grants the
permission to
delete
enhanced
datasource
connections.

write edsconnection * g:ResourceTag
/<tag-key>

dli:edsconnecti
on:list

Grants the
permission to
list enhanced
datasource
connections.

list edsconnection * -

- ● g:RequestT
ag/<tag-
key>

● g:TagKeys

dli:edsconnecti
on:create

Grants the
permission to
create
enhanced
datasource
connections.

write edsconnection * -

- ● g:RequestT
ag/<tag-
key>

● g:TagKeys
● dli:VpcId

dli:edsconnecti
on:unbindQue
ue

Grants the
permission to
unbind an
enhanced
datasource
connection
from a queue.

write edsconnection * g:ResourceTag
/<tag-key>

dli:edsconnecti
on:bindQueue

Grants the
permission to
bind an
enhanced
datasource
connection to
a queue.

write edsconnection * g:ResourceTag
/<tag-key>

dli:datasourcea
uth:list

Grants the
permission to
list datasource
authentication
connections.

list datasourceauth * -
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Action Description Access
Level

Resource Type (*:
required)

Condition Key

dli:datasourcea
uth:update

Grants the
permission to
update
security
authentication
information.

write datasourceauth * -

dli:datasourcea
uth:create

Grants the
permission to
create security
authentication
information.

write datasourceauth * -

dli:datasourcea
uth:delete

Grants the
permission to
delete security
authentication
information.

write datasourceauth * -

dli:edsconnecti
on:deleteRoute

Grants the
permission to
delete routes
from enhanced
datasource
connections.

write edsconnection * g:ResourceTag
/<tag-key>

dli:edsconnecti
on:createRoute

Grants the
permission to
create routes
for enhanced
datasource
connections.

write edsconnection * g:ResourceTag
/<tag-key>

dli::getQuota Grants the
permission to
query quotas.

read - -

dli:queue:restar
t

Grants the
permission to
restart a
queue.

write queue * ● g:ResourceT
ag/<tag-
key>

● g:Enterprise
ProjectId

dli:table:insert
OverwriteTable

Grants the
permission to
overwrite data
to a table.

write table * ● g:ResourceT
ag/<tag-
key>

● g:Enterprise
ProjectId
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Action Description Access
Level

Resource Type (*:
required)

Condition Key

dli:catalog:unbi
nd

Grants the
permission to
unbind data
catalogs.

write - -

dli::listTags Grants the
permission to
list tags.

list - -

dli::listResource
sByTag

Grants the
permission to
query
resources by
tag.

list - ● g:RequestT
ag/<tag-
key>

● g:TagKeys

dli::unTagReso
urce

Grants the
permission to
delete tags.

tagging queue ● g:Enterprise
ProjectId

● g:ResourceT
ag/<tag-
key>

resource g:ResourceTag
/<tag-key>

database ● g:Enterprise
ProjectId

● g:ResourceT
ag/<tag-
key>

elasticresource-
pool

● g:Enterprise
ProjectId

● g:ResourceT
ag/<tag-
key>

edsconnection g:ResourceTag
/<tag-key>

jobs g:ResourceTag
/<tag-key>

- ● g:RequestT
ag/<tag-
key>

● g:TagKeys
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Action Description Access
Level

Resource Type (*:
required)

Condition Key

dli::listTagsFor
Resource

Grants the
permission to
query the tags
of a specified
resource.

list queue ● g:Enterprise
ProjectId

● g:ResourceT
ag/<tag-
key>

resource g:ResourceTag
/<tag-key>

database ● g:Enterprise
ProjectId

● g:ResourceT
ag/<tag-
key>

elasticresource-
pool

● g:ResourceT
ag/<tag-
key>

● g:Enterprise
ProjectId

edsconnection g:ResourceTag
/<tag-key>

jobs g:ResourceTag
/<tag-key>

dli::createDow
nloader

Grants the
permission to
create
download
tasks.

write - -

dli::tagResourc
e

Creates
resource tags.

tagging queue ● g:Enterprise
ProjectId

● g:ResourceT
ag/<tag-
key>

resource g:ResourceTag
/<tag-key>

database ● g:Enterprise
ProjectId

● g:ResourceT
ag/<tag-
key>
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Action Description Access
Level

Resource Type (*:
required)

Condition Key

elasticresource-
pool

● g:ResourceT
ag/<tag-
key>

● g:Enterprise
ProjectId

edsconnection g:ResourceTag
/<tag-key>

jobs g:ResourceTag
/<tag-key>

dli:jobs:check Verifies if jobs
exist.

read - -

dli:jobs:import Imports jobs. write jobs -

dli:template:ch
eck

Verifies if
templates
exist.

read - -

 

Each API of DLI usually supports one or more actions. Table 5-80 lists the actions
and dependencies supported by DLI APIs.

Table 5-80 Actions and dependencies supported by open DLI APIs

API Action Dependency

PUT /v1.0/{project_id}/queues/user-
authorization

dli::operateAuth -

PUT /v1.0/{project_id}/user-
authorization

dli::operateAuth -

GET /v1.0/{project_id}/databases/
{database_name}/tables/
{table_name}/users

dli::listAuth -

GET /v1.0/{project_id}/databases/
{database_name}/tables/
{table_name}/users/{user_name}

dli::listAuth -

GET /v1.0/{project_id}/databases/
{database_name}/users

dli::listAuth -

GET /v1.0/{project_id}/queues/
{queue_name}/users

dli::listAuth -

GET /v1.0/{project_id}/authorization/
privileges

dli::listAuth -
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API Action Dependency

PUT /v1.0/{project_id}/authorization dli::operateAuth -

GET /v1.0/{project_id}/variables dli:variable:list -

POST /v1.0/{project_id}/variables dli:variable:create -

PUT /v1.0/{project_id}/variables/
{var_name}

dli:variable:update -

DELETE /v1.0/{project_id}/variables/
{var_name}

dli:variable:delete -

GET /v3/{project_id}/catalogs dli:catalog:list -

POST /v3/{project_id}/catalogs/action dli:catalog:bind dli:catalog:unbind

GET /v3/{project_id}/catalogs/
{catalog_name}

dli:catalog:get -

GET /v1.0/{project_id}/queues dli:queue:list -

POST /v1.0/{project_id}/queues dli:queue:create -

GET /v1.0/{project_id}/queues/
{queue_name}

dli:queue:get -

PUT /v1.0/{project_id}/queues/
{queue_name}

dli:queue:update -

DELETE /v1.0/{project_id}/queues/
{queue_name}

dli:queue:delete -

PUT /v1.0/{project_id}/queues/
{queue_name}/action

dli:queue:scale dli:queue:restart

POST /v1.0/{project_id}/queues/
{queue_name}/connection-test

dli:queue:checkCon
nection

-

GET /v1.0/{project_id}/queues/
{queue_name}/connection-test/
{task_id}

dli:queue:getConne
ction

-

GET /v1/{project_id}/queues/
{queue_name}/plans

dli:queue:listPlans -

POST /v1/{project_id}/queues/
{queue_name}/plans

dli:queue:createPla
n

-

POST /v1/{project_id}/queues/
{queue_name}/plans/batch-delete

dli:queue:deletePla
n

-

PUT /v1.0/{project_id}/queues/
{queue_name}

dli:queue:updatePla
n

-

DELETE /v1/{project_id}/queues/
{queue_name}/plans/{plan_id}

dli:queue:deletePla
n

-
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API Action Dependency

POST /v3/{project_id}/queues/
{queue_name}/properties

dli:queue:createPro
perty

-

GET /v3/{project_id}/queues/
{queue_name}/properties

dli:queue:listPropert
ies

-

PUT /v3/{project_id}/queues/
{queue_name}/properties

dli:queue:updatePro
perty

-

DELETE /v3/{project_id}/queues/
{queue_name}/properties

dli:queue:deletePro
perty

-

GET /v1.0/{project_id}/jobs dli:jobs:list -

POST /v1.0/{project_id}/jobs/submit-
job

dli:queue:submitJob -

GET /v1.0/{project_id}/jobs/{job_id}/
status

dli:jobs:get -

GET /v1.0/{project_id}/jobs/{job_id}/
detail

dli:jobs:get -

DELETE /v1.0/{project_id}/jobs/
{job_id}

dli:queue:cancelJob -

GET /v1.0/{project_id}/jobs/{job_id}/
preview

dli:jobs:get -

POST /v1.0/{project_id}/jobs/check-
sql

dli::checkSql -

GET /v1/{project_id}/jobs/{job_id}/
progress

dli:jobs:get -

POST /v1/{project_id}/sql-defend-
rules

dli:sqldefendrule:cr
eate

-

GET /v1/{project_id}/sql-defend-rules dli:sqldefendrule:list -

PUT /v1/{project_id}/sql-defend-
rules/{rule_id}

dli:sqldefendrule:up
date

-

DELETE /v1/{project_id}/sql-defend-
rules/{rule_id}

dli:sqldefendrule:de
lete

-

GET /v1/{project_id}/sql-defend-rules/
{rule_id}

dli:sqldefendrule:ge
t

-

POST /v1.0/{project_id}/streaming/
jobs/{job_id}/import-savepoint

dli:jobs:update -

POST /v1.0/{project_id}/streaming/
jobs/{job_id}/savepoint

dli:jobs:update -
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API Action Dependency

GET /v1.0/{project_id}/streaming/
jobs/{job_id}

dli:jobs:get -

DELETE /v1.0/{project_id}/streaming/
jobs/{job_id}

dli:jobs:delete -

GET /v1.0/{project_id}/streaming/jobs dli:jobs:list -

POST /v1.0/{project_id}/streaming/
sql-jobs

dli:jobs:create -

PUT /v1.0/{project_id}/streaming/sql-
jobs/{job_id}

dli:jobs:update -

POST /v1.0/{project_id}/streaming/
flink-jobs

dli:jobs:create -

PUT /v1.0/{project_id}/streaming/
flink-jobs/{job_id}

dli:jobs:update -

POST /v1.0/{project_id}/streaming/
jobs/run

dli:jobs:startFlinkJo
b

dli:queue:submitJ
ob

POST /v1.0/{project_id}/streaming/
jobs/stop

dli:jobs:stopFlinkJob dli:queue:cancelJo
b

POST /v1.0/{project_id}/streaming/
jobs/delete

dli:jobs:delete -

GET /v1.0/{project_id}/streaming/
jobs/{job_id}/execute-graph

dli:jobs:get -

POST /v1.0/{project_id}/streaming/
jobs/export

dli:jobs:export -

POST /v1.0/{project_id}/streaming/
jobs/import

dli:jobs:import -

POST /v3/{project_id}/streaming/jobs/
{job_id}/gen-graph

dli:jobs:get -

GET /v1.0/{project_id}/streaming/job-
templates

dli:template:list -

POST /v1.0/{project_id}/streaming/
job-templates

dli:template:create -

PUT /v1.0/{project_id}/streaming/job-
templates/{template_id}

dli:template:update -

DELETE /v1.0/{project_id}/streaming/
job-templates/{template_id}

dli:template:delete -

POST /v1.0/{project_id}/sqls dli:template:create -

GET /v1.0/{project_id}/sqls dli:template:list -
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GET /v1.0/{project_id}/sqls/sample dli:template:list -

PUT /v1.0/{project_id}/sqls/
{template_id}

dli:template:update -

POST /v1.0/{project_id}/sqls-deletion dli:template:delete -

POST /v3/{project_id}/templates dli:template:create -

GET /v3/{project_id}/templates dli:template:list -

PUT /v3/{project_id}/templates/
{template_id}

dli:template:update -

GET /v3/{project_id}/templates/
{template_id}

dli:template:get -

GET /v2.0/{project_id}/batches dli:jobs:list -

POST /v2.0/{project_id}/batches dli:queue:submitJob -

GET /v2.0/{project_id}/batches/
{batch_id}

dli:jobs:get -

DELETE /v2.0/{project_id}/batches/
{batch_id}

dli:queue:cancelJob -

GET /v2.0/{project_id}/batches/
{batch_id}/log

dli:jobs:get -

GET /v2.0/{project_id}/batches/
{batch_id}/state

dli:jobs:get -

POST /v3/{project_id}/elastic-
resource-pools/
{elastic_resource_pool_name}/
notebook/action

dli:elasticresource-
pool:resourceMana
gement

-

POST /v3/{project_id}/elastic-
resource-pools/
{elastic_resource_pool_name}/
notebook/instances

dli:elasticresource-
pool:resourceMana
gement

-

GET /v3/{project_id}/elastic-resource-
pools

dli:elasticresource-
pool:list

-

POST /v3/{project_id}/elastic-
resource-pools

dli:elasticresource-
pool:create

-

PUT /v3/{project_id}/elastic-resource-
pools/{elastic_resource_pool_name}

dli:elasticresource-
pool:update

-

DELETE /v3/{project_id}/elastic-
resource-pools/
{elastic_resource_pool_name}

dli:elasticresource-
pool:delete

-
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GET /v3/{project_id}/elastic-resource-
pools/{elastic_resource_pool_name}/
queues

dli:elasticresource-
pool:resourceMana
gement

-

POST /v3/{project_id}/elastic-
resource-pools/
{elastic_resource_pool_name}/queues

dli:elasticresource-
pool:resourceMana
gement

● dli:queue:creat
e

● dli:queue:delet
e

PUT /v3/{project_id}/elastic-resource-
pools/{elastic_resource_pool_name}/
queues/{queue_name}

dli:elasticresource-
pool:resourceMana
gement

-

GET /v3/{project_id}/elastic-resource-
pools/{elastic_resource_pool_name}/
scale-records

dli:elasticresource-
pool:scale

-

POST /v3/{project_id}/orders/elastic-
resource-pools

dli:elasticresource-
pool:create

-

POST /v3/{project_id}/orders/elastic-
resource-pools/specification-change

dli:elasticresource-
pool:scale

-

POST /v3/{project_id}/lakehouse dli::createLakehous
e

-

GET /v3/{project_id}/lakehouse dli::getLakehouse -

GET /v2.0/{project_id}/datasource/
enhanced-connections/
{connection_id}

dli:edsconnection:g
et

-

PUT /v2.0/{project_id}/datasource/
enhanced-connections/
{connection_id}

dli:edsconnection:u
pdate

-

DELETE /v2.0/{project_id}/datasource/
enhanced-connections/
{connection_id}

dli:edsconnection:d
elete

-

GET /v2.0/{project_id}/datasource/
enhanced-connections

dli:edsconnection:lis
t

-

POST /v2.0/{project_id}/datasource/
enhanced-connections

dli:edsconnection:cr
eate

-

POST /v2.0/{project_id}/datasource/
enhanced-connections/
{connection_id}/disassociate-queue

dli:edsconnection:u
nbindQueue

-

POST /v2.0/{project_id}/datasource/
enhanced-connections/
{connection_id}/associate-queue

dli:edsconnection:bi
ndQueue

-
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GET /v2.0/{project_id}/datasource/
enhanced-connections/
{connection_id}/privileges

dli::listAuth -

GET /v3/{project_id}/datasource/
auth-infos

dli:datasourceauth:l
ist

-

PUT /v3/{project_id}/datasource/
auth-infos

dli:datasourceauth:
update

-

POST /v3/{project_id}/datasource/
auth-infos

dli:datasourceauth:
create

-

DELETE /v3/{project_id}/datasource/
auth-infos/{auth_info_name}

dli:datasourceauth:
delete

-

POST /v3/{project_id}/datasource/
enhanced-connections/
{connection_id}/routes

dli:edsconnection:d
eleteRoute

-

DELETE /v3/{project_id}/datasource/
enhanced-connections/
{connection_id}/routes/{name}

dli:edsconnection:cr
eateRoute

-

GET /v3/{project_id}/quotas dli::getQuota -

GET /v3/{project_id}/datasource/
auth-infos

dli:datasourceauth:l
ist

-

PUT /v3/{project_id}/datasource/
auth-infos

dli:datasourceauth:
update

-

POST /v3/{project_id}/datasource/
auth-infos

dli:datasourceauth:
create

-

DELETE /v3/{project_id}/datasource/
auth-infos/{auth_info_name}

dli:datasourceauth:
delete

-

POST /v3/{project_id}/datasource/
enhanced-connections/
{connection_id}/routes

dli:edsconnection:cr
eateRoute

-

DELETE /v3/{project_id}/datasource/
enhanced-connections/
{connection_id}/routes/{name}

dli:edsconnection:d
eleteRoute

-

GET /v3/{project_id}/{resource_type}/
tags

dli::listTags -

POST /v3/{project_id}/
{resource_type}/resource-instances/
filter

dli::listResourcesBy-
Tag

-
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POST /v3/{project_id}/
{resource_type}/resource-instances/
count

dli::listResourcesBy-
Tag

-

POST /v3/{project_id}/
{resource_type}/{resource_id}/tags/
delete

dli::unTagResource -

GET /v3/{project_id}/{resource_type}/
{resource_id}/tags

dli::listTagsForReso
urce

-

 

Table 5-81 Actions and dependencies supported by DLI console APIs

API Action Dependency

GET /v1.0/{project_id}/logs/
transfer

dli::getLogTransfer -

POST /v1.0/{project_id}/logs/
history

dli::getLog -

POST /v1.0/{project_id}/logs/
runtime

dli::getLog -

GET /v1.0/{project_id}/logs/pods dli::getLog -

GET /v1.0/{project_id}/logs/pods/
{pod_name}

dli::getLog -

PUT /v1.0/{project_id}/databases/
{database_name}/name

dli:database:update -

POST /v1/{project_id}/streaming/
jobs/check

dli:jobs:check -

POST /v1/{project_id}/
streaming/sql/validate

dli::checkSql -

GET /v1/{project_id}/streaming/
jobs/{job_id}/log

dli:jobs:get -

GET /v1/{project_id}/streaming/
jobs/{job_id}/log/{tm_id}

dli:jobs:get -

GET /v1/{project_id}/streaming/
jobs/{job_id}/submitlog

dli:jobs:get -

POST /v1/{project_id}/streaming/
templates/check

dli:template:check -

GET /v1.0/{project_id}/databases/
{database_name}/projects

dli::listAuth -
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GET /v1.0/{project_id}/databases/
{database_name}/tables/
{table_name}/projects

dli::listAuth -

GET /v1.0/{project_id}/databases/
{database_name}/tables/
{table_name}/projects/{projectId}

dli::listAuth -

GET /v1.0/{project_id}/databases/
{database_name}/projects/
{projectId}

dli::listAuth -

GET /v1.0/{project_id}/databases/
{database_name}/tables/
{table_name}/columns/
{column_name}/projects/
{projectId}

dli::listAuth -

POST /v1.0/{project_id}/logs/
transfer

dli::createLogTransfer -

POST /v1.0/{project_id}/orders/
queues

dli:queue:create -

PUT /v1.0/{project_id}/orders/
queues

dli:queue:scale -

PUT /v3/{project_id}/queues/
{queue_name}/scale-range

dli:queue:scale -

 

Resources

A resource type indicates the resources that an SCP applies to. If you specify a
resource type for any action in Table 5-82, the resource URN must be specified in
the SCP statements using that action, and the SCP applies only to resources of this
type. If no resource type is specified, the Resource element is marked with an
asterisk (*) and the SCP applies to all resources. You can also set condition keys in
an SCP to define resource types.

The following table lists the resource types that you can define in SCP statements
for DLI.

Table 5-82 Resource types supported by DLI

Resource Type URN

variable dli:<region>:<account-id>:variable:<variable-name-
with-prefix>

queue dli:<region>:<account-id>:queue:<queue-name-with-
prefix>
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Resource Type URN

jobs dli:<region>:<account-id>:jobs:<job-id-with-prefix>

table dli:<region>:<account-id>:table:<table-name-with-
prefix>

database dli:<region>:<account-id>:database:<database-name-
with-prefix>

resource dli:<region>:<account-id>:resource:<resource-name-
with-prefix>

template dli:<region>:<account-id>:template:<template-name-
with-prefix>

elasticresourcepool dli:<region>:<account-id>:elasticresource-
pool:<elasticresourcepool-name-with-prefix>

edsconnection dli:<region>:<account-
id>:edsconnection:<edsconnection-id-with-prefix>

datasourceauth dli:<region>:<account-
id>:datasourceauth:<datasourceauth-name-with-prefix>

 

Conditions

A Condition element lets you specify conditions for when an SCP is in effect. It
contains condition keys and operators.

● The condition key that you specify can be a global condition key or a service-
specific condition key.
– Global condition keys (with the g: prefix) apply to all actions. Cloud

services do not need to provide user identity information. Instead, the
system automatically obtains such information and authenticates users.
For details, see Global Condition Keys.

– Service-specific condition keys (with the abbreviation of a service name
as the prefix, for example, dli:) apply only to DLI operations. For details,
see Table 5-83.

– The number of values associated with a condition key in the request
context of an API call makes the condition key single-valued or
multivalued. Single-valued condition keys have at most one value in the
request context of an API call. Multivalued condition keys can have
multiple values in the request context of an API call. For example, a
request can originate from at most one VPC endpoint, so g:SourceVpce is
a single-valued condition key. You can tag resources and include multiple
tag key-value pairs in a request, so g:TagKeys is a multivalued condition
key.

● A condition operator, condition key, and a condition value together constitute
a complete condition statement. An SCP can be applied only when its request
conditions are met. For supported condition operators, see Condition
operators.
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The following table lists the condition keys that you can define in SCPs for DLI.
You can include these condition keys to specify conditions for when your SCP is in
effect.

Table 5-83 Service-specific condition keys supported by DLI

Service-specific
Condition Key

Type Single-
valued/
Multivalued

Description

dli:VpcId string Single-valued Filters access
permissions by VPC
ID.

 

5.10.5.2 DataArts Studio
The Organizations service provides Service Control Policies (SCPs) to set access
control policies.

SCPs do not actually grant any permissions to a principal. They only set the
permissions boundary for the principal. When SCPs are attached to an
organizational unit (OU) or a member account, the SCPs do not directly grant
permissions to that OU or member account. Instead, the SCPs only determine
what permissions are available for that member account or those member
accounts under that OU.

This section describes the elements used by Organizations SCPs. The elements
include actions, resources, and conditions.

For details about how to use these elements to create a custom SCP, see Creating
an SCP.

Actions
Actions are specific operations that are allowed or denied in an SCP.

● The Access Level column describes how the action is classified (List, Read, or
Write). This classification helps you understand the level of access that an
action grants when you use it in an SCP.

● The Resource Type column indicates whether the action supports resource-
level permissions.
– You can use a wildcard (*) to indicate all resource types. If this column is

empty (-), the action does not support resource-level permissions and
you must specify all resources ("*") in your SCP statements.

– If this column includes a resource type, you must specify the URN in the
Resource element of your statements.

– Required resources are marked with asterisks (*) in the table. If you
specify a resource in a statement using this action, then it must be of this
type.

For details about the resource types defined by DataArts Studio, see
Resources.
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● Condition Key contains keys that you can specify in the Condition element of
an SCP statement.
– If the Resource Type column has values for an action, the condition key

takes effect only for the listed resource types.
– If the Resource Type column is empty (-) for an action, the condition key

takes effect for all resources that action supports.
– If the Condition Key column is empty (-) for an action, the action does

not support any condition keys.
For details about the condition keys defined by DataArts Studio, see
Conditions.

The following table lists the actions that you can define in SCP statements for
DataArts Studio.

NO TE

Due to API restrictions, if the resource type is specified for an SCP, the permission
configuration may not meet expectations because some operations are unavailable for
specified workspace or instance resources. For example, if an operation that does not
support specified resources is allowed but a specific resource is specified for the operation,
all resource operations are denied. If an operation that does not support specified resources
is denied but a specific resource is specified for the operation, all resource operations are
allowed.

Therefore, if you want to specify the resource type for an SCP, you must exclude such
operations. Instead, you can only configure SCP statements without specified resources or
with global resources for such operations, and use multiple SCP statements to grant
permissions to users. SCP statements without specified resources or with global resources
do not contain the Resource element in the JSON content, or contain the following
Resource element:
            "Resource": [
                "DataArtsStudio:*:*:workspace:*",
                "DataArtsStudio:*:*:instance:*"
            ]

The operations that cannot be performed on specified resources in DataArts Studio are as
follows:

● Operations that can be performed only on specified instance resources but not on
specified workspace resources:

● DataArtsStudio:workspace:create

● DataArtsStudio:workspace:list

● Operations that cannot be performed on specified instance or workspace resources:

● DataArtsStudio:instance:create

● DataArtsStudio:instance:get

● DataArtsStudio:instance:list

● DataArtsStudio:instance:resize

● DataArtsStudio:instance:getAgency

● DataArtsStudio:instance:createAgency

● DataArtsStudio:instance:uploadDriver

● DataArtsStudio:instance:deleteDriver

● DataArtsStudio:instance:listDrivers

● DataArtsStudio:instance:listTags

● DataArtsStudio:workspace:listTags
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Table 5-84 Actions supported by DataArts Studio

Action Description Access
Level

Resour
ce Type
(*:
require
d)

Condition Key

DataArtsStudio:w
orkspace:list

Grants the
permission to
query all
workspaces.

list worksp
ace *

g:ResourceTag/
<tag-key>

instanc
e *

g:ResourceTag/
<tag-key>

DataArtsStudio:w
orkspace:create

Grants the
permission to
create a
workspace.

write worksp
ace *

-

instanc
e *

g:ResourceTag/
<tag-key>

- ● g:RequestTag/
<tag-key>

● g:TagKeys

DataArtsStudio:w
orkspace:get

Grants the
permission to
query workspace
information.

read worksp
ace *

g:ResourceTag/
<tag-key>

instanc
e *

g:ResourceTag/
<tag-key>

DataArtsStudio:w
orkspace:frozen

Grants the
permission to
freeze a
workspace.

write worksp
ace *

g:ResourceTag/
<tag-key>

instanc
e *

g:ResourceTag/
<tag-key>

DataArtsStudio:w
orkspace:unfrozen

Grants the
permissions to
unfreeze a
workspace.

write worksp
ace *

g:ResourceTag/
<tag-key>

instanc
e *

g:ResourceTag/
<tag-key>

DataArtsStudio:w
orkspace:update

Grants the
permission to
update a
workspace.

write worksp
ace *

g:ResourceTag/
<tag-key>

instanc
e *

g:ResourceTag/
<tag-key>

DataArtsStudio:ins
tance:list

Grants the
permission to
query all
instances.

list instanc
e *

g:ResourceTag/
<tag-key>

DataArtsStudio:ins
tance:create

Grants the
permission to
create an
instance.

write instanc
e *

-
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Action Description Access
Level

Resour
ce Type
(*:
require
d)

Condition Key

- ● g:RequestTag/
<tag-key>

● g:TagKeys

DataArtsStudio:ins
tance:get

Grants the
permission to
query an instance.

read instanc
e *

g:ResourceTag/
<tag-key>

DataArtsStudio:ins
tance:resize

Grants the
permission to
change instance
specifications.

write instanc
e *

g:ResourceTag/
<tag-key>

DataArtsStudio:ins
tance:listDrivers

Grants the
permission to
query all driver
files.

list - -

DataArtsStudio:ins
tance:uploadDrive
r

Grants the
permission to
upload a driver
file.

write - -

DataArtsStudio:ins
tance:deleteDriver

Grants the
permission to
delete a driver
file.

write - -

DataArtsStudio:w
orkspace:delete

Grants the
permission to
delete a
workspace.

write worksp
ace *

g:ResourceTag/
<tag-key>

instanc
e *

g:ResourceTag/
<tag-key>

DataArtsStudio:ins
tance:getAgency

Grants the
permission to
query an agency.

read - -

DataArtsStudio:ins
tance:createAgenc
y

Grants the
permission to
create an agency.

write - -

DataArtsStudio:ins
tance:delete

Grants the
permission to
delete an
instance.

write instanc
e *

g:ResourceTag/
<tag-key>
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Action Description Access
Level

Resour
ce Type
(*:
require
d)

Condition Key

DataArtsStudio:ins
tance:migrateBusi
nessModel

Grants the
permission to
change the
business model of
an instance.

write instanc
e *

g:ResourceTag/
<tag-key>

DataArtsStudio:ins
tance:operate

Grants the
permission to
operate the
resources of an
instance.

write instanc
e *

g:ResourceTag/
<tag-key>

DataArtsStudio:w
orkspace:operate

Grants the
permission to
operate the
resources in a
workspace.

write worksp
ace *

g:ResourceTag/
<tag-key>

instanc
e *

g:ResourceTag/
<tag-key>

DataArtsStudio:ins
tance:createRole

Grants the
permission to
create a custom
role.

write instanc
e *

g:ResourceTag/
<tag-key>

DataArtsStudio:ins
tance:listRoles

Grants the
permission to
query custom
roles.

list instanc
e *

g:ResourceTag/
<tag-key>

DataArtsStudio:ins
tance:getRoleType

Grants the
permission to
query the type of
a custom role.

read instanc
e *

g:ResourceTag/
<tag-key>

DataArtsStudio:ins
tance:getRole

Grants the
permission to
query a custom
role.

read instanc
e *

g:ResourceTag/
<tag-key>

DataArtsStudio:ins
tance:updateRole

Grants the
permission to
update a custom
role.

write instanc
e *

g:ResourceTag/
<tag-key>

DataArtsStudio:ins
tance:deleteRole

Grants the
permission to
delete a custom
role.

write instanc
e *

g:ResourceTag/
<tag-key>
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Action Description Access
Level

Resour
ce Type
(*:
require
d)

Condition Key

DataArtsStudio:ins
tance:tagResource

Grants the
permission to add
an instance tag.

write instanc
e *

g:ResourceTag/
<tag-key>

- ● g:RequestTag/
<tag-key>

● g:TagKeys

DataArtsStudio:ins
tance:unTagResou
rce

Grants the
permission to
delete an instance
tag.

write instanc
e *

g:ResourceTag/
<tag-key>

- ● g:RequestTag/
<tag-key>

● g:TagKeys

DataArtsStudio:ins
tance:listIncremen
talPackages

Grants the
permission to
query all
incremental
packages.

list instanc
e *

g:ResourceTag/
<tag-key>

DataArtsStudio:w
orkspace:createInc
rementalPackage

Grants the
permission to
create an
incremental
package for a
workspace.

write worksp
ace *

● g:ResourceTag/
<tag-key>

● DataArtsStudio
:EnablePublicA
ccess

instanc
e *

g:ResourceTag/
<tag-key>

DataArtsStudio:w
orkspace:tagReso
urce

Grants the
permission to add
a tag to a
workspace.

write worksp
ace *

g:ResourceTag/
<tag-key>

instanc
e *

g:ResourceTag/
<tag-key>

- ● g:RequestTag/
<tag-key>

● g:TagKeys

DataArtsStudio:w
orkspace:unTagRe
source

Grants the
permission to
delete a tag from
a workspace.

write worksp
ace *

g:ResourceTag/
<tag-key>

instanc
e *

g:ResourceTag/
<tag-key>

- ● g:RequestTag/
<tag-key>

● g:TagKeys
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Action Description Access
Level

Resour
ce Type
(*:
require
d)

Condition Key

DataArtsStudio:ins
tance:createIncre
mentalPackage

Grants the
permission to
create an
incremental
package for an
instance.

write instanc
e *

g:ResourceTag/
<tag-key>

DataArtsStudio:ins
tance:listTags

Grants the
permission to
query the tags of
all instances.

list instanc
e *

g:ResourceTag/
<tag-key>

DataArtsStudio:w
orkspace:listTags

Grants the
permission to
query the tags of
all workspaces.

list worksp
ace *

g:ResourceTag/
<tag-key>

instanc
e *

g:ResourceTag/
<tag-key>

DataArtsStudio:ins
tance:listTagsForR
esource

Grants the
permission to
query the tags of
an instance.

list instanc
e *

g:ResourceTag/
<tag-key>

DataArtsStudio:w
orkspace:listTagsF
orResource

Grants the
permission to
query the tags of
a workspace.

list worksp
ace *

g:ResourceTag/
<tag-key>

instanc
e *

g:ResourceTag/
<tag-key>

DataArtsStudio:w
orkspace:updateD
ataServiceApiQuo
ta

Grants the
permission to
update the
DataArts
DataService API
quota of a
workspace.

write worksp
ace *

g:ResourceTag/
<tag-key>

instanc
e *

g:ResourceTag/
<tag-key>

DataArtsStudio:w
orkspace:execute
DataServiceInstan
ceAction

Grants the
permission to run
commands to
perform
operations on
DataArts
DataService
clusters.

write worksp
ace *

g:ResourceTag/
<tag-key>

instanc
e *

g:ResourceTag/
<tag-key>
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Action Description Access
Level

Resour
ce Type
(*:
require
d)

Condition Key

DataArtsStudio:ins
tance:configureDa
taSecurityAdminis
trator

Grants the
permission to
configure the data
security
administrator.

write instanc
e *

g:ResourceTag/
<tag-key>

DataArtsStudio:ins
tance:listResource
sByTag

Grants the
permission to
filter instances by
tag.

list instanc
e *

-

- g:TagKeys

DataArtsStudio:w
orkspace:listResou
rcesByTag

Grants the
permission to
filter workspaces
by tag.

list worksp
ace *

-

instanc
e *

-

- g:TagKeys

 

Each API of DataArts Studio usually supports one or more actions. Table 5-85 lists
the actions and dependencies supported by DataArts Studio APIs.

Table 5-85 Actions and dependencies supported by DataArts Studio APIs

API Action Dependencies

GET /v1/
{project_id}/
workspaces/
{instance_id}

DataArtsStudio:workspace:l
ist

-

POST /v1/
{project_id}/
workspaces/
{instance_id}

DataArtsStudio:workspace:
create

-

GET /v1/
{project_id}/
workspaces/
{instance_id}/
{workspace_id}

DataArtsStudio:workspace:
get

-

POST /v1/
{project_id}/change-
resource

DataArtsStudio:instance:res
ize

-
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API Action Dependencies

GET /v1/
{project_id}/
instances

DataArtsStudio:instance:list -

POST /v1/
{project_id}/
instances/onekey-
purchase

DataArtsStudio:instance:cre
ate

-

 

Resources
A resource type indicates the resources that an SCP applies to. If you specify a
resource type for any action in Table 5-86, the resource URN must be specified in
the SCP statements using that action, and the SCP applies only to resources of this
type. If no resource type is specified, the Resource element is marked with an
asterisk (*) and the SCP applies to all resources. You can also set condition keys in
an SCP to define resource types.

The following table lists the resource types that you can define in an SCP for
DataArts Studio.

Table 5-86 Resource types supported by DataArts Studio

Resource Type URN

workspace DataArtsStudio:<region>:<account-
id>:workspace:<instance-id>/<workspace-id>

instance DataArtsStudio:<region>:<account-
id>:instance:<instance-id>

 

Conditions
A Condition element lets you specify conditions for when an SCP is in effect. It
contains condition keys and operators.

● The condition key that you specify for an SCP statement can be a global
condition key or a service-specific condition key.
– Global condition keys (with the g: prefix) apply to all actions. Cloud

services do not need to provide user identity information. Instead, the
system automatically obtains such information and authenticates users.
For details, see Global Condition Keys.

– Service-specific condition keys (with the abbreviation of a service name
as the prefix, for example, DataArtsStudio:) apply only to DataArts
Studio operations. For details, see Table 5-87.

– The number of values associated with a condition key in the request
context of an API call makes the condition key single-valued or
multivalued. Single-valued condition keys have at most one value in the
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request context of an API call. Multivalued condition keys can have
multiple values in the request context of an API call. For example, a
request can originate from at most one VPC endpoint, so g:SourceVpce is
a single-valued condition key. You can tag resources and include multiple
tag key-value pairs in a request, so g:TagKeys is a multivalued condition
key.

● An operator, a condition key, and a condition value together constitute a
complete condition statement. An SCP becomes in effect only when its
request conditions are met. For supported operators, see Operators.

The following table lists the condition keys that you can define in an SCP for
DataArts Studio. You can include these condition keys to specify conditions for
when your SCP statement is in effect.

Table 5-87 Service-specific condition keys supported by DataArts Studio

Service-specific
Condition Key

Type Single-
valued/
Multivalued

Description

DataArtsStudio:Enable
PublicAccess

boolean Single-valued Whether the service is
accessible over the
Internet

 

5.10.5.3 GaussDB(DWS)
The Organizations service provides Service Control Policies (SCPs) to set access
control policies.

SCPs do not actually grant any permissions to a principal. They only set the
permissions boundary for the principal. When SCPs are attached to a member
account or an organizational unit (OU), they do not directly grant permissions to
that member account or OU. Instead, the SCPs just determine what permissions
are available for that member account or the member accounts under that OU.

This section describes the elements used by Organizations SCPs. The elements
include actions, resources, and conditions.

For details about how to use these elements to create a custom SCP, see Creating
an SCP.

Actions
Actions are specific operations that are allowed or denied in an SCP.

● The Access Level column describes how the action is classified (List, Read, or
Write). This classification helps you understand the level of access that an
action grants when you use it in an SCP.

● The Resource Type column indicates whether the action supports resource-
level permissions.
– You can use a wildcard (*) to indicate all resource types. If this column is

empty (-), the action does not support resource-level permissions, and
you must specify all resources ("*") in your SCP statements.
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– If this column includes a resource type, you must specify the URN in the
Resource element of your statements.

– Required resources are marked with asterisks (*) in the table. If you
specify a resource in a statement using this action, then it must be of this
type.

For details about the resource types defined by GaussDB(DWS), see Resource
Type.

● The Condition Key column contains keys that you can specify in the
Condition element of an SCP statement.

– If the Resource Type column has values for an action, the condition key
takes effect only for the listed resource types.

– If the Resource Type column is empty (-) for an action, the condition key
takes effect for all resources that action supports.

– If the Condition Key column is empty (-) for an action, the action does
not support any condition keys.

For details about condition keys defined by GaussDB(DWS), see Conditions.

The following table lists the actions that you can define in SCP statements for
GaussDB(DWS).

Table 5-88 Actions supported by GaussDB(DWS)

Action Description Access
Level

Resour
ce Type
(*:
Require
d)

Condition Key

dws:cluster:list Grants the
permission to
query the cluster
list.

list - -

dws:cluster:getDet
ail

Grants the
permission to
view cluster
details.

read cluster * ● g:ResourceTag/
<tag-key>

● g:EnterprisePro
jectId

dws:cluster:create Grants the
permission to
create a
GaussDB(DWS)
cluster.

write - ● g:RequestTag/
<tag-key>

● g:TagKeys
● g:EnterprisePro

jectId

dws:cluster:delete Grants the
permission to
delete a
GaussDB(DWS)
cluster.

write cluster * ● g:ResourceTag/
<tag-key>

● g:EnterprisePro
jectId
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Action Description Access
Level

Resour
ce Type
(*:
Require
d)

Condition Key

dws:cluster:scaleIn Grants the
permission to
scale in a
GaussDB(DWS)
cluster.

write cluster * ● g:ResourceTag/
<tag-key>

● g:EnterprisePro
jectId

dws:cluster:listRin
g

Grants the
permission to
obtain the proper
scale-in ring list.

list cluster * ● g:ResourceTag/
<tag-key>

● g:EnterprisePro
jectId

dws:cluster:restore Grants the
permission to
restore a snapshot
to the original
cluster.

write cluster * -

- ● g:RequestTag/
<tag-key>

● g:TagKeys
● g:EnterprisePro

jectId

dws:cluster:scaleO
ut

Grants the
permission to
scale out a
GaussDB(DWS)
cluster.

write cluster * ● g:ResourceTag/
<tag-key>

● g:EnterprisePro
jectId

dws:cluster:resize Grants the
permission to
scale out and
resize a
GaussDB(DWS)
cluster.

write cluster * ● g:ResourceTag/
<tag-key>

● g:EnterprisePro
jectId

dws:cluster:expan
dDisk

Grants the
permission to
expand the disk
capacity of a
GaussDB(DWS)
cluster.

write cluster * ● g:ResourceTag/
<tag-key>

● g:EnterprisePro
jectId

dws:cluster:restart Grants the
permission to
restart a
GaussDB(DWS)
cluster.

write cluster * ● g:ResourceTag/
<tag-key>

● g:EnterprisePro
jectId
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Action Description Access
Level

Resour
ce Type
(*:
Require
d)

Condition Key

dws:cluster:resetP
assword

Grants the
permission to
reset the
password of a
GaussDB(DWS)
cluster.

write cluster * ● g:ResourceTag/
<tag-key>

● g:EnterprisePro
jectId

dws:cluster:listAud
itLog

Grants the
permission to
view the audit log
list.

list cluster * ● g:ResourceTag/
<tag-key>

● g:EnterprisePro
jectId

dws:cluster:setMai
ntainceWindow

Grants the
permission to
modify the
maintenance time
window.

write cluster * ● g:ResourceTag/
<tag-key>

● g:EnterprisePro
jectId

dws:cluster:switch
over

Grants the
permission to
restore a primary/
standby cluster.

write cluster * ● g:ResourceTag/
<tag-key>

● g:EnterprisePro
jectId

dws:cluster:cancel
Readonly

Grants the
permission to
remove the read-
only status of a
cluster.

write cluster * ● g:ResourceTag/
<tag-key>

● g:EnterprisePro
jectId

dws:cluster:addCN Grants the
permission to add
CNs to a cluster.

write cluster * ● g:ResourceTag/
<tag-key>

● g:EnterprisePro
jectId

dws:cluster:listCN Grants the
permission to
obtain the CN list
of a cluster.

list cluster * ● g:ResourceTag/
<tag-key>

● g:EnterprisePro
jectId

dws:cluster:delete
CN

Grants the
permission to
delete CN nodes.

write cluster * ● g:ResourceTag/
<tag-key>

● g:EnterprisePro
jectId
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Action Description Access
Level

Resour
ce Type
(*:
Require
d)

Condition Key

dws:cluster:redistri
bution

Grants the
permission to
redistribute
cluster data.

write cluster * ● g:ResourceTag/
<tag-key>

● g:EnterprisePro
jectId

dws:cluster:create
DataSource

Grants the
permission to
create MRS data
sources.

write cluster * ● g:ResourceTag/
<tag-key>

● g:EnterprisePro
jectId

dws:cluster:updat
eDataSource

Grants the
permission to
update MRS data
sources.

write cluster * ● g:ResourceTag/
<tag-key>

● g:EnterprisePro
jectId

dws:cluster:delete
DataSource

Grants the
permission to
delete MRS data
sources.

write cluster * ● g:ResourceTag/
<tag-key>

● g:EnterprisePro
jectId

dws:alarm:listDeta
il

Grants the
permission to
query the alarm
details list.

list - -

dws:alarm:report Grants the
permission to
report alarms.

write - -

dws:event:createS
pec

Grants the
permission to
create event
configurations.

write - -

dws:event:deleteS
pec

Grants the
permission to
delete event
configurations.

write - -

dws:event:report Grants the
permission to
report events.

write - -
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Action Description Access
Level

Resour
ce Type
(*:
Require
d)

Condition Key

dws:cluster:create
Connection

Grants the
permission to
create a
GaussDB(DWS)
cluster
connection.

write cluster * ● g:ResourceTag/
<tag-key>

● g:EnterprisePro
jectId

dws:cluster:delete
Connection

Grants the
permission to
delete
GaussDB(DWS)
cluster
connections.

write cluster * ● g:ResourceTag/
<tag-key>

● g:EnterprisePro
jectId

dws:cluster:updat
eConnection

Grants the
permission to
update
GaussDB(DWS)
cluster
connections.

write cluster * ● g:ResourceTag/
<tag-key>

● g:EnterprisePro
jectId

dws:cluster:bindEI
P

Grants the
permission to
bind public IP
addresses.

write cluster * ● g:ResourceTag/
<tag-key>

● g:EnterprisePro
jectId

dws:cluster:unbind
EIP

Grants the
permission to
unbind public IP
addresses.

write cluster * ● g:ResourceTag/
<tag-key>

● g:EnterprisePro
jectId

dws:cluster:listELB Grants the
permission to
obtain the ELB
list.

list cluster * ● g:ResourceTag/
<tag-key>

● g:EnterprisePro
jectId

dws:cluster:bindEL
B

Grants the
permission to
bind ELBs.

write cluster * ● g:ResourceTag/
<tag-key>

● g:EnterprisePro
jectId

dws:cluster:unbind
ELB

Grants the
permission to
unbind ELBs.

write cluster * ● g:ResourceTag/
<tag-key>

● g:EnterprisePro
jectId

Organizations
User Guide 5 Managing SCPs

Issue 01 (2025-02-25) Copyright © Huawei Cloud Computing Technologies Co., Ltd. 381



Action Description Access
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Resour
ce Type
(*:
Require
d)

Condition Key

dws:cluster:create
SnapshotPolicy

Grants the
permission to set
automated
snapshot policies.

write cluster * ● g:ResourceTag/
<tag-key>

● g:EnterprisePro
jectId

dws:cluster:listSna
pshotStatistics

Grants the
permission to
query the
snapshot space
capacity.

list cluster * ● g:ResourceTag/
<tag-key>

● g:EnterprisePro
jectId

dws:cluster:listSna
pshot

Grants the
permission to
view the cluster
snapshot list.

list cluster ● g:ResourceTag/
<tag-key>

● g:EnterprisePro
jectId

dws:cluster:getSna
pshotDetail

Grants the
permission to
view cluster
snapshot details.

list cluster ● g:ResourceTag/
<tag-key>

● g:EnterprisePro
jectId

dws:cluster:create
Snapshot

Grants the
permission to
create snapshots
using APIs.

write cluster * ● g:ResourceTag/
<tag-key>

● g:EnterprisePro
jectId

dws:cluster:delete
SnapshotPolicy

Grants the
permission to
delete snapshot
policies.

write cluster * ● g:ResourceTag/
<tag-key>

● g:EnterprisePro
jectId

dws:cluster:listSna
pshotPolicy

Grants the
permission to
query snapshot
policies.

list cluster * ● g:ResourceTag/
<tag-key>

● g:EnterprisePro
jectId

dws:cluster:copyS
napshot

Grants the
permission to
replicate
snapshots.

write cluster * ● g:ResourceTag/
<tag-key>

● g:EnterprisePro
jectId

dws:cluster:delete
Snapshot

Grants the
permission to
delete snapshots.

write cluster * ● g:ResourceTag/
<tag-key>

● g:EnterprisePro
jectId
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dws:cluster:restore
Snapshot

Grants the
permission to
restore snapshots.

write cluster * ● g:ResourceTag/
<tag-key>

● g:EnterprisePro
jectId

dws:cluster:delete
DisasterRecovery

Grants the
permission to
delete DR tasks.

write cluster * ● g:ResourceTag/
<tag-key>

● g:EnterprisePro
jectId

dws:cluster:create
DisasterRecovery

Grants the
permission to
create DR tasks.

write cluster * ● g:ResourceTag/
<tag-key>

● g:EnterprisePro
jectId

dws:cluster:restore
Disaster

Grants the
permission to
restore DR tasks.

write cluster * ● g:ResourceTag/
<tag-key>

● g:EnterprisePro
jectId

dws::listTagsForPr
oject

Grants the
permission to
query the tag list
in the project.

list - -

dws:cluster:listConf
ig

Grants the
permission to
view cluster
configuration
parameters.

list cluster * ● g:ResourceTag/
<tag-key>

● g:EnterprisePro
jectId

dws:service:listSpe
c

Grants the
permission to
view the service
specification list.

list - -

dws:cluster:listDat
aSource

Grants the
permission to
view cluster data
sources.

list cluster * ● g:ResourceTag/
<tag-key>

● g:EnterprisePro
jectId

dws:service:listJob
Detail

Grants the
permission to
view task progress
details.

list - -

Organizations
User Guide 5 Managing SCPs

Issue 01 (2025-02-25) Copyright © Huawei Cloud Computing Technologies Co., Ltd. 383



Action Description Access
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(*:
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d)
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dws:service:listSta
tistics

Grants permission
to view available
resources.

list - -

dws:service:listQu
otas

Grants the
permission to
view user quotas.

list - -

dws:cluster:updat
eConfig

Grants the
permission to
update cluster
configuration
parameters.

write cluster * ● g:ResourceTag/
<tag-key>

● g:EnterprisePro
jectId

dws:service:listAZ Grants the
permission to
view the service
AZ list.

list - -

dws:service:listDss
Pools

Grants the
permission to
view the storage
pool list.

list - -

dws:service:listEps Grants the
permission to
view the EPS list.

list - -

dws:service:author
ize

Grant the
permission to
obtain user
authorization.

write - -

dws:service:check
Authorize

Grant the
permission to
check user
authorization.

read - -

dws::updateTag Grants the
permission to
update tags.

tagging cluster * -

- ● g:RequestTag/
<tag-key>

● g:TagKeys
● g:EnterprisePro

jectId
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dws:cluster:getSna
pshotPolicy

Grants the
permission to
view snapshot
policies.

read cluster * ● g:ResourceTag/
<tag-key>

● g:EnterprisePro
jectId

dws:cluster:bindOr
UnbindELB

Grants the
permission to
bind or unbind
ELBs.

write cluster * ● g:ResourceTag/
<tag-key>

● g:EnterprisePro
jectId

dws:cluster:bindOr
UnbindEIP

Grants the
permission to
bind or unbind
EIPs.

write cluster * ● g:ResourceTag/
<tag-key>

● g:EnterprisePro
jectId

dws:cluster:delete
Node

Grants the
permission to
delete nodes.

write cluster * ● g:ResourceTag/
<tag-key>

● g:EnterprisePro
jectId

dws:cluster:listCon
nection

Grants the
permission to
query the
GaussDB(DWS)
cluster connection
list.

list cluster * ● g:ResourceTag/
<tag-key>

● g:EnterprisePro
jectId

dws:cluster:check
Connection

Grants the
permission to
check the
GaussDB(DWS)
cluster
connections.

read cluster * ● g:ResourceTag/
<tag-key>

● g:EnterprisePro
jectId

dws:cluster:listDN Grants the
permission to
obtain the DN list
of a cluster.

list cluster * ● g:ResourceTag/
<tag-key>

● g:EnterprisePro
jectId

dws:cluster:listBuc
ket

Grants the
permission to
obtain the bucket
list.

list cluster * ● g:ResourceTag/
<tag-key>

● g:EnterprisePro
jectId
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dws:cluster:listScal
eInNode

Grants the
permission to
obtain the list of
nodes to be
deleted.

list cluster * ● g:ResourceTag/
<tag-key>

● g:EnterprisePro
jectId

dws:cluster:listFlav
orForResize

Grants the
permission to
query the list of
flavors that can
be modified.

list cluster * ● g:ResourceTag/
<tag-key>

● g:EnterprisePro
jectId

dws:cluster:listFlav
orForRestore

Grants the
permission to
query the list of
flavors that can
be restored.

list cluster * ● g:ResourceTag/
<tag-key>

● g:EnterprisePro
jectId

dws::countResourc
eByTag

Grants the
permission to
query clusters
using tags.

read cluster * ● g:ResourceTag/
<tag-key>

● g:EnterprisePro
jectId

dws:cluster:updat
eSnapshotPolicy

Grants the
permission to
update snapshot
policies.

write cluster * ● g:ResourceTag/
<tag-key>

● g:EnterprisePro
jectId

dws::listResourceB
yTag

Grants the
permission to
query clusters by
tag.

list cluster * -

- ● g:RequestTag/
<tag-key>

● g:TagKeys
● g:EnterprisePro

jectId

dws:cluster:assess
Risk

Grants the
permission to
evaluate the risk
of resizing.

read cluster * ● g:ResourceTag/
<tag-key>

● g:EnterprisePro
jectId

dws:cluster:check
RestoreTable

Grants the
permission to
check the restored
table.

read cluster * ● g:ResourceTag/
<tag-key>

● g:EnterprisePro
jectId
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dws:cluster:checkS
upportFineGraine
dBackup

Grants the
permission to
check whether a
cluster supports
fine-grained
backup.

read cluster * ● g:ResourceTag/
<tag-key>

● g:EnterprisePro
jectId

dws:cluster:config
ureNetwork

Grants the
permission to
configure the
cluster network.

write cluster * ● g:ResourceTag/
<tag-key>

● g:EnterprisePro
jectId

dws:cluster:expan
dWithExistedNode
s

Grants the
permission to
scale out a cluster
from an idle node.

write cluster * ● g:ResourceTag/
<tag-key>

● g:EnterprisePro
jectId

dws:cluster:getAnt
iAffinity

Grants the
permission to
query the anti-
affinity status.

read cluster * ● g:ResourceTag/
<tag-key>

● g:EnterprisePro
jectId

dws:cluster:getCn
Count

Grants the
permission to
query the number
of CNs in a
cluster.

read cluster * ● g:ResourceTag/
<tag-key>

● g:EnterprisePro
jectId

dws:cluster:getCre
dential

Grants the
permission to
obtain the JDBC
connection
credential of a
cluster.

read cluster * ● g:ResourceTag/
<tag-key>

● g:EnterprisePro
jectId

dws:cluster:getDis
kExpandScope

Grants the
permission to
obtain the disk
scale-out scope.

read cluster * ● g:ResourceTag/
<tag-key>

● g:EnterprisePro
jectId

dws:cluster:getEnc
ryptInfo

Grants the
permission to
view cluster
encryption
information.

read cluster * ● g:ResourceTag/
<tag-key>

● g:EnterprisePro
jectId
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(*:
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dws:cluster:listHist
oryConfig

Grants the
permission to
query parameter
modification
history.

list cluster * ● g:ResourceTag/
<tag-key>

● g:EnterprisePro
jectId

dws:cluster:getHis
toryConfigDetail

Grants the
permission to
query parameter
modification
history details.

read cluster * ● g:ResourceTag/
<tag-key>

● g:EnterprisePro
jectId

dws:cluster:getInst
anceDetail

Grants the
permission to
view instance
details.

read cluster * ● g:ResourceTag/
<tag-key>

● g:EnterprisePro
jectId

dws:cluster:getPro
cessTopo

Grants the
permission to
query the cluster
node process
topology.

read cluster * ● g:ResourceTag/
<tag-key>

● g:EnterprisePro
jectId

dws:cluster:getRe
distribution

Grants the
permission to
query
redistribution
details.

read cluster * ● g:ResourceTag/
<tag-key>

● g:EnterprisePro
jectId

dws:cluster:getRes
toreDatabase

Grants the
permission to
restore databases.

read cluster * ● g:ResourceTag/
<tag-key>

● g:EnterprisePro
jectId

dws:cluster:getRo
achConfig

Grants the
permission to
obtain roach
parameter
configurations.

read cluster * ● g:ResourceTag/
<tag-key>

● g:EnterprisePro
jectId

dws:cluster:getSna
pshotEncryptInfo

Grants the
permission to
view snapshot
encryption
information.

read cluster * ● g:ResourceTag/
<tag-key>

● g:EnterprisePro
jectId
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Require
d)
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dws:cluster:getSna
pshotStorage

Grants the
permission to
query the
snapshot capacity
usage.

read cluster * ● g:ResourceTag/
<tag-key>

● g:EnterprisePro
jectId

dws:cluster:getTas
kDetail

Grants the
permission to
query cluster task
details.

read cluster * ● g:ResourceTag/
<tag-key>

● g:EnterprisePro
jectId

dws:cluster:getVol
umeInfo

Grants the
permission to
query disk
information.

read cluster * ● g:ResourceTag/
<tag-key>

● g:EnterprisePro
jectId

dws:cluster:listNo
de

Grants the
permission to
query the node
list.

list cluster * ● g:ResourceTag/
<tag-key>

● g:EnterprisePro
jectId

dws:cluster:listSch
ema

Grants the
permission to
obtain the user
structure list.

list cluster * ● g:ResourceTag/
<tag-key>

● g:EnterprisePro
jectId

dws:cluster:listTab
le

Grants the
permission to
obtain the user
list.

list cluster * ● g:ResourceTag/
<tag-key>

● g:EnterprisePro
jectId

dws:cluster:listDat
abase

Grants the
permission to
obtain the
database list.

list cluster * ● g:ResourceTag/
<tag-key>

● g:EnterprisePro
jectId

dws:cluster:recove
rRedistribution

Grants the
permission to
restore
redistribution.

write cluster * ● g:ResourceTag/
<tag-key>

● g:EnterprisePro
jectId

dws:cluster:resizeF
lavor

Grants the
permission to
change
specifications.

write cluster * ● g:ResourceTag/
<tag-key>

● g:EnterprisePro
jectId
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dws:cluster:resizeR
etry

Grants the
permission to
retry failed resize
attempts.

write cluster * ● g:ResourceTag/
<tag-key>

● g:EnterprisePro
jectId

dws:cluster:restore
Table

Grants the
permission to
restore tables.

write cluster * ● g:ResourceTag/
<tag-key>

● g:EnterprisePro
jectId

dws:cluster:retryE
LBSwitch

Grants the
permission to
retry an ELB
switchover task.

write cluster * ● g:ResourceTag/
<tag-key>

● g:EnterprisePro
jectId

dws:cluster:listRin
gForScaleIn

Grants the
permission to
obtain the scale-
in ring list.

list cluster * ● g:ResourceTag/
<tag-key>

● g:EnterprisePro
jectId

dws:cluster:stopSn
apshot

Grants the
permission to stop
snapshots.

write cluster * ● g:ResourceTag/
<tag-key>

● g:EnterprisePro
jectId

dws:cluster:suspen
dRedistribution

Grants the
permission to
suspend
redistribution.

write cluster * ● g:ResourceTag/
<tag-key>

● g:EnterprisePro
jectId

dws:cluster:updat
eInstanceAliasNa
me

Grants the
permission to
update the node
alias.

write cluster * ● g:ResourceTag/
<tag-key>

● g:EnterprisePro
jectId

dws:cluster:updat
eRoachConfig

Grants the
permission to
update roach
parameter
configurations.

write cluster * ● g:ResourceTag/
<tag-key>

● g:EnterprisePro
jectId

dws:cluster:updat
eScheduleConfig

Grants the
permission to
update scheduling
configurations.

write cluster * ● g:ResourceTag/
<tag-key>

● g:EnterprisePro
jectId
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dws:service:getClu
sterSum

Grants the
permission to
query the number
of clusters.

read - -

dws:service:getRes
ourceStatistics

Grants the
permission to
query resource
statistics.

read - -

dws:service:getSto
rageStatistics

Grants the
permission to
query storage
statistics.

read - -

dws:cluster:listDis
asterRecovery

Grants the
permission to
query the DR task
list.

list cluster * ● g:ResourceTag/
<tag-key>

● g:EnterprisePro
jectId

dws:cluster:check
DisasterRecovery-
Name

Grants the
permission to
check DR task
names.

read cluster * ● g:ResourceTag/
<tag-key>

● g:EnterprisePro
jectId

dws:cluster:updat
eDisasterRecover-
yConfig

Grants the
permission to
update DR
configurations.

write cluster * ● g:ResourceTag/
<tag-key>

● g:EnterprisePro
jectId

dws:cluster:addOp
erationalTask

Grants the
permission to add
scheduling tasks.

write cluster * ● g:ResourceTag/
<tag-key>

● g:EnterprisePro
jectId

dws:cluster:bindM
anageIp

Grants the
permission to
bind management
plane IP
addresses.

write cluster * ● g:ResourceTag/
<tag-key>

● g:EnterprisePro
jectId

dws:cluster:check
AccessLts

Grants the
permission to
check whether
LTS is normal.

read cluster * ● g:ResourceTag/
<tag-key>

● g:EnterprisePro
jectId

Organizations
User Guide 5 Managing SCPs

Issue 01 (2025-02-25) Copyright © Huawei Cloud Computing Technologies Co., Ltd. 391



Action Description Access
Level

Resour
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dws:cluster:checkL
ogicalClusterData

Grants the
permission to
check whether a
logical cluster has
the service data
operation
permission.

read cluster * ● g:ResourceTag/
<tag-key>

● g:EnterprisePro
jectId

dws:cluster:closeA
ccessLts

Grants the
permission to
disable cloud
service logs.

write cluster * ● g:ResourceTag/
<tag-key>

● g:EnterprisePro
jectId

dws:cluster:create
LogicalCluster

Grants the
permission to
create a logical
cluster.

write cluster * ● g:ResourceTag/
<tag-key>

● g:EnterprisePro
jectId

dws:cluster:create
ApplicationForDM

Grants the
permission to add
jobs and tasks
during data
migration.

write cluster * ● g:ResourceTag/
<tag-key>

● g:EnterprisePro
jectId

dws:cluster:create
ClusterForDM

Grants the
permission to
create clusters
during data
migration.

write cluster * ● g:ResourceTag/
<tag-key>

● g:EnterprisePro
jectId

dws:cluster:create
ConnectionForDM

Grants the
permission to add
connections
during data
migration.

write cluster * ● g:ResourceTag/
<tag-key>

● g:EnterprisePro
jectId

dws:cluster:create
MappingForDM

Grants the
permission to add
mappings during
data migration.

write cluster * ● g:ResourceTag/
<tag-key>

● g:EnterprisePro
jectId

dws:cluster:delete
ApplicationForDM

Grants the
permission to
delete jobs and
tasks during data
migration.

write cluster * ● g:ResourceTag/
<tag-key>

● g:EnterprisePro
jectId
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dws:cluster:delete
ClusterForDM

Grants the
permission to
delete clusters
during data
migration.

write cluster * ● g:ResourceTag/
<tag-key>

● g:EnterprisePro
jectId

dws:cluster:delete
ConnectionForDM

Grants the
permission to
delete
connections
during data
migration.

write cluster * ● g:ResourceTag/
<tag-key>

● g:EnterprisePro
jectId

dws:cluster:delete
MappingForDM

Grants the
permission to
delete mappings
during data
migration.

write cluster * ● g:ResourceTag/
<tag-key>

● g:EnterprisePro
jectId

dws:cluster:dialsC
onnectionForDM

Grants the
permission to
probe connection
activity during
data migration.

read cluster * ● g:ResourceTag/
<tag-key>

● g:EnterprisePro
jectId

dws:cluster:getAp
plicationForDM

Grants the
permission to
query job and
task details during
data migration.

read cluster * ● g:ResourceTag/
<tag-key>

● g:EnterprisePro
jectId

dws:cluster:listApp
licationConfigFor
DM

Grants the
permission to
configure data
migration job and
task parameters.

list cluster * ● g:ResourceTag/
<tag-key>

● g:EnterprisePro
jectId

dws:cluster:listApp
licationForDM

Grants the
permission to
query all jobs in a
cluster during
data migration.

list cluster * ● g:ResourceTag/
<tag-key>

● g:EnterprisePro
jectId

dws:cluster:getClu
sterForDM

Grants the
permission to
query cluster
details during
data migration.

read cluster * ● g:ResourceTag/
<tag-key>

● g:EnterprisePro
jectId
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dws:cluster:listClu
sterForDM

Grants the
permission to
query the cluster
list during data
migration.

list cluster * ● g:ResourceTag/
<tag-key>

● g:EnterprisePro
jectId

dws:cluster:listConf
igurationTempla-
teForDM

Grants the
permission to
query parameter
templates during
data migration.

list cluster * ● g:ResourceTag/
<tag-key>

● g:EnterprisePro
jectId

dws:cluster:getCo
nnectionForDM

Grants the
permission to
query connection
details during
data migration.

read cluster * ● g:ResourceTag/
<tag-key>

● g:EnterprisePro
jectId

dws:cluster:listCon
nectionForDM

Grants the
permission to
query all
connections
during data
migration.

list cluster * ● g:ResourceTag/
<tag-key>

● g:EnterprisePro
jectId

dws:cluster:listDep
endApplicationFor
DM

Grants the
permission to
query all
dependent jobs
during data
migration.

list cluster * ● g:ResourceTag/
<tag-key>

● g:EnterprisePro
jectId

dws:cluster:getMa
ppingForDM

Grants the
permission to
query mapping
details during
data migration.

read cluster * ● g:ResourceTag/
<tag-key>

● g:EnterprisePro
jectId

dws:cluster:listMa
ppingForDM

Grants the
permission to
query all
mappings during
data migration.

list cluster * ● g:ResourceTag/
<tag-key>

● g:EnterprisePro
jectId

dws:cluster:listPro
ductForDM

Grants the
permission to
query product
information in
GDS-Kafka.

list cluster * ● g:ResourceTag/
<tag-key>

● g:EnterprisePro
jectId
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dws:cluster:updat
eConnectionForD
M

Grants the
permission to
modify the
specified
connection during
data migration.

write cluster * ● g:ResourceTag/
<tag-key>

● g:EnterprisePro
jectId

dws:cluster:updat
eMappingForDM

Grants the
permission to
modify the
specified mapping
during data
migration.

write cluster * ● g:ResourceTag/
<tag-key>

● g:EnterprisePro
jectId

dws:cluster:startA
pplicationForDM

Grants the
permission to
start jobs and
tasks during data
migration.

write cluster * ● g:ResourceTag/
<tag-key>

● g:EnterprisePro
jectId

dws:cluster:stopAp
plicationForDM

Grants the
permission to stop
jobs and tasks
during data
migration.

write cluster * ● g:ResourceTag/
<tag-key>

● g:EnterprisePro
jectId

dws:cluster:delete
CrossRegionSnap-
shotPolicy

Grants the
permission to
delete cross-
region backup
configurations.

write cluster * ● g:ResourceTag/
<tag-key>

● g:EnterprisePro
jectId

dws:cluster:delete
LogicalCluster

Grants the
permission to
delete a logical
cluster.

write cluster * ● g:ResourceTag/
<tag-key>

● g:EnterprisePro
jectId

dws:cluster:delete
OperationalTask

Grants the
permission to
delete scheduling
tasks in the
scheduler.

write cluster * ● g:ResourceTag/
<tag-key>

● g:EnterprisePro
jectId
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dws:cluster:operat
eDisasterRecovery

Grants
permissions for
DR operations,
including starting,
stopping, and
switching over.

write cluster * ● g:ResourceTag/
<tag-key>

● g:EnterprisePro
jectId

dws:cluster:updat
eLogicalCluster

Grants the
permission to
update a logical
cluster.

write cluster * ● g:ResourceTag/
<tag-key>

● g:EnterprisePro
jectId

dws:cluster:listAllC
rossRegionSnapsh
otConfig

Grants the
permission to
query all cross-
region snapshot
configurations.

list cluster * ● g:ResourceTag/
<tag-key>

● g:EnterprisePro
jectId

dws:cluster:getDis
asterRecoveryPro-
ject

Grants the
permission to
query available
projects.

read cluster * ● g:ResourceTag/
<tag-key>

● g:EnterprisePro
jectId

dws:cluster:getDis
asterRecoveryRe-
gion

Grants the
permission to
query available
regions.

read cluster * ● g:ResourceTag/
<tag-key>

● g:EnterprisePro
jectId

dws:cluster:getLas
tOperationalTask

Grants the
permission to
query the
operations of the
last built tasks in
the scheduler.

read cluster * ● g:ResourceTag/
<tag-key>

● g:EnterprisePro
jectId

dws:cluster:getLog
icalClusterRings

Grants the
permission to
query the cluster
ring information
of a logical
cluster.

read cluster * ● g:ResourceTag/
<tag-key>

● g:EnterprisePro
jectId

dws:cluster:getLog
icalClusterVolume

Grants the
permission to
query disk
information of a
logical cluster.

read cluster * ● g:ResourceTag/
<tag-key>

● g:EnterprisePro
jectId
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Resour
ce Type
(*:
Require
d)
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dws:cluster:getOp
erationalTaskCon-
fig

Grants the
permission to
obtain the O&M
task common
configurations of
the scheduler.

read cluster * ● g:ResourceTag/
<tag-key>

● g:EnterprisePro
jectId

dws:cluster:getOp
erationalTaskDe-
tail

Grants the
permission to
obtain the O&M
task details of the
scheduler.

read cluster * ● g:ResourceTag/
<tag-key>

● g:EnterprisePro
jectId

dws:cluster:getOp
erationalTaskSta-
tus

Grants permission
to check the
status of the
scheduler.

read cluster * ● g:ResourceTag/
<tag-key>

● g:EnterprisePro
jectId

dws:cluster:listSna
pshotRegion

Grants permission
to view the
regions where
cross-region
snapshots are
available.

list cluster * ● g:ResourceTag/
<tag-key>

● g:EnterprisePro
jectId

dws:cluster:getTar
getAllCrossRegion
SnapshotConfig

Grants the
permission to
query all cross-
region snapshot
configurations.

read cluster * ● g:ResourceTag/
<tag-key>

● g:EnterprisePro
jectId

dws:cluster:initLog
icalClusterSwitch

Grants the
permission to
enable and
disable a logical
cluster.

write cluster * ● g:ResourceTag/
<tag-key>

● g:EnterprisePro
jectId

dws:cluster:listAcc
essLts

Grants the
permission to
query the LTS list.

list cluster * ● g:ResourceTag/
<tag-key>

● g:EnterprisePro
jectId

dws:cluster:listLog
icalCluster

Grants the
permission to
query the logical
cluster list.

list cluster * ● g:ResourceTag/
<tag-key>

● g:EnterprisePro
jectId
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dws:cluster:listLog
icalClusterTask

Grants the
permission to
query task
information of a
logical cluster.

list cluster * ● g:ResourceTag/
<tag-key>

● g:EnterprisePro
jectId

dws:cluster:listOp
erationalTask

Grants the
permission to
obtain the O&M
task list of the
scheduler.

list cluster * ● g:ResourceTag/
<tag-key>

● g:EnterprisePro
jectId

dws:cluster:openA
ccessLts

Grants the
permission to
enable cloud
service logs.

write cluster * ● g:ResourceTag/
<tag-key>

● g:EnterprisePro
jectId

dws:cluster:pause
OperationalTask

Allows the
scheduler to
suspend
scheduling tasks.

write cluster * ● g:ResourceTag/
<tag-key>

● g:EnterprisePro
jectId

dws:cluster:getDis
asterRecoveryDe-
tail

Grants the
permission to
query DR details.

write cluster * ● g:ResourceTag/
<tag-key>

● g:EnterprisePro
jectId

dws:cluster:refresh
OperationalTask

Allows remote
refreshing of
O&M tasks for the
current cluster.

write cluster * ● g:ResourceTag/
<tag-key>

● g:EnterprisePro
jectId

dws:cluster:restart
LogicalCluster

Grants the
permission to
restart a logical
cluster.

write cluster * ● g:ResourceTag/
<tag-key>

● g:EnterprisePro
jectId

dws:cluster:resum
eOperationalTask

Grants the
permission to
resume
scheduling tasks
of the scheduler.

write cluster * ● g:ResourceTag/
<tag-key>

● g:EnterprisePro
jectId

dws:cluster:setCro
ssRegionSnapshot
Policy

Grants the
permission to
configure cross-
region backup.

write cluster * ● g:ResourceTag/
<tag-key>

● g:EnterprisePro
jectId
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dws:cluster:startO
perationalTask

Grants the
permission to
enable the
scheduler.

write cluster * ● g:ResourceTag/
<tag-key>

● g:EnterprisePro
jectId

dws:cluster:stopO
perationalTask

Grants the
permission to
disable the
scheduler.

write cluster * ● g:ResourceTag/
<tag-key>

● g:EnterprisePro
jectId

dws:cluster:switch
LogicalCluster

Grants the
permission to
switch to a logical
cluster.

write cluster * ● g:ResourceTag/
<tag-key>

● g:EnterprisePro
jectId

dws:cluster:syncCr
ossRegionBackup-
ClusterInfo

Grants the
permission to
synchronize cross-
region backup
cluster
information.

write cluster * ● g:ResourceTag/
<tag-key>

● g:EnterprisePro
jectId

dws:cluster:syncCr
ossRegionBackup-
Config

Grants the
permission to
synchronize cross-
region snapshot
configurations.

write cluster * ● g:ResourceTag/
<tag-key>

● g:EnterprisePro
jectId

dws:cluster:syncCr
ossRegionBackupI
nfo

Grants the
permission to
synchronize cross-
region snapshots.

write cluster * ● g:ResourceTag/
<tag-key>

● g:EnterprisePro
jectId

dws:cluster:syncLo
gicalCluster

Grants the
permission to
synchronize data
from the
background in a
logical cluster.

write cluster * ● g:ResourceTag/
<tag-key>

● g:EnterprisePro
jectId

dws:cluster:updat
eOperationalTask-
Config

Grants the
permission to
modify the O&M
task common
configurations of
the scheduler.

write cluster * ● g:ResourceTag/
<tag-key>

● g:EnterprisePro
jectId
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dws:cluster:updat
eOperationalTask

Grants the
permission to
modify scheduling
tasks of the
scheduler.

write cluster * ● g:ResourceTag/
<tag-key>

● g:EnterprisePro
jectId

dws:cluster:addPla
nForWLM

Grants the
permission to add
workload plans
for workload
management.

write cluster * ● g:ResourceTag/
<tag-key>

● g:EnterprisePro
jectId

dws:cluster:addPla
nStageForWLM

Grants the
permission to add
workload plan
stages for
workload
management.

write cluster * ● g:ResourceTag/
<tag-key>

● g:EnterprisePro
jectId

dws:cluster:addQu
eueForWLM

Grants the
permission to add
workload queues
for workload
management.

write cluster * ● g:ResourceTag/
<tag-key>

● g:EnterprisePro
jectId

dws:cluster:addQu
eueUserForWLM

Grants the
permission to
bind users to a
workload queue
for workload
management.

write cluster * ● g:ResourceTag/
<tag-key>

● g:EnterprisePro
jectId

dws:cluster:delete
PlanForWLM

Grants the
permission to
delete workload
plans for
workload
management.

write cluster * ● g:ResourceTag/
<tag-key>

● g:EnterprisePro
jectId

dws:cluster:delete
PlanStageForWLM

Grants the
permission to
delete workload
plan stages for
workload
management.

write cluster * ● g:ResourceTag/
<tag-key>

● g:EnterprisePro
jectId
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dws:cluster:delete
QueueForWLM

Grants the
permission to
delete workload
queues for
workload
management.

write cluster * ● g:ResourceTag/
<tag-key>

● g:EnterprisePro
jectId

dws:cluster:delete
QueueUserForWL
M

Grants the
permission to
unbind users from
a workload queue
for workload
management.

write cluster * ● g:ResourceTag/
<tag-key>

● g:EnterprisePro
jectId

dws:cluster:export
PlanForWLM

Grants the
permission to
export workload
plans for
workload
management.

write cluster * ● g:ResourceTag/
<tag-key>

● g:EnterprisePro
jectId

dws:cluster:getPla
nDetailForWLM

Grants the
permission to
query details
about a workload
plan for workload
management.

read cluster * ● g:ResourceTag/
<tag-key>

● g:EnterprisePro
jectId

dws:cluster:getPla
nLogForWLM

Grants the
permission to
query workload
plan logs for
workload
management.

read cluster * ● g:ResourceTag/
<tag-key>

● g:EnterprisePro
jectId

dws:cluster:getPla
nQueueForWLM

Grants the
permission to
query whether a
queue is in a
workload plan for
workload
management.

read cluster * ● g:ResourceTag/
<tag-key>

● g:EnterprisePro
jectId
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dws:cluster:getPla
nStageForWLM

Grants the
permission to
query workload
plan stages for
workload
management.

read cluster * ● g:ResourceTag/
<tag-key>

● g:EnterprisePro
jectId

dws:cluster:listQu
eueForWLM

Grants the
permission to
obtain the
workload queue
list for workload
management.

list cluster * ● g:ResourceTag/
<tag-key>

● g:EnterprisePro
jectId

dws:cluster:getQu
eueDetailForWLM

Grants the
permission to
obtain workload
queues for
workload
management.

read cluster * ● g:ResourceTag/
<tag-key>

● g:EnterprisePro
jectId

dws:cluster:getQu
eueRuleForWLM

Grants the
permission to
obtain the
exception rules of
a workload queue
for workload
management.

write cluster * ● g:ResourceTag/
<tag-key>

● g:EnterprisePro
jectId

dws:cluster:import
PlanForWLM

Grants the
permission to
import workload
plans for
workload
management.

write cluster * ● g:ResourceTag/
<tag-key>

● g:EnterprisePro
jectId

dws:cluster:listPla
nQueueForWLM

Grants the
permission to
query available
queues for all
workload plans
for workload
management.

list cluster * ● g:ResourceTag/
<tag-key>

● g:EnterprisePro
jectId
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dws:cluster:listPla
nForWLM

Grants the
permission to
query workload
plans for
workload
management.

list cluster * ● g:ResourceTag/
<tag-key>

● g:EnterprisePro
jectId

dws:cluster:listQu
eueUserForWLM

Grants the
permission to
obtain the bound
users of a
workload queue
for workload
management.

list cluster * ● g:ResourceTag/
<tag-key>

● g:EnterprisePro
jectId

dws:cluster:listUse
rForWLM

Grants the
permission to
obtain the list of
users who are not
bound to
workload queues
in the cluster for
workload
management.

list cluster * ● g:ResourceTag/
<tag-key>

● g:EnterprisePro
jectId

dws:cluster:getClu
sterDBInfoForWL
M

Grants the
permission to
query database
information in a
cluster for
workload
management.

read cluster * ● g:ResourceTag/
<tag-key>

● g:EnterprisePro
jectId

dws:cluster:listClu
sterPlanForWLM

Grants the
permission to
query all
workload plans in
a cluster for
workload
management.

list cluster * ● g:ResourceTag/
<tag-key>

● g:EnterprisePro
jectId

dws:cluster:getClu
sterSchemaInfoFo
rWLM

Grants the
permission to
query schema
space information
in a cluster for
workload
management.

read cluster * ● g:ResourceTag/
<tag-key>

● g:EnterprisePro
jectId
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dws:cluster:getClu
sterVersionForWL
M

Grants the
permission to
obtain the
background
database version
in a cluster for
workload
management.

read cluster * ● g:ResourceTag/
<tag-key>

● g:EnterprisePro
jectId

dws:cluster:getFun
ctionStatusForWL
M

Obtain the
permission to
enable or disable
the workload
function for
workload
management.

read cluster * ● g:ResourceTag/
<tag-key>

● g:EnterprisePro
jectId

dws:cluster:setFun
ctionStatusForWL
M

Grants the
permission to set
the status of the
workload function
switch for
workload
management.

write cluster * ● g:ResourceTag/
<tag-key>

● g:EnterprisePro
jectId

dws:cluster:startPl
anForWLM

Grants the
permission to
start a workload
plan for workload
management.

write cluster * ● g:ResourceTag/
<tag-key>

● g:EnterprisePro
jectId

dws:cluster:stopPl
anForWLM

Grants the
permission to stop
a workload plan
for workload
management.

write cluster * ● g:ResourceTag/
<tag-key>

● g:EnterprisePro
jectId

dws:cluster:switch
PlanStageForWLM

Grants the
permission to
switch workload
stages for
workload
management.

write cluster * ● g:ResourceTag/
<tag-key>

● g:EnterprisePro
jectId
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dws:cluster:updat
ePlanStageForWL
M

Grants the
permission to
modify workload
plan stages for
workload
management.

write cluster * ● g:ResourceTag/
<tag-key>

● g:EnterprisePro
jectId

dws:cluster:updat
eQueueBaseForW
LM

Grants the
permission to
update workload
queue basic
information for
workload
management.

write cluster * ● g:ResourceTag/
<tag-key>

● g:EnterprisePro
jectId

dws:cluster:updat
eQueueResourceF
orWLM

Grants the
permission to
update workload
queue resource
configuration for
workload
management.

write cluster * ● g:ResourceTag/
<tag-key>

● g:EnterprisePro
jectId

dws:cluster:updat
eQueueRuleForW
LM

Grants the
permission to
update workload
queue exception
rules for workload
management.

write cluster * ● g:ResourceTag/
<tag-key>

● g:EnterprisePro
jectId

dws:cluster:updat
eSchemaLimitFor
WLM

Grants the
permission to
update schema
space limit for
workload
management.

write cluster * ● g:ResourceTag/
<tag-key>

● g:EnterprisePro
jectId

dws:cluster:getMo
nitorConfigForDM
S

Grants the
permission to
query collection
configuration or
storage
configuration in
DMS.

read cluster * ● g:ResourceTag/
<tag-key>

● g:EnterprisePro
jectId
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dws:monitor:listCl
usterOverview

Grants the
permission to
check the cluster
overview in DMS.

list - -

dws:cluster:listClu
sterInstanceForD
MS

Grants the
permission to
obtain the cluster
instance list in
DMS.

read cluster * ● g:ResourceTag/
<tag-key>

● g:EnterprisePro
jectId

dws:cluster:getDD
LExamineDetailFo
rDMS

Grants the
permission to
query review
result details in
DMS.

read cluster * ● g:ResourceTag/
<tag-key>

● g:EnterprisePro
jectId

dws:cluster:getClu
sterDnStreamForD
MS

Grants the
permission to
query DN data
flow monitoring
information in
DMS.

read cluster * ● g:ResourceTag/
<tag-key>

● g:EnterprisePro
jectId

dws:cluster:listClu
sterAlarmRuleFor
DMS

Grants the
permission to
query the alarm
rule list on the
DMS tenant side.

list cluster * ● g:ResourceTag/
<tag-key>

● g:EnterprisePro
jectId

dws:cluster:getClu
sterInstanceForD
MS

Grants the
permission to
query instance
information in
DMS.

read cluster * ● g:ResourceTag/
<tag-key>

● g:EnterprisePro
jectId

dws:cluster:getHo
stNetMetricsForD
MS

Grants the
permission to
query the network
status in DMS.

read cluster * ● g:ResourceTag/
<tag-key>

● g:EnterprisePro
jectId

dws:monitor:getHi
storyMetrics

Grants the
permission to
query historical
monitoring data
in DMS.

read - -
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dws:cluster:getMo
nitoringInfoForD
MS

Grants the
permission to
query monitoring
data in DMS.

read cluster * ● g:ResourceTag/
<tag-key>

● g:EnterprisePro
jectId

dws:cluster:listAla
rmRuleForDMS

Grants the
permission to
query alarm rules
by alarm ID on
the DMS tenant
side.

list cluster * ● g:ResourceTag/
<tag-key>

● g:EnterprisePro
jectId

dws:cluster:updat
eCollectionItem-
ForDMS

Grants the
permission to
update collection
configuration in
DMS.

write cluster * ● g:ResourceTag/
<tag-key>

● g:EnterprisePro
jectId

dws:cluster:doDDL
ExamineActionFor
DMS

Grants the
permission to
manually trigger
the review
operation in DMS.

write cluster * ● g:ResourceTag/
<tag-key>

● g:EnterprisePro
jectId

dws:cluster:downl
oadDDLExamineD
etailForDMS

Grants the
permission to
download DDL
review details in
DMS.

write cluster * ● g:ResourceTag/
<tag-key>

● g:EnterprisePro
jectId

dws:cluster:listInst
anceDiskIOForDM
S

Grants the
permission to
query disk I/Os in
DMS.

list cluster * ● g:ResourceTag/
<tag-key>

● g:EnterprisePro
jectId

dws:cluster:resetC
ollectionItemForD
MS

Grants the
permission to
reset collection
configuration in
DMS.

write cluster * ● g:ResourceTag/
<tag-key>

● g:EnterprisePro
jectId

dws:cluster:getQu
eryRangeForDMS

Grants the
permission to
query time
handles in DMS.

read cluster * ● g:ResourceTag/
<tag-key>

● g:EnterprisePro
jectId
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dws:monitor:getAl
armConfig

Grants the
permission to
query all clusters
and alarm
configurations on
the DMS tenant
side.

read - -

dws:cluster:switch
overCollectionI-
temForDMS

Grants the
permission to
switch the
collection switch
in DMS.

write cluster * ● g:ResourceTag/
<tag-key>

● g:EnterprisePro
jectId

dws:monitor:getO
SMetrics

Grants the
permission to
query
GaussDB(DWS)
hardware resource
usage in DMS.

read - -

dws:cluster:listPerf
DashboardForDM
S

Allows the current
user to access and
query all
performance
monitoring panels
in DMS.

list cluster * ● g:ResourceTag/
<tag-key>

● g:EnterprisePro
jectId

dws:cluster:disabl
eCollectionItem-
ForDMS

Grants the
permission to
disable the
collection function
in DMS.

write cluster * ● g:ResourceTag/
<tag-key>

● g:EnterprisePro
jectId

dws:monitor:getA
ggregationOSMet
rics

Grants the
permission to
query hardware
resource usage of
a GaussDB(DWS)
cluster in DMS.

read - -

dws:cluster:termin
ateSessionForDMS

Grants the
permission to
terminate sessions
in DMS.

write cluster * ● g:ResourceTag/
<tag-key>

● g:EnterprisePro
jectId
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dws:cluster:getPer
fDashboardDetail-
ForDMS

Grants the
permission to
obtain panel
information based
on the panel ID in
DMS.

read cluster * ● g:ResourceTag/
<tag-key>

● g:EnterprisePro
jectId

dws:monitor:creat
eAlarmRule

Grants the
permission to add
alarm rules on the
DMS tenant side.

write - -

dws:cluster:enable
CollectionItemFor
DMS

Grants the
permission to
enable the
collection function
in DMS.

write cluster * ● g:ResourceTag/
<tag-key>

● g:EnterprisePro
jectId

dws:cluster:listInst
anceNetworkMetr
icsForDMS

Grants the
permission to
query NIC traffic
of GaussDB(DWS)
cluster nodes in
DMS.

list cluster * ● g:ResourceTag/
<tag-key>

● g:EnterprisePro
jectId

dws:cluster:create
PerfDashboardFor
DMS

Grants the
permission to
create user panels
in DMS.

write cluster * ● g:ResourceTag/
<tag-key>

● g:EnterprisePro
jectId

dws:cluster:getMo
nitorMetricsForD
MS

Grants the
permission to
obtain monitoring
items on the
home page in
DMS.

read cluster * ● g:ResourceTag/
<tag-key>

● g:EnterprisePro
jectId

dws:cluster:create
SQLProbeForDMS

Grants the
permission to add
SQL probes in
DMS.

write cluster * ● g:ResourceTag/
<tag-key>

● g:EnterprisePro
jectId
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dws:cluster:listInst
anceIOStatusForD
MS

Grants the
permission to
query disk I/O
usage of
GaussDB(DWS)
cluster nodes in
DMS.

list cluster * ● g:ResourceTag/
<tag-key>

● g:EnterprisePro
jectId

dws:cluster:getMo
nitorMetricsByDi-
mensionForDMS

Grants the
permission to
obtain metrics by
dimension in
DMS.

read cluster * ● g:ResourceTag/
<tag-key>

● g:EnterprisePro
jectId

dws:cluster:updat
eStorageConfigFor
DMS

Grants the
permission to
update storage
configuration in
DMS.

write cluster * ● g:ResourceTag/
<tag-key>

● g:EnterprisePro
jectId

dws:monitor:upda
teAlarmRule

Grants the
permission to
modify alarm
rules on the DMS
tenant side.

write - -

dws:cluster:getInst
anceIOAggResult-
ForDMS

Grants the
permission to
query disk I/O
aggregation
usage of each
node in a
GaussDB(DWS)
cluster in DMS.

read cluster * ● g:ResourceTag/
<tag-key>

● g:EnterprisePro
jectId

dws:cluster:updat
ePerfDashboardFo
rDMS

Grants the
permission to
modify user
panels in DMS.

write cluster * ● g:ResourceTag/
<tag-key>

● g:EnterprisePro
jectId

dws:cluster:getMo
nitorHistoryMetric
sCost

Grants the
permission to
query historical
queue
consumption in
DMS.

read cluster * ● g:ResourceTag/
<tag-key>

● g:EnterprisePro
jectId
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dws:monitor:delet
eAlarmRule

Grants the
permission to
delete rules on
the DMS tenant
side.

write - -

dws:cluster:updat
eSQLProbeForDM
S

Grants the
permission to
modify SQL
probes in DMS.

write cluster * ● g:ResourceTag/
<tag-key>

● g:EnterprisePro
jectId

dws:cluster:startM
onitorMetricsCol-
lectionForDMS

Grants the
permission to
start the
collection in DMS.

write cluster * ● g:ResourceTag/
<tag-key>

● g:EnterprisePro
jectId

dws:cluster:listInst
anceStorageForD
MS

Grants the
permission to
query the file
system usage of
each node in a
GaussDB(DWS)
cluster in DMS.

list cluster * ● g:ResourceTag/
<tag-key>

● g:EnterprisePro
jectId

dws:cluster:delete
PerfDashboardFor
DMS

Grants the
permission to
delete the
monitoring panels
of a user in DMS.

read cluster * ● g:ResourceTag/
<tag-key>

● g:EnterprisePro
jectId

dws:cluster:getMo
nitorMetricsDetail
ForDMS

Grants the
permission to
query metric data
in DMS.

read cluster * ● g:ResourceTag/
<tag-key>

● g:EnterprisePro
jectId

dws:cluster:delete
SQLProbeForDMS

Grants the
permission to
delete SQL probes
in DMS.

write cluster * ● g:ResourceTag/
<tag-key>

● g:EnterprisePro
jectId

dws:monitor:stop
AlarmRule

Grants the
permission to
disable rules on
the DMS tenant
side.

write - -
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Action Description Access
Level

Resour
ce Type
(*:
Require
d)

Condition Key

dws:cluster:stopM
onitorMetricsCol-
lectionForDMS

Grants the
permission to stop
the collection in
DMS.

write cluster * ● g:ResourceTag/
<tag-key>

● g:EnterprisePro
jectId

dws:cluster:listExc
eptionTableForDM
S

Grants the
permission to
query the skew or
dirty page rate of
a table in DMS.

list cluster * ● g:ResourceTag/
<tag-key>

● g:EnterprisePro
jectId

dws:cluster:getInst
anceStorageAggF
orDMS

Grants the
permission to
query the file
system usage of
each node in a
GaussDB(DWS)
cluster in DMS.

read cluster * ● g:ResourceTag/
<tag-key>

● g:EnterprisePro
jectId

dws:cluster:getWD
RSnapShotForDM
S

Grants the
permission to
obtain snapshot
records in DMS.

read cluster * ● g:ResourceTag/
<tag-key>

● g:EnterprisePro
jectId

dws:cluster:getPer
fMetricsDataForD
MS

Grants the
permission to
obtain all
monitoring
metrics in DMS.

read cluster * ● g:ResourceTag/
<tag-key>

● g:EnterprisePro
jectId

dws:cluster:listQu
eryForDMS

Grants the
permission to
obtain all query
permissions in
DMS.

list cluster * ● g:ResourceTag/
<tag-key>

● g:EnterprisePro
jectId

dws:cluster:getInst
anceIOMetricsFor
DMS

Grants the
permission to
query NIC I/O
data in DMS.

read cluster * ● g:ResourceTag/
<tag-key>

● g:EnterprisePro
jectId

dws:cluster:getSQ
LProbeDetailForD
MS

Grants the
permission to
query SQL probe
details in DMS.

read cluster * ● g:ResourceTag/
<tag-key>

● g:EnterprisePro
jectId
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Level

Resour
ce Type
(*:
Require
d)

Condition Key

dws:cluster:switch
overMonitorMetri
cStatusForDMS

Grants the
permission to
switch the
collection switch
in DMS.

write cluster * ● g:ResourceTag/
<tag-key>

● g:EnterprisePro
jectId

dws:monitor:start
AlarmRule

Grants the
permission to
enable rules on
the DMS tenant
side.

write - -

dws:monitor:getCl
usterStatus

Grants the
permission to
query the status
of a
GaussDB(DWS)
cluster in DMS.

read - -

dws:cluster:getPer
fMetricsDetailFor
DMS

Grants the
permission to
obtain monitoring
items based on
PMID in DMS.

read cluster * ● g:ResourceTag/
<tag-key>

● g:EnterprisePro
jectId

dws:cluster:listSlo
wInstanceForDMS

Grants the
permission to
query slow nodes
in DMS.

list cluster * ● g:ResourceTag/
<tag-key>

● g:EnterprisePro
jectId

dws:cluster:getDD
LExamineConfigFo
rDMS

Grants the
permission to
query collection
configurations in
DMS.

read cluster * ● g:ResourceTag/
<tag-key>

● g:EnterprisePro
jectId

dws:cluster:getMo
nitoringViewSta-
tusForDMS

Grants the
permission to
obtain the DMS
view status.

read cluster * ● g:ResourceTag/
<tag-key>

● g:EnterprisePro
jectId

dws:monitor:enabl
eAlarm

Grants the
permission to
enable the alarm
function for a
cluster on the
DMS tenant side.

write - -
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Level

Resour
ce Type
(*:
Require
d)

Condition Key

dws:cluster:create
WDRSnapShotFor
DMS

Grants the
permission to add
snapshots in DMS.

write cluster * ● g:ResourceTag/
<tag-key>

● g:EnterprisePro
jectId

dws:cluster:listExe
cuteStatusForDMS

Grants the
permission to
query the
execution status
of a
GaussDB(DWS)
cluster in DMS.

list cluster * ● g:ResourceTag/
<tag-key>

● g:EnterprisePro
jectId

dws:cluster:getSlo
wInstanceDetail-
ForDMS

Grants the
permission to
query slow node
details in DMS.

read cluster * ● g:ResourceTag/
<tag-key>

● g:EnterprisePro
jectId

dws:cluster:enable
SQLProbeForDMS

Grants the
permission to
update the
enabling status of
a SQL probe in
DMS.

write cluster * ● g:ResourceTag/
<tag-key>

● g:EnterprisePro
jectId

dws:cluster:getWD
RConfigForDMS

Grants the
permission to
query cluster
WDR
configurations in
DMS.

read cluster * ● g:ResourceTag/
<tag-key>

● g:EnterprisePro
jectId

dws:monitor:disab
leAlarm

Grants the
permission to
disable the cluster
alarm function on
the DMS tenant
side.

write - -

dws:cluster:getMo
nitoringViewForD
MS

Grants the
permission to
obtain available
menus in DMS.

read cluster * ● g:ResourceTag/
<tag-key>

● g:EnterprisePro
jectId
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Level

Resour
ce Type
(*:
Require
d)

Condition Key

dws:cluster:getDat
abaseUsageForD
MS

Grants the
permission to
query the
database usage in
a GaussDB(DWS)
cluster in DMS.

read cluster * ● g:ResourceTag/
<tag-key>

● g:EnterprisePro
jectId

dws:cluster:listSQL
ProbeForDMS

Grants the
permission to
query SQL probes
in pagination
mode in DMS.

list cluster * ● g:ResourceTag/
<tag-key>

● g:EnterprisePro
jectId

dws:monitor:getAl
armMetrics

Grants the
permission to
query alarm
metrics on the
DMS tenant side.

read - -

dws:monitor:listM
etricStatus

Grants the
permission to
obtain function
statuses in DMS.

list - -

dws:cluster:listSes
sionStatusForDMS

Grants the
permission to
query the session
execution status
of a
GaussDB(DWS)
cluster in DMS.

list cluster * ● g:ResourceTag/
<tag-key>

● g:EnterprisePro
jectId

dws:cluster:downl
oadPerfHistoryFor
DMS

Grants the
permission to
download
historical
monitoring trend
data in DMS.

write cluster * ● g:ResourceTag/
<tag-key>

● g:EnterprisePro
jectId

dws:cluster:addPe
rfItemForDMS

Grants the
permission to add
monitoring items
in DMS.

write cluster * ● g:ResourceTag/
<tag-key>

● g:EnterprisePro
jectId

dws:cluster:listClu
sterSessionForDM
S

Grants the
permission to
obtain all current
sessions in DMS.

list cluster * ● g:ResourceTag/
<tag-key>

● g:EnterprisePro
jectId
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Resour
ce Type
(*:
Require
d)

Condition Key

dws:cluster:getSQ
LDiagnosticsForD
MS

Grants the
permission to
query SQL
diagnosis details
in DMS.

read cluster * ● g:ResourceTag/
<tag-key>

● g:EnterprisePro
jectId

dws:cluster:updat
eWDRSnapShotFo
rDMS

Grants the
permission to
update the WDR
configurations of
a GaussDB(DWS)
cluster in DMS.

write cluster * ● g:ResourceTag/
<tag-key>

● g:EnterprisePro
jectId

dws:monitor:clear
Alarm

Grants the
permission to
clear alarms on
the DMS tenant
side.

write - -

dws:cluster:execut
eSQLProbeForDM
S

Grants the
permission to
perform SQL
probes in DMS.

write cluster * ● g:ResourceTag/
<tag-key>

● g:EnterprisePro
jectId

dws:cluster:listQu
eryStatusForDMS

Grants the
permission to
obtain the current
status of a query
in DMS.

list cluster * ● g:ResourceTag/
<tag-key>

● g:EnterprisePro
jectId

dws:cluster:getWD
RReportForDMS

Grants the
permission to get
report records in
DMS.

read cluster * ● g:ResourceTag/
<tag-key>

● g:EnterprisePro
jectId

dws:cluster:listWL
MQueueForDMS

Grants the
permission to
query the current
workload queue
in DMS.

list cluster * ● g:ResourceTag/
<tag-key>

● g:EnterprisePro
jectId

dws:cluster:updat
ePerfItemForDMS

Grants the
permission to
update
monitoring items
in DMS.

write cluster * ● g:ResourceTag/
<tag-key>

● g:EnterprisePro
jectId
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Resour
ce Type
(*:
Require
d)

Condition Key

dws:cluster:getQu
eryCostForDMS

Grants the
permission to
obtain historical
resource
consumption in
DMS.

read cluster * ● g:ResourceTag/
<tag-key>

● g:EnterprisePro
jectId

dws:cluster:create
WDRReportForD
MS

Grants the
permission to
create WDR
reports in DMS.

write cluster * ● g:ResourceTag/
<tag-key>

● g:EnterprisePro
jectId

dws:cluster:downl
oadWDRReportFo
rDMS

Grants the
permission to
download WDR
reports in DMS.

read cluster * ● g:ResourceTag/
<tag-key>

● g:EnterprisePro
jectId

dws:cluster:listDat
abaseForDMS

Grants the
permission to
query all
databases in the
current cluster in
DMS.

list cluster * ● g:ResourceTag/
<tag-key>

● g:EnterprisePro
jectId

dws:cluster:listUse
rWLMQueueForD
MS

Grants the
permission to
query the
workload queue
of a user in DMS.

list cluster * ● g:ResourceTag/
<tag-key>

● g:EnterprisePro
jectId

dws:cluster:delete
PerfItemForDMS

Grants the
permission to
delete monitoring
items in DMS.

write cluster * ● g:ResourceTag/
<tag-key>

● g:EnterprisePro
jectId

dws:monitor:getEx
ceptionAlarmRule

Grants the
permission to
query exception
alarm rules in
DMS.

read cluster * ● g:ResourceTag/
<tag-key>

● g:EnterprisePro
jectId

dws:cluster:getWD
RHostForDMS

Grants the
permission to
query node
information in
DMS.

read cluster * ● g:ResourceTag/
<tag-key>

● g:EnterprisePro
jectId
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Resour
ce Type
(*:
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d)

Condition Key

dws:cluster:getHis
toryPerfDataForD
MS

Grants the
permission to
query historical
monitoring data
in DMS.

read cluster * ● g:ResourceTag/
<tag-key>

● g:EnterprisePro
jectId

dws:cluster:delete
WDRReportForD
MS

Grants the
permission to
delete WDR
reports in DMS.

write cluster * ● g:ResourceTag/
<tag-key>

● g:EnterprisePro
jectId

dws:cluster:getPer
fDetailByDimensio
nForDMS

Grants the
permission to
obtain monitored
objects based on
the cluster ID and
dimension in
DMS.

read cluster * ● g:ResourceTag/
<tag-key>

● g:EnterprisePro
jectId

dws:cluster:downl
oadPerfHistoryByI
dForDMS

Grants the
permission to
download
historical
monitoring trend
data in DMS.

read cluster * ● g:ResourceTag/
<tag-key>

● g:EnterprisePro
jectId

dws:cluster:listWai
tingWLMForDMS

Grants the
permission to
obtain queries
that are currently
waiting in DMS.

list cluster * ● g:ResourceTag/
<tag-key>

● g:EnterprisePro
jectId

dws:cluster:getQu
eryPropertyForDM
S

Grants the
permission to
obtain query
attributes in DMS.

read cluster * ● g:ResourceTag/
<tag-key>

● g:EnterprisePro
jectId

dws:cluster:listBuc
ketForDMS

Grants the
permission to
obtain the OBS
bucket list in
DMS.

list cluster * ● g:ResourceTag/
<tag-key>

● g:EnterprisePro
jectId

dws:cluster:getHis
toryQueryProper-
tyForDMS

Grants the
permission to
obtain historical
query attributes in
DMS.

read cluster * ● g:ResourceTag/
<tag-key>

● g:EnterprisePro
jectId
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dws:cluster:listExc
eptionWLMForDM
S

Grants the
permission to
query abnormal
tasks in DMS.

list cluster * ● g:ResourceTag/
<tag-key>

● g:EnterprisePro
jectId

dws:cluster:termin
ateQueryForDMS

Grants the
permission to
terminate queries
in DMS.

write cluster * ● g:ResourceTag/
<tag-key>

● g:EnterprisePro
jectId

dws:cluster:updat
eTaskForDMS

Grants the
permission to
update tasks in
DMS.

write cluster * ● g:ResourceTag/
<tag-key>

● g:EnterprisePro
jectId

dws:cluster:retryT
askForDMS

Grants the
permission to
retry tasks in
DMS.

write cluster * ● g:ResourceTag/
<tag-key>

● g:EnterprisePro
jectId

dws:cluster:listTas
kForDMS

Grants the
permission to
query tasks in
DMS.

list cluster * ● g:ResourceTag/
<tag-key>

● g:EnterprisePro
jectId

dws:cluster:getDat
abaseOmUserStat
us

Grants the
permission to
obtain the status
of an O&M user.

read cluster * ● g:ResourceTag/
<tag-key>

● g:EnterprisePro
jectId

dws:cluster:execut
eDatabaseOmUse
rAction

Grants the
permission to
execute
operations of an
O&M user.

write cluster * ● g:ResourceTag/
<tag-key>

● g:EnterprisePro
jectId

dws:cluster:getClu
sterInstancesInfo

Grants the
permission to
query details
about the logical
cluster of a cluster
instance.

read cluster * ● g:ResourceTag/
<tag-key>

● g:EnterprisePro
jectId
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dws:cluster:getMe
tadataSyncStatus

Grants the
permission to
query the
enabling status of
DataArts
metadata
synchronization.

read cluster * ● g:ResourceTag/
<tag-key>

● g:EnterprisePro
jectId

dws:cluster:startM
etadataSync

Grants the
permission to
enable DataArts
metadata
synchronization.

write cluster * ● g:ResourceTag/
<tag-key>

● g:EnterprisePro
jectId

dws:cluster:stopM
etadataSync

Grants the
permission to
disable DataArts
metadata
synchronization.

write cluster * ● g:ResourceTag/
<tag-key>

● g:EnterprisePro
jectId

dws:cluster:updat
ePeriodCluster

Grants the
permission to
update yearly/
monthly clusters.

write cluster * ● g:ResourceTag/
<tag-key>

● g:EnterprisePro
jectId

dws:cluster:create
PeriodCluster

Grants the
permission to
create yearly/
monthly clusters.

write cluster * ● g:ResourceTag/
<tag-key>

● g:EnterprisePro
jectId

dws:cluster:delete
ConfigTemplate

Grants the
permission to
delete
configuration
templates.

write cluster * ● g:ResourceTag/
<tag-key>

● g:EnterprisePro
jectId

dws:cluster:getCo
untDown

Grants the
permission to
obtain countdown
information.

read cluster * ● g:ResourceTag/
<tag-key>

● g:EnterprisePro
jectId

dws:cluster:getOb
sHotStorage

Grants the
permission to
query the OBS
data usage of
clusters with
decoupled storage
and compute.

read cluster * ● g:ResourceTag/
<tag-key>

● g:EnterprisePro
jectId
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dws:cluster:listConf
igTemplate

Grants the
permission to
query
configuration
parameter
templates.

list cluster * ● g:ResourceTag/
<tag-key>

● g:EnterprisePro
jectId

dws:cluster:listDw
sResource

Grants the
permission to
obtain the cluster
instance resource
list.

list cluster * ● g:ResourceTag/
<tag-key>

● g:EnterprisePro
jectId

dws:cluster:listDis
countNode

Grants the
permission to
query the nodes
with discount
packages.

list cluster * ● g:ResourceTag/
<tag-key>

● g:EnterprisePro
jectId

dws:cluster:chang
eToPeriod

Grants the
permission to
change the billing
mode from pay-
per-use to yearly/
monthly.

write cluster * ● g:ResourceTag/
<tag-key>

● g:EnterprisePro
jectId

dws:cluster:rotate
Key

Grants the key
rotation
permission.

write cluster * ● g:ResourceTag/
<tag-key>

● g:EnterprisePro
jectId

dws:cluster:operat
eCluster

Allows performing
cluster operations,
such as restoring
and canceling
read-only status.

write cluster * ● g:ResourceTag/
<tag-key>

● g:EnterprisePro
jectId

dws:cluster:doUpg
rade

Grants the
permission to
upgrade clusters.

write cluster * ● g:ResourceTag/
<tag-key>

● g:EnterprisePro
jectId

dws:cluster:listUp
gradePath

Grants the
permission to
obtain cluster
upgrade paths.

list cluster * ● g:ResourceTag/
<tag-key>

● g:EnterprisePro
jectId
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dws:cluster:listUp
gradeRecord

Grants the
permission to
obtain cluster
upgrade records.

list cluster * ● g:ResourceTag/
<tag-key>

● g:EnterprisePro
jectId

dws:cluster:listLog
icalClusterPlans

Grants the
permission to
query scheduled
addition and
deletion plans.

list cluster * ● g:ResourceTag/
<tag-key>

● g:EnterprisePro
jectId

dws:cluster:create
LogicalClusterPlan

Grants the
permission to add
scheduled
addition and
deletion plans.

write cluster * ● g:ResourceTag/
<tag-key>

● g:EnterprisePro
jectId

dws:cluster:delete
LogicalClusterPlan

Grants the
permission to
delete scheduled
addition and
deletion plans.

write cluster * ● g:ResourceTag/
<tag-key>

● g:EnterprisePro
jectId

dws:cluster:listDat
abaseUsers

Grants the
permission to
query all database
users.

list cluster * ● g:ResourceTag/
<tag-key>

● g:EnterprisePro
jectId

dws:cluster:switch
LogicalClusterPlan

Grants the
permission to
enable or disable
scheduled
addition or
deletion plans.

write cluster * ● g:ResourceTag/
<tag-key>

● g:EnterprisePro
jectId

dws:cluster:updat
eLogicalCluster-
Plan

Grants the
permission to edit
scheduled
addition and
deletion plans.

write cluster * ● g:ResourceTag/
<tag-key>

● g:EnterprisePro
jectId

 

Each API of GaussDB(DWS) usually supports one or more actions. Table 5-89 lists
the supported actions and dependencies.

Organizations
User Guide 5 Managing SCPs

Issue 01 (2025-02-25) Copyright © Huawei Cloud Computing Technologies Co., Ltd. 422



Table 5-89 Actions and dependencies supported by GaussDB(DWS) APIs

API Action Dependency

POST /v2/
{project_id}/
alarm-subs

dws:alarm:createSubscription -

DELETE /v2/
{project_id}/
alarm-subs/
{alarm_sub_id
}

dws:alarm:deleteSubscription -

POST /v1.0/
{project_id}/
clusters/
{cluster_id}/cn
s/batch-create

dws:cluster:addCN -

PUT /v2/
{project_id}/
clusters/
{cluster_id}/
workload/
queues

dws:cluster:addQueueForWLM -

dws:cluster:assessRisk -

POST /v2/
{project_id}/
clusters/
{cluster_id}/
eips/{eip_id}

dws:cluster:bindEIP -

dws:cluster:bindOrUnbindEIP

POST /v2/
{project_id}/
clusters/
{cluster_id}/
elbs/{elb_id}

dws:cluster:bindELB -

dws:cluster:bindOrUnbindELB -

POST /v1.0/
{project_id}/
clusters/
{cluster_id}/
cancel-
readonly

dws:cluster:cancelReadonly -

GET /v2/
{project_id}/
disaster-
recovery/
check-name

dws:cluster:checkConnection -

dws:cluster:checkDisasterReco-
veryName

-
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POST /v1/
{project_id}/
clusters/
{cluster_id}/
check-
instance-
storage

dws:cluster:expandDisk -

dws:cluster:resize -

dws:cluster:checkRestoreTable -

dws:cluster:scaleIn -

dws:cluster:checkSupportFine-
GrainedBackup

-

dws:cluster:configureNetwork -

POST /v1.0/
{project_id}/
snapshots/
{snapshot_id}/
linked-copy

dws:cluster:copySnapshot -

POST /v1.0/
{project_id}/
clusters

dws:cluster:create ● ecs:cloudServerQuotas:g
et

● ecs:cloudServerFlavors:g
et

● bms:serverQuotas:get
● bms:serverFlavors:get
● vpc:subnets:get
● vpc:vpcs:list
● vpc:ports:get
● vpc:ports:create
● vpc:ports:update
● vpc:securityGroups:get
● vpc:securityGroups:creat

e
● vpc:securityGroups:delet

e
● vpc:securityGroupRules:c

reate
● vpc:securityGroupRules:d

elete
● vpc:quotas:list
● eip:publicIps:list
● eip:publicIps:get
● eip:publicIps:create
● evs:quotas:get
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POST /v2/
{project_id}/
clusters

dws:cluster:create -

POST /v2/
{project_id}/
cluster-
precheck

dws:cluster:create -

POST /v1.0/
{project_id}/
clusters/
{cluster_id}/dn
s

dws:cluster:createConnection -

dws:cluster:createDataSource -

POST /v2/
{project_id}/
clusters/
{cluster_id}/
workload

dws:cluster:setFunctionStatus-
ForWLM

-

POST /v1.0/
{project_id}/
snapshots

dws:cluster:createSnapshot -

PUT /v2/
{project_id}/
clusters/
{cluster_id}/
snapshot-
policies

dws:cluster:createSnapshotPolicy -

DELETE /v1.0/
{project_id}/
clusters/
{cluster_id}

dws:cluster:delete -

POST /v1.0/
{project_id}/
clusters/
{cluster_id}/cn
s/batch-delete

dws:cluster:deleteCN -

DELETE /v1.0/
{project_id}/
clusters/
{cluster_id}/dn
s

dws:cluster:deleteConnection -
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DELETE /v1.0/
{project_id}/
clusters/
{cluster_id}/
ext-data-
sources/
{ext_data_sour
ce_id}

dws:cluster:deleteDataSource -

POST /v2/
{project_id}/
clusters/
{cluster_id}/
nodes/delete

dws:cluster:deleteNode -

DELETE /v1.0/
{project_id}/
snapshots/
{snapshot_id}

dws:cluster:deleteSnapshot -

DELETE /v1.0/
{project_id}/
clusters/
{cluster_id}/
snapshot-
policies/{id}

dws:cluster:deleteSnapshotPolicy -

DELETE /v2/
{project_id}/
clusters/
{cluster_id}/
workload/
queues

dws:cluster:deleteQueueForWLM -

POST /v1.0/
{project_id}/
clusters/
{cluster_id}/
expand-
instance-
storage

dws:cluster:expandDisk -

dws:cluster:expandWithExistedN-
odes

-

dws:cluster:getAntiAffinity -

dws:cluster:getCnCount -

dws:cluster:listConfig -

dws:cluster:getCredential -

GET /v1.0/
{project_id}/
clusters/
{cluster_id}

dws:cluster:getDetail -
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GET /v2/
{project_id}/
disaster-
recoveries

dws:cluster:getDisasterRecovery -

dws:cluster:getDiskExpandScope -

dws:cluster:getEncryptInfo -

dws:cluster:getHistoryConfigDe-
tail

-

dws:cluster:getInstanceDetail -

GET /v2/
{project_id}/
disaster-
recovery/
{disaster_reco
very_id}

dws:cluster:getDisasterRecovery -

dws:cluster:getInstanceDetail -

dws:cluster:getProcessTopo -

dws:cluster:getRedistribution -

dws::listResourceByTag -

dws::countResourceByTag -

dws:cluster:getRestoreDatabase -

dws:cluster:getRoachConfig -

dws:cluster:getSnapshotEncryp-
tInfo

-

dws:cluster:getSnapshotPolicy -

dws:cluster:getSnapshotStorage -

dws:cluster:getTaskDetail -

dws:cluster:getVolumeInfo -

GET /v1.0/
{project_id}/
clusters

dws:cluster:list -

GET /v1.0/
{project_id}/
clusters/
{cluster_id}/
audit-log-
records

dws:cluster:listAuditLog -

dws:cluster:listBucket -

GET /v1.0/
{project_id}/
clusters/
{cluster_id}/cn
s

dws:cluster:listCN -
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GET /v1.0/
{project_id}/
clusters/
{cluster_id}/
configurations

dws:cluster:listConfig -

GET /v1.0/
{project_id}/
clusters/
{cluster_id}/
configurations
/
{configuration
_id}

dws:cluster:listConfig -

dws:cluster:listConnection -

dws:cluster:listDatabase -

GET /v1.0/
{project_id}/
clusters/
{cluster_id}/
ext-data-
sources

dws:cluster:listDataSource -

GET /v2/
{project_id}/
clusters/
{cluster_id}/
elbs

dws:cluster:listDN -

dws:cluster:listELB -

dws:cluster:listFlavorForResize -

dws:cluster:listFlavorForRestore -

dws:cluster:listHistoryConfig -

dws:cluster:listNode -

dws::listResourceByTag -

dws:cluster:listRing -

GET /v1.0/
{project_id}/
clusters/
{cluster_id}/
shrink-
numbers

dws:cluster:listRingForScaleIn -

dws:cluster:listSchema -

dws:cluster:listScaleInNode -

GET /v1.0/
{project_id}/
clusters/
{cluster_id}/
snapshots

dws:cluster:listSnapshot -

GET /v1.0/
{project_id}/
snapshots

dws:cluster:listSnapshot -
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GET /v1.0/
{project_id}/
snapshots/
{snapshot_id}

dws:cluster:getSnapshotDetail -

GET /v2/
{project_id}/
clusters/
{cluster_id}/
snapshot-
policies

dws:cluster:listSnapshotPolicy -

GET /v1.0/
{project_id}/
clusters/
{cluster_id}/
snapshots/
statistics

dws:cluster:listSnapshotStatistics -

dws:cluster:listTable -

GET /v2/
{project_id}/
clusters/
{cluster_id}/
workload

dws:cluster:getFunctionStatus-
ForWLM

-

GET /v2/
{project_id}/
clusters/
{cluster_id}/
workload/
queues

dws:cluster:listQueueForWLM -

POST /v2/
{project_id}/
disaster-
recovery/
{disaster_reco
very_id}/pause

dws:cluster:pauseDisasterRecov-
ery

-

dws:cluster:recoverRedistribution -

POST /v2/
{project_id}/
clusters/
{cluster_id}/
redistribution

dws:cluster:redistribution -

POST /v1.0/
{project_id}/
clusters/
{cluster_id}/
reset-
password

dws:cluster:resetPassword -
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POST /v1.0/
{project_id}/
clusters/
{cluster_id}/
resize

dws:cluster:resize -

dws:cluster:resizeFlavor -

dws:cluster:resizeRetry -

POST /v1.0/
{project_id}/
clusters/
{cluster_id}/
restart

dws:cluster:restart -

POST /v2/
{project_id}/
disaster-
recovery/
{disaster_reco
very_id}/
recovery

dws:cluster:restore -

dws:cluster:restoreDisaster -

POST /v1.0/
{project_id}/
snapshots/
{snapshot_id}/
actions

dws:cluster:restoreSnapshot -

dws:cluster:restoreTable -

dws:cluster:retryELBSwitch -

PUT /v1.0/
{project_id}/
clusters/
{cluster_id}/
maintenance-
window

dws:cluster:scaleOut -

dws:cluster:setMaintainceWind-
ow

-

POST /v1.0/
{project_id}/
clusters/
{cluster_id}/
cluster-shrink

dws:cluster:scaleIn -

POST /v1/
{project_id}/
snapshots/
{snapshot_id}/
stop

dws:cluster:stopSnapshot -

dws:cluster:suspendRedistribution -

POST /v1.0/
{project_id}/
clusters/
{cluster_id}/
switchover

dws:cluster:switchover -
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DELETE /v2/
{project_id}/
clusters/
{cluster_id}/
eips/{eip_id}

dws:cluster:unbindEIP -

DELETE /v2/
{project_id}/
clusters/
{cluster_id}/
elbs/{elb_id}

dws:cluster:unbindELB -

PUT /v2/
{project_id}/
clusters/
{cluster_id}/
configurations
/
{configuration
_id}

dws:cluster:updateConfig -

PUT /v1.0/
{project_id}/
clusters/
{cluster_id}/dn
s

dws:cluster:updateConnection -

PUT /v1.0/
{project_id}/
clusters/
{cluster_id}/
ext-data-
sources/
{ext_data_sour
ce_id}

dws:cluster:updateDataSource -

dws:cluster:updateInstanceAlias-
Name

-

dws:cluster:updateRoachConfig -

dws:cluster:updateScheduleCon-
fig

-

dws:cluster:updateSnapshotPolicy -

dws::updateTag -

POST /v2/
{project_id}/
event-subs

dws::updateTag -

dws:event:createSpec -

dws:event:createSubscription -

DELETE /v2/
{project_id}/
event-subs/
{event_sub_id}

dws:event:deleteSpec -

dws:event:deleteSubscription -

GET /v2/
{project_id}/
event-subs

dws:event:listSubscription -

dws:event:report -

Organizations
User Guide 5 Managing SCPs

Issue 01 (2025-02-25) Copyright © Huawei Cloud Computing Technologies Co., Ltd. 431



API Action Dependency

PUT /v2/
{project_id}/
event-subs/
{event_sub_id}

dws:event:updateSubscription -

dws:service:authorize -

dws:service:checkAuthorize -

dws:service:getClusterSum -

dws:service:getResourceStatistics -

dws:service:getStorageStatistics -

GET /v1.0/
{project_id}/
dss-pools

dws:service:listDssPools -

dws:service:listEps -

GET /v2/
{project_id}/
node-types

dws:service:listSpec -

GET /v1.0/
{project_id}/
statistics

dws:service:listStatistics -

GET /v1.0/
{project_id}/
tags

dws::listTagsForProject -

dws:cluster:addOperationalTask -

dws:cluster:bindManageIp -

dws:cluster:checkAccessLts -

dws:cluster:checkDisasterReco-
veryName

-

dws:cluster:checkLogicalCluster-
Data

-

dws:cluster:closeAccessLts -

dws:cluster:createDisasterRecov-
ery

-

POST /v2/
{project_id}/
clusters/
{cluster_id}/
logical-
clusters

dws:cluster:createLogicalCluster -

dws:cluster:createApplication-
ForDM

-

dws:cluster:createClusterForDM -

dws:cluster:createConnection-
ForDM

-

dws:cluster:createMappingForDM -

dws:cluster:deleteApplication-
ForDM

-
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dws:cluster:deleteClusterForDM -

dws:cluster:deleteConnection-
ForDM

-

dws:cluster:deleteMappingForDM -

dws:cluster:dialsConnection-
ForDM

-

dws:cluster:getApplicationForDM -

dws:cluster:listApplicationConfig-
ForDM

-

dws:cluster:listApplicationForDM -

dws:cluster:getClusterForDM -

dws:cluster:listClusterForDM -

dws:cluster:listConfigurationTem-
plateForDM

-

dws:cluster:getConnectionForDM -

dws:cluster:listConnectionForDM -

dws:cluster:listDependApplica-
tionForDM

-

dws:cluster:getMappingForDM -

dws:cluster:listMappingForDM -

dws:cluster:listProductForDM -

dws:cluster:updateConnection-
ForDM

-

dws:cluster:updateMappingForD
M

-

dws:cluster:startApplication-
ForDM

-

dws:cluster:stopApplication-
ForDM

-

dws:cluster:deleteCrossRegionS-
napshotPolicy

-

dws:cluster:deleteDisasterRecov-
ery

-
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DELETE /v2/
{project_id}/
clusters/
{cluster_id}/
logical-
clusters/
{logical_cluste
r_id}

dws:cluster:deleteLogicalCluster -

dws:cluster:deleteOperational-
Task

-

dws:cluster:operateDisasterRe-
covery

-

PUT /v2/
{project_id}/
clusters/
{cluster_id}/
logical-
clusters/
{logical_cluste
r_id}

dws:cluster:updateLogicalCluster -

dws:cluster:listAllCrossRegionS-
napshotConfig

-

dws:cluster:getDisasterRecovery-
Project

-

dws:cluster:getDisasterRecover-
yRegion

-

dws:cluster:getLastOperational-
Task

-

dws:cluster:getLogicalCluster-
Rings

-

dws:cluster:getLogicalClusterVo-
lume

-

dws:cluster:getOperationalTask-
Config

-

dws:cluster:getOperationalTask-
Detail

-

dws:cluster:getOperationalTask-
Status

-

dws:cluster:listSnapshotRegion -

dws:cluster:getTargetAllCrossRe-
gionSnapshotConfig

-

dws:cluster:initLogicalClusterS-
witch

-

dws:cluster:listAccessLts -

dws:cluster:listDisasterRecovery -

dws:cluster:listLogicalCluster -

dws:cluster:listLogicalClusterTask -

dws:cluster:listOperationalTask -
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dws:cluster:openAccessLts -

dws:cluster:pauseOperational-
Task

-

dws:cluster:getDisasterRecovery-
Detail

-

dws:cluster:refreshOperational-
Task

-

POST /v2/
{project_id}/
clusters/
{cluster_id}/
logical-
clusters/
{logical_cluste
r_id}/restart

dws:cluster:restartLogicalCluster -

dws:cluster:resumeOperational-
Task

-

dws:cluster:setCrossRegionSnap-
shotPolicy

-

dws:cluster:startOperationalTask -

dws:cluster:stopOperationalTask -

dws:cluster:switchLogicalCluster -

dws:cluster:syncCrossRegionBack-
upClusterInfo

-

dws:cluster:syncCrossRegionBack-
upConfig

-

dws:cluster:syncCrossRegionBack-
upInfo

-

dws:cluster:syncLogicalCluster -

dws:cluster:updateDisasterReco-
veryConfig

-

dws:cluster:updateOperational-
TaskConfig

-

dws:cluster:updateOperational-
Task

-

dws:cluster:addPlanForWLM -

dws:cluster:addPlanStageForWL
M

-

dws:cluster:addQueueForWLM -

dws:cluster:addQueueUserForWL
M

-

dws:cluster:deletePlanForWLM -
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dws:cluster:deletePlanStage-
ForWLM

-

dws:cluster:deleteQueueForWLM -

dws:cluster:deleteQueueUser-
ForWLM

-

dws:cluster:exportPlanForWLM -

dws:cluster:getPlanDetailForWLM -

dws:cluster:getPlanDetailForWLM -

dws:cluster:getPlanLogForWLM -

dws:cluster:getPlanQueueForWL
M

-

dws:cluster:getPlanStageForWLM -

dws:cluster:listQueueForWLM -

dws:cluster:getQueueDetailForW
LM

-

dws:cluster:getQueueRuleForWL
M

-

dws:cluster:importPlanForWLM -

dws:cluster:listPlanQueueForWL
M

-

dws:cluster:listPlanForWLM -

dws:cluster:listQueueUserForWL
M

-

dws:cluster:listUserForWLM -

dws:cluster:getClusterDBInfo-
ForWLM

-

dws:cluster:listClusterPlan-
ForWLM

-

dws:cluster:getClusterSchemaIn-
foForWLM

-

dws:cluster:getClusterVersion-
ForWLM

-

dws:cluster:getFunctionStatus-
ForWLM

-
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dws:cluster:setFunctionStatus-
ForWLM

-

dws:cluster:startPlanForWLM -

dws:cluster:startPlanForWLM -

dws:cluster:stopPlanForWLM -

dws:cluster:stopPlanForWLM -

dws:cluster:switchPlanStage-
ForWLM

-

dws:cluster:switchPlanStage-
ForWLM

-

dws:cluster:updatePlanStage-
ForWLM

-

dws:cluster:updateQueueBase-
ForWLM

-

dws:cluster:updateQueueResour-
ceForWLM

-

dws:cluster:updateQueueRule-
ForWLM

-

dws:cluster:updateSchemaLimit-
ForWLM

-

dws:cluster:getMonitorConfig-
ForDMS

-

dws:monitor:listClusterOverview -

dws:cluster:listClusterInstance-
ForDMS

-

dws:cluster:getDDLExamineDe-
tailForDMS

-

dws:cluster:getClusterDnStream-
ForDMS

-

dws:cluster:listClusterAlarmRule-
ForDMS

-

dws:cluster:getClusterInstance-
ForDMS

-

dws:cluster:getDDLExamineDe-
tailForDMS

-

dws:cluster:getHostNetMetrics-
ForDMS

-
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dws:monitor:getHistoryMetrics -

dws:cluster:getMonitoringInfo-
ForDMS

-

dws:cluster:listAlarmRuleForDMS -

dws:cluster:updateCollectionI-
temForDMS

-

dws:cluster:doDDLExamineAction
ForDMS

-

dws:cluster:downloadDDLExami-
neDetailForDMS

-

dws:cluster:listInstanceDiskIO-
ForDMS

-

dws:cluster:resetCollectionItem-
ForDMS

-

dws:monitor:listClusterOverview -

dws:monitor:listClusterOverview -

dws:cluster:getQueryRangeForD
MS

-

dws:monitor:getAlarmConfig -

dws:cluster:switchoverCollectionI-
temForDMS

-

dws:monitor:listClusterOverview -

dws:monitor:listClusterOverview -

dws:monitor:getOSMetrics -

dws:cluster:listPerfDashboard-
ForDMS

-

dws:cluster:disableCollectionI-
temForDMS

-

dws:monitor:listClusterOverview -

dws:monitor:getAggregationOS-
Metrics

-

dws:cluster:terminateSession-
ForDMS

-

dws:cluster:getPerfDashboardDe-
tailForDMS

-
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dws:monitor:createAlarmRule -

dws:cluster:enableCollectionItem-
ForDMS

-

dws:monitor:listClusterOverview -

dws:cluster:listInstanceNetwork-
MetricsForDMS

-

dws:cluster:createPerfDashboard-
ForDMS

-

dws:cluster:getMonitorMetrics-
ForDMS

-

dws:monitor:listClusterOverview -

dws:cluster:createSQLProbeForD
MS

-

dws:cluster:listInstanceIOStatus-
ForDMS

-

dws:cluster:getMonitorMetricsBy-
DimensionForDMS

-

dws:cluster:updateStorageConfig-
ForDMS

-

dws:monitor:listClusterOverview -

dws:monitor:updateAlarmRule -

dws:cluster:getInstanceIOAggRe-
sultForDMS

-

dws:cluster:updatePerfDashboard
ForDMS

-

dws:cluster:getMonitorHistory-
MetricsCost

-

dws:monitor:deleteAlarmRule -

dws:cluster:updateSQLProbeForD
MS

-

dws:cluster:startMonitorMetrics-
CollectionForDMS

-

dws:cluster:listInstanceStorage-
ForDMS

-

dws:cluster:deletePerfDashboard-
ForDMS

-
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dws:cluster:getMonitorMetrics-
DetailForDMS

-

dws:cluster:deleteSQLProbeForD
MS

-

dws:monitor:stopAlarmRule -

dws:cluster:stopMonitorMetrics-
CollectionForDMS

-

dws:cluster:listExceptionTable-
ForDMS

-

dws:cluster:getInstanceStora-
geAggForDMS

-

dws:cluster:getWDRSnapShotFor
DMS

-

dws:cluster:getPerfMetricsData-
ForDMS

-

dws:cluster:listQueryForDMS -

dws:cluster:getInstanceIOMetrics-
ForDMS

-

dws:cluster:getSQLProbeDetail-
ForDMS

-

dws:cluster:switchoverMonitor-
MetricStatusForDMS

-

dws:monitor:startAlarmRule -

dws:monitor:getClusterStatus -

dws:cluster:getPerfMetricsDetail-
ForDMS

-

dws:cluster:listSlowInstance-
ForDMS

-

dws:cluster:getDDLExamineCon-
figForDMS

-

dws:cluster:getMonitoringView-
StatusForDMS

-

dws:monitor:enableAlarm -

dws:cluster:createWDRSnapShot-
ForDMS

-

dws:cluster:listExecuteStatus-
ForDMS

-
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dws:cluster:listQueryForDMS -

dws:cluster:getSlowInstanceDe-
tailForDMS

-

dws:cluster:enableSQLProbeForD
MS

-

dws:cluster:getWDRConfigForDM
S

-

dws:monitor:disableAlarm -

dws:cluster:getMonitoringView-
ForDMS

-

dws:cluster:createWDRSnapShot-
ForDMS

-

dws:cluster:getDatabaseUsage-
ForDMS

-

dws:cluster:listSQLProbeForDMS -

dws:monitor:getAlarmMetrics -

dws:monitor:listMetricStatus -

dws:cluster:listSessionStatus-
ForDMS

-

dws:cluster:downloadPerfHistory-
ForDMS

-

dws:cluster:addPerfItemForDMS -

dws:cluster:listClusterSession-
ForDMS

-

dws:cluster:getSQLDiagnostics-
ForDMS

-

dws:cluster:updateWDRSnapShot
ForDMS

-

dws:monitor:clearAlarm -

dws:cluster:executeSQLProbe-
ForDMS

-

dws:cluster:listQueryStatus-
ForDMS

-

dws:cluster:getWDRReportForDM
S

-
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dws:cluster:listWLMQueueForDM
S

-

dws:cluster:updatePerfItemForD
MS

-

dws:cluster:executeSQLProbe-
ForDMS

-

dws:cluster:getQueryCostForDMS -

dws:cluster:createWDRReport-
ForDMS

-

dws:cluster:downloadWDRReport
ForDMS

-

dws:cluster:listDatabaseForDMS -

dws:cluster:listUserWLMQueue-
ForDMS

-

dws:cluster:deletePerfItemForDM
S

-

dws:cluster:createWDRReport-
ForDMS

-

dws:cluster:getQueryCostForDMS -

dws:monitor:getExceptionAlarm-
Rule

-

dws:cluster:getWDRHostForDMS -

dws:cluster:getHistoryPerfData-
ForDMS

-

dws:cluster:deleteWDRReport-
ForDMS

-

dws:cluster:getQueryCostForDMS -

dws:cluster:getPerfDetailByDi-
mensionForDMS

-

dws:cluster:downloadPerfHistory-
ByIdForDMS

-

dws:cluster:listWaitingWLMForD
MS

-

dws:cluster:downloadWDRReport
ForDMS

-

dws:cluster:getQueryProperty-
ForDMS

-
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dws:cluster:listBucketForDMS -

dws:cluster:getHistoryQueryPro-
pertyForDMS

-

dws:cluster:listExceptionWLM-
ForDMS

-

dws:cluster:addPerfItemForDMS -

dws:cluster:terminateQueryForD
MS

-

dws:cluster:updateTaskForDMS -

dws:cluster:retryTaskForDMS -

dws:cluster:listTaskForDMS -

GET /v1/
{project_id}/
clusters/
{cluster_id}/db
-
manager/om-
user/status

dws:cluster:getDatabaseOmUser-
Status

-

POST /v1/
{project_id}/
clusters/
{cluster_id}/db
-
manager/om-
user/action

dws:cluster:executeDatabaseO-
mUserAction

-

GET /v2/
{project_id}/
clusters/
{cluster_id}/
instances

dws:cluster:getClusterInstance-
sInfo

-

dws:cluster:getMetadataSyncSta-
tus

-

dws:cluster:startMetadataSync -

dws:cluster:stopMetadataSync -

dws:cluster:updatePeriodCluster -

dws:cluster:createPeriodCluster -

dws:cluster:deleteConfigTemplate -

dws:cluster:getCountDown -

dws:cluster:getObsHotStorage -

dws:cluster:listConfigTemplate -
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dws:cluster:listDwsResource -

dws:cluster:listDiscountNode -

dws:cluster:changeToPeriod -

dws:cluster:rotateKey -

dws:cluster:operateCluster -

dws:cluster:setMaintainceWind-
ow

-

dws:cluster:doUpgrade -

dws:cluster:listUpgradePath -

dws:cluster:listUpgradeRecord -

dws:cluster:delete -

GET /v1/
{project_id}/
clusters/
{cluster_id}/db
-manager/
objects

dws:cluster:getDatabaseObjects -

dws:cluster:listLogicalCluster-
Plans

-

dws:cluster:createLogicalCluster-
Plan

-

dws:cluster:deleteLogicalCluster-
Plan

-

dws:cluster:listDatabaseUsers -

dws:cluster:switchLogicalCluster-
Plan

-

dws:cluster:updateLogicalCluster-
Plan

-

dws:cluster:getAccessWhitelist-
Status

-

POST /v1/
{project_id}/
clusters/
{cluster_id}/
access-
whitelist

dws:cluster:addAccessWhitelist -

dws:cluster:getAccessWhitelist -
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PUT /v1/
{project_id}/
clusters/
{cluster_id}/
access-
whitelist/
{whitelist_id}

dws:cluster:getAccessWhitelist-
Detail

-

dws:cluster:setAccessWhitelistDe-
tail

-

DELETE /v2/
{project_id}/
clusters/
{cluster_id}

dws:cluster:delete -

 

Resource Type

A resource type indicates the resources that an SCP applies to. If you specify a
resource type for any action in Table 5-90, the resource URN must be specified in
the SCP statements using that action, and the SCP applies only to resources of this
type. If no resource type is specified, the Resource element is marked with an
asterisk (*) and the SCP applies to all resources. You can also set condition keys in
an SCP to define resource types.

The following table lists the resource types that you can define in the SCP
statements for GaussDB(DWS).

Table 5-90 Resource types supported by GaussDB(DWS)

Resource Type URN

cluster dws:<region>:<account-id>:cluster:<cluster-id>

 

Conditions

GaussDB(DWS) does not support service-specific condition keys in an SCP.

It can only use global condition keys applicable to all services. For details, see
Global Condition Keys.

5.10.5.4 MapReduce Service (MRS)

The Organizations service provides Service Control Policies (SCPs) to set access
control policies.

SCPs do not actually grant any permissions to an entity. They only set the
permissions boundary for the entity. When SCPs are attached to a member
account or an organizational unit (OU), they do not directly grant permissions to
that member account or OU. Instead, the SCPs just determine what permissions
are available for that member account or the member accounts under that OU.
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This section describes the elements used by Organizations SCPs. The elements
include actions, resources, and conditions.

For details about how to use these elements to create a custom SCP, see Creating
an SCP.

Actions
Actions are specific operations that are allowed or denied in an SCP.

● The Access Level column describes how the action is classified (List, Read, or
Write). This classification helps you understand the level of access that an
action grants when you use it in an SCP.

● The Resource Type column indicates whether the action supports resource-
level permissions.
– You can use a wildcard (*) to indicate all resource types. If this column is

empty (-), the action does not support resource-level permissions and
you must specify all resources ("*") in your SCP statements.

– If this column includes a resource type, you must specify the URN in the
Resource element of your statements.

– Required resources are marked with asterisks (*) in the table. If you
specify a resource in a statement using this action, then it must be of this
type.

For details about the resource types defined by MRS, see Resources.
● The Condition Key column includes keys that you can specify in the

Condition element of an SCP statement.
– If the Resource Type column has values for an action, the condition key

takes effect only for the listed resource types.
– If the Resource Type column is empty (-) for an action, the condition key

takes effect for all resources that action supports.
– If the Condition Key column is empty (-) for an action, the action does

not support any condition keys.
For details about the condition keys defined by MRS, see Conditions.

The following table lists the actions that you can define in SCPs for MRS.

Table 5-91 Actions supported by MRS

Action Description Access Level Resource
Type (*:
required)

Condition
Key

mrs:cluster:cre
ateCluster

Grants
permission to
create a
cluster.

write mrs:<region>:
<account-
id>:cluster:<cl
uster-id>

g:RequestTag/
<tag-
key>,g:TagKey
s,g:Enterprise
ProjectId
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Action Description Access Level Resource
Type (*:
required)

Condition
Key

mrs:cluster:de
leteCluster

Grants
permission to
delete a
cluster.

write mrs:<region>:
<account-
id>:cluster:<cl
uster-id>

g:EnterprisePr
ojectId

mrs:cluster:list
Hosts

Grants
permission to
query nodes
in a cluster.

list mrs:<region>:
<account-
id>:cluster:<cl
uster-id>

g:EnterprisePr
ojectId

mrs:cluster:list
Files

Grants
permission to
query files in
a cluster.

list mrs:<region>:
<account-
id>:cluster:<cl
uster-id>

g:EnterprisePr
ojectId

mrs:cluster:cre
ateJob

Grants
permission to
execute jobs
in a cluster.

write mrs:<region>:
<account-
id>:cluster:<cl
uster-id>

g:EnterprisePr
ojectId

mrs:cluster:list Grants
permission to
query the
cluster list.

list - g:RequestTag/
<tag-
key>,g:TagKey
s,g:Enterprise
ProjectId

mrs:cluster:list
Jobs

Grants
permission to
query jobs of
a cluster.

list mrs:<region>:
<account-
id>:cluster:<cl
uster-id>

g:EnterprisePr
ojectId

mrs:cluster:ge
tJob

Grants
permission to
query job
details in a
cluster.

read mrs:<region>:
<account-
id>:cluster:<cl
uster-id>

g:EnterprisePr
ojectId

mrs:cluster:ge
tCluster

Grants
permission to
query cluster
details.

read mrs:<region>:
<account-
id>:cluster:<cl
uster-id>

-

mrs:cluster:res
izeNodes

Grants
permission to
adjust cluster
nodes.

write mrs:<region>:
<account-
id>:cluster:<cl
uster-id>

g:EnterprisePr
ojectId

mrs:cluster:up
dateClusterNa
me

Grants
permission to
rename a
cluster.

write mrs:<region>:
<account-
id>:cluster:<cl
uster-id>

g:EnterprisePr
ojectId
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Action Description Access Level Resource
Type (*:
required)

Condition
Key

mrs:cluster:list
Tags

Grants
permission to
query cluster
tags.

list - g:EnterprisePr
ojectId

mrs:cluster:up
dateTags

Grants
permission to
add or delete
cluster tags.

tagging - g:RequestTag/
<tag-
key>,g:TagKey
s,g:Enterprise
ProjectId

mrs:cluster:list
ClustersByTag

Grants
permission to
query clusters
with specific
tags.

list - g:RequestTag/
<tag-
key>,g:TagKey
s

mrs:cluster:sto
pJob

Grants
permission to
stop cluster
jobs.

write mrs:<region>:
<account-
id>:cluster:<cl
uster-id>

g:EnterprisePr
ojectId

mrs:cluster:de
leteJobs

Grants
permission to
delete cluster
jobs in
batches.

write mrs:<region>:
<account-
id>:cluster:<cl
uster-id>

g:EnterprisePr
ojectId

mrs:cluster:sto
pSql

Grants
permission to
cancel SQL
execution.

write mrs:<region>:
<account-
id>:cluster:<cl
uster-id>

g:EnterprisePr
ojectId

mrs:cluster:cre
ateSql

Grants
permission to
submit SQL
statements
for execution.

write mrs:<region>:
<account-
id>:cluster:<cl
uster-id>

g:EnterprisePr
ojectId

mrs:cluster:list
Policies

Grants
permission to
obtain all
auto scaling
policies in a
cluster.

list mrs:<region>:
<account-
id>:cluster:<cl
uster-id>

g:EnterprisePr
ojectId
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Action Description Access Level Resource
Type (*:
required)

Condition
Key

mrs:cluster:up
datePolicies

Grants
permission to
modify the
auto scaling
policies of a
cluster.

write mrs:<region>:
<account-
id>:cluster:<cl
uster-id>

g:EnterprisePr
ojectId

mrs:cluster:ge
tAgencyMapp
ing

Grants
permission to
obtain user
agent
information.

read mrs:<region>:
<account-
id>:cluster:<cl
uster-id>

g:EnterprisePr
ojectId

mrs:cluster:up
dateAgencyM
apping

Grants
permission to
update user
agent
information.

write mrs:<region>:
<account-
id>:cluster:<cl
uster-id>

g:EnterprisePr
ojectId

mrs:cluster:ge
tSql

Grants
permission to
obtain the
SQL execution
result.

read mrs:<region>:
<account-
id>:cluster:<cl
uster-id>

g:EnterprisePr
ojectId

 

Resources
A resource type indicates the resources that an SCP applies to. If you specify a
resource type for any action in Table 5-92, the resource URN must be specified in
the SCP statements using that action, and the SCP applies only to resources of this
type. If no resource type is specified, the Resource element is marked with an
asterisk (*) and the SCP applies to all resources. You can also set condition keys in
an SCP to define resource types.

The following table lists the resource types that you can define in SCP statements
for MRS.

Table 5-92 Resource types supported by MRS

Resource Type URN

cluster mrs:<region>:<account-
id>:cluster:<cluster-id>

 

Conditions
MRS does not support service-specific condition keys in SCPs.
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It can only use global condition keys applicable to all services. For details, see
Global Condition Keys.

5.10.5.5 Cloud Search Service (CSS)

The Organizations service provides Service Control Policies (SCPs) to set access
control policies.

SCPs do not actually grant any permissions to a principal. They only set the
permissions boundary for the principal. When SCPs are attached to a member
account or an organizational unit (OU), they do not directly grant permissions to
that member account or OU. Instead, the SCPs just determine what permissions
are available for that member account or the member accounts under that OU.

This section describes the elements used by Organizations SCPs. The elements
include actions, resources, and conditions.

For details about how to use these elements to create a custom SCP, see Creating
an SCP.

Action

Actions are specific operations that are allowed or denied in an SCP.

● The Access Level column describes how the action is classified (List, Read, or
Write). This classification helps you understand the level of access that an
action grants when you use it in an SCP.

● The Resource Type column indicates whether the action supports resource-
level permissions.

– You can use a wildcard (*) to indicate all resource types. If this column is
empty (-), the action does not support resource-level permissions, and
you must specify all resources ("*") in your SCP statements.

– If this column includes a resource type, you must specify the URN in the
Resource element of your statements.

– Required resources are marked with asterisks (*) in the table. If you
specify a resource in a statement using this action, then it must be of this
type.

For details about the resource types defined by CSS, see Resource Type.

● The Condition Key column includes keys that you can specify in the
Condition element of an SCP statement.

– If the Resource Type column has values for an action, the condition key
takes effect only for the listed resource types.

– If the Resource Type column is empty (-) for an action, the condition key
takes effect for all resources that action supports.

– If the Condition Key column is empty (-) for an action, the action does
not support any condition keys.

For details about condition keys defined by CSS, see Condition.

The following table lists the actions that you can define in SCP statements for CSS.
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Table 5-93 Actions supported by CSS

Action Description Access
Level

Resour
ce Type
(*:
Require
d)

Condition Key

css:VPCEndpoint:u
pdateWhitelist

Grant the
permission to
update an existing
whitelist of VPC
endpoints.

write cluster * ● g:EnterprisePro
jectId

● g:ResourceTag/
<tag-key>

css:log:updateBac
kupPolicy

Grant the
permission to
modify or delete
log backups.

write cluster * ● g:EnterprisePro
jectId

● g:ResourceTag/
<tag-key>

css:snapshot:setSn
apshotPolicy

Grant the
permission to set
backup policies.

write cluster * ● g:EnterprisePro
jectId

● g:ResourceTag/
<tag-key>

css:snapshot:getS
napshotPolicy

Grant the
permission to
query backup
policies.

read cluster * ● g:EnterprisePro
jectId

● g:ResourceTag/
<tag-key>

css:snapshot:resto
re

Grant the
permission to
restore data from
a snapshot.

write cluster * ● g:EnterprisePro
jectId

● g:ResourceTag/
<tag-key>

css:snapshot:creat
e

Grant the
permission to
create a snapshot.

write cluster * ● g:EnterprisePro
jectId

● g:ResourceTag/
<tag-key>

css:publicIPAddres
s:associates

Grant the
permission to
enable or disable
public access.

write cluster * ● g:EnterprisePro
jectId

● g:ResourceTag/
<tag-key>

css:publicIPAddres
s:setAccessControl

Grant the
permission to
manage whitelists
for access control.

write cluster * ● g:EnterprisePro
jectId

● g:ResourceTag/
<tag-key>

css:tag:get Grant the
permission to
query resource
tags.

read cluster * ● g:EnterprisePro
jectId

● g:ResourceTag/
<tag-key>
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Action Description Access
Level

Resour
ce Type
(*:
Require
d)

Condition Key

css:publicIPAddres
s:modifyBandwidt
h

Grant the
permission to
modify the
bandwidth size.

write cluster * ● g:EnterprisePro
jectId

● g:ResourceTag/
<tag-key>

css:VPCEndpoint:e
nableOrDisable

Grant the
permission to
create or delete a
VPCEP.

write cluster * ● g:EnterprisePro
jectId

● g:ResourceTag/
<tag-key>

css:log:getBasicCo
nfigurations

Grant the
permission to
query basic
configurations.

read cluster * ● g:EnterprisePro
jectId

● g:ResourceTag/
<tag-key>

css:snapshot:list Grant the
permission to
view the snapshot
list.

list cluster * ● g:EnterprisePro
jectId

● g:ResourceTag/
<tag-key>

css:log:list Grant the
permission to
view logs.

list cluster * ● g:EnterprisePro
jectId

● g:ResourceTag/
<tag-key>

css:snapshot:setSn
apshotContigura-
tion

Grant the
permission to set
basic snapshot
configurations.

write cluster * ● g:EnterprisePro
jectId

● g:ResourceTag/
<tag-key>

css:cluster:listFlav
ors

Grant the
permission to
query the flavor
ID list.

list - -

css:cluster:listDisk
Type

Grant the
permission to list
available disk
types.

list - -

css:tag:list Grant the
permission to
query project
tags.

list cluster * -
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Action Description Access
Level

Resour
ce Type
(*:
Require
d)

Condition Key

css:VPCEndpoint:
manageConnectio
n

Grant the
permission to
configure the
connection of the
endpoint.

write cluster * ● g:EnterprisePro
jectId

● g:ResourceTag/
<tag-key>

css:log:listJob Grant the
permission to
query the job list.

list cluster * ● g:EnterprisePro
jectId

● g:ResourceTag/
<tag-key>

css:cluster:downlo
adCert

Grant the
permission to
obtain the
content of a
certificate.

read - -

css:cluster:get Grant the
permission to
query cluster
details.

read cluster * ● g:EnterprisePro
jectId

● g:ResourceTag/
<tag-key>

css:snapshot:enabl
eAtomaticSnapsot

Grant the
permission to set
basic
configurations for
automatic
snapshot backup.

write cluster * ● g:EnterprisePro
jectId

● g:ResourceTag/
<tag-key>

css:snapshot:delet
e

Grant the
permission to
delete a specified
snapshot.

write cluster * ● g:EnterprisePro
jectId

● g:ResourceTag/
<tag-key>

css:IKThesaurus:ge
t

Grant the
permission to
view the custom
word dictionary
configuration.

read cluster * ● g:EnterprisePro
jectId

● g:ResourceTag/
<tag-key>

css:cluster:restart Grant the
permission to
restart an
Elasticsearch
cluster.

write cluster * ● g:EnterprisePro
jectId

● g:ResourceTag/
<tag-key>
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Action Description Access
Level

Resour
ce Type
(*:
Require
d)

Condition Key

css:cluster:modify
SecurityGroup

Grant the
permission to
modify the cluster
security group.

write cluster * ● g:EnterprisePro
jectId

● g:ResourceTag/
<tag-key>

css:configurations:
list

Grant the
permission to
query parameter
settings.

list cluster * ● g:EnterprisePro
jectId

● g:ResourceTag/
<tag-key>

css:cluster:delete Grant the
permission to
delete a cluster.

write cluster * ● g:EnterprisePro
jectId

● g:ResourceTag/
<tag-key>

css:cluster:modify
Specifications

Grant the
permission to
modify cluster
specifications.

write cluster * ● g:EnterprisePro
jectId

● g:ResourceTag/
<tag-key>

css:cluster:list Grant the
permission to list
cluster
information.

list cluster * -

css:cluster:scaleOu
t

Grant the
permission to
scale out a cluster.

write cluster * ● g:EnterprisePro
jectId

● g:ResourceTag/
<tag-key>

css:IKThesaurus:lo
ad

Grant the
permission to
load a custom
word dictionary.

write cluster * ● g:EnterprisePro
jectId

● g:ResourceTag/
<tag-key>

css:configurations:
modify

Grant permission
to update
parameter
settings.

write cluster * ● g:EnterprisePro
jectId

● g:ResourceTag/
<tag-key>

css:configurations:
get

Grant the
permission to
obtain the
parameter list.

list cluster * ● g:EnterprisePro
jectId

● g:ResourceTag/
<tag-key>
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Action Description Access
Level

Resour
ce Type
(*:
Require
d)

Condition Key

css:IKThesaurus:de
lete

Grant the
permission to
delete a word
dictionary.

write cluster * ● g:EnterprisePro
jectId

● g:ResourceTag/
<tag-key>

css:cluster:expand Grant the
permission to
scale out the
quantity and
storage capacity
of instances.

write cluster * ● g:EnterprisePro
jectId

● g:ResourceTag/
<tag-key>

css:snapshot:disab
leSnapshotFuction

Grant the
permission to
disable the cluster
snapshot function.

write cluster * ● g:EnterprisePro
jectId

● g:ResourceTag/
<tag-key>

css:cluster:upgrad
eCluster

Grant the
permission to
upgrade clusters
or replace nodes.

write cluster * ● g:EnterprisePro
jectId

● g:ResourceTag/
<tag-key>

css:VPCEndpoint:li
stConnection

Grant the
permission to
query VPCEP
connections.

list cluster * ● g:EnterprisePro
jectId

● g:ResourceTag/
<tag-key>

css:cluster:scaleIn Grant the
permission to
scale in a cluster.

write cluster * ● g:EnterprisePro
jectId

● g:ResourceTag/
<tag-key>

css:log:setBasicCo
nfigurations

Grant the
permission to set
basic
configurations.

write cluster * ● g:EnterprisePro
jectId

● g:ResourceTag/
<tag-key>

css:tag:addOrDele
te

Grant the
permission to add
or delete resource
tags in batches.

tagging cluster * ● g:EnterprisePro
jectId

● g:ResourceTag/
<tag-key>

- ● g:RequestTag/
<tag-key>

● g:TagKeys
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Action Description Access
Level

Resour
ce Type
(*:
Require
d)

Condition Key

css:publicKibana:cl
ose

Grant the
permission to
disable public
access.

write cluster * ● g:EnterprisePro
jectId

● g:ResourceTag/
<tag-key>

css:tag:edit Grant the
permission to
modify cluster
tags.

tagging cluster * ● g:EnterprisePro
jectId

● g:ResourceTag/
<tag-key>

- ● g:RequestTag/
<tag-key>

● g:TagKeys

css:cluster:create Grant the
permission to
create a cluster.

write cluster * -

- ● g:EnterprisePro
jectId

● g:RequestTag/
<tag-key>

● g:TagKeys

css:cluster:toPerio
d

Grant the
permission to
change the billing
mode of a cluster
to yearly/monthly.

write cluster * ● g:EnterprisePro
jectId

● g:ResourceTag/
<tag-key>

css:cluster:modify
Name

Grant the
permission to
change the cluster
name.

write cluster * ● g:EnterprisePro
jectId

● g:ResourceTag/
<tag-key>

css:log:backup Grant the
permission to
back up logs.

write cluster * ● g:EnterprisePro
jectId

● g:ResourceTag/
<tag-key>

css:cluster:closeLo
gSetting

Grant the
permission to
disable logging.

write cluster * ● g:EnterprisePro
jectId

● g:ResourceTag/
<tag-key>
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Action Description Access
Level

Resour
ce Type
(*:
Require
d)

Condition Key

css:cluster:openLo
gSetting

Grant the
permission to
enable logging.

write cluster * ● g:EnterprisePro
jectId

● g:ResourceTag/
<tag-key>

css:cluster:modify
Password

Grant the
permission to
change the cluster
password.

write cluster * ● g:EnterprisePro
jectId

● g:ResourceTag/
<tag-key>

css:publicIPAddres
s:disassociates

Grant the
permission to
unbind public
networks.

write cluster * ● g:EnterprisePro
jectId

● g:ResourceTag/
<tag-key>

css:publicKibana:o
pen

Grant the
permission to
bind public
networks.

write cluster * ● g:EnterprisePro
jectId

● g:ResourceTag/
<tag-key>

css:tag:delete Grant the
permission to
delete a tag.

tagging cluster * ● g:EnterprisePro
jectId

● g:ResourceTag/
<tag-key>

- g:TagKeys

css:cluster:shrinkN
odes

Grant the
permission to
scale in a
specified node.

write cluster * ● g:EnterprisePro
jectId

● g:ResourceTag/
<tag-key>

css:cluster:change
Mode

Grant the
permission to
modify the
security mode.

write cluster * ● g:EnterprisePro
jectId

● g:ResourceTag/
<tag-key>

css:cluster:addInd
ependenceNodes

Grant the
permission to add
independent
master and client
nodes.

write cluster * ● g:EnterprisePro
jectId

● g:ResourceTag/
<tag-key>
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Action Description Access
Level

Resour
ce Type
(*:
Require
d)

Condition Key

css:cluster:rollingR
eboot

Grant the
permission to
perform a rolling
restart of an
Elasticsearch
cluster.

write cluster * ● g:EnterprisePro
jectId

● g:ResourceTag/
<tag-key>

css:logstash:listAct
ions

Grant the
permission to
query operation
records.

read cluster * ● g:EnterprisePro
jectId

● g:ResourceTag/
<tag-key>

css:cluster:upload
Certs

Grant the
permission to
upload
certificates.

write cluster * ● g:EnterprisePro
jectId

● g:ResourceTag/
<tag-key>

css:cluster:deleteC
erts

Grant the
permission to
delete certificates.

write cluster * ● g:EnterprisePro
jectId

● g:ResourceTag/
<tag-key>

css:cluster:listCerts Grant the
permission to
query the
certificate list.

list cluster * ● g:EnterprisePro
jectId

● g:ResourceTag/
<tag-key>

css:cluster:getCert
sDetail

Grant the
permission to
query certificate
details.

read cluster * ● g:EnterprisePro
jectId

● g:ResourceTag/
<tag-key>

css:logstash:delete
ConfTemplate

Grant the
permission to
delete a custom
template.

write cluster * ● g:EnterprisePro
jectId

● g:ResourceTag/
<tag-key>

css:logstash:listCo
nfigTemplate

Grant the
permission to
query the
template list.

list - -

css:logstash:confSt
op

Grant the
permission to stop
or hot-stop
pipeline tasks for
data migration.

write cluster * ● g:EnterprisePro
jectId

● g:ResourceTag/
<tag-key>
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Action Description Access
Level

Resour
ce Type
(*:
Require
d)

Condition Key

css:logstash:check
Connection

Grant the
permission to test
the connectivity.

write cluster * ● g:EnterprisePro
jectId

● g:ResourceTag/
<tag-key>

css:logstash:confD
elete

Grant the
permission to
delete
configuration
files.

write cluster * ● g:EnterprisePro
jectId

● g:ResourceTag/
<tag-key>

css:logstash:confSt
art

Grant the
permission to
start or hot-start
pipeline tasks for
data migration.

write cluster * ● g:EnterprisePro
jectId

● g:ResourceTag/
<tag-key>

css:logstash:getCo
nfDetail

Grant the
permission to
query the content
of configuration
files.

read cluster * ● g:EnterprisePro
jectId

● g:ResourceTag/
<tag-key>

css:cluster:azmigr
ate

Grant the
permission to
switch AZs.

write cluster * ● g:EnterprisePro
jectId

● g:ResourceTag/
<tag-key>

css:logstash:confU
pdate

Grant the
permission to
update
configuration
files.

write cluster * ● g:EnterprisePro
jectId

● g:ResourceTag/
<tag-key>

css:logstash:listPip
elines

Grant the
permission to
query the pipeline
list.

list cluster * ● g:EnterprisePro
jectId

● g:ResourceTag/
<tag-key>

css:cluster:retryAct
ion

Grant the
permission to
retry a task or
terminate the
impact of a task.

write cluster * ● g:EnterprisePro
jectId

● g:ResourceTag/
<tag-key>
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Action Description Access
Level

Resour
ce Type
(*:
Require
d)

Condition Key

css:logstash:listCo
nfs

Grant the
permission to
query the
configuration file
list.

list cluster * ● g:EnterprisePro
jectId

● g:ResourceTag/
<tag-key>

css:logstash:config
Favorites

Grant the
permission to add
items to a custom
template.

write cluster * ● g:EnterprisePro
jectId

● g:ResourceTag/
<tag-key>

css:cluster:listUpgr
adeCluster

Grant the
permission to
obtain the
upgrade image ID
and upgrade
details.

list cluster * ● g:EnterprisePro
jectId

● g:ResourceTag/
<tag-key>

css:logstash:submi
tConf

Grant the
permission to
create
configuration
files.

write cluster * ● g:EnterprisePro
jectId

● g:ResourceTag/
<tag-key>

css:plugin:list Grant the
permission to
query the cluster
plug-in list.

list cluster * ● g:EnterprisePro
jectId

● g:ResourceTag/
<tag-key>

css:plugin:getOper
ationRecords

Grant the
permission to
query the plug-in
operation records.

read cluster * ● g:EnterprisePro
jectId

● g:ResourceTag/
<tag-key>

css:plugin:delete Grant the
permission to
delete plug-ins.

write cluster * ● g:EnterprisePro
jectId

● g:ResourceTag/
<tag-key>

css:plugin:installO
rUninstall

Grant the
permission to
install or uninstall
plug-ins.

write cluster * ● g:EnterprisePro
jectId

● g:ResourceTag/
<tag-key>
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Action Description Access
Level

Resour
ce Type
(*:
Require
d)

Condition Key

css:plugin:upload Grant the
permission to
upload plug-ins.

write cluster * ● g:EnterprisePro
jectId

● g:ResourceTag/
<tag-key>

css:plugin:getDefa
ult

Grant the
permission to
query default
plug-ins.

read cluster * ● g:EnterprisePro
jectId

● g:ResourceTag/
<tag-key>

css:cluster:getAge
ncies

Grant the
permission to
obtain agents.

read - -

css:cluster:modify
Route

Grant the
permission to
modify cluster
routes.

write cluster * ● g:EnterprisePro
jectId

● g:ResourceTag/
<tag-key>

css:cluster:getRout
es

Grant the
permission to
obtain the cluster
routes.

read cluster * ● g:EnterprisePro
jectId

● g:ResourceTag/
<tag-key>

css:logstash:action
List

Grant the
permission to
query the cluster
task list.

list cluster * ● g:EnterprisePro
jectId

● g:ResourceTag/
<tag-key>

css:cluster:createU
serInfo

Grant the
permission to
query information
about a created
user.

write cluster * -

css:VPCEndpoint:
modifyConnection
s

Grant the
permission to
modify the size of
a connection.

write cluster * ● g:EnterprisePro
jectId

● g:ResourceTag/
<tag-key>

css:cluster:queryN
eedDeleteInstan-
ces

Grant the
permission to
query the node to
be deleted.

write cluster * ● g:EnterprisePro
jectId

● g:ResourceTag/
<tag-key>
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Action Description Access
Level

Resour
ce Type
(*:
Require
d)

Condition Key

css:cluster:queryK
ey

Grant the
permission to
obtain keys.

read - -

css:cluster:queryK
eys

Grant the
permission to
obtain the key list.

list - -

css:cluster:getPubl
iczonePice

Grant the
permission to
obtain the
bandwidth price.

read cluster * -

css:datastore:get Grant the
permission to
obtain the data
engine.

read cluster * -

css:datastore:list Grant the
permission to
obtain the data
engine list.

list cluster * -

css:cluster:getDisk
Usage

Grant the
permission to
obtain the cluster
storage capacity
status.

read cluster * -

css:snapshot:show
Detail

Grant the
permission to
obtain snapshot
details.

read cluster * -

css:cluster:getAvai
lableBuckets

Grant the
permission to
obtain an
available OBS
bucket.

list - -

css:cluster:checkCs
sName

Grant the
permission to
check cluster
names.

write cluster * -

css:snapshot:delet
eAllFailedTask

Grant the
permission to
delete all failed
tasks.

write - -
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Action Description Access
Level

Resour
ce Type
(*:
Require
d)

Condition Key

css:snapshot:delet
eSingleFailedTask

Grant the
permission to
delete specified
failed tasks.

write - -

css:snapshot:getAl
lFailedTask

Grant the
permission to
view failed
backup tasks.

list - -

css::createServiceA
gency

Grant the
permission to
create agencies.

write - -

css:cluster:createA
iOps

Grant the
permission to
create detection
tasks.

write cluster * ● g:EnterprisePro
jectId

● g:ResourceTag/
<tag-key>

css:cluster:listAiOp
s

Grant the
permission to
obtain the
detection task list.

list cluster * ● g:EnterprisePro
jectId

● g:ResourceTag/
<tag-key>

css:cluster:deleteA
iOps

Grant the
permission to
delete detection
tasks.

write cluster * ● g:EnterprisePro
jectId

● g:ResourceTag/
<tag-key>

css:cluster:listSmn
Topics

Grant the
permission to
obtain the SMN
topic list.

list cluster * ● g:EnterprisePro
jectId

● g:ResourceTag/
<tag-key>

css:cluster:listElbs Grant the
permission to
obtain the list of
available load
balancers for the
current cluster.

list cluster * ● g:EnterprisePro
jectId

● g:ResourceTag/
<tag-key>

css:cluster:elbSwit
ch

Grant the
permission to
enable or disable
load balancing.

write cluster * ● g:EnterprisePro
jectId

● g:ResourceTag/
<tag-key>
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Action Description Access
Level

Resour
ce Type
(*:
Require
d)

Condition Key

css:cluster:createEl
bListener

Grant the
permission to
create listeners
for the current
cluster.

write cluster * ● g:EnterprisePro
jectId

● g:ResourceTag/
<tag-key>

css:cluster:update
ElbListener

Grant the
permission to
modify listeners
for the current
cluster.

write cluster * ● g:EnterprisePro
jectId

● g:ResourceTag/
<tag-key>

css:cluster:getElbD
etail

Grant the
permission to
query information
about load
balancers used by
the current
cluster.

read cluster * ● g:EnterprisePro
jectId

● g:ResourceTag/
<tag-key>

css:cluster:listElbC
erts

Grant the
permission to
obtain the load
balancer
certificate list.

list cluster * ● g:EnterprisePro
jectId

● g:ResourceTag/
<tag-key>

 

Each API of CSS usually supports one or more actions. Table 5-94 lists the
supported actions and dependencies.
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Table 5-94 Actions and dependencies supported by CSS APIs

API Action Dependency

POST /v1.0/
{project_id}/clusters

css:cluster:create ● ecs:cloudServerFlavors:g
et

● evs:types:get
● vpc:vpcs:list
● vpc:securityGroups:list
● vpc:securityGroups:get
● vpc:subnets:list
● vpc:subnets:get
● vpc:ports:create
● vpc:ports:update
● vpc:ports:delete
● vpc:ports:get
● css:cluster:getAgencies
● iam:agencies:listAgencie

s
● iam:permissions:listRoles

ForAgency
● iam:permissions:listRoles

ForAgencyOnProject
● iam:agencies:pass
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API Action Dependency

POST /v2.0/
{project_id}/clusters

css:cluster:create ● ecs:cloudServerFlavors:g
et

● evs:types:get
● vpc:vpcs:list
● vpc:securityGroups:list
● vpc:securityGroups:get
● vpc:subnets:list
● vpc:subnets:get
● vpc:ports:create
● vpc:ports:update
● vpc:ports:delete
● vpc:ports:get
● css:cluster:getAgencies
● iam:agencies:listAgencie

s
● iam:permissions:listRoles

ForAgency
● iam:permissions:listRoles

ForAgencyOnProject
● iam:agencies:pass

POST /v1.0/
{project_id}/
clusters/
{cluster_id}/sg/
change

css:cluster:modifySecurityGr
oup

● vpc:securityGroups:list
● vpc:ports:update

GET /v1.0/
{project_id}/clusters

css:cluster:list -

GET /v1.0/
{project_id}/
clusters/{cluster_id}

css:cluster:get -

DELETE /v1.0/
{project_id}/
clusters/{cluster_id}

css:cluster:delete -

POST /v1.0/
{project_id}/cluster/
{cluster_id}/period

css:cluster:toPeriod -

POST /v1.0/
{project_id}/
clusters/
{cluster_id}/
changename

css:cluster:modifyName -
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API Action Dependency

POST /v1.0/
{project_id}/
clusters/
{cluster_id}/
password/reset

css:cluster:modifyPassword -

POST /v1.0/
{project_id}/
clusters/
{cluster_id}/restart

css:cluster:restart -

POST /v2.0/
{project_id}/
clusters/
{cluster_id}/restart

css:cluster:restart -

POST /v1.0/
{project_id}/
clusters/
{cluster_id}/extend

css:cluster:scaleOut ● ecs:cloudServerFlavors:g
et

● evs:types:get
● vpc:vpcs:list
● vpc:subnets:list
● vpc:subnets:get
● vpc:ports:create
● vpc:ports:update
● vpc:ports:delete
● vpc:ports:get

POST /v1.0/
{project_id}/
clusters/
{cluster_id}/
role_extend

css:cluster:expand ● ecs:cloudServerFlavors:g
et

● evs:types:get
● vpc:vpcs:list
● vpc:subnets:list
● vpc:subnets:get
● vpc:ports:create
● vpc:ports:update
● vpc:ports:delete
● vpc:ports:get

POST /v1.0/
{project_id}/
clusters/
{cluster_id}/flavor

css:cluster:modifySpecifica-
tions

ecs:cloudServerFlavors:get

GET /v1.0/
{project_id}/es-
flavors

css:cluster:listFlavors ecs:cloudServerFlavors:get
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API Action Dependency

GET /v1.0/
{project_id}/
{resource_type}/
tags

css:tag:list -

GET /v1.0/
{project_id}/
{resource_type}/
{cluster_id}/tags

css:tag:get -

POST /v1.0/
{project_id}/
{resource_type}/
{cluster_id}/tags

css:tag:edit -

DELETE /v1.0/
{project_id}/
{resource_type}/
{cluster_id}/tags/
{key}

css:tag:delete -

POST /v1.0/
{project_id}/
{resource_type}/
{cluster_id}/tags/
action

css:tag:addOrDelete -

POST /v1.0/
{project_id}/
clusters/
{cluster_id}/{types}/
flavor

css:cluster:modifySpecifica-
tions

ecs:cloudServerFlavors:get

POST /v1.0/extend/
{project_id}/
clusters/
{cluster_id}/role/
shrink

css:cluster:scaleIn ● iam:agencies:listAgencie
s

● iam:permissions:listRoles
ForAgency

● iam:permissions:listRoles
ForAgencyOnProject

GET /v1.0/
{project_id}/cer/
download

css:cluster:downloadCert -

PUT /v1.0/
{project_id}/
clusters/
{cluster_id}/
instance/
{instance_id}/
replace

css:cluster:upgradeCluster ● iam:agencies:listAgencie
s

● iam:permissions:listRoles
ForAgency

● iam:permissions:listRoles
ForAgencyOnProject
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API Action Dependency

POST /v1.0/
{project_id}/
clusters/
{cluster_id}/node/
offline

css:cluster:shrinkNodes ● iam:agencies:listAgencie
s

● iam:permissions:listRoles
ForAgency

● iam:permissions:listRoles
ForAgencyOnProject

POST /v1.0/
{project_id}/
clusters/
{cluster_id}/mode/
change

css:cluster:changeMode -

POST /v1.0/
{project_id}/
clusters/
{cluster_id}/type/
{type}/independent

css:cluster:addIndependenc
eNodes

● ecs:cloudServerFlavors:g
et

● evs:types:get
● vpc:vpcs:list
● vpc:subnets:list
● vpc:subnets:get
● vpc:ports:create
● vpc:ports:update
● vpc:ports:delete
● vpc:ports:get

POST /v1.0/
{project_id}/
clusters/
{cluster_id}/inst-
type/{inst_type}/
image/upgrade

css:cluster:upgradeCluster -

POST /v1.0/
{project_id}/
clusters/
{cluster_id}/inst-
type/{inst_type}/
azmigrate

css:cluster:azmigrate ● iam:agencies:listAgencie
s

● iam:permissions:listRoles
ForAgency

● iam:permissions:listRoles
ForAgencyOnProject

GET /v1.0/
{project_id}/
clusters/
{cluster_id}/
upgrade/detail

css:cluster:listUpgradeClus-
ter

-
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API Action Dependency

GET /v1.0/
{project_id}/
clusters/
{cluster_id}/target/
{upgrade_type}/
images

css:cluster:listUpgradeClus-
ter

-

PUT /v1.0/
{project_id}/
clusters/
{cluster_id}/
upgrade/
{action_id}/retry

css:cluster:retryAction -

POST /v1.0/
{project_id}/
clusters/
{cluster_id}/
thesaurus

css:IKThesaurus:load ● obs:bucket:listAllMyBuck
ets

● obs:bucket:getBucketLoc
ation

● obs:bucket:getBucketSto
ragePolicy

● obs:object:getObject

GET /v1.0/
{project_id}/
clusters/
{cluster_id}/
thesaurus

css:IKThesaurus:get -

DELETE /v1.0/
{project_id}/
clusters/
{cluster_id}/
thesaurus

css:IKThesaurus:delete -

POST /v1.0/
{project_id}/
clusters/
{cluster_id}/
publickibana/open

css:publicKibana:open -

PUT /v1.0/
{project_id}/
clusters/
{cluster_id}/
publickibana/close

css:publicKibana:close -

POST /v1.0/
{project_id}/
clusters/
{cluster_id}/
publickibana/
bandwidth

css:publicIPAddress:modifyB
andwidth

-
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API Action Dependency

POST /v1.0/
{project_id}/
clusters/
{cluster_id}/
publickibana/
whitelist/update

css:publicIPAddress:setAcces
sControl

-

PUT /v1.0/
{project_id}/
clusters/
{cluster_id}/
publickibana/
whitelist/close

css:publicIPAddress:setAcces
sControl

-

POST /v1.0/
{project_id}/
clusters/
{cluster_id}/logs/
open

css:cluster:openLogSetting ● iam:agencies:pass
● obs:bucket:listAllMyBuck

ets
● obs:bucket:getBucketLoc

ation
● obs:bucket:getBucketSto

ragePolicy
● iam:agencies:listAgencie

s

PUT /v1.0/
{project_id}/
clusters/
{cluster_id}/logs/
close

css:cluster:closeLogSetting -

GET /v1.0/
{project_id}/
clusters/
{cluster_id}/logs/
records

css:log:listJob -

GET /v1.0/
{project_id}/
clusters/
{cluster_id}/logs/
settings

css:log:getBasicConfigura-
tions

-
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API Action Dependency

POST /v1.0/
{project_id}/
clusters/
{cluster_id}/logs/
settings

css:log:setBasicConfigura-
tions

● obs:bucket:listAllMyBuck
ets

● obs:bucket:getBucketLoc
ation

● obs:bucket:getBucketSto
ragePolicy

● iam:agencies:listAgencie
s

● iam:agencies:pass

POST /v1.0/
{project_id}/
clusters/
{cluster_id}/logs/
policy/update

css:log:updateBackupPolicy -

PUT /v1.0/
{project_id}/
clusters/
{cluster_id}/logs/
policy/close

css:log:updateBackupPolicy -

POST /v1.0/
{project_id}/
clusters/
{cluster_id}/logs/
collect

css:log:backup -

POST /v1.0/
{project_id}/
clusters/
{cluster_id}/logs/
search

css:log:list -

POST /v1.0/
{project_id}/
clusters/
{cluster_id}/public/
open

css:publicIPAddress:associat
es

-

PUT /v1.0/
{project_id}/
clusters/
{cluster_id}/public/
close

css:publicIPAddress:disassoc
iates

-

POST /v1.0/
{project_id}/
clusters/
{cluster_id}/public/
bandwidth

css:publicIPAddress:modifyB
andwidth

-
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API Action Dependency

POST /v1.0/
{project_id}/
clusters/
{cluster_id}/public/
whitelist/update

css:publicIPAddress:setAcces
sControl

-

PUT /v1.0/
{project_id}/
clusters/
{cluster_id}/public/
whitelist/close

css:publicIPAddress:setAcces
sControl

-

POST /v1.0/
{project_id}/
clusters/
{cluster_id}/
index_snapshot/
auto_setting

css:snapshot:enableAtomati
cSnapsot

● obs:bucket:createBucket
● obs:bucket:headBucket
● iam:agencies:listAgencie

s
● iam:agencies:createAgen

cy
● iam:permissions:grantRo

leToAgency

POST /v1.0/
{project_id}/
clusters/
{cluster_id}/
index_snapshot/
setting

css:snapshot:setSnapshotCo
ntiguration

● obs:bucket:listAllMyBuck
ets

● obs:bucket:getBucketLoc
ation

● obs:bucket:getBucketSto
ragePolicy

● iam:agencies:listAgencie
s

● iam:agencies:pass

POST /v1.0/
{project_id}/
clusters/
{cluster_id}/
index_snapshot

css:snapshot:create iam:agencies:pass

POST /v1.0/
{project_id}/
clusters/
{cluster_id}/
index_snapshot/
{snapshot_id}/
restore

css:snapshot:restore -
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API Action Dependency

DELETE /v1.0/
{project_id}/
clusters/
{cluster_id}/
index_snapshot/
{snapshot_id}

css:snapshot:delete -

POST /v1.0/
{project_id}/
clusters/
{cluster_id}/
index_snapshot/
policy

css:snapshot:setSnapshotPo
licy

-

GET /v1.0/
{project_id}/
clusters/
{cluster_id}/
index_snapshot/
policy

css:snapshot:getSnapshotPo
licy

-

GET /v1.0/
{project_id}/
clusters/
{cluster_id}/
index_snapshots

css:snapshot:list -

DELETE /v1.0/
{project_id}/
clusters/
{cluster_id}/
index_snapshots

css:snapshot:disableSnapsh
otFuction

-

POST /v1.0/
{project_id}/
clusters/
{cluster_id}/
vpcepservice/open

css:VPCEndpoint:enableOrD
isable

● vpcep:endpoints:create
● vpcep:endpoints:list
● vpcep:endpoints:get
● vpcep:endpoints:delete
● vpcep:endpoints:update

PUT /v1.0/
{project_id}/
clusters/
{cluster_id}/
vpcepservice/close

css:VPCEndpoint:enableOrD
isable

● vpcep::listQuotas
● vpcep:endpoints:create
● vpcep:endpoints:list
● vpcep:endpoints:get
● vpcep:endpoints:delete
● vpcep:endpoints:update
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API Action Dependency

GET /v1.0/
{project_id}/
clusters/
{cluster_id}/
vpcepservice/
connections

css:VPCEndpoint:listConnect
ion

vpcep:endpoints:get

POST /v1.0/
{project_id}/
clusters/
{cluster_id}/
vpcepservice/
connections

css:VPCEndpoint:manageCo
nnection

-

POST /v1.0/
{project_id}/
clusters/
{cluster_id}/
vpcepservice/
permissions

css:VPCEndpoint:updateWhi
telist

-

POST /v1.0/
{project_id}/
clusters/
{cluster_id}/ymls/
update

css:configurations:modify -

GET /v1.0/
{project_id}/
clusters/
{cluster_id}/ymls/
joblists

css:configurations:list -

GET /v1.0/
{project_id}/
clusters/
{cluster_id}/ymls/
template

css:configurations:get -

POST /v2.0/
{project_id}/
clusters/
{cluster_id}/
snapshots/policy/
open

css:snapshot:setSnapshotPo
licy

-

PUT /v2.0/
{project_id}/
clusters/
{cluster_id}/
snapshots/policy/
close

css:snapshot:setSnapshotPo
licy

-
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API Action Dependency

POST /v2.0/
{project_id}/
clusters/
{cluster_id}/
rolling_restart

css:cluster:rollingReboot -

GET /v1.0/
{project_id}/
clusters/
{cluster_id}/lgsconf/
listactions

css:logstash:listActions -

DELETE /v1.0/
{project_id}/lgsconf/
deletetemplate

css:logstash:deleteConfTem
plate

-

POST /v1.0/
{project_id}/
clusters/
{cluster_id}/lgsconf/
stop

css:logstash:confStop -

POST /v1.0/
{project_id}/
clusters/
{cluster_id}/lgsconf/
hot-stop

css:logstash:confStop -

POST /v1.0/
{project_id}/
clusters/
{cluster_id}/
checkconnection

css:logstash:checkConnectio
n

-

DELETE /v1.0/
{project_id}/
clusters/
{cluster_id}/lgsconf/
delete

css:logstash:confDelete -

POST /v1.0/
{project_id}/
clusters/
{cluster_id}/lgsconf/
start

css:logstash:confStart -

POST /v1.0/
{project_id}/
clusters/
{cluster_id}/lgsconf/
hot-start

css:logstash:confStart -
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API Action Dependency

GET /v1.0/
{project_id}/
clusters/
{cluster_id}/lgsconf/
confdetail

css:logstash:getConfDetail -

POST /v1.0/
{project_id}/
clusters/
{cluster_id}/lgsconf/
update

css:logstash:confUpdate -

GET /v1.0/
{project_id}/
clusters/
{cluster_id}/lgsconf/
listpipelines

css:logstash:listPipelines -

POST /v1.0/
{project_id}/
clusters/
{cluster_id}/lgsconf/
submit

css:logstash:submitConf -

POST /v1.0/
{project_id}/
clusters/
{cluster_id}/lgsconf/
favorite

css:logstash:configFavorites -

GET /v1.0/
{project_id}/
clusters/
{cluster_id}/lgsconf/
listconfs

css:logstash:listConfs -

GET /v1.0/
{project_id}/lgsconf/
template

css:logstash:listConfigTempl
ate

-

POST /v1.0/
{project_id}/
clusters/
{cluster_id}/certs/
upload

css:cluster:uploadCerts -

DELETE /v1.0/
{project_id}/
clusters/
{cluster_id}/certs/
{cert_id}/delete

css:cluster:deleteCerts -
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API Action Dependency

GET /v1.0/
{project_id}/
clusters/
{cluster_id}/certs

css:cluster:listCerts -

GET /v1.0/
{project_id}/
clusters/
{cluster_id}/certs/
{cert_id}

css:cluster:getCertsDetail -

POST /v1.0/
{project_id}/
clusters/
{cluster_id}/route

css:cluster:modifyRoute -

GET /v1.0/
{project_id}/
clusters/
{cluster_id}/route

css:cluster:getRoutes -

POST /v1.0/
{project_id}/
clusters/
{cluster_id}/ai-ops

css:cluster:createAiOps -

GET /v1.0/
{project_id}/
clusters/
{cluster_id}/ai-ops

css:cluster:listAiOps -

DELETE /v1.0/
{project_id}/
clusters/
{cluster_id}/ai-ops/
{aiops_id}

css:cluster:deleteAiOps -

GET /v1.0/
{project_id}/
domains/
{domain_id}/ai-ops/
smn-topics

css:cluster:listSmnTopics ● css:cluster:getAgencies
● iam:agencies:list
● iam:agencies:listAgencie

s
● iam:agencies:listAttache

dPolicies
● iam:agencies:pass

GET /v1.0/
{project_id}/
clusters/
{cluster_id}/
loadbalancers

css:cluster:listElbs elb:loadbalancers:list
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API Action Dependency

POST /v1.0/
{project_id}/
clusters/
{cluster_id}/
loadbalancers/es-
switch

css:cluster:elbSwitch ● elb:loadbalancers:list
● iam:agencies:listAgencie

s
● iam:permissions:listRoles

ForAgency
● iam:permissions:listRoles

ForAgencyOnProject
● iam:agencies:pass

POST /v1.0/
{project_id}/
clusters/
{cluster_id}/es-
listeners

css:cluster:createElbListener -

GET /v1.0/
{project_id}/
clusters/
{cluster_id}/es-
listeners

css:cluster:getElbDetail -

GET /v1.0/
{project_id}/
clusters/
{cluster_id}/elb/
certificates

css:cluster:listElbCerts -

PUT /v1.0/
{project_id}/
clusters/
{cluster_id}/es-
listeners/
{listener_id}

css:cluster:updateElbListen-
er

-

 

Resource Type
A resource type indicates the resources that an SCP policy applies to. If you specify
a resource type for any action in Table 5-95, the resource URN must be specified
in the SCP statements using that action, and the SCP applies only to resources of
this type. If no resource type is specified, the Resource element is marked with an
asterisk (*) and the SCP applies to all resources. You can also set condition keys in
an SCP to define resource types.

The following table lists the resource types that you can define in SCP statements
for CSS.
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Table 5-95 Resource types supported by CSS

Resource Type URN

cluster css:<region>:<account-id>:cluster:<cluster-id>

 

Condition

About condition keys

A Condition element lets you specify conditions for when an SCP is in effect. It
contains condition keys and operators.

● The condition key that you specify can be a global condition key or a service-
specific condition key.
– Global condition keys (with the g: prefix) apply to all actions. Cloud

services do not need to provide user identity information. Instead, the
system automatically obtains such information and authenticates users.
For details, see Global Condition Keys.

– Service-specific condition keys (with the abbreviation of a service name
plus a colon as the prefix, for example, css:) apply only to operations of
the service. For details, see Table 5-96.

– The number of values associated with a condition key in the request
context of an API call makes the condition key single-valued or
multivalued. Single-valued condition keys have at most one value in the
request context of an API call. Multivalued condition keys can have
multiple values in the request context of an API call. For example, a
request can originate from at most one VPC endpoint, so g:SourceVpce is
a single-valued condition key. You can tag resources and include multiple
tag key-value pairs in a request, so g:TagKeys is a multivalued condition
key.

● An operator, a condition key, and a condition value constitute a complete
condition statement. An SCP takes effect only when the statement meets
related requirements. For supported condition operators, see Condition
operators.

Service-specific condition keys supported by CSS

The following table lists the condition keys that you can define in SCPs for CSS.
You can include these condition keys to specify conditions for when your SCP is in
effect.

Table 5-96 Service-specific condition keys supported by CSS

Service-specific
Condition Key

Type Single-valued/
Multivalued

Description

css:AssociatePu
blicIp

boolean Single-valued Whether to enable
public access for the
instance.
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Examples of condition keys

● css:AssociatePublicIp
Example: Disallow the creation of CSS clusters that have an EIP associated
with it.
{
  "Version": "5.0",
  "Statement": [
    {
      "Effect": "Deny",
      "Action": [
        "css:cluster:create"
      ],
      "Condition": {
        "Bool": {
          "css:AssociatePublicIp": [
            "true"
          ]
        }
      }
    }
  ]
}

Example: Disallow the association of an EIP with a CSS cluster.
{
  "Version": "5.0",
  "Statement": [
    {
      "Effect": "Deny",
      "Action": [
        "css:publicIPAddress:associates",
        "css:publicKibana:open"
      ]
    }
  ]
}

5.10.6 Content Delivery & Edge Computing

5.10.6.1 Content Delivery Network (CDN)

The Organizations service provides Service Control Policies (SCPs) to set access
control policies.

SCPs do not actually grant any permissions to a principal. They only set the
permissions boundary for the principal. When SCPs are attached to a member
account or an organizational unit (OU), they do not directly grant permissions to
that member account or OU. Instead, the SCPs just determine what permissions
are available for that member account or the member accounts under that OU.

This section describes the elements used by Organizations SCPs. The elements
include actions, resources, and conditions.

For details about how to use these elements to create a custom SCP, see Creating
an SCP.

Actions

Actions are specific operations that are allowed or denied in an SCP.
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● The Access Level column describes how the action is classified (List, Read, or
Write). This classification helps you understand the level of access that an
action grants when you use it in an SCP.

● The Resource Type column indicates whether the action supports resource-
level permissions.
– You can use a wildcard (*) to indicate all resource types. If this column is

empty (-), the action does not support resource-level permissions, and
you must specify all resources ("*") in your SCP statements.

– If this column includes a resource type, you must specify the URN in the
Resource element of your statements.

– Required resources are marked with asterisks (*) in the table. If you
specify a resource in a statement using this action, then it must be of this
type.

For details about the resource types defined by CDN, see Resources.
● The Condition Key column contains keys that you can specify in the

Condition element of an SCP statement.
– If the Resource Type column has values for an action, the condition key

takes effect only for the listed resource types.
– If the Resource Type column is empty (-) for an action, the condition key

takes effect for all resources that action supports.
– If the Condition Key column is empty (-) for an action, the action does

not support any condition keys.
For details about the condition keys defined by CDN, see Conditions.

The following table lists the actions that you can define in SCP statements for
CDN.

Table 5-97 Actions supported by CDN

Action Description Access
Level

Resour
ce Type
(*:
require
d)

Condition Key

cdn:statistics:quer
yStats

Querying domain
name statistics

list domain
*

g:EnterpriseProjec
tId

cdn:statistics:dow
nloadExcel

Downloading
domain name
statistics

list domain
*

g:EnterpriseProjec
tId

cdn:log:queryLogs Querying logs read domain
*

g:EnterpriseProjec
tId

cdn:charge:modify
ChargeMode

Creating or
modifying the
billing option

write - -

cdn:charge:queryC
hargeMode

Querying the
billing option

list - -
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Action Description Access
Level

Resour
ce Type
(*:
require
d)

Condition Key

cdn:statistics:quer
ySubscriptionTask
s

Listing operations
reports

list - -

cdn:statistics:creat
eSubscriptionTask
s

Creating an
operations report

write domain
*

-

cdn:statistics:upda
teSubscriptionTas
ks

Modifying an
operations report

write domain
*

-

cdn:statistics:delet
eSubscriptionTask
s

Deleting an
operations report

write - -

cdn:configuration:
queryDomainList

Listing domain
names

list domain
*

g:EnterpriseProjec
tId

cdn:configuration:
queryDomains

Querying details
about a domain
name

read domain
*

● g:ResourceTag/
<tag-key>

● g:EnterprisePro
jectId

cdn:configuration:
modifyDomainCo
nfigs

Modifying domain
name
configuration

write domain
*

g:EnterpriseProjec
tId

cdn:configuration:
modifyOriginCon-
fInfo

Modifying the
origin server
settings

write domain
*

● g:ResourceTag/
<tag-key>

● g:EnterprisePro
jectId

cdn:log:queryLogs Querying logs read domain
*

g:EnterpriseProjec
tId

cdn:statistics:quer
yStats

Querying domain
name statistics

list domain
*

g:EnterpriseProjec
tId

cdn:configuration:
queryDomainList

Listing domain
names

list domain
*

g:EnterpriseProjec
tId

cdn:configuration:
createDomains

Creating a
domain name

write domain
*

g:EnterpriseProjec
tId

cdn:configuration:
queryDomains

Querying details
about a domain
name

read domain
*

● g:ResourceTag/
<tag-key>

● g:EnterprisePro
jectId
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Action Description Access
Level

Resour
ce Type
(*:
require
d)

Condition Key

cdn:configuration:
deleteDomains

Deleting a
domain name

write domain
*

● g:ResourceTag/
<tag-key>

● g:EnterprisePro
jectId

cdn:configuration:
disableDomains

Disabling CDN for
a domain name

write domain
*

● g:ResourceTag/
<tag-key>

● g:EnterprisePro
jectId

cdn:configuration:
enableDomains

Enabling CDN for
a domain name

write domain
*

● g:ResourceTag/
<tag-key>

● g:EnterprisePro
jectId

cdn:configuration:
modifyOriginSer-
verInfo

Modifying the
origin server
information

write domain
*

● g:ResourceTag/
<tag-key>

● g:EnterprisePro
jectId

cdn:configuration:
modifyOriginCon-
fInfo

Modifying the
origin server
settings

write domain
*

● g:ResourceTag/
<tag-key>

● g:EnterprisePro
jectId

cdn:configuration:
queryOriginConfIn
fo

Querying the
origin server
settings

read domain
*

● g:ResourceTag/
<tag-key>

● g:EnterprisePro
jectId

cdn:configuration:
modifyReferConf

Modifying the
referer whitelist

write domain
*

● g:ResourceTag/
<tag-key>

● g:EnterprisePro
jectId

cdn:configuration:
queryReferConf

Querying the
referer whitelist

read domain
*

● g:ResourceTag/
<tag-key>

● g:EnterprisePro
jectId

cdn:configuration:
queryIpAcl

Querying the IP
ACL

list domain
*

● g:ResourceTag/
<tag-key>

● g:EnterprisePro
jectId
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Action Description Access
Level

Resour
ce Type
(*:
require
d)

Condition Key

cdn:configuration:
modifyIpAcl

Modifying the IP
ACL

write domain
*

● g:ResourceTag/
<tag-key>

● g:EnterprisePro
jectId

cdn:configuration:
queryCacheRule

Listing cache rules list domain
*

● g:ResourceTag/
<tag-key>

● g:EnterprisePro
jectId

cdn:configuration:
modifyCacheRule

Modifying a cache
rule

write domain
*

● g:ResourceTag/
<tag-key>

● g:EnterprisePro
jectId

cdn:configuration:
modifyHttpsConf

Modifying the
certificate of a
domain name

write domain
*

● g:ResourceTag/
<tag-key>

● g:EnterprisePro
jectId

cdn:configuration:
queryHttpsConf

Querying the
HTTPS settings

read domain ● g:ResourceTag/
<tag-key>

● g:EnterprisePro
jectId

cdn:configuration:
queryIpInfo

Querying the IP
address
information

list - -

cdn:configuration:
createResHeader

Creating a
response header

write domain
*

● g:ResourceTag/
<tag-key>

● g:EnterprisePro
jectId

cdn:configuration:
queryResponseHe
aderList

Querying
response headers

read domain
*

● g:ResourceTag/
<tag-key>

● g:EnterprisePro
jectId

cdn:configuration:
batchModifyHttps
Conf

Modifying
certificates of
domain names

write domain
*

g:EnterpriseProjec
tId

cdn:configuration:
queryTags

Listing domain
name tags

list domain
*

● g:ResourceTag/
<tag-key>

● g:EnterprisePro
jectId
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Action Description Access
Level

Resour
ce Type
(*:
require
d)

Condition Key

cdn:configuration:
modifyTags

Modifying
resource tags

tagging domain
*

● g:ResourceTag/
<tag-key>

● g:EnterprisePro
jectId

● g:RequestTag/
<tag-key>

● g:TagKeys

cdn:configuration:
deleteTags

Deleting resource
tags

tagging domain
*

● g:ResourceTag/
<tag-key>

● g:EnterprisePro
jectId

● g:RequestTag/
<tag-key>

● g:TagKeys

cdn:configuration:
refreshCache

Purging the cache write - g:EnterpriseProjec
tId

cdn:configuration:
queryRefreshAnd-
PreheatHistoryTas
k

Querying a cache
purge or prefetch
task

list - -

cdn:configuration:
queryCacheHistor-
yTask

Querying
historical cache
tasks

list - -

cdn:configuration:
preheatCache

Modifying cache
prefetch settings

write - g:EnterpriseProjec
tId

cdn:configuration:
queryQuota

Querying quotas
of domain names,
cache purge by
file, cache purge
by directory, and
cache prefetch

list - -

 

Each API of CDN usually supports one or more actions. Table 5-98 lists the
supported actions and dependencies.
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Table 5-98 Actions and dependencies supported by CDN APIs

API Action Dependencies

GET /v1.0/cdn/
domains

cdn:configuration:queryDo
mainList

-

POST /v1.0/cdn/
domains

cdn:configuration:createDo
mains

-

DELETE /v1.0/cdn/
domains/
{domain_id}

cdn:configuration:deleteDo
mains

-

PUT /v1.0/cdn/
domains/
{domain_id}/disable

cdn:configuration:disableDo
mains

-

PUT /v1.0/cdn/
domains/
{domain_id}/enable

cdn:configuration:enableDo
mains

-

GET /v1.0/cdn/ip-
info

cdn:configuration:queryIpIn
fo

-

PUT /v1.0/cdn/
domains/
{domain_id}/
private-bucket-
access

cdn:configuration:modifyOr
iginConfInfo

-

PUT /v1.0/cdn/
domains/config-
https-info

cdn:configuration:batchMo
difyHttpsConf

-

GET /v1.0/cdn/
domains/https-
certificate-info

cdn:configuration:queryDo
mainList

-
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API Action Dependencies

PUT /v1.1/cdn/
configuration/
domains/
{domain_name}/
configs

cdn:configuration:modifyOr
iginConfInfo

● cdn:configuration:modify
BusinessType

● cdn:configuration:modify
OriginServerInfo

● cdn:configuration:modify
BackSourceUrlConfig

● cdn:configuration:modify
HttpsConf

● cdn:configuration:modify
CacheRule

● cdn:configuration:modify
ReferConf

● cdn:configuration:modify
IpAcl

● cdn:configuration:modify
UserAgent

● cdn:configuration:modify
UrlAuth

● cdn:configuration:create
ResHeader

● cdn:configuration:modify
ErrorCodeRedirectRule

● cdn:configuration:modify
VideoSeek

● cdn:configuration:modify
RemoteAuth

● cdn:configuration:modify
ServiceArea

GET /v1.1/cdn/
configuration/
domains/
{domain_name}/
configs

cdn:configuration:queryDo
mains

-

GET /v1.0/cdn/
configuration/tags

cdn:configuration:queryTag
s

-

POST /v1.0/cdn/
configuration/tags

cdn:configuration:modifyTa
gs

-

POST /v1.0/cdn/
configuration/tags/
batch-delete

cdn:configuration:deleteTag
s

-

POST /v1.0/cdn/
content/refresh-
tasks

cdn:configuration:refreshCa
che

-
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API Action Dependencies

POST /v1.0/cdn/
content/preheating-
tasks

cdn:configuration:preheatC
ache

-

GET /v1.0/cdn/
historytasks

cdn:configuration:queryCac
heHistoryTask

-

GET /v1.0/cdn/
historytasks/
{history_tasks_id}/
detail

cdn:configuration:queryCac
heHistoryTask

-

GET /v1.0/cdn/
contentgateway/
url-tasks

cdn:configuration:queryRefr
eshAndPreheatHistoryTask

-

GET /v1.0/cdn/
quota

cdn:configuration:queryQuo
ta

-

GET /v1.0/cdn/
statistics/top-url

cdn:statistics:queryStats -

GET /v1.0/cdn/
statistics/domain-
location-stats

cdn:statistics:queryStats -

GET /v1.0/cdn/
statistics/domain-
stats

cdn:statistics:queryStats -

GET /v1.0/cdn/logs cdn:log:queryLogs -

 

Resources
A resource type indicates the resources that an SCP policy applies to. If you specify
a resource type for any action in Table 5-99, the resource URN must be specified
in the SCP statements using that action, and the SCP applies only to resources of
this type. If no resource type is specified, the Resource element is marked with an
asterisk (*) and the SCP applies to all resources. You can also set condition keys in
an SCP to define resource types.

The following table lists the resource types that you can define in SCP statements
for CDN.

Table 5-99 Resource types supported by CDN

Resource Type URN

domain cdn::<account-id>:domain:<domain-name>
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Conditions
CDN does not support service-specific condition keys in SCPs. It can only use
global condition keys applicable to all services. For details, see Global Condition
Keys.

5.10.7 Databases

5.10.7.1 Relational Database Service (RDS)
The Organizations service provides Service Control Policies (SCPs) to set access
control policies.

SCPs do not actually grant any permissions to a principal. They only set the
permissions boundary for the principal. When SCPs are attached to a member
account or an organizational unit (OU), they do not directly grant permissions to
that member account or OU. Instead, the SCPs just determine what permissions
are available for that member account or the member accounts under that OU.

This section describes the elements used by Organizations SCPs. The elements
include actions, resources, and conditions.

For details about how to use these elements to create a custom SCP, see Creating
an SCP.

Actions
Actions are specific operations that are allowed or denied in an SCP.

● The Access Level column describes how the action is classified (List, Read, or
Write). This classification helps you understand the level of access that an
action grants when you use it in an SCP.

● The Resource Type column indicates whether the action supports resource-
level permissions.
– You can use a wildcard (*) to indicate all resource types. If this column is

empty (-), the action does not support resource-level permissions, and
you must specify all resources ("*") in your SCP statements.

– If this column includes a resource type, you must specify the URN in the
Resource element of your statements.

– Required resources are marked with asterisks (*) in the table. If you
specify a resource in a statement using this action, then it must be of this
type.

For details about the resource types defined by RDS, see Resources.
● The Condition Key column contains keys that you can specify in the

Condition element of an SCP statement.
– If the Resource Type column has values for an action, the condition key

takes effect only for the listed resource types.
– If the Resource Type column is empty (-) for an action, the condition key

takes effect for all resources that action supports.
– If the Condition Key column is empty (-) for an action, the action does

not support any condition keys.
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For details about the condition keys defined by RDS, see Conditions.

The following table lists the actions that you can define in SCP statements for
RDS.

Table 5-100 Actions supported by RDS

Action Description Access
Level

Resource
Type (*:
required)

Condition Key

rds:task:listAll Grants permission
to obtain task
information.

list - -

rds:tag:list Grants permission
to query project
tags.

list - -

rds:param:list
All

Grants permission
to query
parameter
templates.

list - -

rds:param:listI
nstanceParam
Histories

Grants permission
to query change
history of instance
parameters.

list - -

rds:databaseU
ser:list

Grants permission
to query database
users.

list instance g:EnterpriseProje
ctId
g:ResourceTag/
<tag-key>

rds:database:li
st

Grants permission
to query
databases.

list instance g:EnterpriseProje
ctId
g:ResourceTag/
<tag-key>

rds:backup:list Grants permission
to query backups.

list - -

rds:log:setSlo
wLogSensitive
Status

Grants permission
to show original
slow query logs.

permission
_managem
ent

instance g:EnterpriseProje
ctId
g:ResourceTag/
<tag-key>

rds:instance:e
nableSecondL
evelMonitorin
g

Grants permission
to enable
Monitoring by
Seconds.

permission
_managem
ent

instance g:EnterpriseProje
ctId
g:ResourceTag/
<tag-key>
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Action Description Access
Level

Resource
Type (*:
required)

Condition Key

rds:instance:td
e

Grants permission
to enable TDE.

permission
_managem
ent

instance g:EnterpriseProje
ctId
g:ResourceTag/
<tag-key>

rds:instance:o
penReadonly

Grants permission
to set an instance
to read-only.

permission
_managem
ent

instance g:EnterpriseProje
ctId
g:ResourceTag/
<tag-key>

rds:instance:m
odifySynchron
izeModel

Grants permission
to configure the
replication mode
of a primary/
standby instance.

permission
_managem
ent

instance g:EnterpriseProje
ctId
g:ResourceTag/
<tag-key>

rds:instance:m
odifyStrategy

Grants permission
to configure the
failover priority of
a primary/standby
instance.

permission
_managem
ent

instance g:EnterpriseProje
ctId
g:ResourceTag/
<tag-key>

rds:instance:m
odifySSL

Grants permission
to enable or
disable SSL.

permission
_managem
ent

- -

rds:instance:m
odifyForceSwi
tch

Grants permission
to enable forcible
HA switchover.

permission
_managem
ent

instance g:EnterpriseProje
ctId
g:ResourceTag/
<tag-key>

rds:instance:se
tAutoEnlargeP
olicy

Grants permission
to configure a
storage
autoscaling policy.

permission
_managem
ent

instance g:EnterpriseProje
ctId
g:ResourceTag/
<tag-key>

rds:instance:m
odifyBackupP
olicy

Grants permission
to configure an
automated backup
policy.

permission
_managem
ent

instance g:EnterpriseProje
ctId
rds:BackupEnabl
ed
g:ResourceTag/
<tag-key>

rds:instance:e
xtendSpace

Grants permission
to scale up storage
space of an
instance.

permission
_managem
ent

instance g:EnterpriseProje
ctId
g:ResourceTag/
<tag-key>
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Action Description Access
Level

Resource
Type (*:
required)

Condition Key

rds:instance:s
hrinkSpace

Grants permission
to scale down
storage space of
an instance.

permission
_managem
ent

instance g:EnterpriseProje
ctId
g:ResourceTag/
<tag-key>

rds:database:s
hrink

Grants permission
to shrink a
database.

permission
_managem
ent

instance g:EnterpriseProje
ctId
g:ResourceTag/
<tag-key>

rds:binlog:setP
olicy

Grants permission
to configure a
binlog policy.

permission
_managem
ent

instance g:EnterpriseProje
ctId
g:ResourceTag/
<tag-key>

rds:auditlog:o
perate

Grants permission
to configure an
audit log policy.

permission
_managem
ent

instance g:EnterpriseProje
ctId
g:ResourceTag/
<tag-key>

rds:instance:g
etParameter

Grants permission
to query the
parameter
template of an
instance.

read instance g:EnterpriseProje
ctId
g:ResourceTag/
<tag-key>

rds:param:get Grants permission
to query
parameters of a
parameter
template.

read - -

rds:instance:g
etSecondLevel
MonitoringCo
nfig

Grants permission
to query the
configuration of
Monitoring by
Seconds.

read instance g:EnterpriseProje
ctId
g:ResourceTag/
<tag-key>

rds:log:getErr
orLogs

Grants permission
to query database
error logs.

read instance g:EnterpriseProje
ctId
g:ResourceTag/
<tag-key>

rds:log:getSlo
wLogs

Grants permission
to query slow
query logs.

read instance g:EnterpriseProje
ctId
g:ResourceTag/
<tag-key>
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Action Description Access
Level

Resource
Type (*:
required)

Condition Key

rds:log:downl
oad

Grants permission
to download logs.

read instance g:EnterpriseProje
ctId
g:ResourceTag/
<tag-key>

rds:log:setLog
Switchover

Grants permission
to query failover/
switchover logs.

read instance g:EnterpriseProje
ctId
g:ResourceTag/
<tag-key>

rds:instance:g
etAutoEnlarge
Policy

Grants permission
to query an
autoscaling policy.

read instance g:EnterpriseProje
ctId
g:ResourceTag/
<tag-key>

rds:instance:g
etBackupPolic
y

Grants permission
to query a backup
policy.

read instance g:EnterpriseProje
ctId
g:ResourceTag/
<tag-key>

rds:instance:g
etDBProxy

Grants permission
to query
information about
a database proxy.

read instance g:EnterpriseProje
ctId
g:ResourceTag/
<tag-key>

rds:instance:g
etDnsName

Grants permission
to query the
domain name of
an instance.

read instance g:EnterpriseProje
ctId
g:ResourceTag/
<tag-key>

rds:instance:g
etMsdtcHosts

Grants permission
to query MSDTC
hosts.

read instance g:EnterpriseProje
ctId
g:ResourceTag/
<tag-key>

rds:instance:g
etProxyFlavor
s

Grants permission
to query available
instance classes
for a database
proxy.

read instance g:EnterpriseProje
ctId
g:ResourceTag/
<tag-key>

rds:instance:g
etReplicaStat
us

Grants permission
to query the
replication status
of an instance.

read instance g:EnterpriseProje
ctId
g:ResourceTag/
<tag-key>
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Action Description Access
Level

Resource
Type (*:
required)

Condition Key

rds:instance:g
etRestoreTime

Grants permission
to query the
restoration time
range of an
instance.

read instance g:EnterpriseProje
ctId
g:ResourceTag/
<tag-key>

rds:instance:lis
tAll

Grants permission
to query DB
instances.

read - -

rds:instance:g
et

Grants permission
to query details
about an instance.

read instance g:EnterpriseProje
ctId
g:ResourceTag/
<tag-key>

rds:instance:g
etEip

Grants permission
to query the EIP
bound to an
instance.

read instance g:EnterpriseProje
ctId
g:ResourceTag/
<tag-key>

rds:instance:u
pdate

Grants permission
to modify instance
information.

read instance g:EnterpriseProje
ctId
g:ResourceTag/
<tag-key>

rds:instance:u
pdateQuota

Grants permission
to modify project
quotas.

read - -

rds:instance:lis
tQuotas

Grants permission
to query resource
quotas.

read - -

rds:instance:d
eleteTag

Grants permission
to delete tags in
batches.

read instance g:EnterpriseProje
ctId
g:ResourceTag/
<tag-key>

- g:RequestTag/
<tag-key>
g:TagKeys

rds:instance:cr
eateTag

Grants permission
to add tags in
batches.

read instance g:EnterpriseProje
ctId
g:ResourceTag/
<tag-key>

Organizations
User Guide 5 Managing SCPs

Issue 01 (2025-02-25) Copyright © Huawei Cloud Computing Technologies Co., Ltd. 495



Action Description Access
Level

Resource
Type (*:
required)

Condition Key

- g:RequestTag/
<tag-key>
g:TagKeys

rds:binlog:get Grants permission
to query binlogs.

read instance g:EnterpriseProje
ctId
g:ResourceTag/
<tag-key>

rds:binlog:do
wnload

Grants permission
to download
binlogs.

read instance g:EnterpriseProje
ctId
g:ResourceTag/
<tag-key>

rds:backup:do
wnload

Grants permission
to obtain a backup
download link.

read - -

rds:auditlog:lis
t

Grants permission
to query audit
logs.

read instance g:EnterpriseProje
ctId
g:ResourceTag/
<tag-key>

rds:auditlog:d
ownload

Grants permission
to obtain the link
for downloading
audit logs.

read instance g:EnterpriseProje
ctId
g:ResourceTag/
<tag-key>

rds:instance:lis
tDatabaseVer
sion

Grants permission
to query the
database version
information.

read - -

rds:instance:lis
tFlavors

Grants permission
to query
specifications.

read - -

rds:instance:lis
tStorageType

Grants permission
to query storage
types.

read - -

rds:coldTable:
query

Grants permission
to query hot and
cold data
separation.

read - -

rds:task:delete Grants permission
to delete tasks
from the task
center.

write - -
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Action Description Access
Level

Resource
Type (*:
required)

Condition Key

rds:password:
update

Grants permission
to change a
database
password.

write instance g:EnterpriseProje
ctId
g:ResourceTag/
<tag-key>

rds:param:sav
e

Grants permission
to save a
parameter
template.

write - -

rds:param:res
et

Grants permission
to reset a
parameter
template.

write - -

rds:param:upd
ateTemplate

Grants permission
to modify
parameters in a
parameter
template.

write - -

rds:instance:u
pdateParamet
er

Grants permission
to modify
parameters of an
instance.

write instance g:EnterpriseProje
ctId
g:ResourceTag/
<tag-key>

rds:param:del
ete

Grants permission
to delete a
parameter
template.

write - -

rds:param:cre
ateTemplate

Grants permission
to create a
parameter
template.

write - -

rds:param:cop
y

Grants permission
to replicate a
parameter
template.

write - -

rds:param:app
ly

Grants permission
to apply a
parameter
template.

write - -

rds:instance:ta
bleRestore

Grants permission
to restore tables.

write - -
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Action Description Access
Level

Resource
Type (*:
required)

Condition Key

rds:instance:s
witchover

Grants permission
to perform a
primary/standby
switchover.

write instance g:EnterpriseProje
ctId
g:ResourceTag/
<tag-key>

rds:instance:si
ngleToHa

Grants permission
to change an
instance from
single-node to
primary/standby.

write instance g:EnterpriseProje
ctId
g:ResourceTag/
<tag-key>

rds:instance:h
aToSingle

Grants permission
to change an
instance from
primary/standby
to single-node.

write instance g:EnterpriseProje
ctId
g:ResourceTag/
<tag-key>

rds:instance:se
tRecycleBin

Grants permission
to configure a
recycling policy.

write - -

rds:instance:re
storeInPlace

Grants permission
to restore data to
an existing or
original instance.

write - -

rds:instance:re
start

Grants permission
to reboot an
instance.

write instance g:EnterpriseProje
ctId
g:ResourceTag/
<tag-key>

rds:instance:st
op

Grants permission
to stop an
instance.

write instance g:EnterpriseProje
ctId
g:ResourceTag/
<tag-key>

rds:instance:st
art

Grants permission
to start an
instance.

write instance g:EnterpriseProje
ctId
g:ResourceTag/
<tag-key>

rds:instance:m
odifySpec

Grants permission
to change instance
specifications.

write - -

rds:instance:m
odifySecurity
Group

Grants permission
to modify a
security group.

write - -
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Action Description Access
Level

Resource
Type (*:
required)

Condition Key

rds:instance:m
odifyPublicAc
cess

Grants permission
to bind and
unbind an EIP.

write - -

rds:instance:m
odifyProxy

Grants permission
to enable or
disable database
proxy.

write instance g:EnterpriseProje
ctId
g:ResourceTag/
<tag-key>

rds:instance:m
odifyPort

Grants permission
to change a
database port.

write instance g:EnterpriseProje
ctId
g:ResourceTag/
<tag-key>

rds:instance:m
odifyIp

Grants permission
to change a
floating IP
address.

write instance g:EnterpriseProje
ctId
g:ResourceTag/
<tag-key>

rds:instance:m
odifyHost

Grants permission
to modify a host.

write instance g:EnterpriseProje
ctId
g:ResourceTag/
<tag-key>

rds:instance:u
pdateDnsNa
me

Grants permission
to modify a
domain name.

write instance g:EnterpriseProje
ctId
g:ResourceTag/
<tag-key>

rds:instance:S
etMsdtcHosts

Grants permission
to add MSDTC
hosts.

write instance g:EnterpriseProje
ctId
g:ResourceTag/
<tag-key>

rds:instance:u
pdateOpsWin
dow

Grants permission
to configure the
maintenance
window of an
instance.

write instance g:EnterpriseProje
ctId
g:ResourceTag/
<tag-key>

rds:instance:u
pdateName

Grants permission
to change an
instance name.

write instance g:EnterpriseProje
ctId
g:ResourceTag/
<tag-key>

rds:instance:u
pdateRemark

Grants permission
to modify an
instance
description.

write instance g:EnterpriseProje
ctId
g:ResourceTag/
<tag-key>
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Action Description Access
Level

Resource
Type (*:
required)

Condition Key

rds:instance:u
pgradeDataba
seVersion

Grants permission
to upgrade the
version of an
instance.

write instance g:EnterpriseProje
ctId
g:ResourceTag/
<tag-key>

rds:instance:d
eleteInstance

Grants permission
to delete a DB
instance.

write instance g:EnterpriseProje
ctId
g:ResourceTag/
<tag-key>

rds:instance:d
eleteNode

Grants permission
to delete a
database node.

write - -

rds:instance:cr
eateDns

Grants permission
to create a private
DNS server.

write - -

rds:instance:cr
eate

Grants permission
to create a DB
instance.

write - rds:Encrypted
rds:BackupEnabl
ed
g:RequestTag/
<tag-key>
g:TagKeys
g:EnterpriseProje
ctId

rds:instance:b
atchTableRest
ore

Grants permission
to restore tables to
a point in time in
batches.

write - -

rds:databaseU
ser:update

Grants permission
to modify the
remarks of a
database account.

write instance g:EnterpriseProje
ctId
g:ResourceTag/
<tag-key>

rds:databaseU
ser:drop

Grants permission
to delete a
database account.

write instance g:EnterpriseProje
ctId
g:ResourceTag/
<tag-key>

rds:databaseU
ser:create

Grants permission
to create a
database account.

write instance g:EnterpriseProje
ctId
g:ResourceTag/
<tag-key>
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Action Description Access
Level

Resource
Type (*:
required)

Condition Key

rds:databaseP
rivilege:revoke

Grants permission
to revoke
permissions of a
database account.

write instance g:EnterpriseProje
ctId
g:ResourceTag/
<tag-key>

rds:databaseP
rivilege:grant

Grants permission
to authorize a
database account.

write instance g:EnterpriseProje
ctId
g:ResourceTag/
<tag-key>

rds:database:d
rop

Grants permission
to delete a
database.

write instance g:EnterpriseProje
ctId
g:ResourceTag/
<tag-key>

rds:database:u
pdate

Grants permission
to modify a
database.

write instance g:EnterpriseProje
ctId
g:ResourceTag/
<tag-key>

rds:database:c
reateDatabas
e

Grants permission
to create a
database.

write instance g:EnterpriseProje
ctId
g:ResourceTag/
<tag-key>

rds:binlog:mer
ge

Grants permission
to merge binlogs.

write instance g:EnterpriseProje
ctId
g:ResourceTag/
<tag-key>

rds:binlog:del
ete

Grants permission
to delete binlogs.

write instance g:EnterpriseProje
ctId
g:ResourceTag/
<tag-key>

rds:backup:del
ete

Grants permission
to delete a
manual backup.

write - -

rds:backup:cre
ate

Grants permission
to create a
manual backup.

write - -

rds:instance:b
uildDrRelation

Grants permission
to configure DR
capabilities for a
DR instance.

write instance g:EnterpriseProje
ctId
g:ResourceTag/
<tag-key>
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Action Description Access
Level

Resource
Type (*:
required)

Condition Key

rds:instance:m
odifyDRRole

Grants permission
to promote a DR
instance to
primary.

write instance g:EnterpriseProje
ctId
g:ResourceTag/
<tag-key>

rds:ltsConfig:u
pdate

Grants permission
to dump logs to
LTS.

write - -

rds:coldTable:
operate

Grants permission
to separate hot
and cold data.

write - -

 

Each API of RDS usually supports one or more actions. Table 5-101 lists the
supported actions and dependencies.

Table 5-101 Actions and dependencies supported by RDS APIs

API Action Dependencie
s

GET /v3/{project_id}/jobs?id={id} rds:task:listAll -

GET /v3/{project_id}/tags rds:tag:list -

GET /v3/{project_id}/configurations rds:param:listAll -

GET /v3/{project_id}/instances/
{instance_id}/configuration-histories?
offset={offset}&limit={limit}&start_time
={start_time}&end_time={end_time}&p
aram_name={param_name}

rds:param:listInstance
ParamHistories

-

GET /v3/{project_id}/instances/
{instance_id}/db_user/detail?
page={page}&limit={limit}

rds:databaseUser:list -

GET /v3/{project_id}/instances/
{instance_id}/database/detail?
page={page}&limit={limit}

rds:database:list -

GET /v3/{project_id}/backups?
instance_id={instance_id}

rds:backup:list -

PUT /v3/{project_id}/instances/
{instance_id}/slowlog-sensitization/
{status}

rds:log:setSlowLogSen
sitiveStatus

-
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s

PUT /v3/{project_id}/instances/
{instance_id}/second-level-monitor

rds:instance:enableSec
ondLevelMonitoring

-

PUT /v3/{project_id}/instances/
{instance_id}/tde

rds:instance:tde -

PUT /v3/{project_id}/instances/
{instance_id}/readonly-status

rds:instance:openRead
only

-

PUT /v3/{project_id}/instances/
{instance_id}/failover/mode

rds:instance:modifySy
nchronizeModel

-

PUT /v3/{project_id}/instances/
{instance_id}/failover/strategy

rds:instance:modifyStr
ategy

-

PUT /v3/{project_id}/instances/
{instance_id}/ssl

rds:instance:modifySS
L

-

POST /v3/{project_id}/instances/
{instance_id}/action

rds:instance:modifyFo
rceSwitch

-

PUT /v3/{project_id}/instances/
{instance_id}/disk-auto-expansion

rds:instance:setAutoE
nlargePolicy

-

PUT /v3/{project_id}/instances/
{instance_id}/backups/policy

rds:instance:modifyBa
ckupPolicy

-

POST /v3/{project_id}/instances/
{instance_id}/action

rds:instance:extendSp
ace

-

POST /v3/{project_id}/instances/
{instance_id}/db_shrink

rds:database:shrink -

PUT /v3/{project_id}/instances/
{instance_id}/binlog/clear-policy

rds:binlog:setPolicy -

PUT /v3/{project_id}/instances/
{instance_id}/auditlog-policy

rds:auditlog:operate -

GET /v3/{project_id}/instances/
{instance_id}/configurations

rds:instance:getParam
eter

-

GET /v3/{project_id}/configurations/
{config_id}

rds:param:get -

GET /v3/{project_id}/instances/
{instance_id}/second-level-monitor

rds:instance:getSecon
dLevelMonitoringCon-
fig

-

POST /v3/{project_id}/instances/
{instance_id}/error-logs

rds:log:getErrorLogs -

POST /v3/{project_id}/instances/
{instance_id}/slow-logs

rds:log:getSlowLogs -
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s

POST /v3/{project_id}/instances/
{instance_id}/slowlog-download

rds:log:download -

GET /v3/{project_id}/instances/
{instance_id}/disk-auto-expansion

rds:instance:getAutoE
nlargePolicy

-

GET /v3/{project_id}/instances/
{instance_id}/backups/policy

rds:instance:getBacku
pPolicy

-

GET /v3/{project_id}/instances/
{instance_id}/proxy

rds:instance:getDBPro
xy

-

GET /v3/{project_id}/instances/
{instance_id}/dns

rds:instance:getDnsNa
me

-

GET /v3/{project_id}/instances/
{instance_id}/msdtc/hosts?
offset={offset}&limit={limit}

rds:instance:getMsdtc
Hosts

-

GET /v3/{project_id}/flavors/
{database_name}?
version_name={version_name}&spec_co
de={spec_code}

rds:instance:getProxyF
lavors

-

GET /v3/{project_id}/instances/
{instance_id}/replication/status

rds:instance:getReplic
aStatus

-

GET /v3/{project_id}/instances/
{instance_id}/restore-time?date={date}

rds:instance:getRestor
eTime

-

GET /v3/{project_id}/instances rds:instance:listAll -

GET /v3/{project_id}/instances?
id={id}&name={name}&type={type}&da
tastore_type={datastore_type}&vpc_id={
vpc_id}&subnet_id={subnet_id}&offset
={offset}&limit={limit}&tags={key}={val
ue}

rds:instance:get -

GET https://{Endpoint}/v3/{project_id}/
quotas

rds:instance:listQuotas -

POST /v3/{project_id}/instances/
{instance_id}/tags/action

rds:instance:deleteTag -

POST /v3/{project_id}/instances/
{instance_id}/tags/action

rds:instance:createTag -

GET /v3/{project_id}/instances/
{instance_id}/binlog/clear-policy

rds:binlog:get -

GET /v3/{project_id}/backup-files?
backup_id={backup_id}

rds:backup:download -
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s

GET /v3/{project_id}/instances/
{instance_id}/auditlog?
start_time={start_time}&end_time={end
_time}&offset={offset}&limit={limit}

rds:auditlog:list -

POST /v3/{project_id}/instances/
{instance_id}/auditlog-links

rds:auditlog:download -

GET /v3/{project_id}/datastores/
{database_name}

rds:instance:listDatab
aseVersion

-

GET /v3/{project_id}/flavors/
{database_name}?
version_name={version_name}&spec_co
de={spec_code}

rds:instance:listFlavors -

GET /v3/{project_id}/storage-type/
{database_name}?
version_name={version_name}&ha_mo
de={ha_mode}

rds:instance:listStorag
eType

-

POST /v3/{project_id}/instances/
{instance_id}/password

rds:password:update -

PUT /v3/{project_id}/configurations/
{config_id}

rds:param:updateTem
plate

-

PUT /v3.1/{project_id}/instances/
{instance_id}/configurations

rds:instance:updatePa
rameter

-

DELETE /v3/{project_id}/configurations/
{config_id}

rds:param:delete -

POST /v3/{project_id}/configurations rds:param:createTemp
late

-

POST /v3/{project_id}/configurations/
{config_id}/copy

rds:param:copy -

PUT /v3.1/{project_id}/configurations/
{config_id}/apply

rds:param:apply -

POST /v3.1/{project_id}/instances/
{instance_id}/restore/tables

rds:instance:tableRest
ore

-

PUT /v3/{project_id}/instances/
{instance_id}/failover

rds:instance:switchove
r

-

POST /v3/{project_id}/instances/
{instance_id}/action

rds:instance:singleToH
a

-

PUT /v3/{project_id}/instances/recycle-
policy

rds:instance:setRecycl
eBin

-
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s

POST /v3/{project_id}/instances rds:instance:restoreInP
lace

-

POST /v3/{project_id}/instances/
{instance_id}/action

rds:instance:restart -

POST /v3/{project_id}/instances/
{instance_id}/action/shutdown

rds:instance:stop -

POST /v3/{project_id}/instances/
{instance_id}/action/startup

rds:instance:start -

POST /v3/{project_id}/instances/
{instance_id}/action

rds:instance:modifySp
ec

-

PUT /v3/{project_id}/instances/
{instance_id}/security-group

rds:instance:modifySe
curityGroup

-

PUT /v3/{project_id}/instances/
{instance_id}/public-ip

rds:instance:modifyPu
blicAccess

-

POST /v3/{project_id}/instances/
{instance_id}/proxy

rds:instance:modifyPr
oxy

-

PUT /v3/{project_id}/instances/
{instance_id}/port

rds:instance:modifyPo
rt

-

PUT /v3/{project_id}/instances/
{instance_id}/ip

rds:instance:modifyIp -

PUT /v3/{project_id}/instances/
{instance_id}/modify-dns

rds:instance:updateDn
sName

-

POST /v3/{project_id}/instances/
{instance_id}/msdtc/host

rds:instance:SetMsdtc
Hosts

-

PUT /v3/{project_id}/instances/
{instance_id}/ops-window

rds:instance:updateOp
sWindow

-

PUT /v3/{project_id}/instances/
{instance_id}/name

rds:instance:updateNa
me

-

PUT /v3/{project_id}/instances/
{instance_id}/alias

rds:instance:updateRe
mark

-

POST /v3/{project_id}/instances/
{instance_id}/db-upgrade

rds:instance:upgradeD
atabaseVersion

-

DELETE /v3/{project_id}/instances/
{instance_id}

rds:instance:deleteInst
ance

-

POST /v3/{project_id}/instances/
{instance_id}/create-dns

rds:instance:createDns -

POST /v3/{project_id}/instances rds:instance:create -
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s

PUT /v3/{project_id}/instances/
{instance_id}/db-users/{user_name}/
comment

rds:databaseUser:upd
ate

-

DELETE /v3/{project_id}/instances/
{instance_id}/db_user/{user_name}

rds:databaseUser:drop -

POST /v3/{project_id}/instances/
{instance_id}/db_user

rds:databaseUser:crea
te

-

DELETE /v3/{project_id}/instances/
{instance_id}/db_privilege

rds:databasePrivilege:r
evoke

-

POST /v3/{project_id}/instances/
{instance_id}/db_privilege

rds:databasePrivilege:
grant

-

DELETE /v3/{project_id}/instances/
{instance_id}/database/{db_name}

rds:database:drop -

POST /v3/{project_id}/instances/
{instance_id}/database

rds:database:createDa
tabase

-

DELETE /v3/{project_id}/backups/
{backup_id}

rds:backup:delete -

POST /v3/{project_id}/backups rds:backup:create -

POST /v3/{project_id}/instances/
{instance_id}/action

rds:instance:buildDrRe
lation

-

POST /v3/{project_id}/instances/
{instance_id}/action

rds:instance:modifyDR
Role

-

 

Resources
A resource type indicates the resources that an SCP applies to. If you specify a
resource type for any action in Table 5-102, the resource URN must be specified in
the SCP statements using that action, and the SCP applies only to resources of this
type. If no resource type is specified, the Resource element is marked with an
asterisk (*) and the SCP applies to all resources. You can also set condition keys in
an SCP to define resource types.

The following table lists the resource types that you can define in SCP statements
for RDS.

Table 5-102 Resource types supported by RDS

Resource Type URN

instance rds:<region>:<account-
id>:instance:<instance-id>
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Conditions
A Condition element lets you specify conditions for when an SCP is in effect. It
contains condition keys and operators.

● The condition key that you specify can be a global condition key or a service-
specific condition key.
– Global condition keys (with the g: prefix) apply to all actions. Cloud

services do not need to provide user identity information. Instead, the
system automatically obtains such information and authenticates users.
For details, see Global Condition Keys.

– Service-specific condition keys (with the abbreviation of a service name
plus a colon as the prefix, for example, rds:) only apply to operations of
the RDS service. For details, see Table 5-103.

– The number of values associated with a condition key in the request
context of an API call makes the condition key single-valued or
multivalued. Single-valued condition keys have at most one value in the
request context of an API call. Multivalued condition keys can have
multiple values in the request context of an API call. For example, a
request can originate from at most one VPC endpoint, so g:SourceVpce is
a single-valued condition key. You can tag resources and include multiple
tag key-value pairs in a request, so g:TagKeys is a multivalued condition
key.

● A condition operator, condition key, and a condition value together constitute
a complete condition statement. An SCP can be applied only when its request
conditions are met. For supported condition operators, see Condition
operators.

The following table lists the condition keys that you can define in SCPs for RDS.
You can include these condition keys to specify conditions for when your SCP is in
effect.

Table 5-103 Service-specific condition keys supported by RDS

Service-specific
Condition Key

Type Single-
valued/
Multivalu
ed

Description

rds:Encrypted Boolean Single-
valued

Filters access permissions based on
the tag key of whether to enable
disk encryption transferred in the
request parameter.

rds:BackupEnab
led

Boolean Single-
valued

Filters access permissions based on
the tag key of whether to enable
the backup policy transferred in the
request parameter.
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5.10.7.2 Document Database Service (DDS)
The Organizations service provides Service Control Policies (SCPs) to set access
control policies.

SCPs do not actually grant any permissions to a principal. They only set the
permissions boundary for the principal. When SCPs are attached to a member
account or an organizational unit (OU), they do not directly grant permissions to
that member account or OU. Instead, the SCPs just determine what permissions
are available for that member account or the member accounts under that OU.

This section describes the elements used by Organizations SCPs. The elements
include actions, resources, and conditions.

For details about how to use these elements to create a custom SCP, see Creating
an SCP.

Actions
Actions are specific operations that are allowed or denied in an SCP.

● The Access Level column describes how the action is classified (List, Read, or
Write). This classification helps you understand the level of access that an
action grants when you use it in an SCP.

● The Resource Type column indicates whether the action supports resource-
level permissions.
– You can use a wildcard (*) to indicate all resource types. If this column is

empty (-), the action does not support resource-level permissions, and
you must specify all resources ("*") in your SCP statements.

– If this column includes a resource type, you must specify the URN in the
Resource element of your statements.

– Required resources are marked with asterisks (*) in the table. If you
specify a resource in a statement using this action, then it must be of this
type.

For details about the resource types defined by DDS, see Resources.
● The Condition Key column contains keys that you can specify in the

Condition element of an SCP statement.
– If the Resource Type column has values for an action, the condition key

takes effect only for the listed resource types.
– If the Resource Type column is empty (-) for an action, the condition key

takes effect for all resources that action supports.
– If the Condition Key column is empty (-) for an action, the action does

not support any condition keys.
For details about the condition keys defined by DDS, see Conditions.

The following table lists the actions that you can define in SCP statements for
DDS.
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Table 5-104 Actions supported by DDS

Action Description Access
Level

Resource Type (*:
required)

Conditi
on Key

dds:instance:s
etSsl

Grants
permission to
enable or
disable SSL.

permis
sion_
mana
geme
nt

instance -

dds:instance:u
nbindEIP

Grants
permission to
unbind an EIP
from a DB
instance.

write - -

dds:instance:
migrateAz

Grants
permission to
migrate a DB
instance to
another AZ.

write - -

dds:instance:li
stMigrateAz

Grants
permission to
query AZs to
which an
instance can
be migrated.

list - -

dds:instance:u
pdateIp

Grants
permission to
change the
private IP
address of a
DB instance.

write instance -

dds:instance:b
indEIP

Grants
permission to
bind an EIP to
a DB instance.

write - -

dds:instance:r
esetPassword

Grants
permission to
reset the
password of a
database user.

write instance -

dds:instance:c
heckPassword

Grants
permission to
check a
database
password.

read instance -
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Action Description Access
Level

Resource Type (*:
required)

Conditi
on Key

dds:instance:u
pdatePort

Grants
permission to
change a
database
port.

write instance -

dds:backup:do
wnload

Grants
permission to
download
backups.

read instance -

dds:instance:s
etAuditLogPol
icy

Grants
permission to
set a policy
for audit logs.

permis
sion_
mana
geme
nt

instance -

dds:instance:g
etAuditLogPol
icy

Grants
permission to
query the
policy for
audit logs.

list instance -

dds:instance:li
stAuditLog

Grants
permission to
query audit
logs.

list instance -

dds:instance:li
stSlowLog

Grants
permission to
query slow
query logs.

list instance -

dds:instance:d
ownloadSlow
Log

Grants
permission to
download
slow query
logs.

read instance -

dds:instance:li
stErrorLog

Grants
permission to
query error
logs.

list instance -

dds:instance:d
ownloadError
Log

Grants
permission to
download
error logs.

read instance -
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Action Description Access
Level

Resource Type (*:
required)

Conditi
on Key

dds:configurat
ion:delete

Grants
permission to
delete a
parameter
template.

write - g:Enterp
riseProj
ectId

dds:configurat
ion:update

Grants
permission to
modify
parameters in
a parameter
template.

write - g:Enterp
riseProj
ectId

dds:backup:lis
tAll

Grants
permission to
query
backups.

list - -

dds:instance:u
pdateConfigur
ation

Grants
permission to
modify the
parameter
template
configuration
of a DB
instance or
DB instance
node.

write instance -

dds:instance:a
pplyConfigura
tion

Grants
permission to
apply a
parameter
template to a
DB instance
or DB
instance
node.

write - -

dds:instance:c
reateIp

Grants
permission to
create an IP
address.

write - -

dds:backup:de
lete

Grants
permission to
delete a
backup.

write - -
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Action Description Access
Level

Resource Type (*:
required)

Conditi
on Key

dds:instance:u
pdateSecurity
Group

Grants
permission to
change the
security group
of a DB
instance.

write instance -

dds:configurat
ion:listAll

Grants
permission to
query
parameter
templates.

list - g:Enterp
riseProj
ectId

dds:instance:g
etConfiguratio
n

Grants
permission to
query
parameters of
a specified DB
instance.

read instance -

dds:configurat
ion:get

Grants
permission to
query details
about a
parameter
template.

read - g:Enterp
riseProj
ectId

dds:instance:u
pdateSpec

Grants
permission to
change DB
instance
specifications.

write instance -

dds:instance:g
etSecondLevel
MonitoringCo
nfig

Grants
permission to
query the
configuration
of Monitoring
by Seconds.

read instance -

dds:instance:s
etSecondLevel
MonitoringCo
nfig

Grants
permission to
enable
Monitoring by
Seconds.

write instance -
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Action Description Access
Level

Resource Type (*:
required)

Conditi
on Key

dds:instance:s
witchover

Grants
permission to
switch over
the primary
and
secondary
nodes.

write instance -

dds:instance:e
xtendVolume

Grants
permission to
scale up
storage space
of a DB
instance.

write instance -

dds:instance:li
stAll

Grants
permission to
query DB
instances.

list - -

dds:instance:s
etRecyclePolic
y

Grants
permission to
modify the
recycling
policy.

write - -

dds:instance:g
etRecyclePolic
y

Grants
permission to
query the
recycling
policy.

read - -

dds:instance:li
stRecycleInsta
nces

Grants
permission to
query DB
instances in
the recycle
bin.

list - -

dds:instance:g
etUpgradeDur
ation

Grants
permission to
query the
estimated
database
patch
upgrade
duration.

read instance -

dds:instance:g
etDiskUsage

Grants
permission to
query disk
usage.

read instance -
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Action Description Access
Level

Resource Type (*:
required)

Conditi
on Key

dds:configurat
ion:listApplied
History

Grants
permission to
query
application
records of a
parameter
template.

list - -

dds:configurat
ion:listUpdate
dHistory

Grants
permission to
query change
history of a
parameter
template.

list - -

dds:configurat
ion:compare

Grants
permission to
compare two
parameter
templates.

read - -

dds:configurat
ion:copy

Grants
permission to
replicate a
parameter
template.

write - -

dds:configurat
ion:reset

Grants
permission to
reset a
parameter
template.

write - -

dds:instance:g
etSslCertDow
nloadAddress

Grants
permission to
obtain the
address for
downloading
the SSL
certificate.

read instance -

dds:instance:a
ddNode

Grants
permission to
add nodes for
a DB instance.

write instance -

dds:instance:d
eleteEnlargeF
ailedNode

Grants
permission to
delete an
instance node
that fails to
be added.

write instance -
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Action Description Access
Level

Resource Type (*:
required)

Conditi
on Key

dds:task:listAll Grants
permission to
query tasks.

list - -

dds:task:getD
etail

Grants
permission to
query task
details.

read - -

dds:instance:r
estart

Grants
permission to
restart a DB
instance.

write instance -

dds:instance:d
eleteAuditLog

Grants
permission to
delete audit
logs.

write instance -

dds:instance:d
elete

Grants
permission to
delete a DB
instance.

write instance -

dds:instance:u
pdateName

Grants
permission to
change a DB
instance
name.

write instance -

dds:instance:u
pdateRemark

Grants
permission to
change a DB
instance
description.

write instance -

dds:instance:s
etTag

Grants
permission to
add or delete
tags of a
specified DB
instance in
batches.

taggin
g

instance -

dds:instance:li
stTags

Grants
permission to
query tags of
a specified DB
instance.

read - -
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Action Description Access
Level

Resource Type (*:
required)

Conditi
on Key

dds:instance:s
etBackupPolic
y

Grants
permission to
configure an
automated
backup policy.

write - dds:Bac
kupEna
bled

dds:instance:g
etBackupPolic
y

Grants
permission to
query an
automated
backup policy.

read - -

dds:configurat
ion:create

Grants
permission to
create a
parameter
template.

write - g:Enterp
riseProj
ectId

dds:instance:s
etSlowLogPlai
ntextStatus

Grants
permission to
enable or
disable Show
Original Log.

permis
sion_
mana
geme
nt

instance -

dds:instance:g
etSlowLogPlai
ntextStatus

Grants
permission to
query the
switch of
Show Original
Log.

read instance -

dds:instance:d
ownloadAudit
Log

Grants
permission to
download
audit logs.

read instance -

dds:instance:c
reate

Grants
permission to
create a DB
instance.

write - dds:Encr
ypted

dds:Bac
kupEna
bled

dds:instance:r
estore

Grants
permission to
restore data
to the original
instance.

write - -
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Action Description Access
Level

Resource Type (*:
required)

Conditi
on Key

dds:backup:ge
tRestoreTimeL
ist

Grants
permission to
query the
restoration
time range.

read - -

dds:backup:ge
tRestoreCollec
tions

Grant
permission to
obtain the list
of database
collections
that can be
restored.

list - -

dds:backup:ge
tRestoreDatab
ases

Grant
permission to
obtain the list
of databases
that can be
restored.

list - -

dds:instance:g
etConnectionS
tatistics

Grants
permission to
query the
number of
connections
to an
instance.

read instance -

dds:instance:g
etQuotas

Grants
permission to
query quotas.

read - -

dds:instance:c
reateDatabas
eUser

Grants
permission to
create a
database user.

write instance -

dds:instance:g
etDatabaseUs
er

Grants
permission to
query
database
users.

read instance -

dds:instance:d
eleteDatabase
User

Grants
permission to
delete a
database user.

write instance -
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Action Description Access
Level

Resource Type (*:
required)

Conditi
on Key

dds:instance:c
reateDatabas
eRole

Grants
permission to
create a
database role.

write instance -

dds:instance:d
eleteDatabase
Role

Grants
permission to
delete a
database role.

write instance -

dds:instance:g
etDatabaseRo
le

Grants
permission to
query
database
roles.

read instance -

dds:instance:s
etSourceSubn
et

Grants
permission to
configure
network
segments.

write instance -

dds:instance:u
pgradeDataba
seVersion

Grants
permission to
upgrade the
version of a
DB instance.

write instance -

dds:backup:cr
eate

Grants
permission to
create a
manual
backup for a
DB instance.

write - -

dds:instance:d
eleteSession

Grants
permission to
killing
sessions of an
instance
node.

write - -

dds:instance:li
stSession

Grants
permission to
query sessions
of an instance
node.

list - -
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Action Description Access
Level

Resource Type (*:
required)

Conditi
on Key

dds:instance:g
etShardingBal
ancer

Grants
permission to
query the
cluster
balancer.

read instance -

dds:instance:s
etShardingBal
ancer

Grants
permission to
set the cluster
balancer.

write instance -

dds:instance:s
etBalancerWi
ndow

Grants
permission to
set the
activity time
window for
DDS cluster
balancing.

write instance -

dds:instance:u
pdateOpsWin
dow

Grants
permission to
set the
maintenance
window of a
DB instance.

write instance -

dds:instance:li
stFlavors

Grants
permission to
query
specifications.

read - -

dds:instance:li
stStorageType

Grants
permission to
query the
database disk
type.

read - -

dds:instance:li
stDatabaseVer
sion

Grants
permission to
query the
database
version
information.

read - -

dds:tag:listAll Grants
permission to
query all tags
in a project.

list - -
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Action Description Access
Level

Resource Type (*:
required)

Conditi
on Key

dds:instance:r
educeNode

Grants
permission to
delete nodes
from a cluster
DB instance.

write instance -

dds:instance:c
reateDomain
Name

Grants
permission to
create DNS.

write - -

dds:instance:u
pdateDomain
Name

Grants
permission to
change a DNS
name.

write - -

dds:instance:u
pdateReplicaS
etName

Grants
permission to
change the
name of the
replica set in
the
connection
address.

write instance -

dds:instance:g
etDetail

Grants
permission to
query
instance
details.

read instance -

dds:instance:g
etNodeList

Grants
permission to
query
instance
nodes.

read instance -

dds:instance:u
pdateTag

Grants
permission to
change a DB
instance tag.

taggin
g

instance -

dds:instance:d
eleteTag

Grants
permission to
delete a DB
instance tag.

taggin
g

instance -

dds:backup:ge
t

Grants
permission to
query
information
about a
backup.

read - -
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Action Description Access
Level

Resource Type (*:
required)

Conditi
on Key

dds:offsiteBac
kup:listRegion

Grants
permission to
obtain the
remote
backup region
of a specified
instance.

read - -

dds:offsiteBac
kup:listInstanc
e

Grants
permission to
obtain the
cross-region
backup
instance.

read - -

dds:offsiteBac
kup:listAll

Grants
permission to
obtain cross-
region
backups.

read - -

dds:instance:s
aveLogConfig

Grants
permission to
enable log
reporting for
DB instances
in batches.

write - -

dds:instance:d
eleteLogConfi
g

Grants
permission to
disable log
reporting for
DB instances
in batches.

write - -

 

Each API of DDS usually supports one or more actions. Table 5-105 lists the
supported actions and dependencies.
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Table 5-105 Actions and dependencies supported by DDS APIs

API Action Dependencie
s

POST /v3/{project_id}/instances dds:instance:create
vpc:vpcs:list
vpc:vpcs:get
vpc:subnets:get
vpc:securityGroups:get
vpc:ports:get

-

GET /v3/{project_id}/instances?
id={id}&name={name}&mode={mode
}&datastore_type={datastore_type}&vpc
_id={vpc_id}&subnet_id={subnet_id}&of
fset={offset}&limit={limit}

dds:instance:listAll -

DELETE /v3/{project_id}/instances/
{instance_id}

dds:instance:delete -

POST /v3/{project_id}/instances/
{instance_id}/restart

dds:instance:restart -

POST /v3/{project_id}/instances/
{instance_id}/enlarge-volume

dds:instance:extendVo
lume

-

POST /v3/{project_id}/instances/
{instance_id}/enlarge

dds:instance:addNode
vpc:vpcs:list
vpc:vpcs:get
vpc:subnets:get
vpc:securityGroups:get
vpc:ports:get

-

POST /v3/{project_id}/instances/
{instance_id}/resize

dds:instance:updateSp
ec

-

POST /v3/{project_id}/instances/
{instance_id}/switchover

dds:instance:switchov
er

-

POST/v3/{project_id}/instances/
{instance_id}/switch-ssl

dds:instance:setSSL -

PUT /v3/{project_id}/instances/
{instance_id}/modify-name

dds:instance:updateN
ame

-

POST /v3/{project_id}/instances/
{instance_id}/modify-port

dds:instance:updatePo
rt

-

POST /v3/{project_id}/instances/
{instance_id}/modify-security-group

dds:instance:updateSe
curityGroup

-

POST /v3/{project_id}/nodes/{node_id}/
bind-eip

dds:instance:bindEIP -
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API Action Dependencie
s

POST /v3/{project_id}/nodes/{node_id}/
unbind-eip

dds:instance:unbindEI
P

-

POST /v3/{project_id}/instances/
{instance_id}/modify-internal-ip

dds:instance:updateIp -

POST /v3/{project_id}/instances/
{instance_id}/create-ip

dds:instance:createIp -

GET /v3/{project_id}/instances/
{instance_id}/migrate/az

dds:instance:listMigrat
eAz

-

POST /v3/{project_id}/instances/
{instance_id}/migrate

dds:instance:migrateA
z

-

GET /v3/{project_id}/nodes/{node_id}/
sessions

dds:instance:lisSession -

POST /v3/{project_id}/nodes/{node_id}/
session

dds:instance:deleteSes
sion

-

GET /v3/{projectId}/instances/
{instance_id}/conn-statistics

dds:instance:getConne
ctionStatistics

-

POST /v3/{project_id}/backups dds:backup:create -

DELETE /v3/{project_id}/backups/
{backups_id}

dds:backup:delete -

GET /v3/{project_id}/backups?
instance_id={instance_id}&backup_id={
backup_id}&backup_type={backup_type
}&offset={offset}&limit={limit}&begin_ti
me={begin_time}&end_time={end_time
}&mode={mode}

dds:backup:listAll -

GET /v3/{project_id}/instances/
{instance_id}/backups/policy

dds:instance:getBacku
pPolicy

-

PUT /v3/{project_id}/instances/
{instance_id}/backups/policy

dds:instance:setBacku
pPolicy

-

POST /v3/{project_id}/instances dds:instance:create
vpc:vpcs:list
vpc:vpcs:get
vpc:subnets:get
vpc:securityGroups:get
vpc:ports:get

-

GET /v3/{projectId}/backups/download-
file

dds:backup:download -
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API Action Dependencie
s

GET /v3/{project_id}/instances/
{instance_id}/restore-time

dds:backup:getRestore
TimeList

-

GET /v3/{project_id}/instances/
{instance_id}/restore-database

dds:backup:getRestore
Databases

-

GET /v3/{project_id}/instances/
{instance_id}/restore-collection

dds:backup:getRestore
Collections

-

POST /v3/{project_id}/instances/
recovery

dds:backup:restore -

POST /v3/{project_id}/instances/
{instance_id}/restore/collections

dds:backup:restore -

GET /v3/{project_id}/configurations dds:configuration:listA
ll

-

PUT /v3/{project_id}/configurations dds:configuration:crea
te

-

DELETE /v3/{project_id}/configurations/
{config_id}

dds:configuration:dele
te

-

GET /v3/{projectId}/configurations/
{configId}

dds:configuration:get -

PUT /v3/{project_id}/configurations/
{config_id}

dds:configuration:upd
ate

-

PUT /v3/{project_id}/configurations/
{config_id}/apply

dds:instance:applyConf
iguration

-

GET /v3/{project_id}/instances/
{instance_id}/configurations

dds:instance:getConfi
guration

-

PUT /v3/{project_id}/instances/
{instance_id}/configurations

dds:instance:updateCo
nfiguration

-

GET /v3/{project_id}/instances/
{instance_id}/slowlog

dds:instance:listSlowL
og

-

POST /v3/{project_id}/instances/
{instance_id}/slowlog-download

dds:instance:downloa
dSlowLog

-

GET /v3/{project_id}/instances/
{instance_id}/errorlog

dds:instance:listErrorL
og

-

POST /v3/{project_id}/instances/
{instance_id}/errorlog-download

dds:instance:downloa
dErrorLog

-

POST /v3/{project_id}/instances/
{instance_id}/auditlog-policy

dds:instance:setAuditL
ogPolicy

-
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API Action Dependencie
s

GET /v3/{project_id}/instances/
{instance_id}/auditlog-policy

dds:instance:getAudit
LogPolicy

-

GET /v3/{project_id}/instances/
{instance_id}/auditlog

dds:instance:listAuditL
og

-

POST /v3/{project_id}/instances/
{instance_id}/auditlog-links

dds:instance:downloa
dAuditLog

-

POST /v3/{project_id}/instances/
{instance_id}/tags/action

dds:instance:setTag -

GET /v3/{project_id}/instances/
{instance_id}/tags

dds:instance:listTags -

POST /v3/{project_id}/instances/
{instance_id}/db-user

dds:instance:createDa
tabaseUser

-

POST /v3/{project_id}/instances/
{instance_id}/db-role

dds:instance:createDa
tabaseRole

-

DELETE /v3/{project_id}/instances/
{instance_id}/db-user

dds:instance:deleteDa
tabaseUser

-

DELETE /v3/{project_id}/instances/
{instance_id}/db-role

dds:instance:deleteDa
tabaseRole

-

PUT /v3/{project_id}/instances/
{instance_id}/reset-password

dds:instance:resetPass
wd

-

GET /v3/{project_id}/instances/
{instance_id}/db-user/detail? offset
={offset}&limit={limit}&user_name={us
er_name }&db_name={db_name}

dds:instance:getDatab
aseUser

-

GET /v3/{project_id}/instances/
{instance_id}/db-roles?
role_name={role_name}&db_name={db
_name}&offset={offset}&limit={limit}

dds:instance:getDatab
aseRole

-

GET /v3/{project_id}/instances/
{instance_id}/balancer

dds:instance:getShardi
ngBalancer

-

PUT /v3/{project_id}/instances/
{instance_id}/balancer/{action}

dds:instance:setShardi
ngBalancer

-

PUT /v3/{project_id}/instances/
{instance_id}/balancer/active-window

dds:instance:setBalanc
erWindow

-

 

Resources
A resource type indicates the resources that an SCP applies to. If you specify a
resource type for any action in Table 5-106, the resource URN must be specified in
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the SCP statements using that action, and the SCP applies only to resources of this
type. If no resource type is specified, the Resource element is marked with an
asterisk (*) and the SCP applies to all resources. You can also set condition keys in
an SCP to define resource types.

The following table lists the resource types that you can define in SCP statements
for DDS.

Table 5-106 Resource types supported by DDS

Resource Type URN Condition Key

instanceName dds:<region>:<account-
id>:instanceName:<instan
ce-name>

- g:EnterpriseProjectId
- g:ResourceTag/<tag-key>

 

Conditions
A Condition element lets you specify conditions for when an SCP is in effect. It
contains condition keys and operators.

● The condition key that you specify can be a global condition key or a service-
specific condition key.
– Global condition keys (with the g: prefix) apply to all actions. Cloud

services do not need to provide user identity information. Instead, the
system automatically obtains such information and authenticates users.
For details, see Global Condition Keys.

– Service-specific condition keys (with the abbreviation of a service name
plus a colon as the prefix, for example, DDS:) only apply to operations of
the DDS service. For details, see Table 5-107.

– The number of values associated with a condition key in the request
context of an API call makes the condition key single-valued or
multivalued. Single-valued condition keys have at most one value in the
request context of an API call. Multivalued condition keys can have
multiple values in the request context of an API call. For example, a
request can originate from at most one VPC endpoint, so g:SourceVpce is
a single-valued condition key. You can tag resources and include multiple
tag key-value pairs in a request, so g:TagKeys is a multivalued condition
key.

● A condition operator, condition key, and a condition value together constitute
a complete condition statement. An SCP can be applied only when its request
conditions are met. For supported condition operators, see Condition
operators.

The following table lists the condition keys that you can define in SCPs for DDS.
You can include these condition keys to specify conditions for when your SCP is in
effect.
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Table 5-107 Service-specific condition keys supported by DDS

Service-specific
Condition Key

Type Description

dds:Encrypted boolean Filters access by the tag key
specifying whether to enable
disk encryption transferred in
the request parameter.

dds:BackupEnabled boolean Filters access by the tag key
specifying whether to enable the
backup policy transferred in the
request parameter.

 

5.10.7.3 GaussDB
The Organizations service provides Service Control Policies (SCPs) to set access
control policies.

SCPs do not actually grant any permissions to a principal. They only set the
permissions boundary for the principal. When SCPs are attached to a member
account or an organizational unit (OU), they do not directly grant permissions to
that member account or OU. Instead, the SCPs just determine what permissions
are available for that member account or the member accounts under that OU.

This section describes the elements used by Organizations SCPs. The elements
include actions, resources, and conditions.

For details about how to use these elements to create a custom SCP, see Creating
an SCP.

Actions
Actions are specific operations that are allowed or denied in an SCP.

● The Access Level column describes how the action is classified (List, Read, or
Write). This classification helps you understand the level of access that an
action grants when you use it in an SCP.

● The Resource Type column indicates whether the action supports resource-
level permissions.
– You can use a wildcard (*) to indicate all resource types. If this column is

empty (-), the action does not support resource-level permissions, and
you must specify all resources ("*") in your SCP statements.

– If this column includes a resource type, you must specify the URN in the
Resource element of your statements.

– Required resources are marked with asterisks (*) in the table. If you
specify a resource in a statement using this action, then it must be of this
type.

For details about the resource types defined by GaussDB, see Resources.
● The Condition Key column contains keys that you can specify in the

Condition element of an SCP statement.
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– If the Resource Type column has values for an action, the condition key
takes effect only for the listed resource types.

– If the Resource Type column is empty (-) for an action, the condition key
takes effect for all resources that action supports.

– If the Condition Key column is empty (-) for an action, the action does
not support any condition keys.

For details about the condition keys defined by GaussDB, see Conditions.

The following table lists the actions that you can define in SCP statements for
GaussDB.

Table 5-108 Actions supported by GaussDB

Action Description Access
Level

Resource
Type (*:
required)

Condition Key

gaussdb:backup:c
reateBackup

Grants
permission to
create a manual
backup for a DB
instance.

write instance -

gaussdb:backup:d
eleteBackup

Grants
permission to
delete a backup.

write instance -

gaussdb:backup:li
stAll

Grants
permission to
query backups.

list instance -

gaussdb:instance:
updateBackupPol
icy

Grants
permission to
configure a
backup policy.

write instance gaussdb:Backu
pEnabled

gaussdb:param:a
pplyParam

Grants
permission to
apply a
parameter
template.

write instance -

gaussdb:tag:creat
e

Grants
permission to
add tags.

tagging instance -

gaussdb:instance:
bindEIP

Grants
permission to
bind an EIP.

write instance -

gaussdb:instance:
check

Grants
permission to
check instance
information.

read instance -

Organizations
User Guide 5 Managing SCPs

Issue 01 (2025-02-25) Copyright © Huawei Cloud Computing Technologies Co., Ltd. 529



Action Description Access
Level

Resource
Type (*:
required)

Condition Key

gaussdb:instance:
createInstance

Grants
permission to
create a DB
instance.

write instance ● gaussdb:Bac
kupEnabled

● gaussdb:Enc
rypted

gaussdb:instance:
createDatabase

Grants
permission to
create a
database.

write instance -

gaussdb:instance:
createDatabaseSc
hema

Grants
permission to
create a
database
schema.

write instance -

gaussdb:instance:
createDatabaseU
ser

Grants
permission to
create a
database
account.

write instance -

gaussdb:instance:
deleteInstance

Grants
permission to
delete a DB
instance.

write instance -

gaussdb:instance:
get

Grants
permission to
query DB
instance
information.

read instance -

gaussdb:instance:
getBackupPolicy

Grants
permission to
query an
automated
backup policy.

read instance -

gaussdb:instance:
getBalanceStatus

Grants
permission to
check whether
host load is
unbalanced due
to a primary/
standby
switchover.

read instance -

gaussdb:instance:
getDiskUsage

Grants
permission to
query disk usage.

read instance -
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Action Description Access
Level

Resource
Type (*:
required)

Condition Key

gaussdb:instance:
getRecyclePolicy

Grants
permission to
query the
recycling policy.

read instance -

gaussdb:instance:
downloadSslCert

Grants
permission to
download the
SSL certificate of
a DB instance.

read instance -

gaussdb:instance:
grantDatabasePri
vilege

Grants
permission to
configure
permissions of
database
accounts.

write instance -

gaussdb:instance:
listAll

Grants
permission to
query DB
instances.

list instance -

gaussdb:instance:
listPublicIps

Grants
permission to
query EIPs bound
to DB instances.

list instance -

gaussdb:instance:
listComponents

Grants
permission to
query instance
components.

list instance -

gaussdb:instance:
listDatabases

Grants
permission to
query databases.

list instance -

gaussdb:instance:
listDatabaseUsers

Grants
permission to
query database
users.

list instance -

gaussdb:tag:listAl
l

Grants
permission to
query resource
tags.

list instance -

gaussdb:quota:lis
tAll

Grants
permission to
query quotas.

list instance -
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Action Description Access
Level

Resource
Type (*:
required)

Condition Key

gaussdb:instance:
listRecoverable-
Times

Grants
permission to
query the
restoration time
range.

list instance -

gaussdb:instance:
listSchemas

Grants
permission to
query database
schemas.

list instance -

gaussdb:instance:
renameInstance

Grants
permission to
change a DB
instance name.

write instance -

gaussdb:instance:
resetPassword

Grants
permission to
change a
database
password.

write instance -

gaussdb:instance:
resizeFlavor

Grants
permission to
change vCPUs
and memory of a
DB instance.

write instance -

gaussdb:instance:
restartInstance

Grants
permission to
reboot a DB
instance.

write instance -

gaussdb:instance:
setRecyclePolicy

Grants
permission to
modify the
recycling policy.

write instance -

gaussdb:instance:
switchShard

Grants
permission to
switch roles of
the primary and
standby DNs in
shards.

write instance -

gaussdb:instance:
extend

Grants
permission to
perform scale-
out operations.

write instance -
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Action Description Access
Level

Resource
Type (*:
required)

Condition Key

gaussdb:param:u
pdate

Grants
permission to
modify a
parameter
template.

write instance -

gaussdb:param:c
heck

Grants
permission to
check a
parameter
template.

read instance -

gaussdb:param:c
opy

Grants
permission to
replicate a
parameter
template.

write instance -

gaussdb:param:cr
eateParam

Grants
permission to
create a
parameter
template.

write instance -

gaussdb:param:d
eleteParam

Grants
permission to
delete a
parameter
template.

write instance -

gaussdb:param:g
et

Grants
permission to
query details
about a
parameter
template.

read instance -

gaussdb:param:c
ompare

Grants
permission to
compare two
parameter
templates.

read instance -

gaussdb:param:lis
tAll

Grants
permission to
query parameter
templates.

list instance -
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Action Description Access
Level

Resource
Type (*:
required)

Condition Key

gaussdb:param:re
set

Grants
permission to
reset a
parameter
template.

write instance -

gaussdb:quota:up
date

Grants
permission to
modify quotas.

write instance -

gaussdb:task:listA
ll

Grants
permission to
query tasks.

list instance -

gaussdb:task:dele
te

Grants
permission to
delete a task
record.

write instance -

gaussdb:task:get Grants
permission to
query task
details.

read instance -

 

Each API of GaussDB usually supports one or more actions. The following table
lists the supported actions and dependencies.

Table 5-109 Instance management

Permission API Action Dependenc
ies

Creating a DB
instance

POST /v3/
{project_id}/
instances

gaussdb:instance:cre
ateInstance

-

Deleting a DB
instance

DELETE /v3/
{project_id}/
instances/
{instance_id}

gaussdb:instance:del
ete

-

Querying DB
instances

GET /v3/
{project_id}/
instances

gaussdb:instance:list
All

-
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Permission API Action Dependenc
ies

Changing a
database password

POST /v3/
{project_id}/
instances/
{instance_id}/
password

gaussdb:instance:res
etPassword

-

Changing a DB
instance name

PUT /v3/
{project_id}/
instances/
{instance_id}/name

gaussdb:instance:re
name

-

Rebooting a DB
instance

POST /v3/
{project_id}/
instances/
{instance_id}/restart

gaussdb:instance:res
tart

-

Switching roles of
the primary and
standby DNs in
shards

POST /v3/
{project_id}/
instances/
{instance_id}/
switch-shard

gaussdb:instance:swi
tchShard

-

Querying the
components of a
DB instance

GET /v3/
{project_id}/
instances/
{instance_id}/
components

gaussdb:instance:list
Components

-

Changing vCPUs
and memory of a
DB instance

PUT /v3/
{project_id}/
instance/
{instance_id}/flavor

gaussdb:instance:res
izeFlavor

-

Checking whether
host load is
unbalanced due to
a primary/standby
switchover

GET /v3/
{project_id}/
instances/
{instance_id}/
balance

gaussdb:instance:get
BalanceStatus

-

Querying solution
template settings

GET /v3/
{project_id}/
deployment-form

gaussdb:instance:list
All

-

Querying EIPs
bound to DB
instances

GET /v3/
{project_id}/
instances/
{instance_id}/public-
ips?
offset={offset}&limit
={limit}

gaussdb:instance:list
PublicIps

-
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Permission API Action Dependenc
ies

Validating password
strength

POST /v3/
{project_id}/weak-
password-
verification

gaussdb:instance:ch
eck

-

Binding or
unbinding an EIP

POST /v3/
{project_id}/
instances/
{instance_id}/nodes/
{node_id}/public-ip

gaussdb:instance:bin
dPublicIp

-

Querying the SSL
certificate download
address of a DB
instance

GET /v3/
{project_id}/
instances/
{instance_id}/ssl-
cert/download-link

gaussdb:instance:do
wnloadSslCert

-

Querying the
instance quotas of a
tenant

GET /v3/
{project_id}/project-
quotas?type={type}

gaussdb:quota:listAll -

 

Table 5-110 Parameter configuration

Permission API Action Dependenc
ies

Obtaining
parameter
templates

GET /v3/{project_id}/
configurations?
offset={offset}&limit
={limit}

gaussdb:param:listAl
l

-

Obtaining
parameters of a
specified DB
instance

GET /v3/{project_id}/
instances/
{instance_id}/
configurations

gaussdb:instance:get -

Modifying
parameters of a
specified DB
instance

PUT /v3/{project_id}/
instances/
{instance_id}/
configurations

gaussdb:param:upda
te

-

Creating a
parameter template

POST /v3/
{project_id}/
configurations

gaussdb:param:creat
eParam

-

Deleting a
parameter template

DELETE /v3/
{project_id}/
configurations/
{config_id}

gaussdb:param:delet
e

-
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Permission API Action Dependenc
ies

Querying details
about a parameter
template

GET /v3/{project_id}/
configurations/
{config_id}

gaussdb:param:get -

Replicating a
parameter template

POST /v3/
{project_id}/
configurations/
{config_id}/copy

gaussdb:param:copy -

Resetting a
parameter template

POST /v3/
{project_id}/
configurations/
{config_id}/reset

gaussdb:param:reset -

Comparing two
parameter
templates

POST /v3/
{project_id}/
configurations/
comparison

gaussdb:param:com
pare

-

Querying instances
that a parameter
template can be
applied to

GET /v3/{project_id}/
configurations/
{config_id}/
applicable-instances

gaussdb:instance:list
All

-

Checking whether a
parameter template
name exists

GET /v3/{project_id}/
configurations/
name-validation?
name={name}

gaussdb:param:chec
k

-

Applying a
parameter template

PUT /v3/{project_id}/
configurations/
{config_id}/apply

gaussdb:param:appl
y

-

Querying
application records
of a parameter
template

GET /v3/{project_id}/
configurations/
{config_id}/applied-
histories

gaussdb:param:listAl
l

-

Querying the
change history of a
parameter template

GET /v3/{project_id}/
configurations/
{config_id}/histories

gaussdb:param:listAl
l

-
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Table 5-111 Backup management

Permission API Action Dependenc
ies

Configuring an
automated backup
policy

PUT /v3/{project_id}/
instances/
{instance_id}/
backups/policy

gaussdb:instance:up
dateBackupPolicy

-

Querying an
automated backup
policy

GET /v3/{project_id}/
instances/
{instance_id}/
backups/policy

gaussdb:instance:get
BackupPolicy

-

Querying backups GET /v3/{project_id}/
backups?
instance_id={instanc
e_id}&backup_id={b
ackup_id}&backup_t
ype={backup_type}&
offset={offset}&limit
={limit}&begin_time
={begin_time}&end_
time={end_time}

gaussdb:backup:listA
ll

-

Creating a manual
backup

POST /v3/
{project_id}/backups

gaussdb:backup:crea
te

-

Deleting a manual
backup

DELETE /v3/
{project_id}/
backups/{backup_id}

gaussdb:backup:dele
te

-

Querying the
restoration time
range

GET /v3/{project_id}/
instances/
{instance_id}/
restore-time?
date={date}

gaussdb:instance:list
RecoverableTimes

-

Restoring data to a
new DB instance

POST /v3/
{project_id}/
instances

gaussdb:instance:cre
ateInstance

-

Querying instances
that can be used
for backups and
restorations

GET /v3/{project_id}/
restorable-instances

gaussdb:instance:list
All

-

Querying the
information of the
original instance
based on a specific
point of time or a
backup file

GET /v3/{project_id}/
instance-snapshot?
instance_id={instanc
e_id}&backup_id={b
ackup_id}&restore_ti
me={restore_time}

gaussdb:instance:get -
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Table 5-112 DB engine versions and specifications

Permission API Action Dependenc
ies

Querying DB
engine versions

GET /v3/
{project_id}/
datastore/versions

gaussdb:instance:list
All

-

Querying instance
specifications

GET /v3/
{project_id}/flavors?
limit={limit}&offset
={offset}&ha_mode
={ha_mode}&versio
n={version}&spec_co
de={spec_code}

gaussdb:instance:list
All

-

Querying DB
engines

GET /v3/
{project_id}/
datastores

gaussdb:instance:list
All

-

Querying
specifications that
a DB instance can
be changed to

GET /v3/
{project_id}/
instances/
{instance_id}/
available-flavors

gaussdb:instance:list
All

-

 

Table 5-113 Database and account management

Permission API Action Dependenc
ies

Creating a
database

POST /v3/
{project_id}/
instances/
{instance_id}/
database

gaussdb:instance:crea
teDatabase

-

Creating a
database account

POST /v3/
{project_id}/
instances/
{instance_id}/db-user

gaussdb:instance:crea
teDatabaseUser

-

Creating a
database schema

POST /v3/
{project_id}/
instances/
{instance_id}/schema

gaussdb:instance:crea
teDatabaseSchema

-

Configuring
permissions of
database accounts

POST /v3/
{project_id}/
instances/
{instance_id}/db-
privilege

gaussdb:instance:gra
ntDatabasePrivilege

-
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Permission API Action Dependenc
ies

Changing a
password for a
database account

PUT /v3/{project_id}/
instances/
{instance_id}/db-
user/password

gaussdb:instance:rese
tPassword

-

Querying
databases

GET /v3/{project_id}/
instances/
{instance_id}/
databases

gaussdb:instance:listD
atabases

-

Querying
database users

GET /v3/{project_id}/
instances/
{instance_id}/db-
users

gaussdb:instance:listD
atabaseUsers

-

Querying
database schemas

GET /v3/{project_id}/
instances/
{instance_id}/
schemas

gaussdb:instance:listS
chemas

-

 

Table 5-114 Tag management

Permission API Action Dependenc
ies

Querying tags of a
specific instance

GET /v3/{project_id}/
instances/
{instance_id}/tags

gaussdb:tag:listAll -

Querying tags of a
project

GET /v3/{project_id}/
tags

gaussdb:tag:listAll -

Querying
predefined tags

GET /v3/{project_id}/
predefined-tags

gaussdb:tag:listAll -

Adding tags for a
DB instance

POST /v3/
{project_id}/
instances/
{instance_id}/tags

gaussdb:tag:create -

 

Organizations
User Guide 5 Managing SCPs

Issue 01 (2025-02-25) Copyright © Huawei Cloud Computing Technologies Co., Ltd. 540



Table 5-115 Storage management

Permission API Action Dependenc
ies

Querying the
storage usage of a
DB instance

GET /v3/{project_id}/
instances/
{instance_id}/
volume-usage

gaussdb:instance:get
DiskUsage

-

Querying the
database disk type

GET /v3/{project_id}/
storage-type?
version={version}&h
a_mode={ha_mode}

gaussdb:instance:listA
ll

-

 

Table 5-116 Quota management

Permission API Action Dependenc
ies

Modifying
enterprise project
quotas

PUT /v3/
{project_id}/
enterprise-projects/
quotas

gaussdb:quota:update -

Querying
enterprise project
quotas

GET /v3/
{project_id}/
enterprise-projects/
quotas

gaussdb:quota:listAll -

 

Table 5-117 Task management

Permission API Action Dependenci
es

Obtaining task
information

GET /v3/
{project_id}/jobs?
id={id}

gaussdb:task:get -

Querying tasks GET /v3/
{project_id}/tasks

gaussdb:task:listAll -

Deleting a task
record

DELETE /v3/
{project_id}/jobs/
{job_id}

gaussdb:task:delete -
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Table 5-118 Recycle bin

Permission API Action Dependenci
es

Modifying the
recycling policy

PUT /v3/
{project_id}/recycle-
policy

gaussdb:instance:setRe
cyclePolicy

-

Querying the
recycling policy

GET /v3/
{project_id}/recycle-
policy

gaussdb:instance:getR
ecyclePolicy

-

Querying all DB
engine instances
in the recycle bin

GET /v3/
{project_id}/recycle-
instances

gaussdb:instance:listAl
l

-

 

Resources

A resource type indicates the resources that an SCP applies to. If you specify a
resource type for any action in Table 5-119, the resource URN must be specified in
the SCP statements using that action, and the SCP applies only to resources of this
type. If no resource type is specified, the Resource element is marked with an
asterisk (*) and the SCP applies to all resources. You can also set condition keys in
an SCP to define resource types.

The following table lists the resource types that you can define in SCP statements
for GaussDB.

Table 5-119 Resource types supported by GaussDB

Resource Type URN

instance gaussdb:<region>:<account-
id>:instance:<instance-id>

 

Conditions

A Condition element lets you specify conditions for when an SCP is in effect. It
contains condition keys and operators.

● The condition key that you specify can be a global condition key or a service-
specific condition key.
– Global condition keys (with the g: prefix) apply to all actions. Cloud

services do not need to provide user identity information. Instead, the
system automatically obtains such information and authenticates users.
For details, see Global Condition Keys.

– Service-specific condition keys (with the abbreviation of a service name
plus a colon as the prefix, for example, gaussdb:) apply only to
operations of the GaussDB service. For details, see Table 5-120.
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– The number of values associated with a condition key in the request
context of an API call makes the condition key single-valued or
multivalued. Single-valued condition keys have at most one value in the
request context of an API call. Multivalued condition keys can have
multiple values in the request context of an API call. For example, a
request can originate from at most one VPC endpoint, so g:SourceVpce is
a single-valued condition key. You can tag resources and include multiple
tag key-value pairs in a request, so g:TagKeys is a multivalued condition
key.

● A condition operator, condition key, and a condition value together constitute
a complete condition statement. An SCP can be applied only when its request
conditions are met. For supported condition operators, see Condition
operators.

The following table lists the condition keys that you can define in SCPs for
GaussDB. You can include these condition keys to specify conditions for when your
SCP is in effect.

Table 5-120 Service-specific condition keys supported by GaussDB

Service-specific
Condition Key

Type Single-valued/
Multivalued

Description

gaussdb:Backup
Enabled

boolean Single-valued Filter access
permissions based
on the tag key of
whether to enable
the backup policy
transferred in the
request parameter.
Select Default for
Qualifier.

gaussdb:Encrypt
ed

boolean Single-valued Filter access
permissions based
on the tag key of
whether to enable
disk encryption
transferred in the
request parameter.
Select Default for
Qualifier.

 

5.10.7.4 Data Replication Service (DRS)
The Organizations service provides Service Control Policies (SCPs) to set access
control policies.

SCPs do not actually grant any permissions to a principal. They only set the
permissions boundary for the principal. When SCPs are attached to a member
account or an organizational unit (OU), they do not directly grant permissions to
that member account or OU. Instead, the SCPs just determine what permissions
are available for that member account or the member accounts under that OU.
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This section describes the elements used by Organizations SCPs. The elements
include actions, resources, and conditions.

For details about how to use these elements to create a custom SCP, see Creating
an SCP.

Actions
Actions are specific operations that are allowed or denied in an SCP.

● The Access Level column describes how the action is classified (List, Read, or
Write). This classification helps you understand the level of access that an
action grants when you use it in an SCP.

● The Resource Type column indicates whether the action supports resource-
level permissions.
– You can use a wildcard (*) to indicate all resource types. If this column is

empty (-), the action does not support resource-level permissions, and
you must specify all resources ("*") in your SCP statements.

– If this column includes a resource type, you must specify the URN in the
Resource element of your statements.

– Required resources are marked with asterisks (*) in the table. If you
specify a resource in a statement using this action, then it must be of this
type.

For details about the resource types defined by DRS, see Resources.
● The Condition Key column contains keys that you can specify in the

Condition element of an SCP statement.
– If the Resource Type column has values for an action, the condition key

takes effect only for the listed resource types.
– If the Resource Type column is empty (-) for an action, the condition key

takes effect for all resources that action supports.
– If the Condition Key column is empty (-) for an action, the action does

not support any condition keys.
For details about the condition keys defined by DRS, see Conditions.

The following table lists the actions that you can define in SCP statements for
DRS.
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Table 5-121 Actions supported by DRS

Action Description Access
Level

Resou
rce
Type
(*:
requir
ed)

Condition Key

drs:backupMigration-
Job:createJob

Grants
permission to
create a backup
migration task.

write job g:EnterpriseProj
ectId
g:RequestTag/
<tag-key>
g:TagKeys

drs:backupMigration-
Job:deleteJob

Grants
permission to
delete a backup
migration task.

write job g:EnterpriseProj
ectId
g:ResourceTag/
<tag-key>

drs:backupMigration-
Job:getJobDetail

Grants
permission to
query details
about a backup
migration task.

list job g:EnterpriseProj
ectId
g:ResourceTag/
<tag-key>

drs:backupMigration-
Job:modifyOfflineTas-
kInfo

Grants
permission to
modify
information
about a backup
migration task.

write job g:EnterpriseProj
ectId
g:ResourceTag/
<tag-key>

drs:cloudDataGuardJob:
getChartMonitor

Grants
permission to
query report
charts.

list job g:EnterpriseProj
ectId
g:ResourceTag/
<tag-key>

drs:cloudDataGuardJob:
getDataGuardMonitor

Grants
permission to
query DR
monitoring data.

list job g:EnterpriseProj
ectId
g:ResourceTag/
<tag-key>

drs:cloudDataGuardJob:
getLastDataDisplay

Grants
permission to
query the last
DR data.

write job g:EnterpriseProj
ectId
g:ResourceTag/
<tag-key>

drs:cloudDataGuardJob:
getRpoAndRto

Grants
permission to
query the RPO
and RTO of a
specified task.

list job g:EnterpriseProj
ectId
g:ResourceTag/
<tag-key>
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Action Description Access
Level

Resou
rce
Type
(*:
requir
ed)

Condition Key

drs:compareJob:createD
ataCompareJob

Grants
permission to
create a data-
level table
comparison task.

write job g:EnterpriseProj
ectId
g:ResourceTag/
<tag-key>

drs:compareJob:createO
bjectCompareJob

Grants
permission to
create an object-
level table
comparison task.

write job g:EnterpriseProj
ectId
g:ResourceTag/
<tag-key>

drs:compareJob:deleteD
ataCompareJob

Grants
permission to
cancel a data-
level table
comparison task.

write job g:EnterpriseProj
ectId
g:ResourceTag/
<tag-key>

drs:migrationJob:getTopi
cInfo

Grants
permission to
query
information
about all created
topics.

list - -

drs:migrationJob:listAllS
mnInfo

Grants
permission to
query all
delivered
information.

list - -

drs:configuration:getPub
licIp

Grants
permission to
query EIPs or EIP
information.

list - -

drs:configuration:getVpc
s

Grants
permission to
query VPCs.

list - -

drs:configuration:listSub
nets

Grants
permission to
query subnets.

list - -

drs:configuration:getFea
tures

Grants
permission to
query the
feature whitelist.

list - -
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Action Description Access
Level

Resou
rce
Type
(*:
requir
ed)

Condition Key

drs:configuration:addTag Grants
permission to
add tags.

taggin
g

- -

drs:compareJob:exportA
ccountCompareResult

Grants
permission to
export and
download the
comparison
result of an
account-level
comparison task.

list job g:EnterpriseProj
ectId
g:ResourceTag/
<tag-key>

drs:compareJob:exportC
ompareReport

Grants
permission to
download the
comparison
result.

list job g:EnterpriseProj
ectId
g:ResourceTag/
<tag-key>

drs:configuration:getInst
ancesTag

Grants
permission to
batch query
tags.

list

drs:compareJob:exportC
ontentsCompareResult

Grants
permission to
export the
comparison
result of a value
comparison task.

list job g:EnterpriseProj
ectId
g:ResourceTag/
<tag-key>

drs:configuration:getProj
ectTags

Grants
permission to
query project
tags.

list - -

drs:compareJob:exportLi
nesCompareResult

Grants
permission to
export the
comparison
result of a row
comparison task.

list job g:EnterpriseProj
ectId
g:ResourceTag/
<tag-key>
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Action Description Access
Level

Resou
rce
Type
(*:
requir
ed)

Condition Key

drs:compareJob:exportO
bjectsCompareResult

Grants
permission to
export the
comparison
result of an
object-level
comparison task.

list job g:EnterpriseProj
ectId
g:ResourceTag/
<tag-key>

drs:compareJob:getAcco
untCompare

Grants
permission to
query the
overview of an
account-level
comparison task.

list job g:EnterpriseProj
ectId
g:ResourceTag/
<tag-key>

drs:compareJob:getAcco
untCompareDetail

Grants
permission to
query the details
of an account-
level comparison
task.

list job g:EnterpriseProj
ectId
g:ResourceTag/
<tag-key>

drs:compareJob:getAcco
untCompareDetails

Grants
permission to
query the details
of an account-
level comparison
task.

list job g:EnterpriseProj
ectId
g:ResourceTag/
<tag-key>

drs:subscriptionJob:expo
rtJobs

Grants
permission to
export data
subscription
tasks.

list - -

drs:compareJob:getAcco
untDetails

Grants
permission to
query the
overview of a
row comparison
task.

list job g:EnterpriseProj
ectId
g:ResourceTag/
<tag-key>
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Action Description Access
Level

Resou
rce
Type
(*:
requir
ed)

Condition Key

drs:compareJob:getCom
pareJobEstimatedTime

Grants
permission to
query the
estimated time
of a comparison
task.

list job g:EnterpriseProj
ectId
g:ResourceTag/
<tag-key>

drs:compareJob:getCom
parePolicy

Grants
permission to
query a
comparison
policy.

list job g:EnterpriseProj
ectId
g:ResourceTag/
<tag-key>

drs:subscriptionJob:listJo
bs

Grants
permission to
query data
subscription
tasks.

list

drs:compareJob:getCont
entCompare

Grants
permission to
query the
overview of a
value
comparison task.

list job g:EnterpriseProj
ectId
g:ResourceTag/
<tag-key>

drs:compareJob:getCont
entCompareDetail

Grants
permission to
query the details
of a value
comparison task.

list job g:EnterpriseProj
ectId
g:ResourceTag/
<tag-key>

drs:compareJob:getCont
entCompareDiff

Grants
permission to
query the
differences of a
value
comparison task.

list job g:EnterpriseProj
ectId
g:ResourceTag/
<tag-key>

drs:compareJob:getData
CompareDetail

Grants
permission to
query the details
of a row
comparison task.

list job g:EnterpriseProj
ectId
g:ResourceTag/
<tag-key>
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Action Description Access
Level

Resou
rce
Type
(*:
requir
ed)

Condition Key

drs:compareJob:getData
CompareResult

Grants
permission to
query the
comparison
result of a data-
level table
comparison task.

list job g:EnterpriseProj
ectId
g:ResourceTag/
<tag-key>

drs:compareJob:getFlow
ObjectsCompare

Grants
permission to
query the
overview of a
dynamic object-
level migration
comparison task.

list job g:EnterpriseProj
ectId
g:ResourceTag/
<tag-key>

drs:compareJob:getHealt
hCompareJobDetail

Grants
permission to
query details of
a health
comparison task.

list job g:EnterpriseProj
ectId
g:ResourceTag/
<tag-key>

drs:compareJob:getLineC
ompare

Grants
permission to
query the
overview of a
row comparison
task.

list job g:EnterpriseProj
ectId
g:ResourceTag/
<tag-key>

drs:compareJob:getLineC
ompareDetail

Grants
permission to
query the details
of a row
comparison task.

list job g:EnterpriseProj
ectId
g:ResourceTag/
<tag-key>

drs:compareJob:getObje
ctCompare

Grants
permission to
query the
overview of an
object-level
migration
comparison task
based on the
comparison task
ID.

list job g:EnterpriseProj
ectId
g:ResourceTag/
<tag-key>
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Action Description Access
Level

Resou
rce
Type
(*:
requir
ed)

Condition Key

drs:compareJob:getObje
ctsCompareDetail

Grants
permission to
query the details
of an object-
level comparison
task.

list job g:EnterpriseProj
ectId
g:ResourceTag/
<tag-key>

drs:compareJob:getObje
ctsMigrateCompare

Grants
permission to
query the
overview of an
object-level
migration
comparison task
based on the
task ID.

list job g:EnterpriseProj
ectId
g:ResourceTag/
<tag-key>

drs:compareJob:getObje
ctsMigrateCompareDe-
tail

Grants
permission to
query the details
of an object-
level migration
comparison task.

list job g:EnterpriseProj
ectId
g:ResourceTag/
<tag-key>

drs:compareJob:getTable
CompareDetail

Grants
permission to
query the details
of a data-level
table
comparison task.

list job g:EnterpriseProj
ectId
g:ResourceTag/
<tag-key>

drs:compareJob:listData
Compare

Grants
permission to
query data-level
table
comparison
tasks.

list job g:EnterpriseProj
ectId
g:ResourceTag/
<tag-key>

drs:compareJob:listHealt
hCompareJobs

Grants
permission to
query the health
comparison
report list.

list job g:EnterpriseProj
ectId
g:ResourceTag/
<tag-key>
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Action Description Access
Level

Resou
rce
Type
(*:
requir
ed)

Condition Key

drs:compareJob:modifyC
omparePolicy

Grants
permission to
modify the
comparison
policy.

write job g:EnterpriseProj
ectId
g:ResourceTag/
<tag-key>

drs:compareJob:startJob Grants
permission to
immediately
start a data-level
table
comparison task.

write job g:EnterpriseProj
ectId
g:ResourceTag/
<tag-key>

drs:compareJob:stopJob Grants
permission to
stop a
comparison task.

write job g:EnterpriseProj
ectId
g:ResourceTag/
<tag-key>

drs:configuration:addDat
aTransformationInfo

Grants
permission to
add the data
processing
information.

write job g:EnterpriseProj
ectId
g:ResourceTag/
<tag-key>

drs:configuration:batch
ModifyTag

Grants
permission to
batch add or
modify tags.

taggin
g

job g:EnterpriseProj
ectId
g:RequestTag/
<tag-key>
g:ResourceTag/
<tag-key>
g:TagKeys

drs:configuration:batchR
eplaceTags

Grants
permission to
batch reset tags.

taggin
g

job g:EnterpriseProj
ectId
g:RequestTag/
<tag-key>
g:ResourceTag/
<tag-key>
g:TagKeys

drs:configuration:checkD
ataTransformationInfo

Grants
permission to
verify data
processing
information.

write job g:EnterpriseProj
ectId
g:ResourceTag/
<tag-key>
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Action Description Access
Level

Resou
rce
Type
(*:
requir
ed)

Condition Key

drs:configuration:delete
DataTransformationInfo

Grants
permission to
delete data
processing data.

write job g:EnterpriseProj
ectId
g:ResourceTag/
<tag-key>

drs:configuration:deleteS
mnInfo

Grants
permission to
delete a single
piece of
delivered
information.

write job g:EnterpriseProj
ectId
g:ResourceTag/
<tag-key>

drs:configuration:deleteS
mnInfoForTopic

Grants
permission to
delete a single
piece of
delivered topic
information.

write job g:EnterpriseProj
ectId
g:ResourceTag/
<tag-key>

drs:configuration:deleteT
ag

Grants
permission to
delete a tag.

taggin
g

job g:EnterpriseProj
ectId
g:RequestTag/
<tag-key>
g:ResourceTag/
<tag-key>
g:TagKeys

drs:configuration:downl
oadTemplate

Grants
permission to
download the
Excel template
before importing
object
information.

write job g:EnterpriseProj
ectId
g:ResourceTag/
<tag-key>

drs:configuration:getAdd
Columns

Grant the
permission to
query data
processing
information
(multiple tables
are normalized
and multiple
columns are
added).

list job g:EnterpriseProj
ectId
g:ResourceTag/
<tag-key>
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Action Description Access
Level

Resou
rce
Type
(*:
requir
ed)

Condition Key

drs:configuration:getAdd
ColumnsFromDb

Grant the
permission to
query data
processing
information
(multiple tables
are normalized
and multiple
columns are
added) after the
task is started.

list job g:EnterpriseProj
ectId
g:ResourceTag/
<tag-key>

drs:configuration:getFlav
orInfo

Grants
permission to
query the DB
engine
specifications.

list - -

drs:backupMigration-
Job:checkOfflineTas-
kName

Grants
permission to
verify the name
of a backup
migration task.

write - -

drs:configuration:getCol
umnInfo

Grants
permission to
query the
column
information
(column
mapping and
column filtering)
of an object.

list job g:EnterpriseProj
ectId
g:ResourceTag/
<tag-key>

drs:configuration:getDat
abaseName

Grants
permission to
query the
destination
database name.

list job g:EnterpriseProj
ectId
g:ResourceTag/
<tag-key>

drs:configuration:getDat
abaseParams

Grants
permission to
query database
parameters.

list job g:EnterpriseProj
ectId
g:ResourceTag/
<tag-key>
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Action Description Access
Level

Resou
rce
Type
(*:
requir
ed)

Condition Key

drs:backupMigration-
Job:exportJobList

Grants
permission to
export backup
migration tasks.

list - -

drs:backupMigration-
Job:getBackupFileDbList

Grants
permission to
query databases
in a backup file.

list - -

drs:configuration:getDat
aTransformationData

Grants
permission to
query data
processing data.

list job g:EnterpriseProj
ectId
g:ResourceTag/
<tag-key>

drs:backupMigration-
Job:getRedisInstList

Grants
permission to
query Redis DB
instances.

list - -

drs:backupMigration-
Job:listBuckets

Grants
permission to
query buckets.

list - -

drs:backupMigration-
Job:listJobs

Grants
permission to
query backup
migration tasks.

list - -

drs:backupMigration-
Job:listObsObject

Grants
permission to
query objects in
the current
bucket.

list - -

drs:configuration:getDat
aTransformationInfo

Grants
permission to
query data
processing
information.

list job g:EnterpriseProj
ectId
g:ResourceTag/
<tag-key>

drs:configuration:listFeat
ure

Grants
permission to
query supported
features.

list - -

Organizations
User Guide 5 Managing SCPs

Issue 01 (2025-02-25) Copyright © Huawei Cloud Computing Technologies Co., Ltd. 555



Action Description Access
Level

Resou
rce
Type
(*:
requir
ed)

Condition Key

drs:configuration:listLink
s

Grants
permission to
query available
data flow
information.

list - -

drs:configuration:getEffe
ctTime

Grants
permission to
query the
database
affected time of
a specified task.

list job g:EnterpriseProj
ectId
g:ResourceTag/
<tag-key>

drs:configuration:getESC
onfig

Grants
permission to
query
ElasticSearch
configurations.

list job g:EnterpriseProj
ectId
g:ResourceTag/
<tag-key>

drs:configuration:getInst
anceTag

Grants
permission to
query resource
tags.

list job g:EnterpriseProj
ectId
g:ResourceTag/
<tag-key>

drs:configuration:getSup
portDataTransforma-
tionType

Grants
permission to
query data
processing data
types.

list job g:EnterpriseProj
ectId
g:ResourceTag/
<tag-key>

drs:configuration:getTabl
eInfo

Grants
permission to
query the table
structure and
table data.

list job g:EnterpriseProj
ectId
g:ResourceTag/
<tag-key>

drs:configuration:import
SmnInfo

Grants
permission to
enter the
notification
method and
information.

write job g:EnterpriseProj
ectId
g:ResourceTag/
<tag-key>
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Action Description Access
Level

Resou
rce
Type
(*:
requir
ed)

Condition Key

drs:configuration:listTopi
cs

Grants
permission to
query Kafka
topic
information.

list job g:EnterpriseProj
ectId
g:ResourceTag/
<tag-key>

drs:configuration:modify
DatabaseParams

Grants
permission to
modify database
parameters.

write job g:EnterpriseProj
ectId
g:ResourceTag/
<tag-key>

drs:configuration:modify
ESConfig

Grants
permission to
modify
ElasticSearch
configurations.

write job g:EnterpriseProj
ectId
g:ResourceTag/
<tag-key>

drs:configuration:modify
SmnInfo

Grants
permission to
modify the
notification
method and
information.

write job g:EnterpriseProj
ectId
g:ResourceTag/
<tag-key>

drs:configuration:modify
Tag

Grants
permission to
modify resource
tags.

taggin
g

job g:EnterpriseProj
ectId
g:RequestTag/
<tag-key>
g:ResourceTag/
<tag-key>
g:TagKeys

drs:configuration:modify
UserInfo

Grants
permission to
update
migration user
information.

write job g:EnterpriseProj
ectId
g:ResourceTag/
<tag-key>

drs:configuration:setMig
rationTransSpeed

Grants
permission to set
the flow control
of a migration
task.

write job g:EnterpriseProj
ectId
g:ResourceTag/
<tag-key>
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Action Description Access
Level

Resou
rce
Type
(*:
requir
ed)

Condition Key

drs:configuration:getInst
anceNum

Grants
permission to
query the
number of tasks.

list - -

drs:configuration:getInst
anceQuotas

Grants
permission to
query quotas.

list - -

drs:configuration:getQu
ota

Grants
permission to
query DRS
quotas to a
tenant.

list - -

drs:migrationJoAb:batch
DeleteJobs

Grants
permission to
batch stop or
delete tasks.

write - -

drs:configuration:update
DataTransformationInfo

Grants
permission to
update data
processing
information.

write job g:EnterpriseProj
ectId
g:ResourceTag/
<tag-key>

drs:migrationJob:addSub
scribeJob

Grants
permission to
create a yearly/
monthly task.

write job g:EnterpriseProj
ectId
g:ResourceTag/
<tag-key>

drs:migrationJob:associa
teSmnInfo

Grants
permission to
associate the
management-
plane topic
information.

write job g:EnterpriseProj
ectId
g:ResourceTag/
<tag-key>

drs:migrationJob:batchP
auseJob

Grants
permission to
batch suspend
tasks.

write - -

drs:migrationJob:batchPr
eCheckJob

Grants
permission to
batch perform
prechecks.

write - -
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Action Description Access
Level

Resou
rce
Type
(*:
requir
ed)

Condition Key

drs:migrationJob:batchR
etryJob

Grants
permission to
retry a task.

write - -

drs:migrationJob:batchS
etTransformation

Grants
permission to
process
synchronization
objects.

write - -

drs:migrationJob:batchSt
artJob

Grants
permission to
batch start tasks.

write - -

drs:migrationJob:batchT
estClusterConnection

Grants
permission to
test connections
in batches
(cluster mode).

write - -

drs:migrationJob:batchT
estConnection

Grants
permission to
test connections
in batches.

write - -

drs:migrationJob:downlo
adBatchCreateTemplate

Grants
permission to
download the
template for
creating tasks in
batches.

list - -

drs:migrationJob:import
BatchCreateJobs

Grants
permission to
import tasks
created in
batches.

write - -

drs:migrationJob:listAsyn
cJobDetail

Grants
permission to
query details
about the tasks
created
asynchronously
in batches with a
specified ID.

list - -
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Action Description Access
Level

Resou
rce
Type
(*:
requir
ed)

Condition Key

drs:migrationJob:listAsyn
cJobs

Grants
permission to
query the list of
tasks created
asynchronously
in batches.

list - -

drs:migrationJob:listJobI
nfo

Grants
permission to
batch query task
details by task
ID.

list - -

drs:migrationJob:listJobS
tatus

Grants
permission to
batch query task
status by task ID.

list - -

drs:migrationJob:asyncB
atchCreateJobByAsyncId

Grants
permission to
asynchronously
create tasks in
batches.

write job drs:netType
g:EnterpriseProj
ectId
g:RequestTag/
<tag-key>
g:TagKeys

drs:migrationJob:getJobL
ist

Grants
permission to
query tasks of a
tenant.

list - -

drs:migrationJob:listPrec
heckResult

Grants
permission to
query the pre-
check results of
tasks in batches.

list - -

drs:migrationJob:selectD
atabaseObject

Grants
permission to
select the
databases or
tables to be
migrated.

write - -

drs:configuration:listEPs Grants
permission to
query enterprise
projects.

list - -
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Action Description Access
Level

Resou
rce
Type
(*:
requir
ed)

Condition Key

drs:migrationJob:asyncB
atchSaveJob

Grants
permission to
submit the tasks
created
asynchronously
in batches.

write job drs:netType
g:EnterpriseProj
ectId
g:RequestTag/
<tag-key>
g:TagKeys

drs:migrationJob:asyncB
atchUpdateJobByAsyn-
cId

Grants
permission to
update details
about the tasks
created
asynchronously
in batches with a
specified ID.

write job drs:netType
g:EnterpriseProj
ectId
g:RequestTag/
<tag-key>
g:ResourceTag/
<tag-key>
g:TagKeys

drs:migrationJob:batchCr
eateJob

Grants
permission to
synchronously
create tasks in
batches.

write job drs:netType
g:EnterpriseProj
ectId
g:RequestTag/
<tag-key>
g:TagKeys

drs:migrationJob:change
Flavor

Grants
permission to
change
specifications.

write job g:EnterpriseProj
ectId
g:ResourceTag/
<tag-key>

drs:migrationJob:getCesJ
obs

Grants
permission to
query migration
tasks.

list - -

drs:migrationJob:change
FlavorByNeed

Grants
permission to
change node
specifications on
the pay-per-use
page.

write job g:EnterpriseProj
ectId
g:ResourceTag/
<tag-key>

drs:compareJob:createJo
b

Grants
permission to
create a
comparison task.

write - -
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Action Description Access
Level

Resou
rce
Type
(*:
requir
ed)

Condition Key

drs:migrationJob:checkIn
heritJob

Grants
permission to
determine
whether a task
can be inherited.

write job g:EnterpriseProj
ectId
g:ResourceTag/
<tag-key>

drs:migrationJob:checkR
estartPoint

Grants
permission to
check resumable
position.

write job g:EnterpriseProj
ectId
g:ResourceTag/
<tag-key>

drs:migrationJob:checkT
ableExist

Grants
permission to
query whether
the table
structure and
table data were
found.

list job g:EnterpriseProj
ectId
g:ResourceTag/
<tag-key>

drs:migrationJob:copyJo
bAction

Grants
permission to
deliver a
replication task.

write job g:EnterpriseProj
ectId
g:ResourceTag/
<tag-key>

drs:migrationJob:createJ
ob

Grants
permission to
create an online
migration task.

write job drs:netType
g:EnterpriseProj
ectId
g:RequestTag/
<tag-key>
g:TagKeys

drs:migrationJob:createJ
obs

Grants
permission to
create a task.

write job drs:netType
g:EnterpriseProj
ectId
g:RequestTag/
<tag-key>
g:TagKeys
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Action Description Access
Level

Resou
rce
Type
(*:
requir
ed)

Condition Key

drs:migrationJob:deleteC
olumnInfo

Grants
permission to
delete the
column
information
(column
mapping and
column filtering)
of an object.

write job g:EnterpriseProj
ectId
g:ResourceTag/
<tag-key>

drs:migrationJob:deleteJ
ob

Grants
permission to
delete online
migration task
V1.

write job g:EnterpriseProj
ectId
g:ResourceTag/
<tag-key>

drs:migrationJob:downlo
adDbObjectTemplate

Grants
permission to
download the
object selection
template.

read job g:EnterpriseProj
ectId
g:ResourceTag/
<tag-key>

drs:migrationJob:endJob Grants
permission to
stop an online
migration task.

write job g:EnterpriseProj
ectId
g:ResourceTag/
<tag-key>

drs:migrationJob:export
AddedDeletedObjectsIn-
fo

Grants
permission to
export added
and deleted
object
information.

list job g:EnterpriseProj
ectId
g:ResourceTag/
<tag-key>

drs:compareJob:getCom
pareResult

Grants
permission to
query
comparison
results.

list - -

drs:migrationJob:exportE
rrorInfo

Grants
permission to
export error
information.

list job g:EnterpriseProj
ectId
g:ResourceTag/
<tag-key>
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Level

Resou
rce
Type
(*:
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ed)

Condition Key

drs:migrationJob:export
ObjectsSentInfo

Grants
permission to
export delivered
object
information.

list job g:EnterpriseProj
ectId
g:ResourceTag/
<tag-key>

drs:migrationJob:getAcc
ess

Grants
permission to
query the
allowed
operations of a
specified task.

list job g:EnterpriseProj
ectId
g:ResourceTag/
<tag-key>

drs:migrationJob:getAgg
regationTable

Grants
permission to
query multi-
table mapping in
the memory.

list job g:EnterpriseProj
ectId
g:ResourceTag/
<tag-key>

drs:migrationJob:getCesJ
ob

Grants
permission to
query migration
task details.

list job g:EnterpriseProj
ectId
g:ResourceTag/
<tag-key>

drs:migrationJob:getDb
ObjectCollectionStatus

Grants
permission to
obtain the result
of submitting
the query of
database object
information.

list job g:EnterpriseProj
ectId
g:ResourceTag/
<tag-key>

drs:migrationJob:getDb
Objects

Grants
permission to
query database
object
information.

list job g:EnterpriseProj
ectId
g:ResourceTag/
<tag-key>

drs:migrationJob:getDb
ObjectsCollectAsync

Grants
permission to
submit the query
of database
object
information.

list job g:EnterpriseProj
ectId
g:ResourceTag/
<tag-key>
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Resou
rce
Type
(*:
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ed)
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drs:migrationJob:getDb
ObjectTemplateProgress

Grants
permission to
query the
progress of
uploading the
object import
template.

list job g:EnterpriseProj
ectId
g:ResourceTag/
<tag-key>

drs:migrationJob:getDb
ObjectTemplateResult

Grants
permission to
obtain the result
of uploading the
object import
template.

list job g:EnterpriseProj
ectId
g:ResourceTag/
<tag-key>

drs:migrationJob:getFullJ
obDetails

Grants
permission to
query details of
a full
synchronization
task.

list job g:EnterpriseProj
ectId
g:ResourceTag/
<tag-key>

drs:migrationJob:getImp
ortExcelProcess

Grants
permission to
query the
progress of
parsing Excel
files.

list job g:EnterpriseProj
ectId
g:ResourceTag/
<tag-key>

drs:migrationJob:getIncr
eComponentsDetails

Grants
permission to
query details
about
incremental
components.

list job g:EnterpriseProj
ectId
g:ResourceTag/
<tag-key>

drs:migrationJob:getJob Grants
permission to
query details
about an online
migration task.

list job g:EnterpriseProj
ectId
g:ResourceTag/
<tag-key>

drs:migrationJob:getJob
Detail

Grants
permission to
query task
details.

list job g:EnterpriseProj
ectId
g:ResourceTag/
<tag-key>
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Resou
rce
Type
(*:
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ed)
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drs:migrationJob:getJob
MeteringPrice

Grants
permission to
query task price
information.

list job g:EnterpriseProj
ectId
g:ResourceTag/
<tag-key>

drs:migrationJob:getObj
ectHasColumn

Grants
permission to
query objects
with column
information
(column
mapping and
column
filtering).

list job g:EnterpriseProj
ectId
g:ResourceTag/
<tag-key>

drs:migrationJob:getObj
ectsCompareOverviewa

Grants
permission to
query data-level
streaming
comparison.

list job g:EnterpriseProj
ectId
g:ResourceTag/
<tag-key>

drs:migrationJob:getObj
ectSelectInfo

Grants
permission to
query task object
selection
information.

list job g:EnterpriseProj
ectId
g:ResourceTag/
<tag-key>

drs:migrationJob:getOpe
rationInfo

Grants
permission to
query the
operation
statistics of a
specified task.

list job g:EnterpriseProj
ectId
g:ResourceTag/
<tag-key>

drs:migrationJob:getPro
gress

Grants
permission to
query the
migration
progress of a
specified task.

list job g:EnterpriseProj
ectId
g:ResourceTag/
<tag-key>
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Resou
rce
Type
(*:
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ed)

Condition Key

drs:configuration:listDat
abaseParams

Grants
permission to
query the
parameters of
the source and
destination
databases.

list - -

drs:migrationJob:getSmn
Info

Grants
permission to
query a single
piece of
delivered
information.

list job g:EnterpriseProj
ectId
g:ResourceTag/
<tag-key>

drs:migrationJob:getSmn
InfoForTopic

Grants
permission to
query a single
piece of
delivered topic
information.

list job g:EnterpriseProj
ectId
g:ResourceTag/
<tag-key>

drs:migrationJob:getSrc
Users

Grants
permission to
query the
migration users
of the source
database.

list job g:EnterpriseProj
ectId
g:ResourceTag/
<tag-key>

drs:configuration:getOpe
nStreamResult

Grants
permission to
query the result
of enabling the
stream mode.

list - -

drs:migrationJob:getSup
portObject

Grants
permission to
query whether a
task supports
object selection
and column
mapping.

list job g:EnterpriseProj
ectId
g:ResourceTag/
<tag-key>
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Level

Resou
rce
Type
(*:
requir
ed)

Condition Key

drs:migrationJob:getSup
portSearchObjectType

Grants
permission to
query the object
types that can
be queried by a
user.

list job g:EnterpriseProj
ectId
g:ResourceTag/
<tag-key>

drs:migrationJob:getSwit
chVipStatus

Grants
permission to
query dual-VIP
switchover
result.

list job g:EnterpriseProj
ectId
g:ResourceTag/
<tag-key>

drs:migrationJob:batchD
eleteJob

Grants
permission to
batch delete
tasks.

write - -

drs:migrationJob:batchO
perateJob

Grants
permission to
batch perform
operations on
tasks with
specified IDs.

write - -

drs:migrationJob:getTask
Log

Grants
permission to
query migration
logs.

list job g:EnterpriseProj
ectId
g:ResourceTag/
<tag-key>

drs:migrationJob:getTuni
ngParams

Grants
permission to
query the value
of a tuning
parameter.

list job g:EnterpriseProj
ectId
g:ResourceTag/
<tag-key>

drs:migrationJob:checkA
ction

Grants
permission to
verify a task
name.

write - -

drs:migrationJob:getUpd
ateObjectSavingStatus

Grants
permission to
obtain the
progress of
saving objects.

list job g:EnterpriseProj
ectId
g:ResourceTag/
<tag-key>

Organizations
User Guide 5 Managing SCPs

Issue 01 (2025-02-25) Copyright © Huawei Cloud Computing Technologies Co., Ltd. 568



Action Description Access
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Resou
rce
Type
(*:
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ed)
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drs:migrationJob:getUser
SelectedObjectInfo

Grants
permission to
query the
synchronization
mapping
selected by a
user.

list job g:EnterpriseProj
ectId
g:ResourceTag/
<tag-key>

drs:migrationJob:cloneJo
bs

Grants
permission to
clone a MySQL
synchronization
task.

write - -

drs:migrationJob:getUser
SetObjectInfo

Grants
permission to
query
synchronized
object
information.

list job g:EnterpriseProj
ectId
g:ResourceTag/
<tag-key>

drs:migrationJob:jobActi
on

Grants
permission to
perform specific
operations on a
task.

write job g:EnterpriseProj
ectId
g:ResourceTag/
<tag-key>

drs:migrationJob:jobUpd
ateAction

Grants
permission to
start and stop a
task, data
capture, and
data replay.

write job g:EnterpriseProj
ectId
g:ResourceTag/
<tag-key>

drs:migrationJob:exportJ
obs

Grants
permission to
export online
migration tasks.

list - -

drs:migrationJob:listJobs Grants
permission to
query tasks of a
tenant.

list job g:EnterpriseProj
ectId
g:RequestTag/
<tag-key>
g:TagKeys
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rce
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ed)

Condition Key

drs:migrationJob:getBatc
hTaskLog

Grants
permission to
batch query
migration logs.

list - -

drs:migrationJob:getCou
ntdown

Grants
permission to
query cloud
service
countdown
information.

list - -

drs:migrationJob:getDrsJ
obByRdsInstanceId

Grants
permission to
query migration
tasks related to
RDS DB
instances.

list - -

drs:migrationJob:listJobs list job g:EnterpriseProj
ectId
g:RequestTag/
<tag-key>
g:TagKeys

drs:migrationJob:listRepl
ayFaultsJobs

Grants
permission to
query the replay
faults.

list job g:EnterpriseProj
ectId
g:ResourceTag/
<tag-key>

drs:migrationJob:modify
ColumnInfo

Grants
permission to
modify the
column
information
(column
mapping and
column filtering)
of an object.

write job g:EnterpriseProj
ectId
g:ResourceTag/
<tag-key>

drs:migrationJob:modify
CommonSetting

Grants
permission to
update task
configurations.

write job g:EnterpriseProj
ectId
g:ResourceTag/
<tag-key>
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Resou
rce
Type
(*:
requir
ed)

Condition Key

drs:migrationJob:modify
ConflictPolicy

Grants
permission to
update the
conflict policy of
a
synchronization
task.

write job g:EnterpriseProj
ectId
g:ResourceTag/
<tag-key>

drs:migrationJob:getJobs Grants
permission to
query online
migration tasks.

list - -

drs:migrationJob:getNod
eNumByDDMInstance

Grants
permission to
calculate the
number of
subtasks based
on the number
of DDM sharding
nodes.

list - -

drs:migrationJob:modify
GroupAndStream

Grants
permission to
enable or disable
log reporting to
LTS.

write job g:EnterpriseProj
ectId
g:ResourceTag/
<tag-key>

drs:migrationJob:getPrec
heckResult

Grants
permission to
query the pre-
check result of a
migration task.

list - -

drs:migrationJob:modifyI
ncreStartPosition

Grants
permission to
update the start
point of an
incremental task.

write job g:EnterpriseProj
ectId
g:ResourceTag/
<tag-key>

drs:migrationJob:getRes
ourceInstances

Grants
permission to
query resource
instances and
associated
resources.

list - -
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rce
Type
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ed)

Condition Key

drs:migrationJob:modifyJ
ob

Grants
permission to
modify an online
migration task.

write job g:EnterpriseProj
ectId
g:ResourceTag/
<tag-key>

drs:migrationJob:modify
SyncTypePolicy

Grants
permission to
update the
synchronization
type policy.

write job g:EnterpriseProj
ectId
g:ResourceTag/
<tag-key>

drs:migrationJob:getSub
scribeNumber

Grants
permission to
query the
specifications of
a yearly/monthly
task.

list - -

drs:migrationJob:operate
JobByJobId

Grants
permission to
perform
operations on a
task with a
specified ID.

write job g:EnterpriseProj
ectId
g:ResourceTag/
<tag-key>

drs:migrationJob:selectG
roupAndStream

Grants
permission to
query whether
the LTS service is
enabled for the
current task.

list job g:EnterpriseProj
ectId
g:ResourceTag/
<tag-key>

drs:migrationJob:sendIm
portCheck

Grants
permission to
upload Excel
files.

write job g:EnterpriseProj
ectId
g:ResourceTag/
<tag-key>

drs:migrationJob:switchV
ip

Grants
permission to
perform dual-VIP
switchover.

write job g:EnterpriseProj
ectId
g:ResourceTag/
<tag-key>

drs:migrationJob:update
DDLPolicy

Grants
permission to
update the DDL
filtering policy.

write job g:EnterpriseProj
ectId
g:ResourceTag/
<tag-key>
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Resou
rce
Type
(*:
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ed)

Condition Key

drs:migrationJob:listProg
ressInfo

Grants
permission to
batch query the
migration
progress and
incremental
latency by task
ID.

list - -

drs:migrationJob:updateJ
obInfo

Grants
permission to
update details
about a task
with a specified
ID.

write job g:EnterpriseProj
ectId
g:RequestTag/
<tag-key>
g:ResourceTag/
<tag-key>
g:TagKeys

drs:migrationJob:update
ObjectInfo

Grants
permission to
update database
object selection
information.

write job g:EnterpriseProj
ectId
g:ResourceTag/
<tag-key>

drs:migrationJob:update
TuningParams

Grants
permission to
modify tuning
parameters.

write job g:EnterpriseProj
ectId
g:ResourceTag/
<tag-key>

drs:migrationJob:upload
DbObjectTemplate

Grants
permission to
upload the
object import
template.

write job g:EnterpriseProj
ectId
g:ResourceTag/
<tag-key>

drs:replayJob:downloadR
eport

Grants
permission to
download files
related to a
workload replay
task.

list job g:EnterpriseProj
ectId
g:ResourceTag/
<tag-key>
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rce
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ed)

Condition Key

drs:replayJob:exportAbn
ormalSqlData

Grants
permission to
download
abnormal SQL
statements
during workload
replay.

list job drs:netType
g:EnterpriseProj
ectId
g:RequestTag/
<tag-key>
g:ResourceTag/
<tag-key>
g:TagKeys

drs:migrationJob:resourc
eCheck

Grants
permission to
check resources
for creating an
online migration
task.

write - -

drs:migrationJob:skipPre
check

Grants
permission to
skip the pre-
check.

write - -

drs:replayJob:exportSlow
SqlData

Grants
permission to
export SQL
statements
during workload
replay.

list job g:EnterpriseProj
ectId
g:ResourceTag/
<tag-key>

drs:replayJob:getAbnorm
alSqlData

Grants
permission to
query abnormal
SQL statements
during workload
replay.

list job g:EnterpriseProj
ectId
g:ResourceTag/
<tag-key>

drs:replayJob:getAllSqlFil
e

Grants
permission to
query full SQL
files during
workload replay.

list job g:EnterpriseProj
ectId
g:ResourceTag/
<tag-key>

drs:replayJob:getExecute
ResultData

Grants
permission to
query the result
of a workload
replay task.

list job g:EnterpriseProj
ectId
g:ResourceTag/
<tag-key>
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(*:
requir
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drs:replayJob:getExportS
lowSqlStatus

Grants
permission to
query the export
status of a
workload replay
file.

list job g:EnterpriseProj
ectId
g:ResourceTag/
<tag-key>

drs:replayJob:getReplayE
rrorTemplate

Grants
permission to
query abnormal
SQL templates.

list job g:EnterpriseProj
ectId
g:ResourceTag/
<tag-key>

drs:replayJob:getReplayF
ile

Grants
permission to
query files for a
workload replay
task.

list job g:EnterpriseProj
ectId
g:ResourceTag/
<tag-key>

drs:cloudDataGuardJob:
getMonitoringData

Grants
permission to
query DR
monitoring data
based on the
task ID.

list - -

drs:cloudDataGuardJob:
batchSwitchover

Grants
permission to
batch perform
primary/standby
switchover.

write - -

drs:cloudDataGuardJob:l
istJobInfo

Grants
permission to
query details
about DR
initialization
objects in
batches by task
ID.

list - -

drs:cloudDataGuardJob:l
istRpoAndRto

Grants
permission to
batch query RPO
and RTO.

list - -
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rce
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drs:cloudDataGuardJob:l
istStructProcess

Grants
permission to
query the
progress of DR
initialization in
batches by task
ID.

list - -

drs:migrationJob:batchS
etSmn

Grants
permission to
batch set alarm
information.

write - -

drs:migrationJob:batchS
etSpeedLimit

Grants
permission to
batch set control
flow.

write - -

drs:migrationJob:batchU
pdateDefinerMigrate-
Setting

Grants
permission to set
whether to
migrate Definers
to the user in
batches.

write - -

drs:migrationJob:batchU
pdateJobInfo

Grants
permission to
modify task
names or
descriptions in
batches and set
exception
notification.

write - -

drs:migrationJob:batchU
pdateUserMigrate

Grants
permission to set
users and roles
to be migrated
in batches.

write - -

drs:migrationJob:change
SrcOrTargetPwd

Grants
permission to
change the
password of the
source or
destination
database.

write - -
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drs:migrationJob:setBatc
hSyncPolicy

Grants
permission to set
synchronization
policies in
batches.

write - -

drs:replayJob:getReplayR
ecord

Grants
permission to
query reports for
a workload
replay task.

list job g:EnterpriseProj
ectId
g:ResourceTag/
<tag-key>

drs:replayJob:getReplayS
lowTemplate

Grants
permission to
query slow SQL
templates.

list job g:EnterpriseProj
ectId
g:ResourceTag/
<tag-key>

drs:replayJob:getSlowSql
Data

Grants
permission to
query slow SQL
statements
during workload
replay.

list job g:EnterpriseProj
ectId
g:ResourceTag/
<tag-key>

drs:replayJob:listReplayD
ata

Grants
permission to
query the
statistics list
during workload
replay.

list job g:EnterpriseProj
ectId
g:ResourceTag/
<tag-key>

drs:subscriptionJob:creat
eJob

Grants
permission to
create a data
subscription
task.

write job g:EnterpriseProj
ectId
g:RequestTag/
<tag-key>
g:TagKeys

drs:subscriptionJob:delet
eJob

Grants
permission to
delete a data
subscription
task.

write job g:EnterpriseProj
ectId
g:ResourceTag/
<tag-key>
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drs:subscriptionJob:editJ
obInfo

Grants
permission to
edit subscription
task information.

write job g:EnterpriseProj
ectId
g:ResourceTag/
<tag-key>

drs:subscriptionJob:getJo
bDetail

Grants
permission to
query details
about a data
subscription
task.

list job g:EnterpriseProj
ectId
g:ResourceTag/
<tag-key>

drs:subscriptionJob:getS
ubscriptionRecord

Grants
permission to
query detailed
subscription
content.

list job g:EnterpriseProj
ectId
g:ResourceTag/
<tag-key>

drs:subscriptionJob:jobA
ction

Grants
permission to
perform
operations on a
data subscription
task.

write job g:EnterpriseProj
ectId
g:ResourceTag/
<tag-key>

drs:configuration:getUse
rGuideInfo

Grants
permission to
obtain user
guide details.

list - -

drs:configuration:modify
UserGuideInfo

Grants
permission to
update the user
guide.

write - -

drs:subscriptionJob:upda
teConsumeTime

Grants
permission to
modify the
consumption
time point.

write job g:EnterpriseProj
ectId
g:ResourceTag/
<tag-key>

drs:subscriptionJob:upda
teJob

Grants
permission to
modify a data
subscription
task.

write job g:EnterpriseProj
ectId
g:ResourceTag/
<tag-key>
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drs:cloudDataGuardJob:
getRdsInstanceCount

Grants
permission to
query the
number of RDS
DB instances
bound to a
specified DDM
instance.

list - -

drs:configuration:getAva
ilableNodeType

Grants
permission to
query available
node
specifications.

list - -

drs:configuration:getAva
ilableZoneWithoutSell-
Out

Grants
permission to
query available
AZs where node
specifications are
not sold out.

list - -

drs:configuration:listAvai
lableZoneStatus

Grants
permission to
query the AZ
status.

list - -

drs:configuration:listAvai
lableZone

Grants
permission to
query available
AZs.

list - -

drs:migrationJob:listAvai
lableZone

Grants
permission to
query AZs where
specifications are
not sold out.

list - -

drs:configuration:listRes
ourcesByTag

Grants
permission to
query tasks by
tag.

list - -

drs::listDrivers Grants
permission to
query drivers.

list - -
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drs::uploadDriver Grants
permission to
upload drivers.

write - -

drs::deleteDriver Grants
permission to
delete drivers.

write - -

drs:migrationJob:syncDri
ver

Grants
permission to
synchronize
drivers.

write - -

drs:configuration:modify
ConfigInfo

Grants
permission to
update task
parameters.

write job g:EnterpriseProj
ectId
g:ResourceTag/
<tag-key>

drs:configuration:getJob
Parameters

Grants
permission to
query task
parameter
configuration
list.

list job g:EnterpriseProj
ectId
g:ResourceTag/
<tag-key>

drs:configuration:getJob
ParametersHistory

Grants
permission to
query the
parameter
change history
of a task.

list job g:EnterpriseProj
ectId
g:ResourceTag/
<tag-key>

drs:replayJob:showRepla
yTimeScope

Grants
permission to
query the time
window for a
workload replay
task.

read job g:EnterpriseProj
ectId
g:ResourceTag/
<tag-key>

drs:replayJob:showRepla
yResults

Grants
permission to
query the result
data for a
workload replay
task.

list job g:EnterpriseProj
ectId
g:ResourceTag/
<tag-key>
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Action Description Access
Level

Resou
rce
Type
(*:
requir
ed)

Condition Key

drs:replayJob:exportRep
ort

Grants
permission to
export reports
for a workload
replay task.

read job g:EnterpriseProj
ectId
g:ResourceTag/
<tag-key>

drs:replayJob:showRepor
tExportStatus

Grants
permission to
query the export
status of a
workload replay
report.

read job g:EnterpriseProj
ectId
g:ResourceTag/
<tag-key>

drs:replayJob:showRepor
tFileObsUris

Grants
permission to
query the
download
address of a
workload replay
report.

list job g:EnterpriseProj
ectId
g:ResourceTag/
<tag-key>

 

Each API of DRS usually supports one or more actions. Table 5-122 lists the
supported actions and dependencies.

Table 5-122 Actions and dependencies supported by DRS APIs

API Action Dependencies

DELETE /v3/{project_id}/jobs/batch-
jobs

drs:migrationJo
Ab:batchDeleteJ
obs

-

DELETE /v5/{project_id}/jdbc-drivers drs::deleteDriver -

DELETE /v5/{project_id}/jobs drs:migrationJob
:batchDeleteJob

-

DELETE /v5/{project_id}/jobs/{job_id} drs:migrationJob
:deleteJob

-

GET /v3/{project_id}/jobs/{job_id}/get-
src-user

drs:migrationJob
:getSrcUsers

-

GET /v3/{project_id}/node-type drs:configuratio
n:getAvailableN
odeType

-
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API Action Dependencies

GET /v3/{project_id}/quotas drs:configuratio
n:getQuota

-

GET /v5.1/{project_id}/jobs/
{job_id}/db-object

drs:migrationJob
:getDbObjects

-

GET /v5/{project_id}/{resource_type}/
{resource_id}/tags

drs:configuratio
n:getInstanceTa
g

-

GET /v5/{project_id}/{resource_type}/
tags

drs:configuratio
n:getProjectTags

-

GET /v5/{project_id}/batch-async-jobs drs:migrationJob
:listAsyncJobs

-

GET /v5/{project_id}/batch-async-jobs/
{async_job_id}

drs:migrationJob
:listAsyncJobDet
ail

-

GET /v5/{project_id}/enterprise-
projects

drs:configuratio
n:listEPs

-

GET /v5/{project_id}/jdbc-drivers drs::listDrivers -

GET /v5/{project_id}/job/{job_id}/
columns

drs:configuratio
n:getColumnInfo

-

GET /v5/{project_id}/job/{job_id}/data-
filtering/result

drs:configuratio
n:getDataTransf
ormationData

-

GET /v5/{project_id}/jobs drs:migrationJob
:getJobList

-

GET /v5/{project_id}/jobs/{job_id} drs:migrationJob
:getJobDetail

-

GET /v5/{project_id}/jobs/{job_id}/
actions

drs:migrationJob
:getAccess

-

GET /v5/{project_id}/jobs/{job_id}/
compare-policy

drs:compareJob:
getComparePoli
cy

-

GET /v5/{project_id}/jobs/{job_id}/
configuration-histories

drs:configuratio
n:getJobParamet
ersHistory

-

GET /v5/{project_id}/jobs/{job_id}/
configurations

drs:configuratio
n:getJobParamet
ers

-
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API Action Dependencies

GET /v5/{project_id}/jobs/{job_id}/
data-processing-rules

drs:configuratio
n:getDataTransf
ormationInfo

-

GET /v5/{project_id}/jobs/{job_id}/
data-processing-rules/result

drs:configuratio
n:getDataTransf
ormationInfo

-

GET /v5/{project_id}/jobs/{job_id}/db-
object/template

drs:migrationJob
:downloadDbOb
jectTemplate

-

GET /v5/{project_id}/jobs/{job_id}/db-
object/template/progress

drs:migrationJob
:getDbObjectTe
mplateProgress

-

GET /v5/{project_id}/jobs/{job_id}/db-
object/template/result

drs:migrationJob
:getDbObjectTe
mplateResult

-

GET /v5/{project_id}/jobs/{job_id}/db-
objects

drs:migrationJob
:getDbObjects

-

GET /v5/{project_id}/jobs/{job_id}/db-
objects/collection-status

drs:migrationJob
:getDbObjectCol
lectionStatus

-

GET /v5/{project_id}/jobs/{job_id}/db-
objects/saving-status

drs:migrationJob
:getUpdateObje
ctSavingStatus

-

GET /v5/{project_id}/jobs/{job_id}/db-
position

drs:migrationJob
:checkAction

-

GET /v5/{project_id}/jobs/{job_id}/
dirty-data

drs:migrationJob
:listReplayFaults
Jobs

-

GET /v5/{project_id}/jobs/{job_id}/
health-compare-jobs

drs:compareJob:l
istHealthCompa
reJobs

-

GET /v5/{project_id}/jobs/{job_id}/
increment-components-detail

drs:migrationJob
:getIncreCompo
nentsDetails

-

GET /v5/{project_id}/jobs/{job_id}/
metering

drs:migrationJob
:getJobMetering
Price

-

GET /v5/{project_id}/jobs/{job_id}/
monitor-data

drs:cloudDataGu
ardJob:getDataG
uardMonitor

-
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API Action Dependencies

GET /v5/{project_id}/jobs/{job_id}/
object/support

drs:migrationJob
:getSupportObje
ct

-

GET /v5/{project_id}/jobs/{job_id}/
progress-data/{type}

drs:migrationJob
:getObjectsCom
pareOverviewa

-

GET /v5/{project_id}/jobs/
{resource_type}/{job_id}/tags

drs:configuratio
n:getInstanceTa
g

-

GET /v5/{project_id}/jobs/
{resource_type}/tags

drs:configuratio
n:getProjectTags

-

GET /v5/{project_id}/jobs/template drs:migrationJob
:downloadBatch
CreateTemplate

-

GET /v5/{project_id}/links drs:configuratio
n:listLinks

-

POST /v3/{project_id}/available-zone drs:migrationJob
:listAvailableZon
e

-

POST /v3/{project_id}/jobs drs:migrationJob
:listJobs

-

POST /v3/{project_id}/jobs/{job_id}/
params

drs:configuratio
n:modifyDataba
seParams

-

POST /v3/{project_id}/jobs/{type}/
batch-struct-detail

drs:cloudDataGu
ardJob:listJobInf
o

-

POST /v3/{project_id}/jobs/batch-
connection

drs:migrationJob
:batchTestConne
ction

-

POST /v3/{project_id}/jobs/batch-
creation

drs:migrationJob
:batchCreateJob

-

POST /v3/{project_id}/jobs/batch-
detail

drs:migrationJob
:listJobInfo

-

POST /v3/{project_id}/jobs/batch-get-
params

drs:configuratio
n:listDatabasePa
rams

-

POST /v3/{project_id}/jobs/batch-
pause-task

drs:migrationJob
:batchPauseJob

-
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API Action Dependencies

POST /v3/{project_id}/jobs/batch-
precheck

drs:migrationJob
:batchPreCheckJ
ob

-

POST /v3/{project_id}/jobs/batch-
precheck-result

drs:migrationJob
:listPrecheckRes
ult

-

POST /v3/{project_id}/jobs/batch-
progress

drs:migrationJob
:listProgressInfo

-

POST /v3/{project_id}/jobs/batch-
replace-definer

drs:migrationJob
:batchUpdateDef
inerMigrateSetti
ng

-

POST /v3/{project_id}/jobs/batch-
retry-task

drs:migrationJob
:batchRetryJob

-

POST /v3/{project_id}/jobs/batch-rpo-
and-rto

drs:cloudDataGu
ardJob:listRpoAn
dRto

-

POST /v3/{project_id}/jobs/batch-set-
smn

drs:migrationJob
:batchSetSmn

-

POST /v3/{project_id}/jobs/batch-
starting

drs:migrationJob
:batchStartJob

-

POST /v3/{project_id}/jobs/batch-
status

drs:migrationJob
:listJobStatus

-

POST /v3/{project_id}/jobs/batch-
struct-process

drs:cloudDataGu
ardJob:listStruct
Process

-

POST /v3/{project_id}/jobs/batch-
switchover

drs:cloudDataGu
ardJob:batchSwi
tchover

-

POST /v3/{project_id}/jobs/batch-sync-
policy

drs:migrationJob
:setBatchSyncPol
icy

-

POST /v3/{project_id}/jobs/batch-
transformation

drs:migrationJob
:batchSetTransfo
rmation

-

POST /v3/{project_id}/jobs/cluster/
batch-connection

drs:migrationJob
:batchTestCluste
rConnection

-

POST /v3/{project_id}/jobs/create-
compare-task

drs:compareJob:
createJob

-
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API Action Dependencies

POST /v3/{project_id}/jobs/disaster-
recovery-monitoring-data

drs:cloudDataGu
ardJob:getMonit
oringData

-

POST /v3/{project_id}/jobs/query-
compare-result

drs:compareJob:
getCompareRes
ult

-

POST /v5.1/{project_id}/jobs/
{job_id}/db-objects/collect

drs:migrationJob
:getDbObjectsCo
llectAsync

-

POST /v5/{project_id}/{resource_type}/
{resource_id}/tags/create

drs:configuratio
n:addTag

-

POST /v5/{project_id}/{resource_type}/
{resource_id}/tags/delete

drs:configuratio
n:deleteTag

-

POST /v5/{project_id}/{resource_type}/
resource-instances/count

drs:configuratio
n:listResourcesB
yTag

-

POST /v5/{project_id}/{resource_type}/
resource-instances/filter

drs:configuratio
n:listResourcesB
yTag

-

POST /v5/{project_id}/batch-async-
jobs/{async_job_id}/commit

drs:migrationJob
:asyncBatchCrea
teJobByAsyncId

-

POST /v5/{project_id}/jdbc-driver drs::uploadDrive
r

-

POST /v5/{project_id}/job/{job_id}/
columns/collect

drs:configuratio
n:getColumnInfo

-

POST /v5/{project_id}/job/{job_id}/
data-filtering/check

drs:configuratio
n:checkDataTran
sformationInfo

-

POST /v5/{project_id}/jobs drs:migrationJob
:createJobs

-

POST /v5/{project_id}/jobs/{job_id}/
action

drs:migrationJob
:operateJobByJo
bId

-

POST /v5/{project_id}/jobs/{job_id}/
collect-db-position

drs:migrationJob
:checkAction

-

POST /v5/{project_id}/jobs/
{job_id}/db-object/template

drs:migrationJob
:uploadDbObjec
tTemplate

-
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API Action Dependencies

POST /v5/{project_id}/jobs/
{job_id}/db-objects/collect

drs:migrationJob
:getDbObjectsCo
llectAsync

-

POST /v5/{project_id}/jobs/{job_id}/
object-mappings

drs:migrationJob
:getUserSelected
ObjectInfo

-

POST /v5/{project_id}/jobs/{job_id}/
operation-statistics/export

drs:migrationJob
:getOperationInf
o

-

POST /v5/{project_id}/jobs/{job_id}/
stop

drs:migrationJob
:deleteJob

-

POST /v5/{project_id}/jobs/
{resource_type}/{job_id}/tags/action

drs:configuratio
n:batchReplaceT
ags

-

POST /v5/{project_id}/jobs/action drs:migrationJob
:batchOperateJo
b

-

POST /v5/{project_id}/jobs/batch-
async-create

drs:migrationJob
:asyncBatchSave
Job

-

POST /v5/{project_id}/jobs/batch-stop drs:migrationJob
:deleteJob

-

POST /v5/{project_id}/jobs/clone drs:migrationJob
:cloneJobs

-

POST /v5/{project_id}/jobs/name-
validation

drs:migrationJob
:checkAction

-

POST /v5/{project_id}/jobs/template drs:migrationJob
:importBatchCre
ateJobs

-

PUT /v3/{project_id}/job/{job_id}/
tuning-params/modify-params

drs:migrationJob
:updateTuningP
arams

-

PUT /v3/{project_id}/jobs/batch-limit-
speed

drs:migrationJob
:batchSetSpeedL
imit

-

PUT /v3/{project_id}/jobs/batch-
modification

drs:migrationJob
:batchUpdateJob
Info

-

PUT /v3/{project_id}/jobs/batch-
modify-pwd

drs:migrationJob
:changeSrcOrTar
getPwd

-
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API Action Dependencies

PUT /v3/{project_id}/jobs/batch-select-
objects

drs:migrationJob
:selectDatabase
Object

-

PUT /v3/{project_id}/jobs/batch-
update-user

drs:migrationJob
:batchUpdateUs
erMigrate

-

PUT /v5/{project_id}/batch-async-jobs/
{async_job_id}

drs:migrationJob
:asyncBatchUpd
ateJobByAsyncId

-

PUT /v5/{project_id}/jobs/{job_id} drs:migrationJob
:updateJobInfo

-

PUT /v5/{project_id}/jobs/{job_id}/
data-processing-rules

drs:configuratio
n:addDataTransf
ormationInfo

-

PUT /v5/{project_id}/jobs/{job_id}/
modify-configuration

drs:configuratio
n:modifyConfigI
nfo

-

PUT /v5/{project_id}/jobs/{job_id}/
start-position

drs:migrationJob
:modifyIncreStar
tPosition

-

PUT /v5/{project_id}/jobs/{job_id}/
update-jdbc-driver

drs:migrationJob
:syncDriver

-

 

Resources
A resource type indicates the resources that an SCP applies to. If you specify a
resource type for any action in Table 5-123, the resource URN must be specified in
the SCP statements using that action, and the SCP applies only to resources of this
type. If no resource type is specified, the Resource element is marked with an
asterisk (*) and the SCP applies to all resources. You can also set condition keys in
an SCP to define resource types.

The following table lists the resource types that you can define in SCP statements
for DRS.

Table 5-123 Resource types supported by DRS

Resource Type URN

job drs:<region>:<account-id>:job:<job-id>
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Conditions
DRS does not support service-specific condition keys in SCPs. It can only use global
condition keys applicable to all services. For details, see Global Condition Keys.

5.10.7.5 TaurusDB
The Organizations service provides Service Control Policies (SCPs) to set access
control policies.

SCPs do not actually grant any permissions to a principal. They only set the
permissions boundary for the principal. When SCPs are attached to a member
account or an organizational unit (OU), they do not directly grant permissions to
that member account or OU. Instead, the SCPs just determine what permissions
are available for that member account or the member accounts under that OU.

This section describes the elements used by Organizations SCPs. The elements
include actions, resources, and conditions.

For details about how to use these elements to create a custom SCP, see Creating
an SCP.

Actions
Actions are specific operations that are allowed or denied in an SCP.

● The Access Level column describes how the action is classified (List, Read, or
Write). This classification helps you understand the level of access that an
action grants when you use it in an SCP.

● The Resource Type column indicates whether the action supports resource-
level permissions.
– You can use a wildcard (*) to indicate all resource types. If this column is

empty (-), the action does not support resource-level permissions and
you must specify all resources ("*") in your identity policy statements.

– If this column includes a resource type, you must specify the URN in the
Resource element of your statements.

– Required resources are marked with asterisks (*) in the table. If you
specify a resource in a statement using this action, then it must be of this
type.

For details about the resource type defined by TaurusDB, see Resources.
● The Condition Key column contains keys that you can specify in the

Condition element of an identity policy statement.
– If the Resource Type column has values for an action, the condition key

takes effect only for the listed resource types.
– If the Resource Type column is empty (-) for an action, the condition key

takes effect for all resources that action supports.
– If the Condition Key column is empty (-) for an action, the action does

not support any condition keys.
For details about the condition keys defined by TaurusDB, see Conditions.

The following table lists the actions that you can define in SCP statements for
TaurusDB.
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Table 5-124 Actions supported by TaurusDB

Action Description Access
Level

Resour
ce Type
(*:
require
d)

Condition Key

gaussdbformysql:
backup:modifyPoli
cy

Grants permission
to configure an
automated
backup policy.

Permiss
ions
manage
ment

- -

gaussdbformysql:
param:delete

Grants permission
to delete a
parameter
template.

Permiss
ions
manage
ment

- -

gaussdbformysql:i
nstance:switchove
r

Grants permission
to promote a read
replica to primary.

Permiss
ions
manage
ment

instanc
e *

g:EnterpriseProjec
tId

gaussdbformysql:
auditlog:list

Grants permission
to query audit
logs.

List instanc
e *

g:EnterpriseProjec
tId

gaussdbformysql:
backup:create

Grants permission
to create a
manual backup.

Write - -

gaussdbformysql:
backup:delete

Grants permission
to delete a
backup.

Write - -

gaussdbformysql:
backup:getRestore
Time

Grants permission
to query the
restoration time
range.

Read instanc
e *

g:EnterpriseProjec
tId

gaussdbformysql:
backup:list

Grants permission
to query backups.

List - -

gaussdbformysql:
backup:listPolicy

Grants permission
to query backup
policies.

List instanc
e *

g:EnterpriseProjec
tId

gaussdbformysql:
database:create

Grants permission
to create a
database.

Write instanc
e *

g:EnterpriseProjec
tId

gaussdbformysql:
database:delete

Grants permission
to delete a
database.

Write instanc
e *

g:EnterpriseProjec
tId
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Action Description Access
Level

Resour
ce Type
(*:
require
d)

Condition Key

gaussdbformysql:
database:list

Grants permission
to query
databases.

List instanc
e *

g:EnterpriseProjec
tId

gaussdbformysql:
database:modify

Grants permission
to modify
database
information.

Permiss
ions
manage
ment

instanc
e *

g:EnterpriseProjec
tId

gaussdbformysql:i
nstance:getSecon
dLevelMonitoring-
Config

Grants permission
to query the
configuration of
Monitoring by
Seconds.

Read instanc
e *

g:EnterpriseProjec
tId

gaussdbformysql:i
nstance:addRead
OnlyNodes

Grants permission
to add read
replicas.

Write instanc
e *

g:EnterpriseProjec
tId

gaussdbformysql:i
nstance:create

Grants permission
to create a DB
instance.

Write - g:EnterpriseProjec
tId

gaussdbformysql:i
nstance:delete

Grants permission
to delete a DB
instance.

Write instanc
e *

g:EnterpriseProjec
tId

gaussdbformysql:i
nstance:deleteSql
FilterRules

Grants permission
to delete
concurrency
control rules of
SQL statements.

Write instanc
e *

g:EnterpriseProjec
tId

gaussdbformysql:i
nstance:get

Grants permission
to obtain the
details about a
DB instance.

Read instanc
e *

g:EnterpriseProjec
tId

gaussdbformysql:i
nstance:getDcc

Grants permission
to query the
details about a
dedicated
resource pool.

Read - -

gaussdbformysql:i
nstance:getSqlFilt
erRule

Grants permission
to query
concurrency
control rules of
SQL statements.

Read instanc
e *

g:EnterpriseProjec
tId
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Action Description Access
Level

Resour
ce Type
(*:
require
d)

Condition Key

gaussdbformysql:i
nstance:getSqlFilt
erStatus

Grants permission
to query whether
SQL Statement
Concurrency
Control is
enabled.

Read instanc
e *

g:EnterpriseProjec
tId

gaussdbformysql:i
nstance:list

Grants permission
to query DB
instances.

List - -

gaussdbformysql:
proxy:list

Grants permission
to query proxy
instances.

List instanc
e *

g:EnterpriseProjec
tId

gaussdbformysql:
proxy:listSpec

Grants permission
to query proxy
instance
specifications.

List - -

gaussdbformysql:i
nstance:listDcc

Grants permission
to query
dedicated
resources.

List - -

gaussdbformysql:i
nstance:listEngine

Grants permission
to query the DB
engine
information.

List - -

gaussdbformysql:i
nstance:listSpec

Grants permission
to query
specifications.

List - -

gaussdbformysql:
auditlog:operate

Grants permission
to enable or
disable SQL
Explorer.

Permiss
ions
manage
ment

instanc
e *

g:EnterpriseProjec
tId

gaussdbformysql:i
nstance:bindPublic
Ip

Grants permission
to bind an EIP.

Write instanc
e *

g:EnterpriseProjec
tId

gaussdbformysql:i
nstance:deleteRea
dOnlyNodes

Grants permission
to delete a read
replica.

Write instanc
e *

g:EnterpriseProjec
tId
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Action Description Access
Level

Resour
ce Type
(*:
require
d)

Condition Key

gaussdbformysql:i
nstance:modifyVip

Grants permission
to change private
IP address.

Write instanc
e *

g:EnterpriseProjec
tId

gaussdbformysql:i
nstance:modifyMa
intenanceWindow

Grants permission
to change a
maintenance
window of a DB
instance.

Write instanc
e *

g:EnterpriseProjec
tId

gaussdbformysql:i
nstance:modifySec
ondLevelMonitor-
Policy

Grants permission
to change the
collection period
of Monitoring by
Seconds.

Write instanc
e *

g:EnterpriseProjec
tId

gaussdbformysql:i
nstance:modifyPa
ssword

Grants permission
to change the
password of a DB
instance.

Write instanc
e *

g:EnterpriseProjec
tId

gaussdbformysql:i
nstance:modifyPor
t

Grants permission
to change a DB
instance port.

Write instanc
e *

g:EnterpriseProjec
tId

gaussdbformysql:i
nstance:modifySec
urityGroup

Grants permission
to change a
security group.

Write instanc
e *

g:EnterpriseProjec
tId

gaussdbformysql:i
nstance:modifySS
L

Grants permission
to enable or
disable SSL.

Permiss
ions
manage
ment

instanc
e *

g:EnterpriseProjec
tId

gaussdbformysql:i
nstance:modifySto
rageSize

Grants permission
to scale down
storage of a DB
instance.

Permiss
ions
manage
ment

instanc
e *

g:EnterpriseProjec
tId

gaussdbformysql:i
nstance:rename

Grants permission
to change a DB
instance name.

Write instanc
e *

g:EnterpriseProjec
tId

gaussdbformysql:i
nstance:unbindPu
blicIp

Grants permission
to unbind an EIP.

Write instanc
e *

g:EnterpriseProjec
tId
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Action Description Access
Level

Resour
ce Type
(*:
require
d)

Condition Key

gaussdbformysql:i
nstance:upgrade

Grants permission
to upgrade the
kernel version of
a DB instance.

Permiss
ions
manage
ment

instanc
e *

g:EnterpriseProjec
tId

gaussdbformysql:
user:create

Grants permission
to create a
database account.

Write instanc
e *

g:EnterpriseProjec
tId

gaussdbformysql:
proxy:addNodes

Grants permission
to add proxy
nodes.

Write instanc
e *

g:EnterpriseProjec
tId

gaussdbformysql:
proxy:create

Grants permission
to create a proxy
instance.

Write instanc
e *

g:EnterpriseProjec
tId

gaussdbformysql:
proxy:delete

Grants permission
to delete a proxy
instance.

Write instanc
e *

g:EnterpriseProjec
tId

gaussdbformysql:
proxy:modifySpec

Grants permission
to change
specifications of a
proxy instance.

Permiss
ions
manage
ment

instanc
e *

g:EnterpriseProjec
tId

gaussdbformysql:
proxy:modifyWeig
ht

Grants permission
to change read
weights of nodes
for a proxy
instance.

Write instanc
e *

g:EnterpriseProjec
tId

gaussdbformysql:i
nstance:modifySp
ec

Grants permission
to change
instance
specifications.

Permiss
ions
manage
ment

instanc
e *

g:EnterpriseProjec
tId

gaussdbformysql:i
nstance:restart

Grants permission
to reboot a DB
instance.

Permiss
ions
manage
ment

instanc
e *

g:EnterpriseProjec
tId

gaussdbformysql:i
nstance:restoreInP
lace

Grants permission
to restore data to
an existing
instance.

Permiss
ions
manage
ment

- -
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Action Description Access
Level

Resour
ce Type
(*:
require
d)

Condition Key

gaussdbformysql:i
nstance:setSqlFilte
rRules

Grants permission
to configure
concurrency
control rules of
SQL statements.

Write instanc
e *

g:EnterpriseProjec
tId

gaussdbformysql:i
nstance:setSqlFilte
rStatus

Grants permission
to enable or
disable SQL
statement
concurrency
control.

Permiss
ions
manage
ment

instanc
e *

g:EnterpriseProjec
tId

gaussdbformysql:i
nstance:tableRest
ore

Grants permission
to restore tables
to a point in time.

Permiss
ions
manage
ment

instanc
e *

g:EnterpriseProjec
tId

gaussdbformysql:t
ag:deal

Grants permission
to add or delete
resource tags.

Write instanc
e *

g:EnterpriseProjec
tId

gaussdbformysql:l
og:getErrorLogs

Grants permission
to query error
logs.

Read instanc
e *

g:EnterpriseProjec
tId

gaussdbformysql:l
og:getSlowLogs

Grants permission
to query slow
query logs.

Read instanc
e *

g:EnterpriseProjec
tId

gaussdbformysql:
param:apply

Grants permission
to apply a
parameter
template.

Permiss
ions
manage
ment

- -

gaussdbformysql:
param:create

Grants permission
to create a
parameter
template.

Write - -

gaussdbformysql:
param:get

Grants permission
to obtain details
about a
parameter
template.

Read - -
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Action Description Access
Level

Resour
ce Type
(*:
require
d)

Condition Key

gaussdbformysql:
param:list

Grants permission
to query
parameter
templates.

List - -

gaussdbformysql:
param:update

Grants permission
to modify
parameters in a
parameter
template.

Write - -

gaussdbformysql:
proxy:modifyConsi
stency

Grants permission
to change session
consistency of a
proxy instance.

Permiss
ions
manage
ment

instanc
e *

g:EnterpriseProjec
tId

gaussdbformysql:
proxy:modifyTrans
actionSplit

Grants permission
to enable or
disable
transaction
splitting of a
proxy instance.

Permiss
ions
manage
ment

instanc
e *

g:EnterpriseProjec
tId

gaussdbformysql:
quota:list

Grants permission
to query quotas.

Read - -

gaussdbformysql:
quota:modify

Grants permission
to modify quotas.

Write - -

gaussdbformysql:t
ag:list

Grants permission
to query tags.

List - -

gaussdbformysql:t
ask:delete

Grants permission
to delete a task
record.

Write - -

gaussdbformysql:t
ask:list

Grants permission
to obtain tasks.

List - -

gaussdbformysql:
user:delete

Grants permission
to delete a
database user.

Write instanc
e *

g:EnterpriseProjec
tId

gaussdbformysql:
user:grantPrivilege

Grants permission
to change
permissions of a
database user.

Write instanc
e *

g:EnterpriseProjec
tId
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Action Description Access
Level

Resour
ce Type
(*:
require
d)

Condition Key

gaussdbformysql:
user:list

Grants permission
to query database
users.

List instanc
e *

g:EnterpriseProjec
tId

gaussdbformysql:
user:modify

Grants permission
to query remarks
of a database
user.

Write instanc
e *

g:EnterpriseProjec
tId

gaussdbformysql:
user:revokePrivile
ge

Grants permission
to delete
permissions of a
database user.

Write instanc
e *

g:EnterpriseProjec
tId

gaussdbformysql:
user:updatePassW
ord

Grants permission
to change
password of a
database user.

Write instanc
e *

g:EnterpriseProjec
tId

gaussdbformysql:
proxy:switchConn
ectionPoolType

Grants permission
to change the
connection pool
type of a proxy
instance.

Permiss
ions
manage
ment

instanc
e *

g:EnterpriseProjec
tId

 

Each API of TaurusDB usually supports one or more actions. Table 5-125 lists the
supported actions and dependencies.

Table 5-125 Actions and dependencies supported by TaurusDB APIs

API Action Dependencies

GET /v3/
{project_id}/
datastores/
{database_name}

gaussdbformysql:instance:li
stEngine

-

GET /v3/
{project_id}/flavors/
{database_name}

gaussdbformysql:instance:li
stSpec

-

POST /v3/
{project_id}/
instances

gaussdbformysql:instance:c
reate

-

Organizations
User Guide 5 Managing SCPs

Issue 01 (2025-02-25) Copyright © Huawei Cloud Computing Technologies Co., Ltd. 597



API Action Dependencies

GET /v3.1/
{project_id}/
instances

gaussdbformysql:instance:li
st

-

POST /v3/
{project_id}/
instances/
{instance_id}/restart

gaussdbformysql:instance:r
estart

-

DELETE /v3/
{project_id}/
instances/
{instance_id}

gaussdbformysql:instance:d
elete

-

GET /v3.1/
{project_id}/
instances/
{instance_id}

gaussdbformysql:instance:g
et

-

GET /v3.1/
{project_id}/
instances/details

gaussdbformysql:instance:g
et

-

POST /v3/
{project_id}/
instances/
{instance_id}/
nodes/enlarge

gaussdbformysql:instance:a
ddReadOnlyNodes

-

DELETE /v3/
{project_id}/
instances/
{instance_id}/
nodes/{node_id}

gaussdbformysql:instance:d
eleteReadOnlyNodes

-

POST /v3/
{project_id}/
instances/
{instance_id}/
volume/extend

gaussdbformysql:instance:
modifyStorageSize

-

PUT /v3/
{project_id}/
instances/
{instance_id}/
backups/policy/
update

gaussdbformysql:backup:m
odifyPolicy

-

PUT /v3/
{project_id}/
instances/
{instance_id}/name

gaussdbformysql:instance:r
ename

-
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API Action Dependencies

POST /v3/
{project_id}/
instances/
{instance_id}/
password

gaussdbformysql:instance:
modifyPassword

-

POST /v3/
{project_id}/
instances/
{instance_id}/action

gaussdbformysql:instance:
modifySpec

-

GET /v3/
{project_id}/
dedicated-resources

gaussdbformysql:instance:li
stDcc

-

GET /v3/
{project_id}/
dedicated-resource/
{dedicated_resource
_id}

gaussdbformysql:instance:g
etDcc

-

POST /v3/
{project_id}/
instances/
{instance_id}/proxy

gaussdbformysql:proxy:crea
te

-

DELETE /v3/
{project_id}/
instances/
{instance_id}/proxy

gaussdbformysql:proxy:dele
te

-

GET /v3/
{project_id}/
instances/
{instance_id}/
proxies

gaussdbformysql:proxy:list -

GET /v3/
{project_id}/
instances/
{instance_id}/proxy/
flavors

gaussdbformysql:proxy:listS
pec

-

POST /v3/
{project_id}/
instances/
{instance_id}/proxy/
enlarge

gaussdbformysql:proxy:add
Nodes

-
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API Action Dependencies

PUT /v3/
{project_id}/
instances/
{instance_id}/proxy/
{proxy_id}/flavor

gaussdbformysql:proxy:mod
ifySpec

-

PUT /v3/
{project_id}/
instances/
{instance_id}/proxy/
{proxy_id}/weight

gaussdbformysql:proxy:mod
ifyWeight

-

POST /v3/
{project_id}/
instances/
{instance_id}/proxy/
transaction-split

gaussdbformysql:proxy:mod
ifyTransactionSplit

-

POST /v3.1/
{project_id}/
instances/
{instance_id}/error-
logs

gaussdbformysql:log:getErr
orLogs

-

POST /v3.1/
{project_id}/
instances/
{instance_id}/slow-
logs

gaussdbformysql:log:getSlo
wLogs

-

GET /v3/
{project_id}/project-
quotas

gaussdbformysql:quota:list -

GET /v3/
{project_id}/quotas

gaussdbformysql:quota:list -

POST /v3/
{project_id}/quotas

gaussdbformysql:quota:mo
dify

-

PUT /v3/
{project_id}/quotas

gaussdbformysql:quota:mo
dify

-

POST /v3/
{project_id}/
backups/create

gaussdbformysql:backup:cr
eate

-

GET /v3/
{project_id}/backups

gaussdbformysql:backup:lis
t

-
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API Action Dependencies

GET /v3/
{project_id}/
instances/
{instance_id}/
backups/policy

gaussdbformysql:backup:lis
tPolicy

-

GET /v3/
{project_id}/
configurations

gaussdbformysql:param:list -

POST /v3/
{project_id}/
configurations

gaussdbformysql:param:cre
ate

-

DELETE /v3/
{project_id}/
configurations/
{configuration_id}

gaussdbformysql:param:del
ete

-

GET /v3/
{project_id}/
configurations/
{configuration_id}

gaussdbformysql:param:get -

PUT /v3/
{project_id}/
configurations/
{configuration_id}

gaussdbformysql:param:up
date

-

PUT /v3/
{project_id}/
configurations/
{configuration_id}/
apply

gaussdbformysql:param:ap
ply

-

GET /v3/
{project_id}/
instances/
{instance_id}/tags

gaussdbformysql:tag:list -

GET /v3/
{project_id}/tags

gaussdbformysql:tag:list -

POST /v3/
{project_id}/
instances/
{instance_id}/tags/
action

gaussdbformysql:tag:deal -
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API Action Dependencies

PUT /v3/
{project_id}/
instances/
{instance_id}/
monitor-policy

gaussdbformysql:instance:
modifySecondLevelMoni-
torPolicy

-

GET /v3/
{project_id}/
instances/
{instance_id}/
monitor-policy

gaussdbformysql:instance:g
etSecondLevelMonitoring-
Config

-

POST /v3/
{project_id}/
instances/
{instance_id}/
nodes/{node_id}/
restart

gaussdbformysql:instance:r
estart

-

POST /v3/
{project_id}/
instance/
{instance_id}/audit-
log/switch

gaussdbformysql:auditlog:o
perate

-

GET /v3/
{project_id}/
instance/
{instance_id}/audit-
log/switch-status

gaussdbformysql:auditlog:li
st

-

GET /v3/
{project_id}/jobs

gaussdbformysql:task:list -

POST /v3/
{project_id}/
instances/
{instance_id}/db-
users

gaussdbformysql:user:creat
e

-

GET /v3/
{project_id}/
instances/
{instance_id}/db-
users

gaussdbformysql:user:list -

DELETE /v3/
{project_id}/
instances/
{instance_id}/db-
users

gaussdbformysql:user:delet
e

-
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API Action Dependencies

PUT /v3/
{project_id}/
instances/
{instance_id}/db-
users/comment

gaussdbformysql:user:modif
y

-

PUT /v3/
{project_id}/
instances/
{instance_id}/db-
users/password

gaussdbformysql:user:updat
ePassWord

-

POST /v3/
{project_id}/
instances/
{instance_id}/db-
users/privilege

gaussdbformysql:user:grant
Privilege

-

DELETE /v3/
{project_id}/
instances/
{instance_id}/db-
users/privilege

gaussdbformysql:user:revok
ePrivilege

-

GET /v3/
{project_id}/
instances/
{instance_id}/
databases/charsets

gaussdbformysql:database:l
ist

-

POST /v3/
{project_id}/
instances/
{instance_id}/
databases

gaussdbformysql:database:
create

-

GET /v3/
{project_id}/
instances/
{instance_id}/
databases

gaussdbformysql:database:l
ist

-

DELETE /v3/
{project_id}/
instances/
{instance_id}/
databases

gaussdbformysql:database:
delete

-

PUT /v3/
{project_id}/
instances/
{instance_id}/
databases/comment

gaussdbformysql:database:
modify

-
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API Action Dependencies

POST /v3/
{project_id}/
instances/
{instance_id}/sql-
filter/switch

gaussdbformysql:instance:s
etSqlFilterStatus

-

GET /v3/
{project_id}/
instances/
{instance_id}/sql-
filter/switch

gaussdbformysql:instance:g
etSqlFilterStatus

-

PUT /v3/
{project_id}/
instances/
{instance_id}/sql-
filter/rules

gaussdbformysql:instance:s
etSqlFilterRules

-

GET /v3/
{project_id}/
instances/
{instance_id}/sql-
filter/rules

gaussdbformysql:instance:g
etSqlFilterRule

-

DELETE /v3/
{project_id}/
instances/
{instance_id}/sql-
filter/rules

gaussdbformysql:instance:d
eleteSqlFilterRules

-

PUT /v3/
{project_id}/
instances/
{instance_id}/proxy/
{proxy_id}/session-
consistence

gaussdbformysql:proxy:mod
ifyConsistency

-

GET /v3/
{project_id}/
immediate-jobs

gaussdbformysql:task:list -

GET /v3/
{project_id}/
scheduled-jobs

gaussdbformysql:task:list -

DELETE /v3/
{project_id}/
scheduled-jobs

gaussdbformysql:task:delet
e

-

DELETE /v3/
{project_id}/jobs/
{job_id}

gaussdbformysql:task:delet
e

-
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API Action Dependencies

POST /v3/
{project_id}/
instances/
{instance_id}/db-
upgrade

gaussdbformysql:instance:u
pgrade

-

PUT /v3/
{project_id}/
instances/
{instance_id}/ssl-
option

gaussdbformysql:instance:
modifySSL

-

PUT /v3/
{project_id}/
instances/
{instance_id}/
public-ips/bind

gaussdbformysql:instance:bi
ndPublicIp

-

PUT /v3/
{project_id}/
instances/
{instance_id}/
public-ips/unbind

gaussdbformysql:instance:u
nbindPublicIp

-

PUT /v3/
{project_id}/
instances/
{instance_id}/
switchover

gaussdbformysql:instance:s
witchover

-

PUT /v3/
{project_id}/
instances/
{instance_id}/ops-
window

gaussdbformysql:instance:
modifyMaintenanceWind-
ow

-

PUT /v3/
{project_id}/
instances/
{instance_id}/
security-group

gaussdbformysql:instance:
modifySecurityGroup

-

PUT /v3/
{project_id}/
instances/
{instance_id}/
internal-ip

gaussdbformysql:instance:
modifyVip

-

PUT /v3/
{project_id}/
instances/
{instance_id}/port

gaussdbformysql:instance:
modifyPort

-
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API Action Dependencies

PUT /v3/
{project_id}/
instances/
{instance_id}/alias

gaussdbformysql:instance:r
ename

-

DELETE /v3/
{project_id}/
backups/
{backup_id}

gaussdbformysql:backup:de
lete

-

POST /v3.1/
{project_id}/
instances/
{instance_id}/
restore/tables

gaussdbformysql:instance:t
ableRestore

-

POST /v3/
{project_id}/
instances/restore

gaussdbformysql:instance:r
estoreInPlace

-

GET /v3/
{project_id}/
instances/
{instance_id}/
restore-time

gaussdbformysql:backup:ge
tRestoreTime

-

PUT /v3/
{project_id}/
instances/
{instance_id}/proxy/
{proxy_id}/
connection-pool-
type

gaussdbformysql:proxy:swit
chConnectionPoolType

-

 

Resources
A resource type indicates the resources that an SCP applies to. If you specify a
resource type for any action in Table 5-126, the resource URN must be specified in
the SCP statements using that action, and the SCP applies only to resources of this
type. If no resource type is specified, the Resource element is marked with an
asterisk (*) and the SCP applies to all resources. You can also set condition keys in
an SCP to define resource types.

The following table lists the resource type that you can define in identity policy
statements for TaurusDB.
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Table 5-126 Resource type supported by TaurusDB

Resource Type URN

Instance gaussdbformysql:<region>:<account-
id>:instance:<instance-id>

 

Conditions
TaurusDB does not support service-specific condition keys in SCPs. It can only use
global condition keys applicable to all services. For details, see Global Condition
Keys.

5.10.8 Security & Compliance

5.10.8.1 Advanced Anti-DDoS (AAD)

5.10.8.1.1 Cloud Native Anti-DDoS Basic (Anti-DDoS)

The Service Control Policies (SCPs) in the Organizations service can use these
authorization elements to set access control policies.

SCPs do not actually grant any permissions to a principal. They only set the
permission boundary for the principal. When SCPs are attached to a member
account or an organizational unit (OU), they do not directly grant permissions to
that member account or OU. Instead, the SCPs just determine what permissions
are available for that member account or the member accounts under that OU.

This section describes the elements used by Organizations SCPs. The elements
include actions, resources, and conditions.

For details about how to use these elements to create a custom SCP, see Creating
an SCP.

Actions
Actions are specific operations that are allowed or denied in an SCP.

● The Access Level column describes how the action is classified (List, Read, or
Write). This classification helps you understand the level of access that an
action grants when you use it in a policy.

● The Resource Type column indicates whether the action supports resource-
level permissions.
– You can use a wildcard (*) to indicate all resource types. If this column is

empty (-), the action does not support resource-level permissions and
you must specify all resources ("*") in your SCP policy statements.

– If this column includes a resource type, you must specify a URN for the
Resource element in your identity policy statements.

– Required resources are marked with asterisks (*) in the table.
For details about resource types defined by Anti-DDoS, see Resources.
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● The Condition Key column includes keys that you can specify in the
Condition element of a SCP policy statement.
– If the Resource Type column has values for an action, the condition key

only takes effect only for the listed resource types.
– If the Resource Type column is empty (-) for an action, the condition key

takes effect for all resources that action supports.
– If the Condition Key column is empty (-) for an action, the action does

not support any condition keys.
For details about condition keys defined by Anti-DDoS, see Conditions.

The following table lists the actions that you can define in SCP statements for
Anti-DDoS.

Table 5-127 Actions supported by Anti-DDoS

Action Description Access
Level

Resour
ce Type
(*:
Require
d)

Condition Key

anti-ddos:task:list Grant permission
to query Anti-
DDoS tasks.

list - -

anti-
ddos:quota:list

Grant permission
to query quotas.

list - -

anti-
ddos:optionalDefe
nsePolicy:list

Grant permission
to query Anti-
DDoS protection
specifications.

list - -

anti-
ddos:logConfig:up
date

Grant permission
to update LTS
configurations.

write - -

anti-
ddos:logConfig:ge
t

Grant permission
to query LTS
configurations.

read - -

anti-
ddos:ip:updateDef
ensePolicy

Grant permission
to update Anti-
DDoS.

write ip * ● g:ResourceTag/
<tag-key>

● g:EnterprisePro
jectId

anti-
ddos:ip:untagReso
urce

Grant permission
to delete tags in
batches.

write ip * ● g:ResourceTag/
<tag-key>

● g:EnterprisePro
jectId

Organizations
User Guide 5 Managing SCPs

Issue 01 (2025-02-25) Copyright © Huawei Cloud Computing Technologies Co., Ltd. 608



Action Description Access
Level

Resour
ce Type
(*:
Require
d)

Condition Key

anti-
ddos:ip:tagResour
ce

Grant permission
to add tags in
batches.

write ip * ● g:ResourceTag/
<tag-key>

● g:EnterprisePro
jectId

anti-
ddos:ip:listTagsFor
Resource

Grant permission
to query resource
tags.

list ip * -

anti-
ddos:ip:listDefense
Statuses

Grant permission
to query EIP
protection
statuses.

list ip * -

anti-
ddos:ip:getWeekly
Report

Grant permission
to query weekly
protection
statistics.

read ip * ● g:ResourceTag/
<tag-key>

● g:EnterprisePro
jectId

anti-
ddos:ip:getDefens
eStatus

Grant permission
to query the
protection status
of an EIP.

read ip * ● g:ResourceTag/
<tag-key>

● g:EnterprisePro
jectId

anti-
ddos:ip:getDefens
ePolicy

Grant permission
to query Anti-
DDoS.

read ip * ● g:ResourceTag/
<tag-key>

● g:EnterprisePro
jectId

anti-
ddos:ip:getDailyTr
afficReport

Grant permission
to query
protected traffic
of an EIP.

read ip * ● g:ResourceTag/
<tag-key>

● g:EnterprisePro
jectId

anti-
ddos:ip:getDailyEv
entReport

Grant permission
to query
abnormal events
of an EIP.

read ip * ● g:ResourceTag/
<tag-key>

● g:EnterprisePro
jectId

anti-
ddos:ip:enableDef
ensePolicy

Grant permission
to enable Anti-
DDoS.

write ip * ● g:ResourceTag/
<tag-key>

● g:EnterprisePro
jectId
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Action Description Access
Level

Resour
ce Type
(*:
Require
d)

Condition Key

anti-
ddos:defaultDefen
sePolicy:get

Grant permission
to query default
Anti-DDoS
protection
policies.

read - -

anti-
ddos:defaultDefen
sePolicy:delete

Grant permission
to delete default
Anti-DDoS
protection
policies.

write - -

anti-
ddos:defaultDefen
sePolicy:create

Grant permission
to configure
default Anti-DDoS
protection
policies.

write - -

anti-
ddos:alertConfig:u
pdate

Grant permission
to update alarm
configurations.

write - -

anti-
ddos:alertConfig:g
et

Grant permission
to query alarm
configurations.

read - -

 

An Anti-DDoS API usually corresponds to one or more actions. Table 5-128 lists
the supported actions and dependencies.

Table 5-128 Actions and dependencies supported by Anti-DDoS APIs

API Action Dependency

GET /v1/
{project_id}/query-
task-status

anti-ddos:task:list -

GET /v1/
{project_id}/
antiddos/quotas

anti-ddos:quota:list -

GET /v1/
{project_id}/
antiddos/query-
config-list

anti-ddos:optionalDefense-
Policy:list

-

Organizations
User Guide 5 Managing SCPs

Issue 01 (2025-02-25) Copyright © Huawei Cloud Computing Technologies Co., Ltd. 610



API Action Dependency

PUT /v1/
{project_id}/
antiddos/lts-config

anti-ddos:logConfig:update -

GET /v1/
{project_id}/
antiddos/lts-config

anti-ddos:logConfig:get -

PUT /v1/
{project_id}/
antiddos/
{floating_ip_id}

anti-
ddos:ip:updateDefensePoli-
cy

-

DELETE /v1/
{project_id}/
antiddos-ip/
{resource_id}/tags/
delete

anti-ddos:ip:untagResource -

POST /v1/
{project_id}/
antiddos-ip/
{resource_id}/tags/
create

anti-ddos:ip:tagResource -

GET /v1/
{project_id}/
antiddos-ip/
{resource_id}/tags

anti-
ddos:ip:listTagsForResource

-

GET /v1/
{project_id}/
antiddos-ip/tags

anti-
ddos:ip:listTagsForResource

-

GET /v1/
{project_id}/
antiddos

anti-
ddos:ip:listDefenseStatuses

-

POST /v1/
{project_id}/
antiddos-ip/
resource-instances/
count

anti-
ddos:ip:listDefenseStatuses

-

POST /v1/
{project_id}/
antiddos-ip/
resource-instances/
filter

anti-
ddos:ip:listDefenseStatuses

-

GET /v1/
{project_id}/
antiddos/weekly

anti-
ddos:ip:getWeeklyReport

-

Organizations
User Guide 5 Managing SCPs

Issue 01 (2025-02-25) Copyright © Huawei Cloud Computing Technologies Co., Ltd. 611



API Action Dependency

GET /v1/
{project_id}/
antiddos/weekly-
export

anti-
ddos:ip:getWeeklyReport

-

GET /v1/
{project_id}/
antiddos/
{floating_ip_id}/
status

anti-
ddos:ip:getDefenseStatus

-

GET /v1/
{project_id}/
antiddos/
{floating_ip_id}

anti-
ddos:ip:getDefensePolicy

-

GET /v1/
{project_id}/
antiddos/
queryIsEnabledRe-
sult/query

anti-
ddos:ip:getDefensePolicy

-

GET /v1/
{project_id}/
antiddos/
{floating_ip_id}/
daily

anti-
ddos:ip:getDailyTrafficRe-
port

-

GET /v1/
{project_id}/
antiddos/
{floating_ip_id}/
daily-export

anti-
ddos:ip:getDailyTrafficRe-
port

-

GET /v1/
{project_id}/
antiddos/
{floating_ip_id}/logs

anti-
ddos:ip:getDailyEventRe-
port

-

POST /v1/
{project_id}/
antiddos/
{floating_ip_id}

anti-
ddos:ip:enableDefensePoli-
cy

-

GET /v1/
{project_id}/
antiddos/
immediate_protecti
on

anti-
ddos:ip:enableDefensePoli-
cy

-
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API Action Dependency

DELETE /v1/
{project_id}/
antiddos/
{floating_ip_id}

anti-
ddos:ip:disableDefensePoli-
cy

-

GET /v1/
{project_id}/
antiddos/
{floating_ip_id}/
closeAndReason

anti-
ddos:ip:disableDefensePoli-
cy

-

GET /v1/
{project_id}/
antiddos/default/
config

anti-
ddos:defaultDefensePoli-
cy:get

-

DELETE /v1/
{project_id}/
antiddos/default/
config

anti-
ddos:defaultDefensePoli-
cy:delete

-

POST /v1/
{project_id}/
antiddos/default/
config

anti-
ddos:defaultDefensePoli-
cy:create

-

POST /v2/
{project_id}/
warnalert/
alertconfig/update

anti-
ddos:alertConfig:update

-

GET /v2/
{project_id}/
warnalert/
alertconfig/query

anti-ddos:alertConfig:get -

 

Resources
A resource type indicates the resources that an SCP policy applies to. If you specify
a resource type for any action in Table 5-129, the resource URN must be specified
in the SCP policy statements using that action, and the policy applies only to
resources of this type. If no resource type is specified, the Resource element is
marked with an asterisk (*) and the policy applies to all resources. You can also set
condition keys in a policy to define resource types.

The following table lists the resource types that you can define in SCP policy
statements for Anti-DDoS.
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Table 5-129 Resource types supported by Anti-DDoS

Resource Type URN

ip anti-ddos:<region>:<account-id>:ip:<ip-id>

 

Conditions
Anti-DDoS does not support service-specific condition keys in SCP policies.

Anti-DDoS can use global condition keys applicable to all services. For details, see
Global Condition Keys.

5.10.8.1.2 Cloud Native Anti-DDoS Advanced (CNAD)

The Service Control Policies (SCPs) in the Organizations service can use these
authorization elements to set access control policies.

SCPs do not actually grant any permissions to a principal. They only set the
permission boundary for the principal. When SCPs are attached to a member
account or an organizational unit (OU), they do not directly grant permissions to
that member account or OU. Instead, the SCPs just determine what permissions
are available for that member account or the member accounts under that OU.

This section describes the elements used by Organizations SCPs. The elements
include actions, resources, and conditions.

For details about how to use these elements to create a custom SCP, see Creating
an SCP.

Actions
Actions are specific operations that are allowed or denied in an SCP.

● The Access Level column describes how the action is classified (List, Read, or
Write). This classification helps you understand the level of access that an
action grants when you use it in a policy.

● The Resource Type column indicates whether the action supports resource-
level permissions.
– You can use a wildcard (*) to indicate all resource types. If this column is

empty (-), the action does not support resource-level permissions and
you must specify all resources ("*") in your SCP policy statements.

– If this column includes a resource type, you must specify a URN for the
Resource element in your identity policy statements.

– Required resources are marked with asterisks (*) in the table.
For details about the resource types defined by CNAD, see Resource.

● The Condition Key column includes keys that you can specify in the
Condition element of a SCP policy statement.
– If the Resource Type column has values for an action, the condition key

only takes effect only for the listed resource types.
– If the Resource Type column is empty (-) for an action, the condition key

takes effect for all resources that action supports.
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– If the Condition Key column is empty (-) for an action, the action does
not support any condition keys.

For details about the condition keys defined by CNAD, see Conditions.

The following table lists the actions that you can define in SCP statements for
CNAD.

Table 5-130 Actions supported by CNAD

Action Description Access
Level

Resour
ce Type
(*
require
d)

Condition Key

cnad:schedule:upd
ate

Grant permission
to update
scheduling
specifications.

write schedul
e *

-

cnad:schedule:list Grant permission
to query the
scheduling rule
list.

list schedul
e *

-

cnad:schedule:get Grant permission
to query
scheduling rules.

read schedul
e *

-

cnad:schedule:del
ete

Grant permission
to delete
scheduling rules.

write schedul
e *

-

cnad:schedule:cre
ate

Grant permission
to create
scheduling rules.

write schedul
e *

-

cnad:quota:updat
e

Grant permission
to modify quotas.

write - -

cnad:blockade:rele
ase

Grant permission
to unblock IP
addresses.

write - -

cnad:blockade:list Grant permission
to query the
blocking list.

list - -

cnad:blockade:get Grant permission
to query blocking
records.

read - -

cnad:alarmConfig:
update

Grant permission
to modify alarm
notifications.

write - -
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Action Description Access
Level

Resour
ce Type
(*
require
d)

Condition Key

cnad:alarmConfig:
create

Grant permission
to create alarm
notifications.

write - -

cnad:alarmConfig:
delete

Grant permission
to delete alarm
notifications.

write - -

cnad:alarmConfig:
get

Grant permission
to query alarm
notifications.

read - -

cnad:attackReport
:list

Grant permission
to query attack
events.

list - -

cnad:attackReport
:update

Grant permission
to update attack
event
configurations.

write - -

cnad:attackTop:list Grant permission
to query top 10
attacked IP
addresses.

list - -

cnad:attackTypeR
eport:list

Grant permission
to query attack
type distribution.

list - -

cnad:bindPolicy:cr
eate

Grant permission
to bind protection
policies to
protected IP
addresses.

write - -

cnad:blackWhiteIp
List:create

Grant permission
to create an IP
address blacklist
or whitelist.

write - -

cnad:blackWhiteIp
List:delete

Grant permission
to delete an IP
address blacklist
or whitelist.

write - -
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Action Description Access
Level

Resour
ce Type
(*
require
d)

Condition Key

cnad:cleanCountR
eport:list

Grant permission
to query the
DDoS protection
trend.

list - -

cnad:cleanKbpsRe
port:list

Grant permission
to query statistics
on peak scrubbing
traffic.

list - -

cnad:cleanScaleDr
opList:list

Grant permission
to query the
scrubbing scope.

list - -

cnad:countReport:
get

Grant permission
to query statistics.

read - -

cnad:ipTag:put Grant permission
to update the
tags of protected
IP addresses.

write - -

cnad:package:crea
te

Create an
instance.

write packag
e *

● g:EnterprisePro
jectId

● g:ResourceTag/
<tag-key>

cnad:package:get Grant permission
to query an
instance.

read packag
e *

● g:EnterprisePro
jectId

● g:ResourceTag/
<tag-key>

cnad:package:list Query the DB
instance list.

list packag
e *

-

cnad:package:put Grant permission
to update an
instance.

write packag
e *

● g:EnterprisePro
jectId

● g:ResourceTag/
<tag-key>

cnad:packageDrop
List:list

Grant permission
to query the
instance summary
list.

list - -

cnad:packetAttack
Report:list

Grant permission
to query attack
data packets.

list - -
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Action Description Access
Level

Resour
ce Type
(*
require
d)

Condition Key

cnad:policy:create Grant permission
to create
protection
policies.

write policy * g:EnterpriseProjec
tId

cnad:policy:delete Grant permission
to delete
protection
policies.

write policy * g:EnterpriseProjec
tId

cnad:policy:get Grant permission
to query details
about a
protection policy.

read policy * g:EnterpriseProjec
tId

cnad:policy:list Grant permission
to query
protection policy
details.

list policy * -

cnad:policy:put Grant permission
to update
protection
policies.

write policy * g:EnterpriseProjec
tId

cnad:policyDropLi
st:list

Grant permission
to query the
protection policy
list.

list - -

cnad:protectedIp:c
reate

Grant permission
to bind protected
IP addresses to an
instance.

write - -

cnad:protectedIp:li
st

Grant permission
to query the
protected IP
address list.

list - -

cnad:protectedIpD
ropList:list

Grant the
permission to
query the
protected IP
address drop-
down list.

list - -

cnad:quota:get Grant permission
to query quotas.

read - -
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Action Description Access
Level

Resour
ce Type
(*
require
d)

Condition Key

cnad:securityStatu
sReport:get

Grant permission
to query asset
security status.

read - -

cnad:trafficAttack
Report:list

Grant permission
to query attack
traffic.

list - -

cnad:policy:unbin
d

Grant permission
to remove a
protection policy
from a protected
IP address.

write - -

cnad:weekStatistic
sReport:get

Grant permission
to query weekly
security statistics.

read - -

 

Each API of CNAD usually supports one or more actions. Table 5-131 lists the
supported actions and dependencies.

Table 5-131 Actions and dependencies supported by CNAD APIs

API Action Dependency

GET /v1/
unblockservice/
{domain_id}/
unblock-quota-
statistics

cnad:quota:get -

POST /v1/
unblockservice/
{domain_id}/
unblock

cnad:blockade:release -

GET /v1/
unblockservice/
{domain_id}/
unblock-record

cnad:blockade:list -

GET /v1/
unblockservice/
{domain_id}/block-
statistics

cnad:blockade:get -
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API Action Dependency

POST /v1/cnad/
alarm-config

cnad:alarmConfig:update -

DELETE /v1/cnad/
alarm-config

cnad:alarmConfig:delete -

GET /v1/cnad/
alarm-config

cnad:alarmConfig:get -

POST /v1/cnad/
policies/{policy_id}/
bind

cnad:bindPolicy:create -

POST /v1/cnad/
policies/
{policy_id}/ip-
list/add

cnad:blackWhiteIpList:creat
e

-

POST /v1/cnad/
policies/
{policy_id}/ip-list/
delete

cnad:blackWhiteIpList:delet
e

-

PUT /v1/cnad/
protected-ips/tags

cnad:ipTag:put -

GET /v1/cnad/
packages

cnad:package:list -

PUT /v1/cnad/
packages/
{package_id}/name

cnad:package:put -

POST /v1/cnad/
policies

cnad:policy:create -

DELETE /v1/cnad/
policies/{policy_id}

cnad:policy:delete -

GET /v1/cnad/
policies/{policy_id}

cnad:policy:get -

GET /v1/cnad/
policies

cnad:policy:list -

PUT /v1/cnad/
policies/{policy_id}

cnad:policy:put -

POST /v1/cnad/
packages/
{package_id}/
protected-ips

cnad:protectedIp:create -

GET /v1/cnad/
protected-ips

cnad:protectedIp:list -
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API Action Dependency

GET /v1/cnad/
packages/
{package_id}/
unbound-protected-
ips

cnad:protectedIpDrop-
List:list

-

POST /v1/cnad/
policies/{policy_id}/
unbind

cnad:policy:unbind -

 

Resource

A resource type indicates the resources that an SCP policy applies to. If you specify
a resource type for any action in Table 5-132, the resource URN must be specified
in the SCP policy statements using that action, and the policy applies only to
resources of this type. If no resource type is specified, the Resource element is
marked with an asterisk (*) and the policy applies to all resources. You can also set
condition keys in a policy to define resource types.

The following table lists the resource types that you can define in SCP policy
statements for CNAD.

Table 5-132 Resource types supported by CNAD

Resource Type URN

policy cnad::<account-id>:policy:<policy-id>

schedule cnad::<account-id>:schedule:<schedule-id>

package cnad::<account-id>:package:<package-id>

 

Conditions

CNAD does not support service-specific condition keys in SCP policies.

CNAD can use global condition keys applicable to all services. For details, see
Global Condition Keys.

5.10.8.1.3 Advanced Anti-DDoS (AAD)

The Service Control Policies (SCPs) in the Organizations service can use these
authorization elements to set access control policies.

SCPs do not actually grant any permissions to a principal. They only set the
permission boundary for the principal. When SCPs are attached to a member
account or an organizational unit (OU), they do not directly grant permissions to
that member account or OU. Instead, the SCPs just determine what permissions
are available for that member account or the member accounts under that OU.
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This section describes the elements used by Organizations SCPs. The elements
include actions, resources, and conditions.

For details about how to use these elements to create a custom SCP, see Creating
an SCP.

Actions

Actions are specific operations that are allowed or denied in an SCP.

● The Access Level column describes how the action is classified (List, Read, or
Write). This classification helps you understand the level of access that an
action grants when you use it in a policy.

● The Resource Type column indicates whether the action supports resource-
level permissions.
– You can use a wildcard (*) to indicate all resource types. If this column is

empty (-), the action does not support resource-level permissions and
you must specify all resources ("*") in your SCP policy statements.

– If this column includes a resource type, you must specify a URN for the
Resource element in your identity policy statements.

– Required resources are marked with asterisks (*) in the table.
For details about the resource types defined by AAD, see Resources.

● The Condition Key column includes keys that you can specify in the
Condition element of a SCP policy statement.
– If the Resource Type column has values for an action, the condition key

only takes effect only for the listed resource types.
– If the Resource Type column is empty (-) for an action, the condition key

takes effect for all resources that action supports.
– If the Condition Key column is empty (-) for an action, the action does

not support any condition keys.
For details about the condition keys defined by AAD, see Conditions.

The following table lists the actions that you can define in SCP statements for
AAD.

Table 5-133 Actions supported by AAD

Action Description Access
Level

Resour
ce Type
(*:
Require
d)

Condition Key

aad:alarmConfig:c
reate

Create alarm
settings.

write alarmC
onfig *

-

aad:alarmConfig:p
ut

Modify alarm
settings.

write alarmC
onfig *

-

aad:alarmConfig:g
et

Query alarm
settings.

read alarmC
onfig *

-
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Action Description Access
Level

Resour
ce Type
(*:
Require
d)

Condition Key

aad:alarmConfig:d
elete

Delete alarm
settings.

write alarmC
onfig *

-

aad:certificate:del
ete

Delete certificates. write certifica
te *

-

aad:certificate:list Query certificates. list certifica
te *

-

aad:certificate:set Modify domain
name certificates.

write certifica
te *

-

domain
*

g:EnterpriseProjec
tId

aad:dashboard:del
ete

Delete report log
configurations.

write - -

aad:dashboard:get Obtain report
data and log
configurations.

read - -

aad:dashboard:set Modify report log
configurations.

write - -

aad:domain:create Add protected
domain names.

write domain
*

g:EnterpriseProjec
tId

aad:domain:delete Delete protected
domain names.

write domain
*

g:EnterpriseProjec
tId

aad:domain:get Query domain
name details.

read domain
*

g:EnterpriseProjec
tId

aad:domain:list Query the domain
name list.

list domain
*

g:EnterpriseProjec
tId

aad:domain:put Modify domain
protection
attributes.

write domain
*

g:EnterpriseProjec
tId

aad:forwardingRul
e:create

Add forwarding
rules.

write forward
ingRule
*

g:EnterpriseProjec
tId

aad:forwardingRul
e:delete

Delete forwarding
rules.

write forward
ingRule
*

g:EnterpriseProjec
tId
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Action Description Access
Level

Resour
ce Type
(*:
Require
d)

Condition Key

aad:forwardingRul
e:get

Query forwarding
rules.

read forward
ingRule
*

g:EnterpriseProjec
tId

aad:forwardingRul
e:list

Export forwarding
rules.

list forward
ingRule
*

g:EnterpriseProjec
tId

aad:forwardingRul
e:put

Modify the back-
to-source IP
address
permissions in the
forwarding rule.

write forward
ingRule
*

g:EnterpriseProjec
tId

aad:instance:creat
e

Create an
instance.

write instanc
e *

g:EnterpriseProjec
tId

aad:instance:get Query instance
attributes.

read instanc
e *

g:EnterpriseProjec
tId

aad:instance:list Query the DB
instance list.

list instanc
e *

g:EnterpriseProjec
tId

aad:instance:put Modify instance
attributes.

write instanc
e *

g:EnterpriseProjec
tId

aad:policy:create Add protection
rules.

write policy * g:EnterpriseProjec
tId

aad:policy:delete Delete protection
rules.

write policy * g:EnterpriseProjec
tId

aad:policy:get Query protection
rule details.

read policy * g:EnterpriseProjec
tId

aad:policy:list Query protection
rules.

list policy * g:EnterpriseProjec
tId

aad:policy:put Modify protection
rules.

write policy * g:EnterpriseProjec
tId

aad:quotas:get Query protection
specifications.

read - -

aad:whiteBlackIpR
ule:create

Add IP addresses
to the blacklist or
whitelist.

write whiteBl
ackIpRu
le *

g:EnterpriseProjec
tId
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Action Description Access
Level

Resour
ce Type
(*:
Require
d)

Condition Key

aad:whiteBlackIpR
ule:delete

Delete IP
addresses from
the blacklist or
whitelist.

write whiteBl
ackIpRu
le *

g:EnterpriseProjec
tId

aad:whiteBlackIpR
ule:list

Query the
protection
blacklist and
whitelist.

list whiteBl
ackIpRu
le *

g:EnterpriseProjec
tId

aad:protectedIp:p
ut

Modify the labels
of protected
objects.

write - -

aad:protectedIp:lis
t

Query the
protected object
list.

list - -

aad:package:put Modify the
protection
package.

write packag
e *

-

aad:package:list Query the
protected IP
address list.

list packag
e *

-

aad:block:put Unblock IP
addresses.

write - -

aad:block:list Query the blocked
IP address list.

list - -

aad:block:get Query blocking
and unblocking
information.

read - -

aad:alarmConfig:c
reate

Create alarm
settings.

write alarmC
onfig *

-

aad:alarmConfig:p
ut

Modify alarm
settings.

write alarmC
onfig *

-

aad:alarmConfig:g
et

Query alarm
settings.

read alarmC
onfig *

-

aad:alarmConfig:d
elete

Delete alarm
settings.

write alarmC
onfig *

-

aad:certificate:del
ete

Delete a
certificate.

write certifica
te *

-
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Action Description Access
Level

Resour
ce Type
(*:
Require
d)

Condition Key

aad:certificate:list Query certificates. list certifica
te *

-

aad:certificate:set Modify the
certificate for a
domain name.

write certifica
te *

-

domain
*

g:EnterpriseProjec
tId

aad:dashboard:del
ete

Delete report log
configurations.

write - -

aad:dashboard:get Obtain report
data and log
configurations.

read - -

aad:dashboard:set Modify report log
configurations.

write - -

aad:domain:create Add protected
domain names.

write domain
*

g:EnterpriseProjec
tId

aad:domain:delete Delete protected
domain names.

write domain
*

g:EnterpriseProjec
tId

aad:domain:get Query domain
name details.

read domain
*

g:EnterpriseProjec
tId

aad:domain:list Query the domain
name list.

list domain
*

g:EnterpriseProjec
tId

aad:domain:put Modify domain
protection
attributes.

write domain
*

g:EnterpriseProjec
tId

aad:forwardingRul
e:create

Add forwarding
rules.

write forward
ingRule
*

g:EnterpriseProjec
tId

aad:forwardingRul
e:delete

Delete forwarding
rules.

write forward
ingRule
*

g:EnterpriseProjec
tId

aad:forwardingRul
e:get

Query forwarding
rules.

read forward
ingRule
*

g:EnterpriseProjec
tId

aad:forwardingRul
e:list

Export forwarding
rules.

list forward
ingRule
*

g:EnterpriseProjec
tId
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Action Description Access
Level

Resour
ce Type
(*:
Require
d)

Condition Key

aad:forwardingRul
e:put

Modify the back-
to-source IP
address
permissions in the
forwarding rule.

write forward
ingRule
*

g:EnterpriseProjec
tId

aad:instance:creat
e

Create an
instance.

write instanc
e *

g:EnterpriseProjec
tId

aad:instance:get Query instance
attributes.

read instanc
e *

g:EnterpriseProjec
tId

aad:instance:list Query the DB
instance list.

list instanc
e *

g:EnterpriseProjec
tId

aad:instance:put Modify instance
attributes.

write instanc
e *

g:EnterpriseProjec
tId

aad:policy:create Add protection
rules.

write policy * g:EnterpriseProjec
tId

aad:policy:delete Delete protection
rules.

write policy * g:EnterpriseProjec
tId

aad:policy:get Query protection
rule details.

read policy * g:EnterpriseProjec
tId

aad:policy:list Query protection
rules.

list policy * g:EnterpriseProjec
tId

aad:policy:put Modify protection
rules.

write policy * g:EnterpriseProjec
tId

aad:quotas:get Query protection
specifications.

read - -

aad:whiteBlackIpR
ule:create

Add IP addresses
to the blacklist or
whitelist.

write whiteBl
ackIpRu
le *

g:EnterpriseProjec
tId

aad:whiteBlackIpR
ule:delete

Delete IP
addresses from
the blacklist or
whitelist.

write whiteBl
ackIpRu
le *

g:EnterpriseProjec
tId

aad:whiteBlackIpR
ule:list

Query the
protection
blacklist and
whitelist.

list whiteBl
ackIpRu
le *

g:EnterpriseProjec
tId

Organizations
User Guide 5 Managing SCPs

Issue 01 (2025-02-25) Copyright © Huawei Cloud Computing Technologies Co., Ltd. 627



Action Description Access
Level

Resour
ce Type
(*:
Require
d)

Condition Key

aad:protectedIp:p
ut

Modify the labels
of protected
objects.

write - -

aad:protectedIp:lis
t

Query the
protected object
list.

list - -

aad:package:put Modify the
protection
package.

write packag
e *

-

aad:package:list Query the
protected IP
address list.

list packag
e *

-

aad:block:put Grant permission
to unblock IP
addresses.

write - -

aad:block:list Query the blocked
IP address list.

list - -

aad:block:get Query blocking
and unblocking
information.

read - -

 

Each API of AAD usually supports one or more actions. Table 5-134 lists the
supported actions and dependencies.

Table 5-134 Actions and dependencies supported by AAD APIs

API Action Dependency

POST /v1/{project_id}/cad/alart/
config

aad:alarmConfig:create -

POST /v1/cnad/alarm-config aad:alarmConfig:put -

DELETE /v1/cnad/alarm-config aad:alarmConfig:delete -

GET /v1/{project_id}/cad/alart/list aad:alarmConfig:get -

GET /v1/cnad/alarm-config aad:alarmConfig:get -

DELETE /v1/aad/certificate/del aad:certificate:delete -
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API Action Dependency

GET /v1/{project_id}/cad/domains/
certificatelist

aad:certificate:list -

GET /v1/aad/certificate-details aad:certificate:list -

POST /v1/{project_id}/cad/
domains/certificate

aad:certificate:set -

POST /v1/aad/configs/lts/delete aad:dashboard:delete -

GET /v1/{project_id}/cad/ddosinfo/
events_type

aad:dashboard:get -

GET /v1/aad/configs/lts_region aad:dashboard:get -

GET /v1/aad/configs/lts aad:dashboard:get -

GET /v1/{project_id}/waf/event/
timeline

aad:dashboard:get -

GET /v1/{project_id}/waf/event/
request/peak

aad:dashboard:get -

GET /v1/{project_id}/waf/event/
attack/type

aad:dashboard:get -

GET /v1/{project_id}/waf/event/
attack/source/num

aad:dashboard:get -

GET /v1/{project_id}/waf/event/
attack/source

aad:dashboard:get -

GET /v1/{project_id}/cad/
instances/flow_pps

aad:dashboard:get -

GET /v1/{project_id}/cad/
instances/flow_bps

aad:dashboard:get -

GET /v1/{project_id}/cad/
instances/events

aad:dashboard:get -

GET /v1/{project_id}/cad/ddosinfo/
peak

aad:dashboard:get -

POST /v1/aad/configs/lts aad:dashboard:set -

POST /v1/{project_id}/aad/
domains

aad:domain:create -

POST /v1/{project_id}/cad/
domains/del

aad:domain:delete -

GET /v1/{project_id}/aad/domains/
{domain_id}/service-config

aad:domain:get -

GET /v1/{project_id}/cad/domains/
ports

aad:domain:list -
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API Action Dependency

GET /v1/{project_id}/cad/domains/
name

aad:domain:get -

GET /v1/{project_id}/cad/domains/
line/{enterprise_project_id}

aad:domain:list -

GET /v1/{project_id}/cad/domains/
instances

aad:domain:get -

GET /v1/{project_id}/cad/domains/
brief

aad:domain:get -

GET /v1/{project_id}/aad/domains/
waf-list

aad:domain:list -

GET /v1/{project_id}/cad/domains aad:domain:list -

POST /v1/{project_id}/aad/
domains/{domain_id}/service-
config

aad:domain:put -

POST /v1/{project_id}/cad/
domains/switch

aad:domain:put -

POST /v1/{project_id}/cad/
domains/cnameDispatchSwitch

aad:domain:put -

POST /v1/{project_id}/cad/
domains/cname/switch

aad:domain:put -

POST /v1/{project_id}/cad/
instances/protocol_rule

aad:forwardingRule:create -

POST /v1/{project_id}/cad/
instances/protocol_rule/import

aad:forwardingRule:create -

DELETE /v1/{project_id}/cad/
instances/protocol_rule/{rule_id}

aad:forwardingRule:delete -

POST /v1/{project_id}/cad/
instances/protocol_rule/batchdel

aad:forwardingRule:delete -

GET /v1/{project_id}/cad/
instances/rules

aad:forwardingRule:get -

GET /v1/{project_id}/cad/
instances/protocol_rule/export

aad:forwardingRule:list -

PUT /v1/{project_id}/cad/
instances/protocol_rule/{rule_id}

aad:forwardingRule:put -

POST /v1/{project_id}/cad/
instances/cad_open

aad:instance:create -

GET /v1/{project_id}/cad/products aad:instance:create -
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API Action Dependency

GET /v1/{project_id}/
{resource_type}/{resource_id}/tags

aad:instance:get -

GET /v1/{project_id}/cad/
upgradeproducts/{instance_id}

aad:instance:get -

GET /v1/{project_id}/cad/
instances/detail/{instance_id}

aad:instance:get -

GET /v1/{project_id}/aad/
instances/brief-list

aad:instance:list -

GET /v1/{project_id}/cad/sourceip aad:instance:list -

GET /v1/{project_id}/cad/instances aad:instance:list -

POST /v1/{project_id}/
{resource_type}/{resource_id}/
tags/action

aad:instance:put -

POST /v1/{project_id}/cad/
instances/cad_spec_upgrade

aad:instance:put -

PUT /v1/{project_id}/cad/
instances/{instance_id}/name

aad:instance:put -

PUT /v1/{project_id}/cad/
instances/{instance_id}/elastic/
{ip_id}

aad:instance:put -

POST /v1/{project_id}/aad/
policies/waf/cc

aad:policy:create -

POST /v1/cnad/policies aad:policy:create -

DELETE /v1/{project_id}/aad/
policies/waf/cc/{rule_id}

aad:policy:delete -

DELETE /v1/cnad/policies/
{policy_id}

aad:policy:delete -

GET /v1/{project_id}/cad/flowblock aad:policy:get -

GET /v1/cnad/policies/{policy_id} aad:policy:get -

GET /v1/{project_id}/aad/
policies/waf/cc

aad:policy:list -

GET /v1/cnad/policies aad:policy:list -

PUT /v1/{project_id}/aad/
policies/waf/cc/{rule_id}

aad:policy:put -

POST /v1/{project_id}/cad/
flowblock/udp

aad:policy:put -
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API Action Dependency

POST /v1/{project_id}/cad/
flowblock/foreign

aad:policy:put -

POST /v1/cnad/policies/
{policy_id}/ip-list/add

aad:policy:put -

POST /v1/cnad/policies/{policy_id}/
bind

aad:policy:put -

POST /v1/cnad/policies/
{policy_id}/ip-list/delete

aad:policy:put -

POST /v1/cnad/policies/{policy_id}/
unbind

aad:policy:put -

PUT /v1/cnad/policies/{policy_id} aad:policy:put -

GET /v1/{project_id}/aad/quotas/
domain-port

aad:quotas:get -

GET /v1/{project_id}/scc/waf/quota aad:quotas:get -

GET /v1/{project_id}/cad/quotas aad:quotas:get -

GET /v1/{project_id}/cad/ip/quotas aad:quotas:get -

GET /v1/{project_id}/cad/bwlist/
quota

aad:quotas:get -

GET /v1/{project_id}/aad/user-
configs

aad:quotas:get -

POST /v1/{project_id}/cad/bwlist aad:whiteBlackIpRule:creat
e

-

POST /v1/{project_id}/cad/bwlist/
delete

aad:whiteBlackIpRule:delet
e

-

GET /v1/{project_id}/cad/bwlist aad:whiteBlackIpRule:list -

PUT /v1/cnad/protected-ips/tags aad:protectedIp:put -

GET /v1/cnad/protected-ips aad:protectedIp:list -

POST /v1/cnad/packages/
{package_id}/protected-ips

aad:package:put -

PUT /v1/cnad/packages/
{package_id}/name

aad:package:put -

GET /v1/cnad/packages aad:package:list -

GET /v1/cnad/packages/
{package_id}/unbound-protected-
ips

aad:package:list -
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API Action Dependency

POST /v1/unblockservice/
{domain_id}/unblock

aad:block:put -

GET /v1/unblockservice/
{domain_id}/block-list

aad:block:list -

GET /v1/unblockservice/
{domain_id}/unblock-quota-
statistics

aad:block:get -

GET /v1/unblockservice/
{domain_id}/block-statistics

aad:block:get -

GET /v1/unblockservice/
{domain_id}/unblock-record

aad:block:get -

GET /v1/{project_id}/cad/
instances/{instance_id}/
elastic_count/{ip_id}

aad:instance:get -

GET /v1/{project_id}/cad/
instances/{data_center}/elastic/
{line}/{ip_id}

aad:instance:get -

GET /v1/aad/remain-vip-number aad:quotas:get -

GET /v1/aad/instance/connection-
num

aad:dashboard:get -

PUT /v1/{project_id}/cad/
instances/{instance_id}/pp-switch

aad:instance:put -

GET /v1/aad-service/ces/
{domain_id}/dims-info

aad:instance:list -

GET /v1/aad-service/ces/v2/
{domain_id}/instances

aad:instance:list -

GET /v1/{project_id}/cad/
instances/security-statistics

aad:instance:list -

GET /v1/aad/domain/instances/
rules

aad:domain:list -

POST /v1/aad/policy/modify aad:policy:put -

POST /v1/aad/geoip aad:policy:put -

GET /v1/aad/geoip aad:policy:get -

DELETE /v1/aad/geoip/{ruleId} aad:policy:delete -

PUT /v1/aad/geoip/{ruleId} aad:policy:put -

POST /v1/aad/whiteip aad:policy:put -

GET /v1/aad/whiteip aad:policy:get -
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API Action Dependency

DELETE /v1/aad/whiteip aad:policy:delete -

POST /v1/aad/custom aad:policy:put -

GET /v1/aad/custom aad:policy:get -

PUT /v1/aad/custom/{ruleId} aad:policy:put -

DELETE /v1/aad/custom/{ruleId} aad:policy:delete -

GET /v1/aad/policy/details aad:policy:get -

POST /v1/aad/cc/intelligent/
modify

aad:policy:put -

GET /v1/aad/geoip/map aad:policy:get -

GET /v1/aad/instances/
{instance_id}/{ip}/ddos-statistics

aad:dashboard:get -

GET /v1/aad/protected-domains/
{domain_id}

aad:domain:get -

GET /v1/aad/protected-domains aad:domain:list -

PUT /v1/aad/protected-domains/
{domain_id}

aad:domain:put -

POST /v1/aad/instances/
{instance_id}/{ip}/rules/batch-
create

aad:forwardingRule:create -

POST /v1/aad/instances/
{instance_id}/{ip}/rules/batch-
delete

aad:forwardingRule:delete -

GET /v1/aad/instances/
{instance_id}/{ip}/rules

aad:forwardingRule:list -

PUT /v1/aad/instances/
{instance_id}/{ip}/rules/{rule_id}

aad:forwardingRule:put -

GET /v1/aad/instances aad:instance:list -

 

Resources
A resource type indicates the resources that an SCP policy applies to. If you specify
a resource type for any action in Table 5-135, the resource URN must be specified
in the SCP policy statements using that action, and the policy applies only to
resources of this type. If no resource type is specified, the Resource element is
marked with an asterisk (*) and the policy applies to all resources. You can also set
condition keys in a policy to define resource types.

The following table lists the resource types that you can define in SCP policy
statements for AAD.
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Table 5-135 Resource types supported by AAD

Resource Type URN

forwardingRule aad::<account-id>:forwardingRule:<forwarding-rule-id>

package aad::<account-id>:package:<package-id>

policy aad::<account-id>:policy:<policy-id>

alarmConfig aad::<account-id>:alarmConfig:<alarm-config-id>

domain aad::<account-id>:domain:<domain-id>

certificate aad::<account-id>:certificate:<certificate-id>

instance aad::<account-id>:instance:<instance-id>

whiteBlackIpRule aad::<account-id>:whiteBlackIpRule:<white-black-ip-
rule-id>

 

Conditions

AAD does not support service-specific condition keys in SCP policies.

AAD can use global condition keys applicable to all services. For details, see Global
Condition Keys.

5.10.8.2 Data Encryption Workshop (DEW)

The Organizations service provides Service Control Policies (SCPs) to set access
control policies.

SCPs do not actually grant any permissions to an entity. They only set the
permission boundary for the entity. When SCPs are attached to an organizational
unit (OU) or a member account, the SCPs do not directly grant permissions to the
OU or member account. Instead, the SCPs only determine what permissions are
available for the member account or the member accounts under the OU.

This section describes the elements used by Organizations SCPs, which include
actions, resources, and conditions.

For details about how to use these elements to create a custom SCP, see Creating
an SCP.

Action

Actions are specific operations that are allowed in a policy.

● The Access Level column describes how the action is classified (List, Read, or
Write). This helps you understand the level of access that an action grants
when you use it in a policy.

● The Resource Type column indicates whether the action supports resource-
level permissions.
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– You can use a wildcard (*) to indicate all resource types. If this column
does not contain any value (-), you must specify all resources (*) in your
SCP statements.

– If resource types are specified for this column, specify the resource URN
in the statement that contains the action.

– Required resources are marked with asterisks (*) in the table.
For details about resource types defined by DEW, see Resources.

● The Condition Key column contains keys that you can specify in the
Condition element of an SCP statement.
– If the Resource Type column has values for an action, the condition key

only takes effect only for the listed resource types.
– If the Resource Type column is empty (-) for an action, the condition key

takes effect for all resource types that action supports.
– If the Condition Key column is empty (-) for an action, the action does

not support any condition keys.
For details about condition keys defined by DEW, see Conditions.

The following table describes the actions that you can define in SCP statements
for DEW.

Table 5-136 Actions supported by KMS

Action Description Access
Level

Resource
Type (*
required)

Condition Key

kms:cmk:cre
ate

Grant the
permission to create
KMS keys.

write KeyId * ● kms:KeyOrigin
● kms:KeySpec
● kms:KeyUsage

- ● g:EnterprisePr
ojectId

● g:RequestTag/
<tag-key>

● g:TagKeys

kms:cmk:list Grant the
permission to view
all KMS keys of a
user.

list KeyId * -

- g:EnterpriseProjec
tId
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Action Description Access
Level

Resource
Type (*
required)

Condition Key

kms:cmk:en
able

Grant the
permission to
enable KMS keys.

write KeyId * ● kms:KeyOrigin
● kms:KeySpec
● kms:KeyUsage
● kms:MultiRegi

onKeyType
● g:EnterprisePr

ojectId
● g:ResourceTag

/<tag-key>

kms:cmk:dis
able

Grant the
permission to
disable KMS keys.

write KeyId * ● kms:KeyOrigin
● kms:KeySpec
● kms:KeyUsage
● kms:MultiRegi

onKeyType
● g:EnterprisePr

ojectId
● g:ResourceTag

/<tag-key>

kms:cmk:get Grant the
permission to view
details about KMS
keys.

read KeyId * ● kms:KeyOrigin
● kms:KeySpec
● kms:KeyUsage
● kms:MultiRegi

onKeyType
● g:EnterprisePr

ojectId
● g:ResourceTag

/<tag-key>

- ● kms:RequestAl
ias

● kms:ResourceA
liases
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Action Description Access
Level

Resource
Type (*
required)

Condition Key

kms:cmk:cre
ateDataKey

Grant the
permission to use
KMS keys to
generate data keys.

write KeyId * ● kms:KeyOrigin
● kms:KeySpec
● kms:KeyUsage
● kms:MultiRegi

onKeyType
● g:EnterprisePr

ojectId
● g:ResourceTag

/<tag-key>

- ● kms:Recipient
Attestation

● kms:RequestAl
ias

● kms:ResourceA
liases

● kms:Encryptio
nContext

kms:cmk:cre
ateDataKey
WithoutPlai
ntext

Grant the
permission to use
KMS keys to
generate data keys
that do not contain
plaintext versions.

write KeyId * ● kms:KeyOrigin
● kms:KeySpec
● kms:KeyUsage
● kms:MultiRegi

onKeyType
● g:EnterprisePr

ojectId
● g:ResourceTag

/<tag-key>

- ● kms:RequestAl
ias

● kms:ResourceA
liases

● kms:Encryptio
nContext
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Action Description Access
Level

Resource
Type (*
required)

Condition Key

kms:cmk:enc
ryptDataKey

Grant the
permission to
encrypt data keys.

write KeyId * ● kms:KeyOrigin
● kms:KeySpec
● kms:KeyUsage
● kms:MultiRegi

onKeyType
● g:EnterprisePr

ojectId
● g:ResourceTag

/<tag-key>

- ● kms:RequestAl
ias

● kms:ResourceA
liases

● kms:Encryptio
nContext

kms:cmk:dec
ryptDataKey

Grant the
permission to
decrypt data keys.

write KeyId * ● kms:KeyOrigin
● kms:KeySpec
● kms:KeyUsage
● kms:MultiRegi

onKeyType
● g:EnterprisePr

ojectId
● g:ResourceTag

/<tag-key>

- ● kms:Recipient
Attestation

● kms:RequestAl
ias

● kms:ResourceA
liases

● kms:Encryptio
nContext
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Action Description Access
Level

Resource
Type (*
required)

Condition Key

kms:cmk:enc
ryptData

Grant the
permission to use a
specified KMS key
to encrypt small
volumes of data.

write KeyId * ● kms:KeyOrigin
● kms:KeySpec
● kms:KeyUsage
● kms:MultiRegi

onKeyType
● g:EnterprisePr

ojectId
● g:ResourceTag

/<tag-key>

- ● kms:Encryptio
nAlgorithm

● kms:RequestAl
ias

● kms:ResourceA
liases

● kms:Encryptio
nContext

kms:cmk:dec
ryptData

Grant the
permission to use a
specified KMS key
to decrypt data.

write KeyId * ● kms:KeyOrigin
● kms:KeySpec
● kms:KeyUsage
● kms:MultiRegi

onKeyType
● g:EnterprisePr

ojectId
● g:ResourceTag

/<tag-key>

- ● kms:Encryptio
nAlgorithm

● kms:Recipient
Attestation

● kms:RequestAl
ias

● kms:ResourceA
liases

● kms:Encryptio
nContext

kms::generat
eRandom

Grant the
permission to
generate secure
random strings.

write - kms:RecipientAtte
station
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Action Description Access
Level

Resource
Type (*
required)

Condition Key

kms:cmk:sig
n

Grant the
permission to
generate digital
signatures.

write KeyId * ● kms:KeyOrigin
● kms:KeySpec
● kms:KeyUsage
● kms:MultiRegi

onKeyType
● g:EnterprisePr

ojectId
● g:ResourceTag

/<tag-key>

- ● kms:MessageT
ype

● kms:SigningAl
gorithm

● kms:RequestAl
ias

● kms:ResourceA
liases

kms:cmk:veri
fy

Grant the
permission to use a
specified KMS key
to verify digital
signatures.

write KeyId * ● kms:KeyOrigin
● kms:KeySpec
● kms:KeyUsage
● kms:MultiRegi

onKeyType
● g:EnterprisePr

ojectId
● g:ResourceTag

/<tag-key>

- ● kms:MessageT
ype

● kms:SigningAl
gorithm

● kms:RequestAl
ias

● kms:ResourceA
liases
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Action Description Access
Level

Resource
Type (*
required)

Condition Key

kms:cmk:ge
nerateMac

Grant the
permission to
generate message
verification codes.

write KeyId * ● kms:KeyOrigin
● kms:KeySpec
● kms:KeyUsage
● kms:MultiRegi

onKeyType
● g:EnterprisePr

ojectId
● g:ResourceTag

/<tag-key>

- ● kms:MessageT
ype

● kms:SigningAl
gorithm

● kms:RequestAl
ias

● kms:ResourceA
liases

kms:cmk:veri
fyMac

Grant the
permission to use a
specified KMS key
to verify message
verification codes.

write KeyId * ● kms:KeyOrigin
● kms:KeySpec
● kms:KeyUsage
● kms:MultiRegi

onKeyType
● g:EnterprisePr

ojectId
● g:ResourceTag

/<tag-key>

- ● kms:MacAlgori
thm

● kms:RequestAl
ias

● kms:ResourceA
liases
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Action Description Access
Level

Resource
Type (*
required)

Condition Key

kms:cmk:get
PublicKey

Grant the
permission to query
the public key of
KMS keys.

read KeyId * ● kms:KeyOrigin
● kms:KeySpec
● kms:KeyUsage
● kms:MultiRegi

onKeyType
● g:EnterprisePr

ojectId
● g:ResourceTag

/<tag-key>

- ● kms:RequestAl
ias

● kms:ResourceA
liases

kms::getVers
ions

Grant the
permission to query
the service version.

read - -

kms::getVers
ion

Grant the
permission to query
the API version of a
service key.

read - -

kms::getInst
ance

Grant the
permission to query
the number of key
instances of a user.

read - -

kms::getQuo
ta

Grant the
permission to query
user quotas.

read - -

kms:cmk:sch
eduleKeyDel
etion

Grant the
permission to
periodically delete
KMS keys.

write KeyId * ● kms:KeyOrigin
● kms:KeySpec
● kms:KeyUsage
● kms:MultiRegi

onKeyType
● g:EnterprisePr

ojectId
● g:ResourceTag

/<tag-key>

- kms:ScheduleKey
DeletionPending-
WindowInDays
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Action Description Access
Level

Resource
Type (*
required)

Condition Key

kms:cmk:can
celKeyDeleti
on

Grant the
permission to
cancel the
scheduled deletion
of KMS keys.

write KeyId * ● kms:KeyOrigin
● kms:KeySpec
● kms:KeyUsage
● kms:MultiRegi

onKeyType
● g:EnterprisePr

ojectId
● g:ResourceTag

/<tag-key>

kms:cmk:up
dateKeyAlias

Grant the
permission to
change the alias of
a key.

write KeyId * ● kms:KeyOrigin
● kms:KeySpec
● kms:KeyUsage
● kms:MultiRegi

onKeyType
● g:EnterprisePr

ojectId
● g:ResourceTag

/<tag-key>

kms:cmk:up
dateKeyDesc
ription

Grant the
permission to
change the key
description.

write KeyId * ● kms:KeyOrigin
● kms:KeySpec
● kms:KeyUsage
● kms:MultiRegi

onKeyType
● g:EnterprisePr

ojectId
● g:ResourceTag

/<tag-key>

kms:cmk:cre
ateGrant

Grant the
permission to create
grants for a
specified key.

permis
sion_m
anage
ment

KeyId * ● kms:KeyOrigin
● kms:KeySpec
● kms:KeyUsage
● kms:MultiRegi

onKeyType
● g:EnterprisePr

ojectId
● g:ResourceTag

/<tag-key>
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Action Description Access
Level

Resource
Type (*
required)

Condition Key

- ● kms:GranteePr
incipalType

● kms:GrantOpe
rations

● kms:GranteePr
incipal

● kms:RetiringPri
ncipal

kms:cmk:list
Grants

Grant the
permission to query
the grant list of a
specified key.

list KeyId * ● kms:KeyOrigin
● kms:KeySpec
● kms:KeyUsage
● kms:MultiRegi

onKeyType
● g:EnterprisePr

ojectId
● g:ResourceTag

/<tag-key>

kms::listRetir
ableGrants

Grant the
permission to query
the retirable grant
list of CMKs.

list - -

kms:cmk:reti
reGrant

Permission granted
to retire a grant for
a specified CMK.

permis
sion_m
anage
ment

KeyId * g:ResourceTag/
<tag-key>

kms:cmk:rev
okeGrant

Grant the
permission to
cancel the grants of
a specified key.

permis
sion_m
anage
ment

KeyId * ● kms:KeyOrigin
● kms:KeySpec
● kms:KeyUsage
● kms:MultiRegi

onKeyType
● g:EnterprisePr

ojectId
● g:ResourceTag

/<tag-key>
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Action Description Access
Level

Resource
Type (*
required)

Condition Key

kms:cmk:get
Material

Grant the
permission to
obtain key import
parameters.

read KeyId * ● kms:KeyOrigin
● kms:KeySpec
● kms:KeyUsage
● kms:MultiRegi

onKeyType
● g:EnterprisePr

ojectId
● g:ResourceTag

/<tag-key>

- kms:WrappingAlg
orithm

kms:cmk:im
portMaterial

Grant the
permission to
import key
materials.

write KeyId * ● kms:KeyOrigin
● kms:KeySpec
● kms:KeyUsage
● kms:MultiRegi

onKeyType
● g:EnterprisePr

ojectId
● g:ResourceTag

/<tag-key>

- kms:ExpirationTi
me

kms:cmk:del
eteMaterial

Grant the
permission to
delete key
materials.

write KeyId * ● kms:KeyOrigin
● kms:KeySpec
● kms:KeyUsage
● kms:MultiRegi

onKeyType
● g:EnterprisePr

ojectId
● g:ResourceTag

/<tag-key>
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Action Description Access
Level

Resource
Type (*
required)

Condition Key

kms:cmk:en
ableRotation

Grant the
permission to
enable rotation for
a specified key.

write KeyId * ● kms:KeyOrigin
● kms:KeySpec
● kms:KeyUsage
● kms:MultiRegi

onKeyType
● g:EnterprisePr

ojectId
● g:ResourceTag

/<tag-key>

kms:cmk:up
dateRotatio
n

Grant the
permission to
change the rotation
period of a specified
key.

write KeyId * ● kms:KeyOrigin
● kms:KeySpec
● kms:KeyUsage
● kms:MultiRegi

onKeyType
● g:EnterprisePr

ojectId
● g:ResourceTag

/<tag-key>

kms:cmk:dis
ableRotation

Grant the
permission to
disable rotation for
a key.

write KeyId * ● kms:KeyOrigin
● kms:KeySpec
● kms:KeyUsage
● kms:MultiRegi

onKeyType
● g:EnterprisePr

ojectId
● g:ResourceTag

/<tag-key>

kms:cmk:get
Rotation

Grant the
permission to query
the rotation status
of a specified key.

read KeyId * ● kms:KeyOrigin
● kms:KeySpec
● kms:KeyUsage
● kms:MultiRegi

onKeyType
● g:EnterprisePr

ojectId
● g:ResourceTag

/<tag-key>
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Action Description Access
Level

Resource
Type (*
required)

Condition Key

kms:cmk:cre
ateTag

Grant the
permission to add
tags to a specified
key.

taggin
g

KeyId * ● kms:KeyOrigin
● kms:KeySpec
● kms:KeyUsage
● kms:MultiRegi

onKeyType
● g:EnterprisePr

ojectId
● g:ResourceTag

/<tag-key>

- ● g:RequestTag/
<tag-key>

● g:TagKeys

kms:cmk:cre
ateTags

Grant the
permission to add
or delete tags of a
specified key in
batches.

taggin
g

KeyId * ● kms:KeyOrigin
● kms:KeySpec
● kms:KeyUsage
● kms:MultiRegi

onKeyType
● g:EnterprisePr

ojectId
● g:ResourceTag

/<tag-key>

- ● g:RequestTag/
<tag-key>

● g:TagKeys

kms:cmk:list
KeysByTag

Grant the
permission to query
a specified key
instance.

list KeyId * -

kms:cmk:del
eteTag

Grant the
permission to
delete a specified
key tag.

taggin
g

KeyId * ● kms:KeyOrigin
● kms:KeySpec
● kms:KeyUsage
● kms:MultiRegi

onKeyType
● g:EnterprisePr

ojectId
● g:ResourceTag

/<tag-key>

- g:TagKeys

Organizations
User Guide 5 Managing SCPs

Issue 01 (2025-02-25) Copyright © Huawei Cloud Computing Technologies Co., Ltd. 648



Action Description Access
Level

Resource
Type (*
required)

Condition Key

kms:cmk:get
Tags

Grant the
permission to query
a specified key tag.

read KeyId * ● kms:KeyOrigin
● kms:KeySpec
● kms:KeyUsage
● kms:MultiRegi

onKeyType
● g:EnterprisePr

ojectId
● g:ResourceTag

/<tag-key>

kms::listAllT
ags

Grant the
permission to query
the tags of a
specified key
project.

list - -

kms:cmk:rep
licate

Grant the
permission to copy
a KMS key.

write KeyId * ● kms:KeyOrigin
● kms:KeySpec
● kms:KeyUsage
● kms:MultiRegi

onKeyType
● g:EnterprisePr

ojectId
● g:ResourceTag

/<tag-key>

kms:cmk:up
datePrimary
Region

Grant the
permission to
update the primary
region.

write KeyId * ● kms:KeyOrigin
● kms:KeySpec
● kms:KeyUsage
● kms:MultiRegi

onKeyType
● g:EnterprisePr

ojectId
● g:ResourceTag

/<tag-key>

- kms:PrimaryRegio
n
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Action Description Access
Level

Resource
Type (*
required)

Condition Key

kms:alias:cre
ate

Grant the
permission to create
an alias.

write KeyId * ● kms:KeyOrigin
● kms:KeySpec
● kms:KeyUsage
● kms:MultiRegi

onKeyType
● g:EnterprisePr

ojectId
● g:ResourceTag

/<tag-key>

alias * -

kms:alias:del
ete

Grant the
permission to
delete an alias.

write KeyId * ● kms:KeyOrigin
● kms:KeySpec
● kms:KeyUsage
● kms:MultiRegi

onKeyType
● g:EnterprisePr

ojectId
● g:ResourceTag

/<tag-key>

alias * -

kms:alias:list Grant the
permission to query
the alias list.

list - -

kms:alias:ass
ociate

Grant the
permission to
associate an alias.

write KeyId * ● kms:KeyOrigin
● kms:KeySpec
● kms:KeyUsage
● kms:MultiRegi

onKeyType
● g:EnterprisePr

ojectId
● g:ResourceTag

/<tag-key>

alias * -
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Table 5-137 Actions supported by KPS

Action Description Access Level Resource
Type (*
required)

Condition
Key

kps:SSHKeyPair:cr
eate

Grant the
permission to
create and
import SSH key
pairs.

write SSHKeyPair * ● kps:Km
sKeyId

● kps:Alg
orithm

kps:SSHKeyPair:d
elete

Grant the
permission to
delete SSH key
pairs.

write SSHKeyPair * -

kps:SSHKeyPair:g
et

Grant the
permission to
query SSH key
pair details.

read SSHKeyPair * -

kps:SSHKeyPair:li
st

Grant the
permission to
query the SSH
key pair list.

list SSHKeyPair * -

kps:SSHKeyPair:u
pdate

Grant the
permission to
update the
description of
SSH key pairs.

write SSHKeyPair * -

kps:SSHKeyPair:bi
nd

Grant the
permission to
bind a new SSH
key pair to a
VM.

write SSHKeyPair * -

kps::deleteFailedT
ask

Grant the
permission to
delete failed
tasks.

write - -

kps:SSHKeyPair:u
nbind

Grant the
permission to
unbind an SSH
key pair from a
VM.

write SSHKeyPair * -

kps::getFailedTas
k

Grant the
permission to
query the
information
about failed
tasks.

list - -
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Action Description Access Level Resource
Type (*
required)

Condition
Key

kps::getTask Grant the
permission to
query the
execution status
of the current
task.

list - -

kps::getRunningT
ask

Grant the
permission to
query the
information
about tasks that
are being
processed.

list - -

kps:SSHKeyPair:i
mportPrivateKey

Grant the
permission to
import a private
key to a key
pair.

write SSHKeyPair * kps:KmsKe
yId

kps:SSHKeyPair:e
xportPrivateKey

Grant the
permission to
export the
private key from
a key pair.

write SSHKeyPair * -

kps:SSHKeyPair:cl
earPrivateKey

Grant the
permission to
clear the private
key of a key
pair.

write SSHKeyPair * -

 

Table 5-138 Actions supported by CSMS

Action Description Acc
ess
Lev
el

Resource
Type (*
required)

Condition Key

csms:secret:cr
eate

Grant the
permission to
create and restore
secrets.

writ
e

secretName
*

● csms:Type
● csms:KmsKeyId
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Action Description Acc
ess
Lev
el

Resource
Type (*
required)

Condition Key

- ● g:EnterpriseProjec
tId

● g:RequestTag/
<tag-key>

● g:TagKeys

csms:secret:de
lete

Grant the
permission to
delete secrets
immediately.

writ
e

secretName
*

● csms:Type
● g:EnterpriseProjec

tId
● g:ResourceTag/

<tag-key>

csms:secret:up
date

Grant the
permission to
update secret
metadata
information.

writ
e

secretName
*

● csms:Type
● csms:KmsKeyId
● g:EnterpriseProjec

tId
● g:ResourceTag/

<tag-key>

csms:secret:ge
t

Grant the
permission to
query and
download secret
information.

rea
d

secretName
*

● csms:Type
● g:EnterpriseProjec

tId
● g:ResourceTag/

<tag-key>

csms:secret:lis
t

Grant the
permission to
query all secrets
created by the
current user in the
current project.

list secretName
*

g:EnterpriseProjectId

csms:secret:cr
eateVersion

Grants the
permission to
create a new
secret version in a
specified secret.

writ
e

secretName
*

● csms:Type
● g:EnterpriseProjec

tId
● g:ResourceTag/

<tag-key>

csms:secret:ge
tVersion

Grants permission
to query the
version
information about
a specified secret
and its plaintext
secret values.

rea
d

secretName
*

● csms:Type
● csms:VersionId
● g:EnterpriseProjec

tId
● g:ResourceTag/

<tag-key>
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Action Description Acc
ess
Lev
el

Resource
Type (*
required)

Condition Key

csms:secret:lis
tVersion

Grants the
permission to
query the version
list of a specified
secret.

list secretName
*

● csms:Type
● g:EnterpriseProjec

tId
● g:ResourceTag/

<tag-key>

csms:secret:cr
eateStage

Grant the
permission to
create secret
version status.

writ
e

secretName
*

● csms:Type
● g:EnterpriseProjec

tId
● g:ResourceTag/

<tag-key>

csms:secret:ge
tStage

Grant the
permission to use
the secret version
status to query
version
information.

rea
d

secretName
*

● csms:Type
● csms:VersionStage
● g:EnterpriseProjec

tId
● g:ResourceTag/

<tag-key>

csms:secret:up
dateStage

Grant the
permission to
update the secret
version status.

writ
e

secretName
*

● csms:Type
● g:EnterpriseProjec

tId
● g:ResourceTag/

<tag-key>

csms:secret:de
leteStage

Grant the
permission to
delete the state of
a specified secret
version.

writ
e

secretName
*

● csms:Type
● g:EnterpriseProjec

tId
● g:ResourceTag/

<tag-key>

csms::getSecre
tQuota

Grant the
permission to
query the secret
quota of a
specified project.

rea
d

- -

csms:secret:sc
heduleDeletio
n

Grant the
permission to
create a scheduled
secret deletion
task.

writ
e

secretName
*

● csms:Type
● csms:RecoveryWin

dowInDays
● g:EnterpriseProjec

tId
● g:ResourceTag/

<tag-key>
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Action Description Acc
ess
Lev
el

Resource
Type (*
required)

Condition Key

csms:secret:re
storeSecret

Grant the
permission to
cancel a scheduled
secret deletion
task.

writ
e

secretName
*

● csms:Type
● g:EnterpriseProjec

tId
● g:ResourceTag/

<tag-key>

csms:secret:ro
tate

Grant the
permission to
rotate a secret.

writ
e

secretName
*

● csms:Type
● g:EnterpriseProjec

tId
● g:ResourceTag/

<tag-key>

csms:secret:ge
tSecretsByTag

Grant the
permission to
return the secret
list through tag
filtering.

list secretName
*

-

csms:secret:ba
tchCreateOrD
eleteTags

Grant the
permission to add
or delete secret
tags in batches.

tag
gin
g

secretName
*

● csms:Type
● g:EnterpriseProjec

tId
● g:ResourceTag/

<tag-key>

- ● g:RequestTag/
<tag-key>

● g:TagKeys

csms:secret:cr
eateTag

Grant the
permission to add
secret tags.

tag
gin
g

secretName
*

● csms:Type
● g:EnterpriseProjec

tId
● g:ResourceTag/

<tag-key>

- ● g:RequestTag/
<tag-key>

● g:TagKeys

csms:secret:de
leteTag

Grant the
permission to
delete secret tags.

tag
gin
g

secretName
*

● csms:Type
● g:EnterpriseProjec

tId
● g:ResourceTag/

<tag-key>

- g:TagKeys
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Action Description Acc
ess
Lev
el

Resource
Type (*
required)

Condition Key

csms:secret:lis
tTags

Grant the
permission to
query secret tags.

list secretName
*

● csms:Type
● g:EnterpriseProjec

tId
● g:ResourceTag/

<tag-key>

csms::listProje
ctTags

Grant the
permission to
query all secret
tag sets of a user
in a specified
project.

list - -

csms:secret:up
dateVersion

Grant the
permission to
update the validity
period of a secret
version.

writ
e

secretName
*

● csms:Type
● csms:VersionId
● g:EnterpriseProjec

tId
● g:ResourceTag/

<tag-key>

csms::createEv
ent

Grant the
permission to
create secret
events.

writ
e

- -

csms::listEvent
s

Grant the
permission to
query all event
notifications
created by the
current user in a
project.

list - -

csms::getEven
t

Grant the
permission to
query specified
event notification
information.

rea
d

- -

csms::updateE
vent

Grant the
permission to
update the
information of a
specified event
notification.

writ
e

- -
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Action Description Acc
ess
Lev
el

Resource
Type (*
required)

Condition Key

csms::deleteEv
ent

Grant the
permission to
immediately
delete a specified
event notification.

writ
e

- -

csms::listNotifi
cationRecords

Grant the
permission to
query the
triggered event
notification
records.

list - -

csms::listTasks Grant the
permission to
query secret
rotation tasks.

List - -

 

Table 5-139 Actions supported by Dedicated HSM

Action Description Acces
s
Level

Resource
Type (*
required)

Conditio
n Key

dhsm:hsm:get Grant the permission
to query HSM
details.

read DHSM -

dhsm:hsm:getJobInf
o

Grant the permission
to query task details.

read DHSM -

dhsm:cluster:getCsr Grant the permission
to download the
certificate request
file.

read DHSM -

dhsm:cluster:getCer
t

Grant the permission
to query the cluster
certificates.

read DHSM -

dhsm::getPreCreate
dInfo

Grant the permission
to query HSM
resource information.

read DHSM -

dhsm:hsm:delete Grant the permission
to delete HSM
details.

write DHSM -
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Action Description Acces
s
Level

Resource
Type (*
required)

Conditio
n Key

dhsm:hsm:updateAl
ias

Grant the permission
to update HSM
information.

write DHSM -

dhsm:hsm:create Grant the permission
to create an HSM.

write DHSM -

dhsm:hsm:updateH
sm

Grant the permission
to update HSM
information.

write DHSM -

dhsm:cluster:create Grant the permission
to create a cluster.

write DHSM -

dhsm:cluster:updat
e

Grant the permission
to update a cluster.

write DHSM -

dhsm:cluster:delete Grant the permission
to delete a cluster.

write DHSM -

dhsm:cluster:addVs
m

Grant the permission
to add HSMs in
batches.

write DHSM -

dhsm:cluster:updat
eCert

Grant the permission
to configure a
certificate.

write DHSM -

dhsm:hsm:createIns
tallOrder

Grant the permission
to create an
installation order.

write DHSM -

dhsm:hsm:createOr
der

Grant the permission
to create an order.

write DHSM -

dhsm:hsm:inquiryR
esource

Grant the permission
to query the price.

read DHSM -

dhsm:hsm:list Grant the permission
to obtain the HSM
list.

list DHSM -

dhsm:cluster:list Grant the permission
to query a cluster.

list DHSM -

dhsm:hsm:listHsms
ByTag

Grant the permission
to query an HSM
instance.

list DHSM -

dhsm:hsm:getHsmT
ags

Grant the permission
to obtain the tag list.

list DHSM -
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Action Description Acces
s
Level

Resource
Type (*
required)

Conditio
n Key

dhsm::listTags Grant the permission
to query all tags of
an HSM.

list DHSM -

dhsm::listChargeSpe
cCode

Grant the permission
to query the
specification code.

list DHSM -

dhsm:hsm:createTa
gs

Grant the permission
to create or delete
tags in batches.

taggin
g

DHSM -

dhsm:hsm:createRe
sourceTag

Grant the permission
to create a resource
tag.

taggin
g

DHSM -

dhsm:hsm:deleteRe
sourceTag

Grant the permission
to delete a resource
tag.

taggin
g

DHSM -

 

DEW APIs usually support one or more actions. Table 5-140, Table 5-141, and
Table 5-142 describe the actions and dependencies supported by APIs, as well as
the actions on which the API depends.

Table 5-140 Actions and dependencies supported by KMS APIs

API Action Dependent
Permission

POST /v1.0/{project_id}/kms/
create-key

kms:cmk:create -

POST /v1.0/{project_id}/kms/
list-keys

kms:cmk:list -

POST /v1.0/{project_id}/kms/
enable-key

kms:cmk:enable -

POST /v1.0/{project_id}/kms/
disable-key

kms:cmk:disable -

POST /v1.0/{project_id}/kms/
describe-key

kms:cmk:get -

POST /v1.0/{project_id}/kms/
create-datakey

kms:cmk:createDataKey -

POST /v1.0/{project_id}/kms/
create-datakey-without-
plaintext

kms:cmk:createDataKey
WithoutPlaintext

-
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API Action Dependent
Permission

POST /v1.0/{project_id}/kms/
encrypt-datakey

kms:cmk:encryptDataKe
y

-

POST /v1.0/{project_id}/kms/
decrypt-datakey

kms:cmk:decryptDataKe
y

-

POST /v1.0/{project_id}/kms/
encrypt-data

kms:cmk:encryptData -

POST /v1.0/{project_id}/kms/
decrypt-data

kms:cmk:decryptData -

POST /v1.0/{project_id}/kms/
gen-random

kms::generateRandom -

POST /v1.0/{project_id}/kms/
sign

kms:cmk:sign -

POST /v1.0/{project_id}/kms/
verify

kms:cmk:verify -

POST /v1.0/{project_id}/kms/
get-publickey

kms:cmk:getPublicKey -

GET / kms::getVersions -

GET /{version_id} kms::getVersion -

POST /v1.0/{project_id}/kms/
schedule-key-deletion

kms:cmk:scheduleKeyDe
letion

-

POST /v1.0/{project_id}/kms/
cancel-key-deletion

kms:cmk:cancelKeyDele
tion

-

GET /v1.0/{project_id}/kms/
user-instances

kms::getInstance -

GET /v1.0/{project_id}/kms/
user-quotas

kms::getQuota -

POST /v1.0/{project_id}/kms/
update-key-alias

kms:cmk:updateKeyAlia
s

-

POST /v1.0/{project_id}/kms/
update-key-description

kms:cmk:updateKeyDes
cription

-

POST /v1.0/{project_id}/kms/
create-grant

kms:cmk:createGrant -

POST /v1.0/{project_id}/kms/
list-grants

kms:cmk:listGrants -

POST /v1.0/{project_id}/kms/
list-retirable-grants

kms::listRetirableGrants -
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API Action Dependent
Permission

POST /v1.0/{project_id}/kms/
retire-grant

kms:cmk:retireGrant -

POST /v1.0/{project_id}/kms/
revoke-grant

kms:cmk:revokeGrant -

POST /v1.0/{project_id}/kms/
get-parameters-for-import

kms:cmk:getMaterial -

POST /v1.0/{project_id}/kms/
import-key-material

kms:cmk:importMateria
l

-

POST /v1.0/{project_id}/kms/
delete-imported-key-
material

kms:cmk:deleteMaterial -

POST /v1.0/{project_id}/kms/
enable-key-rotation

kms:cmk:enableRotatio
n

-

POST /v1.0/{project_id}/kms/
update-key-rotation-interval

kms:cmk:updateRotatio
n

-

POST /v1.0/{project_id}/kms/
disable-key-rotation

kms:cmk:disableRotatio
n

-

POST /v1.0/{project_id}/kms/
get-key-rotation-status

kms:cmk:getRotation -

POST /v1.0/{project_id}/kms/
{key_id}/tags

kms:cmk:createTag -

POST /v1.0/{project_id}/kms/
{key_id}/tags/action

kms:cmk:createTags -

POST /v1.0/{project_id}/kms/
{resource_instances}/action

kms:cmk:listKeysByTag -

DELETE /v1.0/
{project_id}/kms/{key_id}/
tags/{key}

kms:cmk:deleteTag -

GET /v1.0/{project_id}/kms/
{key_id}/tags

kms:cmk:getTags -

GET /v1.0/{project_id}/kms/
tags

kms::listAllTags -

POST /v2/{project_id}/kms/
keys/{key_id}/replicate

kms:cmk:replicate -

PUT /v2/{project_id}/kms/
keys/{key_id}/update-
primary-region

kms:cmk:updatePrimary
Region

-
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Table 5-141 Actions and dependencies supported by CSMS APIs

API Action Dependencies

POST /v1/{project_id}/secrets csms:secret:crea
te

kms:cmk:createDataKey

POST /v1/{project_id}/secrets/
{secret_name}/backup

csms:secret:get ● kms:cmk:createDataK
ey

● kms:cmk:decryptData
Key

● kms:cmk:list

POST /v1/{project_id}/secrets/
restore

csms:secret:crea
te

kms:cmk:decryptDataKey

DELETE /v1/{project_id}/secrets/
{secret_name}

csms:secret:dele
te

-

PUT /v1/{project_id}/secrets/
{secret_name}

csms:secret:upd
ate

-

GET /v1/{project_id}/secrets/
{secret_name}

csms:secret:get -

GET /v1/{project_id}/secrets csms:secret:list -

POST /v1/{project_id}/secrets/
{secret_name}/versions

csms:secret:crea
teVersion

kms:cmk:createDataKey

GET /v1/{project_id}/secrets/
{secret_name}/versions/
{version_id}

csms:secret:getV
ersion

kms:cmk:decryptDataKey

GET /v1/{project_id}/secrets/
{secret_name}/versions

csms:secret:listV
ersion

-

GET /v1/{project_id}/secrets/
{secret_name}/stages/
{stage_name}

csms:secret:getS
tage

-

PUT /v1/{project_id}/secrets/
{secret_name}/stages/
{stage_name}

csms:secret:upd
ateStage

-

DELETE /v1/{project_id}/secrets/
{secret_name}/stages/
{stage_name}

csms:secret:dele
teStage

-

POST /v1/{project_id}/secrets/
{secret_name}/scheduled-deleted-
tasks/create

csms:secret:sche
duleDeletion

-

POST /v1/{project_id}/secrets/
{secret_name}/scheduled-deleted-
tasks/cancel

csms:secret:rest
oreSecret

-
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API Action Dependencies

POST /v1/{project_id}/secrets/
{secret_name}/rotate

csms:secret:rotat
e

● rds:password:update
● kms:cmk:createGrant
● kms:cmk:retireGrant

POST /v1/{project_id}/csms/
{resource_instances}/action

csms:secret:getS
ecretsByTag

-

POST /v1/{project_id}/csms/
{secret_id}/tags/action

csms:secret:batc
hCreateOrDelet
eTags

-

POST /v1/{project_id}/csms/
{secret_id}/tags

csms:secret:crea
teTag

-

DELETE /v1/{project_id}/csms/
{secret_id}/tags/{key}

csms:secret:dele
teTag

-

GET /v1/{project_id}/csms/
{secret_id}/tags

csms:secret:listT
ags

-

GET /v1/{project_id}/csms/tags csms::listProject
Tags

-

PUT /v1/{project_id}/secrets/
{secret_name}/versions/
{version_id}

csms:secret:upd
ateVersion

-

POST /v1/{project_id}/csms/
events

csms::createEve
nt

-

GET /v1/{project_id}/csms/events csms::listEvents -

GET /v1/{project_id}/csms/events/
{event_name}

csms::getEvent -

PUT /v1/{project_id}/csms/events/
{event_name}

csms::updateEve
nt

-

DELETE /v1/{project_id}/csms/
events/{event_name}

csms::deleteEve
nt

-

GET /v1/{project_id}/csms/
notification-records

csms::listNotifica
tionRecords

-

GET /v1/{project_id}/csms/tasks csms::listTasks -
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Table 5-142 Actions and dependencies supported by KPS APIs

API Action Dependencies

POST /v3/{project_id}/
keypairs

kps:SSHKeyPair:create ● kms:cmk:createDataK
ey

● kms:cmk:list

DELETE /v3/{project_id}/
keypairs/{keypair_name}

kps:SSHKeyPair:delete -

GET /v3/{project_id}/
keypairs/{keypair_name}

kps:SSHKeyPair:get -

GET /v3/{project_id}/
keypairs

kps:SSHKeyPair:list -

PUT /v3/{project_id}/
keypairs/{keypair_name}

kps:SSHKeyPair:update -

POST /v3/{project_id}/
keypairs/associate

kps:SSHKeyPair:bind ● ecs:cloudServers:creat
eServers

● ecs:cloudServers:delet
eServers

● ecs:cloudServers:show
Server

● ecs:cloudServers:attac
h

● ecs:cloudServers:listSe
rverBlockDevices

● ecs:cloudServers:show
ServerBlockDevice

● ecs:cloudServers:detac
hVolume

● ecs:cloudServers:listSe
rverInterfaces

● ecs:cloudServers:listSe
rversDetails

● ecs:cloudServerFlavors
:get

● ecs:cloudServerQuota
s:get

● evs:types:get
● evs:volumes:use
● ims:images:get
● vpc:subnets:list

DELETE /v3/{project_id}/
failed-tasks

kps::deleteFailedTask -
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API Action Dependencies

DELETE /v3/{project_id}/
failed-tasks/{task_id}

kps::deleteFailedTask -

POST /v3/{project_id}/
keypairs/disassociate

kps:SSHKeyPair:unbind ● ecs:cloudServers:creat
eServers

● ecs:cloudServers:delet
eServers

● ecs:cloudServers:show
Server

● ecs:cloudServers:attac
h

● ecs:cloudServers:listSe
rverBlockDevices

● ecs:cloudServers:show
ServerBlockDevice

● ecs:cloudServers:detac
hVolume

● ecs:cloudServers:listSe
rverInterfaces

● ecs:cloudServers:listSe
rversDetails

● ecs:cloudServerFlavors
:get

● ecs:cloudServerQuota
s:get

● evs:types:get
● evs:volumes:use
● ims:images:get
● vpc:subnets:list

GET /v3/{project_id}/
failed-tasks

kps::getFailedTask -

GET /v3/{project_id}/
tasks/{task_id}

kps::getTask -

GET /v3/{project_id}/
running-tasks

kps::getRunningTask -

POST /v3/{project_id}/
keypairs/private-key/
import

kps:SSHKeyPair:importPri
vateKey

● kms:cmk:createDataK
ey

● kms:cmk:list

POST /v3/{project_id}/
keypairs/private-key/
export

kps:SSHKeyPair:exportPri
vateKey

kms:cmk:decryptDataKey
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API Action Dependencies

POST /v3/{project_id}/
keypairs/batch-associate

kps:SSHKeyPair:bind ● ecs:cloudServers:creat
eServers

● ecs:cloudServers:delet
eServers

● ecs:cloudServers:show
Server

● ecs:cloudServers:attac
h

● ecs:cloudServers:listSe
rverBlockDevices

● ecs:cloudServers:show
ServerBlockDevice

● ecs:cloudServers:detac
hVolume

● ecs:cloudServers:listSe
rverInterfaces

● ecs:cloudServers:listSe
rversDetails

● ecs:cloudServerFlavors
:get

● ecs:cloudServerQuota
s:get

● evs:types:get
● evs:volumes:use
● ims:images:get
● vpc:subnets:list

DELETE /v3/{project_id}/
keypairs/
{keypair_name}/private-
key

kps:SSHKeyPair:clearPriv
ateKey

-

 

Table 5-143 Actions and dependencies supported by Dedicated HSM APIs

API Action Dependent Permission

GET /v1/{project_id}/dew/hsms/
{hsm_id}

dhsm:hsm:get -

GET /v1/{project_id}/dew/hsms/
jobs/{job_id}

dhsm:hsm:getJo
bInfo

-

GET /v1/{project_id}/dew/
clusters/{cluster_id}/csr

dhsm:cluster:get
Csr

-
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API Action Dependent Permission

GET /v1/{project_id}/dew/
clusters/{cluster_id}/cert

dhsm:cluster:get
Cert

-

GET /v1/{project_id}/dew/
resources

dhsm::getPreCre
atedInfo

-

DELETE /v1/{project_id}/dew/
hsms/{hsm_id}

dhsm:hsm:delet
e

-

PUT /v1/{project_id}/dew/hsms/
{hsm_id}

dhsm:hsm:updat
eAlias

-

POST /v1/{project_id}/dew/hsms dhsm:hsm:creat
e

-

PUT /v1/{project_id}/dew/hsms/
{hsm_id}

dhsm:hsm:updat
eHsm

-

POST /v1/{project_id}/dew/
clusters

dhsm:cluster:cre
ate

-

PUT /v1/{project_id}/dew/
clusters/{cluster_id}

dhsm:cluster:up
date

-

DELETE /v1/{project_id}/dew/
clusters/{cluster_id}

dhsm:cluster:del
ete

-

POST /v1/{project_id}/dew/
clusters/{cluster_id}/vsms

dhsm:cluster:ad
dVsm

-

POST /v1/{project_id}/dew/
clusters/{cluster_id}/cert

dhsm:cluster:up
dateCert

-

POST /v1/{project_id}/dew/install-
order

dhsm:hsm:creat
eInstallOrder

-

POST /v1/{project_id}/dew/order dhsm:hsm:creat
eOrder

-

POST /v1/dew/inquiry/resource dhsm:hsm:inquir
yResource

-

GET /v1/{project_id}/dew/hsms dhsm:hsm:list -

GET /v1/{project_id}/dew/clusters dhsm:cluster:list -

POST /v1/{project_id}/hsm/
{resource_instances}/action

dhsm:hsm:listHs
msByTag

-

GET /v1/{project_id}/hsm/
{resource_id}/tags

dhsm:hsm:getHs
mTags

-

GET /v1/{project_id}/hsm/tags dhsm::listTags -

GET /v1/dew/spec-codes dhsm::listCharge
SpecCode

-
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API Action Dependent Permission

POST /v1/{project_id}/hsm/
{resource_id}/tags/action

dhsm:hsm:creat
eTags

-

POST /v1/{project_id}/hsm/
{resource_id}/tags

dhsm:hsm:creat
eResourceTag

-

DELETE /v1/{project_id}/hsm/
{resource_id}/tags/{key}

dhsm:hsm:delet
eResourceTag

-

 

Resources
A resource type indicates the resources that an SCP policy applies to. Some actions
describes in Table 5-144 can be restricted to specific resources. If you specify a
resource URN in an SCP statement, the SCPs only applies to the specified
resources. If no resource URN is specified, the value of Resource will be * by
default, and the SCP will apply to all resources. You can also set conditions in an
SCP to specify the resource type.

The following table lists the resource types that you can define in SCP statements
for DEW.

Table 5-144 Resource types supported by DEW

Resource Type URN

KeyId kms:<region>:<account-id>:KeyId:<cmk-id>

alias kms:<region>:<account-id>:alias:<alias-name>

secretName csms:<region>:<account-id>:secretName:<secret-
name>

dhsm dhsm:<region>:<account-id>:hsm:<hsm-id>

cluster dhsm:<region>:<account-id>:cluster:<cluster-id>

 

Conditions
A Condition element lets you specify the conditions for an SCP to take effect. It
contains condition keys and operators.

● The condition key you specify can be a global condition key or a service-
specific condition key.
– Global condition keys (with the g: prefix) apply to all actions. Cloud

services do not need to provide user identity information. Instead, IAM
automatically obtains such information and authenticates users. For
details, see Global Condition Keys.

– Service-specific condition keys (with the abbreviation of a service name
plus a colon as the prefix, for example, DEW:) apply only to operations of
the corresponding service. For details, see Table 5-145.
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– The number of values associated with a condition key in the request
context of an API call makes the condition key single-valued or
multivalued. Single-valued condition keys have at most one value in the
request context of an API call. Multivalued condition keys can have
multiple values in the request context of an API call. For example, a
request can originate from at most one VPC endpoint, so g:SourceVpce is
a single-valued condition key. You can tag resources and include multiple
tag key-value pairs in a request, so g:TagKeys is a multivalued condition
key.

● A condition operator, condition key, and a condition value together constitute
a complete condition statement. An SCP can be applied only when its request
conditions are met. For supported condition operators, see Operators.

The following table lists the condition keys that you can define in SCPs for DEW.
You can use the condition keys to set conditions for detailed SCP statements.

NO TE

KPS does not support service-level condition keys in identity policies.

Table 5-145 Service-specific condition keys supported by DEW

Service-specific
Condition Key

Type Singl
e-
value
d/
Multi
value
d

Description

kms:EncryptionA
lgorithm

string Single
-
value
d

Search for the encryption and decryption
operations based on the value of
encryption and decryption algorithms in
the request.

kms:GranteePrin
cipalType

string Single
-
value
d

Search for the CreateGrant operations
based on the authorization subject type in
the request.

kms:GrantOpera
tions

string Multi
value
d

Search for the CreateGrant operations
based on the operations that need to be
authorized.

kms:GranteePrin
cipal

string Single
-
value
d

Search for the CreateGrant operations
based on the authorized subjects in the
authorization.

kms:KeyOrigin string Single
-
value
d

Search for the API operations based on the
origin attribute of the created or used
KMS key.
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Service-specific
Condition Key

Type Singl
e-
value
d/
Multi
value
d

Description

kms:KeySpec string Single
-
value
d

Search for the API operations based on the
key_spec attribute of the created or used
KMS key.

kms:KeyUsage string Single
-
value
d

Search for the API operations based on the
key_usage attribute of the created or used
KMS key.

kms:MessageTy
pe

string Single
-
value
d

Search for the signing and signature
verification operations based on the value
of message_type in the request.

kms:RetiringPrin
cipal

string Single
-
value
d

Search for the CreateGrant operations
based on value of retiring_principal in the
grant.

kms:SigningAlgo
rithm

string Single
-
value
d

Search for the signing and verification
operations based on the value of
signing_algorithm in the request.

kms:ExpirationTi
me

date Single
-
value
d

Search for the ImportKeyMaterial
operations based on the value of
expiration_time in the request.

kms:WrappingAl
gorithm

string Single
-
value
d

Search for the CreateParametersForImport
operations based on the value of
wrapping_algorithm in the request.

kms:RecipientAt
testation

string Single
-
value
d

Search for the CreateDatakey,
DecryptData, DecryptDatakey, and
CreateRandom operations based on the
value of platform configuration register
(PCR) of the proof document in the
request.

kms:MacAlgorit
hm

string Single
-
value
d

Search for the message authentication
code generation or verification operations
based on the value of mac_algorithm in
the request.
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Service-specific
Condition Key

Type Singl
e-
value
d/
Multi
value
d

Description

kms:RequestAlia
s

string Single
-
value
d

Filter access to API operations based on
key_id in the request.

kms:ResourceAli
ases

string Multi
value
d

Filter access to API operations based on
alias of the KMS key.

kms:MultiRegio
nKeyType

string Single
-
value
d

Filter access to API operations based on
MultiRegionKeyType in the KMS key field.

kms:PrimaryReg
ion

string Single
-
value
d

Filter access to API operations based on
primary_region in the request.

kms:EncryptionC
ontext

string Single
-
value
d

Filter access to API operations based on
additional_authenticated_data in the
request.

kms:ScheduleKe
yDeletionPendin
gWindowInDays

numeri
c

Single
-
value
d

Filter access to API operations based on
pending_days in the request.

csms:Type string Single
-
value
d

Filter access permissions by secret type.

csms:KmsKeyId string Single
-
value
d

Filter access permissions by KMS key ID.

csms:VersionId string Single
-
value
d

Filter access permissions by secret version
ID.
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Service-specific
Condition Key

Type Singl
e-
value
d/
Multi
value
d

Description

csms:VersionSta
ge

string Single
-
value
d

Filter access permissions by secret version
status.

csms:RecoveryW
indowInDays

numeri
c

Single
-
value
d

Filter access permissions by secret deletion
waiting time.

kps:KmsKeyId string Single
-
value
d

Filter access permissions by KMS key ID in
the request.

kps:Algorithm string Single
-
value
d

Filter access permissions by the algorithm
used by the SSH key pair in the request.

 

5.10.8.3 Host Security Service (HSS)
The Organizations service provides Service Control Policies (SCPs) to set access
control policies.

SCPs do not actually grant any permissions to a principal. They only set the
permission boundary for the principal. When SCPs are attached to a member
account or an organizational unit (OU), they do not directly grant permissions to
that member account or OU. Instead, the SCPs just determine what permissions
are available for that member account or the member accounts under that OU.

This section describes the elements used by Organizations SCPs. The elements
include actions, resources, and conditions.

For details about how to use these elements to create a custom SCP, see Creating
an SCP.

Actions
Actions are specific operations that are allowed or denied in an SCP.

● Access Level indicates how the action is classified. The value can be list, read,
or write. This classification helps you understand the level of access that an
action grants when you use it in an SCP.

● The Resource Type column indicates whether the action supports resource-
level permissions.
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– You can use a wildcard (*) to indicate all resource types. If this column is
empty (-), the action does not support resource-level permissions, and
you must specify all resources ("*") in your SCP statements.

– If this column includes a resource type, you must specify the resource
URN in the Resource element of your statements.

– Required resources are marked with asterisks (*) in the table.
For details about the resource types defined by HSS, see Resource.

● The Condition Key column contains keys that you can specify in the
Condition element of an SCP statement.
– If the Resource Type column has values for an action, the condition key

only takes effect only for the listed resource types.
– If the Resource Type column is empty (-) for an action, the condition key

takes effect for all resources that action supports.
– If the Condition Key column is empty (-) for an action, the action does

not support any condition keys.
For details about the condition keys defined by HSS, see Conditions.

The following table lists the actions that you can define in SCP statements for
HSS.

Table 5-146 Actions supported by HSS

Action Description Access
Level

Resour
ce Type
(*
require
d)

Condition Key

hss:host:addHosts
Group

Grants permission
to create a server
group.

write host * g:EnterpriseProjec
tId

hss:ars:addPWLPol
icyHost

Grants permission
to add servers to
a whitelist policy.

write host * g:EnterpriseProjec
tId

hss:rasp:addRaspP
olicy

Grants permission
to add protection
policies.

write - g:EnterpriseProjec
tId

hss:safetyReport:a
ddSecurityReport

Grants permission
to create or copy
new reports.

write - g:EnterpriseProjec
tId

hss:wtp:addTimin
gOffConfigInfo

Grants permission
to add the
configuration of
scheduled
protection
disabling.

write host * g:EnterpriseProjec
tId
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Action Description Access
Level

Resour
ce Type
(*
require
d)

Condition Key

hss:wtp:addWtpH
ostProtectDirInfo

Grants permission
to add protected
directories.

write host * g:EnterpriseProjec
tId

hss:wtp:addWtpPr
ivilegedProcessIn-
fo

Grants permission
to add privileged
processes.

write host * g:EnterpriseProjec
tId

hss:setting:change
AutoKillVirusSta-
tus

Grants permission
to enable or
disable automatic
program isolation
and killing.

write - g:EnterpriseProjec
tId

hss:event:changeB
lockedIp

Grants
permissions for
unblocking.

write host * g:EnterpriseProjec
tId

hss:setting:change
MalwareCollectSt
atus

Grants permission
to enable or
disable the
sample collection
for malware cloud
scans.

write - g:EnterpriseProjec
tId

hss:ars:changePW
LPolicy

Grants permission
to modify
whitelist policies.

write - g:EnterpriseProjec
tId

hss:ars:changePW
LPolicyProcessSta-
tus

Grants permission
to mark the
whitelist policy
identification
processes.

write - g:EnterpriseProjec
tId

hss:safetyReport:c
hangeSecurityRe-
port

Grants permission
to modify reports.

write - g:EnterpriseProjec
tId

hss:ars:createPWL
Policy

Grants permission
to create whitelist
policies.

write host * -

- g:EnterpriseProjec
tId

hss:ars:deletePWL
Policy

Grants permission
to delete whitelist
policies.

write - g:EnterpriseProjec
tId
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Action Description Access
Level

Resour
ce Type
(*
require
d)

Condition Key

hss:ars:deletePWL
PolicyHost

Grants permission
to delete servers
from a whitelist
policy.

write host * g:EnterpriseProjec
tId

hss:antiransomwa
re:deleteRansomw
areDuplicationInfo

Grants permission
to delete backup
copies.

write - g:EnterpriseProjec
tId

hss:antiransomwa
re:deleteRansomw
areProtectionPoli-
cy

Grants permission
to delete
protection
policies.

write - g:EnterpriseProjec
tId

hss:rasp:deleteRas
pPolicy

Grants permission
to delete
protection
policies.

write - g:EnterpriseProjec
tId

hss:safetyReport:d
eleteSecurityRe-
port

Grants permission
to delete reports.

write - g:EnterpriseProjec
tId

hss:wtp:deleteTimi
ngOffConfigInfo

Grants permission
to delete the
configuration of
scheduled
protection
disabling.

write host * g:EnterpriseProjec
tId

hss:wtp:deleteWtp
BackupHostInfo

Grants permission
to delete the
remote backup
server.

write host * g:EnterpriseProjec
tId

hss:wtp:deleteWtp
HostProtectDirIn-
fo

Grants permission
to delete
protected
directories.

write host * g:EnterpriseProjec
tId

hss:wtp:deleteWtp
PrivilegedProces-
sInfo

Grants permission
to delete
privileged
processes.

write host * g:EnterpriseProjec
tId

hss:setting:getAge
ntInstallScript

Grants permission
to query the
agent installation
script.

read - g:EnterpriseProjec
tId

Organizations
User Guide 5 Managing SCPs

Issue 01 (2025-02-25) Copyright © Huawei Cloud Computing Technologies Co., Ltd. 675



Action Description Access
Level

Resour
ce Type
(*
require
d)

Condition Key

hss:setting:getAlar
mConfig

Grants permission
to query alarm
configurations.

read - g:EnterpriseProjec
tId

hss:rasp:getAppRa
spSwitchStatus

Grants permission
to query
application
protection status
(enabled or
disabled).

read host * g:EnterpriseProjec
tId

hss:setting:getAut
oKillVirusStatus

Grants permission
to query the
automatic
isolation and
killing status of
programs.

read - g:EnterpriseProjec
tId

hss:container:getC
ontainerNodeSta-
tistics

Grants permission
to query container
node protection
overview
statistics.

read - g:EnterpriseProjec
tId

hss:keyfile:getFileS
tatistic

Grants permission
to obtain server
file statistics.

read - g:EnterpriseProjec
tId

hss:setting:getMal
wareCollectStatus

Grants permission
to query the
status of the
sample collection
configuration
switch for
malware cloud
scans.

read - g:EnterpriseProjec
tId

hss:setting:getMal
wareReminders

Grants permission
to obtain prompt
information
configurations.

read - g:EnterpriseProjec
tId

hss:securitycheck:
getManualSecuri-
tyCheckStatus

Grants permission
to query the
status and
progress of
manual health
checks.

read - g:EnterpriseProjec
tId
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Resour
ce Type
(*
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Condition Key

hss:overview:getO
verviewAssetGrou
psStatistics

Grants permission
to obtain business
group distribution
statistics and
identify regular,
important, and
core assets.

read - g:EnterpriseProjec
tId

hss:overview:getO
verviewAssetOsSt
atistics

Grants permission
to obtain OS
distribution
statistics.

read - g:EnterpriseProjec
tId

hss:overview:getO
verviewAssetSta-
tistics

Grants permission
to obtain asset
statistics,
including servers,
containers, and
images.

read - g:EnterpriseProjec
tId

hss:overview:getO
verviewAttckMitre

Grants permission
to investigate
responses
(ATT&CK attack
path matrix).

read - g:EnterpriseProjec
tId

hss:overview:getO
verviewDefenseS-
tatistics

Grants permission
to obtain
proactive defense
statistics.

read - g:EnterpriseProjec
tId

hss:overview:getO
verviewProtection
StatusStatistics

Grants permission
to query the
protection status
of the current
cloud loads.

read - g:EnterpriseProjec
tId

hss:overview:getO
verviewQuotaSta-
tistics

Grants permission
to obtain server
security statistics.

read - g:EnterpriseProjec
tId

hss:overview:getO
verviewRiskLists

Grants permission
to query the risk
list.

read - g:EnterpriseProjec
tId
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Resour
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(*
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d)

Condition Key

hss:overview:getO
verviewRiskMana-
geStatistics

Grants permission
to obtain risk
management
information,
including risk
trends and type
statistics.

read - g:EnterpriseProjec
tId

hss:overview:getO
verviewRiskScore

Grants permission
to query risk
scores.

read - g:EnterpriseProjec
tId

hss:overview:getO
verviewRiskStatis-
tics

Grants permission
to query risk
statistics, security
risks, security
alarms, and
proactive defense.

read - g:EnterpriseProjec
tId

hss:overview:getO
verviewTrialsSta-
tistics

Grants permission
to try server risk
statistics.

read - g:EnterpriseProjec
tId

hss:antiransomwa
re:getRansomwar
eBackupInfoByBac
kupId

Grants permission
to query specified
backup
information.

read - g:EnterpriseProjec
tId

hss:antiransomwa
re:getRansomwar
eHSSBackupPolicy
Info

Grants permission
to query backup
policy
information.

read - g:EnterpriseProjec
tId

hss:antiransomwa
re:getRansomwar
eBackupStatistics

Grants permission
to query backup
statistics.

read - g:EnterpriseProjec
tId

hss:antiransomwa
re:getRansomwar
eProtectionStatis-
tics

Grants permission
to query
protection
statistics.

read - g:EnterpriseProjec
tId

hss:antiransomwa
re:getRansomwar
eVaultInfo

Grants permission
to query backup
vault information.

read - g:EnterpriseProjec
tId
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Resour
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(*
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d)
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hss:rasp:getRaspP
olicyDetail

Grants permission
to query
protection policy
details.

read - g:EnterpriseProjec
tId

hss:rasp:getRaspPr
otectStatistics

Grants permission
to obtain
protection data
statistics.

read - g:EnterpriseProjec
tId

hss:wtp:getRaspS
witchStatus

Grants permission
to query whether
the dynamic WTP
is enabled.

read host * g:EnterpriseProjec
tId

hss:securitycheck:
getSecurityCheck-
Config

Grants permission
to query security
check schedules.

read - g:EnterpriseProjec
tId

hss:securitycheck:
getSecurityCheck-
HostReport

Grants permission
to query the
security check
report of a
specified server.

read host * g:EnterpriseProjec
tId

hss:securitycheck:
getSecurityCheck-
Overview

Grants permission
to query the
security check
overview.

read - g:EnterpriseProjec
tId

hss:securitycheck:
getSecurityCheck-
Statistic

Grants permission
to query security
check statistics.

read - g:EnterpriseProjec
tId

hss:safetyReport:g
etSecurityReport

Grants permission
to query the
content of the
security report.

read - g:EnterpriseProjec
tId

hss:safetyReport:g
etSecurityReport-
Subscription

Grants permission
to query the
content of a
report
subscription.

read - g:EnterpriseProjec
tId
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Resour
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d)
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hss:wtp:getTiming
OffStatusInfo

Grants permission
to query whether
a protection
configuration is in
the scheduled
disabling list.

read host * g:EnterpriseProjec
tId

hss:wtp:getWtpDa
shboardProtectSta
tistics

Grants permission
to query
protection
statistics.

read - g:EnterpriseProjec
tId

hss:wtp:getWtpDir
ectory

Grants permission
to query the
Tomcat bin
directory for
dynamic WTP.

read host * g:EnterpriseProjec
tId

hss:wtp:getWtpDir
ectoryMonitorOn-
lyStatus

Grants permission
to query the
status of the
monitoring-only
switch.

read host * g:EnterpriseProjec
tId

hss:wtp:getWtpPri
vilegedProcesse-
sChildStatus

Grants permission
to display the
trust status of
privileged
subprocesses.

read host * g:EnterpriseProjec
tId

hss:wtp:getWtpRe
moteBackupHostI
nfo

Grants permission
to query
information about
the remote
backup server.

read host * g:EnterpriseProjec
tId

hss:setting:listAge
ntVersion

Grants permission
to query agent
versions.

list - g:EnterpriseProjec
tId

hss:container:listC
ontainerNodes

Grants permission
to query the
container node
list.

list - g:EnterpriseProjec
tId

hss:keyfile:listFileE
vents

Grants permission
to obtain the list
of changed files.

list - g:EnterpriseProjec
tId
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Resour
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Condition Key

hss:keyfile:listFile
HostEventDetails

Grants permission
to obtain details
about change files
on a server.

list host * g:EnterpriseProjec
tId

hss:keyfile:listFile
Hosts

Grants permission
to obtain the ECS
change list.

list - g:EnterpriseProjec
tId

hss:host:listHostGr
oups

Grants permission
to query the
server group list.

list - g:EnterpriseProjec
tId

hss:setting:listLogi
nCommonIp

Grants permission
to query common
login IP addresses.

list - g:EnterpriseProjec
tId

hss:setting:listLogi
nCommonLocatio
n

Grants permission
to query common
login locations.

list - g:EnterpriseProjec
tId

hss:setting:listLogi
nWhiteIp

Grants permission
to query the login
IP address
whitelist.

list - g:EnterpriseProjec
tId

hss:policy:listPolic
yGroup

Grants permission
to query the
policy group list.

list - g:EnterpriseProjec
tId

hss:asset:listPortH
ost

Grants permission
to query asset
fingerprints - port
- server list.

list - g:EnterpriseProjec
tId

hss:asset:listProces
sesHost

Grants permission
to query asset
fingerprints -
process - server
list.

list - g:EnterpriseProjec
tId

hss:ars:listPWLEve
nt

Grants permission
to query process
whitelist events.

list - g:EnterpriseProjec
tId

hss:ars:listPwlPolic
y

Grants permission
to query the
process whitelist
policy list.

list - g:EnterpriseProjec
tId
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Resour
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Condition Key

hss:ars:listPwlPolic
yHost

Grants permission
to query the
servers associated
with a process
whitelist policy.

list - g:EnterpriseProjec
tId

hss:ars:listPwlPolic
yProcess

Grants permission
to query the
process whitelist
policy
identification
processes.

list - g:EnterpriseProjec
tId

hss:antiransomwa
re:listRansomware
BackedupByHostI
d

Grants permission
to query the
vulnerability list.

list host * g:EnterpriseProjec
tId

hss:antiransomwa
re:listRansomware
OperationLogsBy-
VaultName

Grants permission
to query the
backup and
restoration task
list.

list - g:EnterpriseProjec
tId

hss:antiransomwa
re:listRansomware
ProtectionOptio-
nalServer

Grants permission
to query the
servers under
ransomware
protection.

list - g:EnterpriseProjec
tId

hss:antiransomwa
re:listRansomware
ProtectionPolicy

Grants permission
to query
protection
policies.

list - g:EnterpriseProjec
tId

hss:antiransomwa
re:listRansomware
ProtectionServer

Grants permission
to query servers
protected against
ransomware.

list - g:EnterpriseProjec
tId

hss:rasp:listRaspC
heckFeatureRule

Grants permission
to query detection
rules.

list - g:EnterpriseProjec
tId

hss:rasp:listRaspEv
ents

Grants permission
to query
application
protection events.

list - g:EnterpriseProjec
tId
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Resour
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(*
require
d)
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hss:rasp:listRaspPo
licies

Grants permission
to query
protection
policies.

list - g:EnterpriseProjec
tId

hss:rasp:listRaspPr
otectionServers

Grants permission
to query
protected servers.

list - g:EnterpriseProjec
tId

hss:securitycheck:l
istSecurityCheck-
HostReportHistory

Grants permission
to query historical
security check
reports of a
specified server.

list host * g:EnterpriseProjec
tId

hss:securitycheck:l
istSecurityCheck-
HostResult

Grants permission
to query the
security check
results of servers.

list - g:EnterpriseProjec
tId

hss:safetyReport:li
stSecurityReport

Grants permission
to query the list
on the report
overview page.

list - g:EnterpriseProjec
tId

hss:safetyReport:li
stSecurityRepor-
tHistoryPeriod

Grants permission
to query the
statistical period
list of historical
reports.

list - g:EnterpriseProjec
tId

hss:safetyReport:li
stSecurityReport-
SendingRecord

Grants permission
to query report
sending records.

list - g:EnterpriseProjec
tId

hss:wtp:listTiming
OffConfigInfo

Grants permission
to query the
scheduled
disabling list.

list host * g:EnterpriseProjec
tId

hss:setting:listTwo
FactorLoginHost

Grants permission
to query the list
of servers with
2FA enabled.

list - g:EnterpriseProjec
tId

hss:wtp:listWtpBa
ckupHostsInfo

Grants permission
to query the
remote backup
server.

list - g:EnterpriseProjec
tId
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Resour
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(*
require
d)

Condition Key

hss:wtp:listWtpHo
stProtectDirInfo

Grants permission
to query
protected
directories.

list host * g:EnterpriseProjec
tId

hss:wtp:listWtpHo
stProtectHistor-
yInfo

Grants permission
to query the static
WTP status of the
server.

list - g:EnterpriseProjec
tId

hss:wtp:listWtpHo
stRaspProtectHis-
toryInfo

Grants permission
to query the
dynamic WTP
status of the
server.

list - g:EnterpriseProjec
tId

hss:wtp:listWtpPri
vilegedProcesse-
sInfo

Grants permission
to query
privileged process
configurations.

list host * g:EnterpriseProjec
tId

hss:wtp:listWtpPro
tectHost

Grants permission
to query the
protection list.

list - g:EnterpriseProjec
tId

hss:setting:modify
LoginCommonIp

Grants permission
to add, edit, or
delete common
login IP addresses.

write host * g:EnterpriseProjec
tId

hss:setting:modify
LoginCommonLoc
ation

Grants permission
to add, edit, or
delete common
login locations.

write host * g:EnterpriseProjec
tId

hss:setting:modify
LoginWhiteIp

Grants permission
to add, edit, or
delete the login IP
address whitelist.

write host * g:EnterpriseProjec
tId

hss:ars:operatePW
LEvent

Grants permission
to handle events.

write - g:EnterpriseProjec
tId

hss:ars:relearnPW
LPolicy

Grants permission
to relearn
whitelist policies.

write host * g:EnterpriseProjec
tId
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Resour
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hss:overview:reset
OverviewRiskScor
e

Grants permission
to reset risk scores
and perform
health checks
again.

write - g:EnterpriseProjec
tId

hss:antiransomwa
re:restoreRansom
wareDuplicationIn
fo

Grants permission
to back up and
restore data.

write - g:EnterpriseProjec
tId

hss:safetyReport:s
endSecurityReport

Grants permission
to send security
reports.

write - g:EnterpriseProjec
tId

hss:setting:setAlar
mConfig

Grants permission
to configure
prompt
information.

write - g:EnterpriseProjec
tId

hss:setting:setMal
wareReminders

Grants permission
to configure
prompt
information.

write - g:EnterpriseProjec
tId

hss:wtp:setRemot
eWtpBackupInfo

Grants permission
to enable or
disable remote
backup.

write host * g:EnterpriseProjec
tId

hss:wtp:setTiming
OffSwitchInfo

Grants permission
to set the status
of the scheduled
protection
disabling.

write host * g:EnterpriseProjec
tId

hss:setting:setTwo
FactorLoginConfig

Grants permission
to configure 2FA
login.

write host * g:EnterpriseProjec
tId

hss:wtp:setWtpDir
ectoryMonitorOn-
lyStatus

Grants permission
to configure the
monitoring-only
switch.

write host * g:EnterpriseProjec
tId
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hss:wtp:setWtpPri
vilegedProcesse-
sChildStatus

Grants permission
to set the trust
status of
privileged
subprocesses.

write host * g:EnterpriseProjec
tId

hss:wtp:setWtpPro
tectionStatusInfo

Grants permission
to enable or
disable WTP.

write host * g:EnterpriseProjec
tId

hss:wtp:setWtpPro
tectSwitch

Grants permission
to enable or
disable dynamic
WTP.

write host * g:EnterpriseProjec
tId

hss:wtp:setWtpSch
eduledProtection-
DateOffConfigInfo

Grants permission
to configure the
frequency and
period for
automatically
disabling
protection.

write host * g:EnterpriseProjec
tId

hss:securitycheck:s
tartManualSecuri-
tyCheck

Grants permission
to start a manual
health check.

write - g:EnterpriseProjec
tId

hss:antiransomwa
re:startRansomwa
reBackupSingle

Grants permission
to enable the
backup function
for a single server.

write host * g:EnterpriseProjec
tId

hss:antiransomwa
re:startRansomwa
reProtection

Grants permission
to enable
ransomware
protection.

write host * g:EnterpriseProjec
tId

hss:antiransomwa
re:startRansomwa
reProtectionSingle

Grants permission
to enable
ransomware
protection for a
single server.

write host * g:EnterpriseProjec
tId

hss:securitycheck:s
topManualSecuri-
tyCheck

Grants permission
to cancel a
manual health
check.

write - g:EnterpriseProjec
tId
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Resour
ce Type
(*
require
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hss:antiransomwa
re:stopRansomwar
eProtection

Grants permission
to disable
ransomware
protection.

write host * g:EnterpriseProjec
tId

hss:container:swit
chContainerProtec
tStatus

Grants permission
to switch the
protection status.

write host * g:EnterpriseProjec
tId

hss:ars:switchPWL
PolicyHost

Grants permission
to enable or
disable a server
whitelist policy.

write host * g:EnterpriseProjec
tId

hss:rasp:switchRas
p

Grants permission
to enable or
disable
application
protection.

write host * g:EnterpriseProjec
tId

hss:safetyReport:s
witchSecurityRe-
portStatus

Grants permission
to enable or
disable security
reports.

write - g:EnterpriseProjec
tId

hss:wtp:switchWtp
HostProtectDirIn-
fo

Grants permission
to enable or
disable directory
protection.

write host * g:EnterpriseProjec
tId

hss:host:uninstallA
gents

Grants permission
to uninstall the
agent.

write host * g:EnterpriseProjec
tId

hss:setting:update
AlarmConfig

Grants permission
to configure
alarm
configurations.

write - g:EnterpriseProjec
tId

hss:antiransomwa
re:updateRansom
wareBackupPolicy
Info

Grants permission
to modify backup
policies.

write - g:EnterpriseProjec
tId

hss:antiransomwa
re:updateRansom
wareProtectionPo-
licy

Grants permission
to modify
protection
policies.

write - g:EnterpriseProjec
tId
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Resour
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hss:rasp:updateRa
spPolicy

Grants permission
to modify
protection
policies.

write - g:EnterpriseProjec
tId

hss:securitycheck:
updateSecurityCh
eckConfig

Grants permission
to modify security
check schedules.

write - g:EnterpriseProjec
tId

hss:wtp:updateTi
mingOffConfigIn-
fo

Grants permission
to modify the
configuration of
scheduled
protection
disabling.

write host * g:EnterpriseProjec
tId

hss:wtp:updateWt
pBackupHostInfo

Grants permission
to add or modify
a remote backup
server.

write host * g:EnterpriseProjec
tId

hss:wtp:updateWt
pDirectoryInfo

Grants permission
to modify the
Tomcat bin
directory of
dynamic WTP.

write host * g:EnterpriseProjec
tId

hss:wtp:updateWt
pHostProtectDir-
Info

Grants permission
to modify
protected
directories.

write host * g:EnterpriseProjec
tId

hss:wtp:updateWt
pPrivilegedProces-
sInfo

Grants permission
to modify
privileged
processes.

write host * g:EnterpriseProjec
tId

hss:asset:addValu
esLevel

Grants permission
to configure asset
management -
server
management -
asset importance.

write host * g:EnterpriseProjec
tId

hss:asset:batchMo
difyPortStatus

Grants permission
to change port
status.

write host * g:EnterpriseProjec
tId
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hss:asset:deleteTo
olConditionHisto-
ry

Grants permission
to clear the
search records of
tools (operation
tool).

write - g:EnterpriseProjec
tId

hss:asset:executeT
ool

Grants permission
to perform search
with tools
(operation tools).

write - g:EnterpriseProjec
tId

hss:asset:getAccou
ntTop

Grants permission
to obtain asset
management -
overview - top
accounts.

read - g:EnterpriseProjec
tId

hss:asset:getAgent
StatisticsStatus

Grants permission
to obtain asset
management -
overview - asset
status - server
agent status.

read - g:EnterpriseProjec
tId

hss:asset:getAsset
Statistic

Grants permission
to obtain asset
statistics,
including
accounts, ports,
and processes.

read - g:EnterpriseProjec
tId

hss:asset:getAsset
Type

Grants permission
to obtain asset
management -
overview - asset
status - asset
distribution.

read - g:EnterpriseProjec
tId

hss:asset:getAutoL
aunchTop

Grants permission
to obtain asset
management -
overview - top
auto-started
items.

read - g:EnterpriseProjec
tId

hss:asset:getCom
monPort

Grants permission
to display details
about a port.

read - g:EnterpriseProjec
tId
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hss:asset:getConta
inerProtectionSta-
tus

Grants permission
to obtain asset
management -
overview - asset
status - container
protection status.

read - g:EnterpriseProjec
tId

hss:asset:getCoreC
onfFileTop

Grants permission
to obtain asset
management -
overview - top key
configurations.

read - g:EnterpriseProjec
tId

hss:asset:getEnvir
onmentTop

Grants permission
to obtain asset
management -
overview - top
environment
variables.

read - g:EnterpriseProjec
tId

hss:asset:getHost
AssetManualColle
ctStatus

Grants permission
to obtain the
status of the API
for immediately
collecting the
asset fingerprints
of a server.

read host * g:EnterpriseProjec
tId

hss:asset:getHostP
rotectionStatus

Grants permission
to obtain asset
management -
overview - asset
status - agent
status.

read - g:EnterpriseProjec
tId

hss:asset:getJarPa
ckageTop

Grants permission
to obtain asset
management -
overview - top
JAR packages.

read - g:EnterpriseProjec
tId

hss:asset:getKerne
lModuleTop

Grants permission
to obtain asset
management -
overview - top
kernel modules.

read - g:EnterpriseProjec
tId
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hss:asset:getOsSta
tisticsInfo

Grants permission
to obtain asset
management -
overview - asset
status - OS
statistics.

read - g:EnterpriseProjec
tId

hss:asset:getPorce
ssTop

Grants permission
to obtain asset
management -
overview - top
processes.

read - g:EnterpriseProjec
tId

hss:asset:getPortT
op

Grants permission
to obtain asset
management -
overview - top
ports.

read - g:EnterpriseProjec
tId

hss:asset:getQuot
aStatisticsInfo

Grants permission
to obtain asset
management -
overview - asset
status - protection
quota statistics.

read - g:EnterpriseProjec
tId

hss:asset:getSoftw
areTop

Grants permission
to obtain asset
management -
overview - top
software.

read - g:EnterpriseProjec
tId

hss:asset:getWebA
ppAndServiceTop

Grants permission
to obtain asset
management -
overview - top
web apps and
services.

read - g:EnterpriseProjec
tId

hss:asset:getWebA
ppTop

Grants permission
to obtain asset
management -
overview - top
web applications.

read - g:EnterpriseProjec
tId
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hss:asset:getWebF
rameworkTop

Grants permission
to obtain asset
management -
overview - top
web frameworks.

read - g:EnterpriseProjec
tId

hss:asset:getWebS
erviceTop

Grants permission
to obtain asset
management -
overview - top
web services.

read - g:EnterpriseProjec
tId

hss:asset:getWebS
iteTop

Grants permission
to obtain asset
management -
overview - top
websites.

read - g:EnterpriseProjec
tId

hss:asset:listAppC
hangeHistories

Grants permission
to obtain asset
fingerprints –
software
information –
operation history.

list - g:EnterpriseProjec
tId

hss:asset:listApps Grants permission
to obtain asset
fingerprints of a
single server –
software.

list - g:EnterpriseProjec
tId

hss:asset:listAppSt
atistics

Grants permission
to obtain asset
fingerprints –
software
information.

list - g:EnterpriseProjec
tId

hss:asset:listAutoL
aunchChangeHist
ories

Grants permission
to obtain asset
fingerprints -
auto-started
items - change
history.

list - g:EnterpriseProjec
tId

hss:asset:listAutoL
aunchs

Grants permission
to obtain asset
fingerprints of a
server - auto-
started items.

list - g:EnterpriseProjec
tId
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Action Description Access
Level

Resour
ce Type
(*
require
d)

Condition Key

hss:asset:listAutoL
aunchStatistics

Grants permission
to obtain asset
fingerprints -
auto-start items.

list - g:EnterpriseProjec
tId

hss:asset:listCoreC
onfFileHostInfo

Grants permission
to obtain asset
management -
asset fingerprints
- the server list of
key configuration
files.

list - g:EnterpriseProjec
tId

hss:asset:listCoreC
onfFileInfo

Grants permission
to obtain asset
management -
server
management -
fingerprint type -
key
configurations.

list host * g:EnterpriseProjec
tId

hss:asset:listCoreC
onfFileStatistics

Grants permission
to obtain asset
management -
asset fingerprints
- key
configuration file
navigation tree on
the left.

list - g:EnterpriseProjec
tId

hss:asset:listEnviro
nmentHostInfo

Grants permission
to obtain asset
management -
asset fingerprints
- the server list of
key environment
variables (on the
right of asset
fingerprints).

list - g:EnterpriseProjec
tId
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Action Description Access
Level

Resour
ce Type
(*
require
d)

Condition Key

hss:asset:listEnviro
nmentInfo

Grants permission
to obtain asset
management -
server
management -
fingerprint type -
environment
variables.

list host * g:EnterpriseProjec
tId

hss:asset:listEnviro
nmentStatistics

Grants permission
to obtain asset
management -
asset fingerprints
- environment
variable file
navigation tree on
the left.

list - g:EnterpriseProjec
tId

hss:asset:listJarPac
kageHostInfo

Grants permission
to obtain asset
management -
asset fingerprints
- the server list of
JAR packages.

list - g:EnterpriseProjec
tId

hss:asset:listJarPac
kageInfo

Grants permission
to obtain asset
management -
server
management -
fingerprint type -
JAR packages.

list host * g:EnterpriseProjec
tId

hss:asset:listJarPac
kageStatistics

Grants permission
to obtain asset
management -
asset fingerprints
- JAR package
navigation tree on
the left.

list - g:EnterpriseProjec
tId

hss:asset:listKernel
ModuleHostInfo

Grants permission
to obtain asset
management -
asset fingerprints
- the server list of
kernel modules.

list - g:EnterpriseProjec
tId
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Action Description Access
Level

Resour
ce Type
(*
require
d)

Condition Key

hss:asset:listKernel
ModuleInfo

Grants permission
to obtain asset
management -
server
management -
fingerprint type -
kernel modules.

list host * g:EnterpriseProjec
tId

hss:asset:listKernel
ModuleStatistics

Grants permission
to obtain asset
management -
asset fingerprints
- kernel module
navigation tree on
the left.

list - g:EnterpriseProjec
tId

hss:asset:listPorts Grants permission
to obtain single-
server asset
fingerprint (open
port information).

list host * g:EnterpriseProjec
tId

hss:asset:listPortSt
atistics

Grants permission
to obtain asset
fingerprints (open
port information).

list - g:EnterpriseProjec
tId

hss:asset:listProces
ses

Grants permission
to obtain the
process list.

list host * g:EnterpriseProjec
tId

hss:asset:listProces
sStatistics

Grants permission
to obtain asset
fingerprints
(process
information).

list - g:EnterpriseProjec
tId

hss:asset:listResult Grants permission
to obtain
execution results
(operation tools).

list - g:EnterpriseProjec
tId

hss:asset:listTool Grants permission
to obtain the tool
list (operation
tools).

list - g:EnterpriseProjec
tId
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Action Description Access
Level

Resour
ce Type
(*
require
d)

Condition Key

hss:asset:listToolC
onditionHistory

Grants permission
to obtain the
search records of
tools (operation
tools).

list - g:EnterpriseProjec
tId

hss:asset:listUserC
hangeHistories

Grants permission
to obtain the
account change
history.

list - g:EnterpriseProjec
tId

hss:asset:listUserG
roup

Grants permission
to obtain the user
group list.

list - g:EnterpriseProjec
tId

hss:asset:listUsers Grants permission
to obtain the
account list of
assets.

list - g:EnterpriseProjec
tId

hss:asset:listUserS
tatistics

Grants permission
to obtain asset
fingerprints -
software
information.

list - g:EnterpriseProjec
tId

hss:asset:listWebA
ppAndServices

Grants permission
to obtain asset
management -
asset fingerprints
- web app and
service assets on
the right.

list - g:EnterpriseProjec
tId

hss:asset:listWebA
ppAndServiceSta-
tistics

Grants permission
to obtain asset
management -
asset fingerprints
- web app and
service navigation
tree on the left.

list - g:EnterpriseProjec
tId

hss:asset:listWebA
ppHostInfo

Grants permission
to obtain asset
management -
asset fingerprints
- the server list of
web applications.

list - g:EnterpriseProjec
tId
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Action Description Access
Level

Resour
ce Type
(*
require
d)

Condition Key

hss:asset:listWebA
ppInfo

Grants permission
to obtain asset
management -
server
management -
fingerprint type -
web applications.

list host * g:EnterpriseProjec
tId

hss:asset:listWebA
ppStatistics

Grants permission
to obtain asset
management -
asset fingerprints
- web application
navigation tree on
the left.

list - g:EnterpriseProjec
tId

hss:asset:listWebF
rameworkHostInf
o

Grants permission
to obtain asset
management -
asset fingerprints
- the server list of
web frameworks.

list - g:EnterpriseProjec
tId

hss:asset:listWebF
rameworkInfo

Grants permission
to obtain asset
management -
server
management -
fingerprint type -
web frameworks.

list host * g:EnterpriseProjec
tId

hss:asset:listWebF
rameworkStatistic
s

Grants permission
to obtain asset
management -
asset fingerprints
- web framework
navigation tree on
the left.

list - g:EnterpriseProjec
tId

hss:asset:listWebS
erviceHostInfo

Grants permission
to obtain asset
management -
asset fingerprints
- the server list of
web servers.

list - g:EnterpriseProjec
tId
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Action Description Access
Level

Resour
ce Type
(*
require
d)

Condition Key

hss:asset:listWebS
erviceInfo

Grants permission
to obtain asset
management -
server
management -
fingerprint type -
web services.

list host * g:EnterpriseProjec
tId

hss:asset:listWebS
erviceStatistics

Grants permission
to obtain asset
management -
asset fingerprints
- web services
navigation tree on
the left.

list - g:EnterpriseProjec
tId

hss:asset:listWebSi
teHostInfo

Grants permission
to obtain asset
management -
asset fingerprints
- the server list of
websites.

list - g:EnterpriseProjec
tId

hss:asset:listWebSi
teInfo

Grants permission
to obtain asset
management -
server
management -
fingerprint type -
websites.

list host * g:EnterpriseProjec
tId

hss:asset:listWebSi
teStatistics

Grants permission
to obtain asset
management -
asset fingerprints
- website
navigation tree on
the left.

list - g:EnterpriseProjec
tId

hss:asset:runHost
AssetManualColle
ct

Grants permission
to immediately
collect the asset
fingerprints of a
server.

write host * g:EnterpriseProjec
tId
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Action Description Access
Level

Resour
ce Type
(*
require
d)

Condition Key

hss:baseline:addSe
curityCheckPoli-
cyGroup

Grants permission
to create a
configuration
detection policy.

write - g:EnterpriseProjec
tId

hss:baseline:chang
eCheckRuleState

Grants permission
to ignore,
unignore, repair,
and verify failed
configuration
check items.

write baseline
*

g:EnterpriseProjec
tId

hss:baseline:delete
SecurityCheckPoli-
cyGroup

Grants permission
to delete a
specified
configuration
detection policy.

write - g:EnterpriseProjec
tId

hss:baseline:expor
tSecurityCheckRe-
port

Grants permission
to export the
configuration
detection report.

list - g:EnterpriseProjec
tId

hss:baseline:getBa
selineOverview

Grants permission
to query baseline
check statistics.

read - g:EnterpriseProjec
tId

hss:baseline:getBa
selineScanStatus

Grants permission
to query the
progress of a
baseline check
task.

read - g:EnterpriseProjec
tId

hss:baseline:getBa
selineStatistic

Grants permission
to query baseline
check statistics,
including weak
passwords,
password
complexity, and
configuration
detection.

read - g:EnterpriseProjec
tId

hss:baseline:getCh
eckRuleDetail

Grants permission
to query the
check report of a
configuration
check item.

read baseline
*

g:EnterpriseProjec
tId
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Action Description Access
Level

Resour
ce Type
(*
require
d)

Condition Key

hss:baseline:getCh
eckRuleFixFailDe-
tail

Grants permission
to query the
cause of the
check item repair
failure.

read baseline
*

g:EnterpriseProjec
tId

hss:baseline:getDe
faultSecurityChec
kPolicy

Grants permission
to query the
default baseline
of a configuration
detection policy.

read - g:EnterpriseProjec
tId

hss:baseline:getDe
faultSecurityChec
kPolicyDetails

Grants permission
to query detailed
baseline check
items.

read - g:EnterpriseProjec
tId

hss:baseline:getRis
kConfigDetail

Grants permission
to query the
check result of a
specified security
configuration
item.

read - g:EnterpriseProjec
tId

hss:baseline:listCh
eckRuleHost

Grants permission
to query servers
covered by a
configuration
check item.

list baseline
*

g:EnterpriseProjec
tId

hss:baseline:listPa
sswordComplexity

Grants permission
to query the
password
complexity policy
check report.

list - g:EnterpriseProjec
tId

hss:baseline:listRis
kConfigCheckRule
s

Grants permission
to query the
check item list of
a specified
security
configuration
item.

list - g:EnterpriseProjec
tId
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Action Description Access
Level

Resour
ce Type
(*
require
d)

Condition Key

hss:baseline:listRis
kConfigHosts

Grants permission
to query servers
affected by a
specified security
configuration
item.

list - g:EnterpriseProjec
tId

hss:baseline:listRis
kConfigs

Grants permission
to query the
server security
configuration
check result list of
a tenant.

list - g:EnterpriseProjec
tId

hss:baseline:listSe
curityCheckPoli-
cyGroup

Grants permission
to query the list
of configuration
detection policy
groups.

list - g:EnterpriseProjec
tId

hss:baseline:listWe
akPasswordUsers

Grants permission
to query the weak
password
detection results.

list - g:EnterpriseProjec
tId

hss:baseline:runBa
selineDetect

Grants manual
detection
permissions.
Performs
configuration
detection and
weak password
detection on the
servers specified
in the policy.

write - g:EnterpriseProjec
tId

hss:baseline:updat
eSecurityCheckPo-
licyGroup

Grants permission
to modify a
specified
configuration
detection policy.

write - g:EnterpriseProjec
tId

hss:event:addLogi
nWhiteList

Grants permission
to add a login
whitelist.

write - g:EnterpriseProjec
tId

hss:event:batchCh
angeEvent

Grants permission
to handle alarm
events in batches.

write - g:EnterpriseProjec
tId
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Action Description Access
Level

Resour
ce Type
(*
require
d)

Condition Key

hss:event:changeE
vent

Grants permission
to handle alarm
events.

write event * g:EnterpriseProjec
tId

hss:event:changeIs
olatedFile

Grants permission
to restore isolated
files.

write host * g:EnterpriseProjec
tId

hss:event:exportAl
armWhiteList

Grants permission
to export the
alarm whitelist.

list - g:EnterpriseProjec
tId

hss:event:exportE
mergency

Grants
permissions to
export emergency
malware
interfaces.

list - g:EnterpriseProjec
tId

hss:event:getEmer
gencyStatistics

Grants permission
to obtain
emergency event
statistics.

read - g:EnterpriseProjec
tId

hss:event:getEvent
AttackTag

Grants permission
to query the list
of attack ID
distribution
statistics.

read - g:EnterpriseProjec
tId

hss:event:getEvent
Severity

Grants permission
to query the list
of threat level
statistics.

read - g:EnterpriseProjec
tId

hss:event:getEvent
Statistics

Grants permission
to query alarm
event statistics.

read - g:EnterpriseProjec
tId

hss:event:getMalw
areInfo

Grants permission
to obtain the list
of unexpected
malicious
program events.

read event * g:EnterpriseProjec
tId

hss:event:handle
MalwareEvent

Grants permission
to handle
malware.

write event * g:EnterpriseProjec
tId
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Action Description Access
Level

Resour
ce Type
(*
require
d)

Condition Key

hss:event:importAl
armWhiteList

Grants permission
to import an
alarm whitelist.

write - g:EnterpriseProjec
tId

hss:event:isolateO
perateEmergency

Grants permission
to enable or
disable the
isolation box.

write - g:EnterpriseProjec
tId

hss:event:listAlar
mWhiteList

Grants permission
to query the
alarm whitelist.

list - g:EnterpriseProjec
tId

hss:event:listBlock
edIp

Grants permission
to query the list
of blocked IP
addresses.

list - g:EnterpriseProjec
tId

hss:event:listEvent
Operates

Grants permission
to query the
handling types
supported by
events.

list - g:EnterpriseProjec
tId

hss:event:listEvent
TopRisk

Grants permission
to query the list
of top 10 event
type statistics.

list - g:EnterpriseProjec
tId

hss:event:listEvent
Type

Grants permission
to query the list
of event type
statistics.

list - g:EnterpriseProjec
tId

hss:event:listFileIs
olateList

Grants permission
to obtain the list
of files isolated
due to
unexpected
malware events.

list - g:EnterpriseProjec
tId

hss:event:listIsolat
edFile

Grants permission
to query the
isolated file list.

list - g:EnterpriseProjec
tId

hss:event:listLogin
WhiteList

Grants permission
to query the login
whitelist.

list - g:EnterpriseProjec
tId
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Action Description Access
Level

Resour
ce Type
(*
require
d)

Condition Key

hss:event:listMalw
are

Grants permission
to obtain the list
of unexpected
malicious
program events.

list - g:EnterpriseProjec
tId

hss:event:listSecur
ityEvents

Grants permission
to query the
intrusion event
list.

list - g:EnterpriseProjec
tId

hss:event:recoverIs
olateFile

Grants permission
to restore the file
isolation box.

write - g:EnterpriseProjec
tId

hss:event:remove
AlarmWhiteList

Grants permission
to delete an
alarm whitelist.

write - g:EnterpriseProjec
tId

hss:event:removeL
oginWhiteList

Grants permission
to delete a login
whitelist.

write - g:EnterpriseProjec
tId

hss:host:associate
HostAssetValue

Grants permission
to associate asset
importance.

write host * g:EnterpriseProjec
tId

hss:host:associate
HostsGroup

Grants permission
to allocate servers
to a server group.

write host * g:EnterpriseProjec
tId

hss:host:batchInst
allAgent

Grants permission
to install agents
in batches.

write host * g:EnterpriseProjec
tId

hss:host:changeH
ostsGroup

Grants permission
to edit a server
group.

write - g:EnterpriseProjec
tId

hss:host:deleteHos
tsGroup

Grants permission
to delete a server
group.

write - g:EnterpriseProjec
tId

hss:host:getHostsS
tatistics

Grants permission
to collect server
statistics.

read - g:EnterpriseProjec
tId
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Action Description Access
Level

Resour
ce Type
(*
require
d)

Condition Key

hss:host:listFirewa
llStatus

Grants permission
to query the
firewall status of
a server.

read host * g:EnterpriseProjec
tId

hss:host:listHostGr
oupAssetValue

Grants permission
to query the list
of server groups
by asset
importance.

list - g:EnterpriseProjec
tId

hss:host:listHostsR
isk

Grants permission
to obtain ECS risk
status.

read host * g:EnterpriseProjec
tId

hss:host:listHostSt
atus

Grants permission
to query the list
of protected
servers.

list - g:EnterpriseProjec
tId

hss:host:listHosts
Upgrade

Grants permission
to obtain the
agent upgrade
status of a server.

read host * -

- g:EnterpriseProjec
tId

hss:host:manualC
heckVul

Grants permission
to manually
detect
vulnerabilities.

write - g:EnterpriseProjec
tId

hss:host:switchFire
wallStatus

Grants permission
to modify the
firewall
authorization
status.

write host * g:EnterpriseProjec
tId

hss:host:switchHo
stsProtectStatus

Grants permission
to switch the
protection status.

write host * g:EnterpriseProjec
tId

hss:host:upgradeA
gent

Grants permission
to upgrade the
agent from 1.0 to
2.0.

write host * -

- g:EnterpriseProjec
tId

hss:host:upgradeA
gents

Grants permission
to upgrade the
agent.

write host * g:EnterpriseProjec
tId
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Action Description Access
Level

Resour
ce Type
(*
require
d)

Condition Key

hss:image:batchSc
anLocalImage

Grants permission
to perform local
image scanning.

write - g:EnterpriseProjec
tId

hss:image:batchSc
anPrivateImage

Grants permission
to scan images in
private image
repositories in
batches.

write - g:EnterpriseProjec
tId

hss:image:getIma
geFilesStat

Grants permission
to query image
file statistics.

read - g:EnterpriseProjec
tId

hss:image:getIma
geLocalVulOvervi
ew

Grants permission
to query local
vulnerabilities.

read - g:EnterpriseProjec
tId

hss:image:getIma
geVulOverview

Grants permission
to query
repository
vulnerabilities.

read - g:EnterpriseProjec
tId

hss:image:listCfgC
heckAffectedImag
e

Grants permission
to query the list
of images
affected by a
tenant image that
failed baseline
checks.

list - g:EnterpriseProjec
tId

hss:image:listGlob
alCfgCheck

Grants permission
to query container
image baseline
inspection results.

list - g:EnterpriseProjec
tId

hss:image:listGlob
alMalware

Grants permission
to query the list
of malicious
tenant files.

list - g:EnterpriseProjec
tId

hss:image:listGlob
alVul

Grants permission
to query
vulnerability
details about a
tenant image.

list - g:EnterpriseProjec
tId
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Action Description Access
Level

Resour
ce Type
(*
require
d)

Condition Key

hss:image:listImag
eApps

Grants permission
to query the
image software
list.

list - g:EnterpriseProjec
tId

hss:image:listImag
eAppVul

Grants permission
to query the
software
vulnerability list.

list - g:EnterpriseProjec
tId

hss:image:listImag
eCfgCheck

Grants permission
to query
configuration
baseline check
results of an
image.

list - g:EnterpriseProjec
tId

hss:image:listImag
eFiles

Grants permission
to query the list
of image files that
have no owners.

list - g:EnterpriseProjec
tId

hss:image:listImag
eLocal

Grants permission
to query the local
image list.

list - g:EnterpriseProjec
tId

hss:image:listImag
eMalware

Grants permission
to query the list
of malicious
image files.

list - g:EnterpriseProjec
tId

hss:image:listImag
eNamespace

Grants permission
to query the
namespace of an
image.

list - g:EnterpriseProjec
tId

hss:image:listImag
eRepository

Grants permission
to query the list
of images in a
private image
repository.

list - g:EnterpriseProjec
tId

hss:image:listImag
eVul

Grants permission
to query image
vulnerability
details.

list - g:EnterpriseProjec
tId
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Action Description Access
Level

Resour
ce Type
(*
require
d)

Condition Key

hss:image:listInsta
nceImageVul

Grants permission
to query
vulnerability
details about
enterprise images.

list - g:EnterpriseProjec
tId

hss:image:listLocal
ImageApp

Grants permission
to query the local
software image
list.

list - g:EnterpriseProjec
tId

hss:image:listLocal
ImageAppVuls

Grants permission
to query the
vulnerability list
of a piece of
software in a local
image.

list - g:EnterpriseProjec
tId

hss:image:listLocal
ImageContainers

Grants permission
to query the
container
information about
a local image.

list - g:EnterpriseProjec
tId

hss:image:listLocal
ImageHosts

Grants permission
to query the
server information
about a local
image.

list - g:EnterpriseProjec
tId

hss:image:listLocal
ImageMalware

Grants permission
to query malicious
file information
about local
images.

list - g:EnterpriseProjec
tId

hss:image:listLocal
ImageVuls

Grants permission
to query
vulnerability
information about
a local image.

list - g:EnterpriseProjec
tId

hss:image:listLocal
VulRepoImage

Grants permission
to query details
about images and
containers
affected by local
image
vulnerabilities.

list - g:EnterpriseProjec
tId
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Action Description Access
Level

Resour
ce Type
(*
require
d)

Condition Key

hss:image:listPriva
teImageReposito-
ry

Grants permission
to query the list
of images in a
private image
repository.

list - g:EnterpriseProjec
tId

hss:image:listShar
edImageReposito-
ry

Grants permission
to query the list
of images in the
shared image
repository.

list - g:EnterpriseProjec
tId

hss:image:listVulC
ve

Grants permission
to query CVE
details about a
vulnerability.

list - g:EnterpriseProjec
tId

hss:image:listVulR
epoImage

Grants permission
to query details
about images in
the image
repository
affected by a
vulnerability.

list - g:EnterpriseProjec
tId

hss:image:runIma
geScan

Grants permission
to scan images.

write - g:EnterpriseProjec
tId

hss:image:runIma
geSynchronizeTas
k

Grants permission
to synchronize the
free image list
from SWR.

write - g:EnterpriseProjec
tId

hss:image:runSwrI
mageScan

Grants permission
to update and
scan SWR images
and to access
SWR.

write - g:EnterpriseProjec
tId

hss:image:sharedI
mageSynchroniza-
tion

Grants permission
to update images
shared from SWR.

write - g:EnterpriseProjec
tId

hss:policy:addPolic
yGroup

Grants permission
to copy server
policy groups.

write policy * g:EnterpriseProjec
tId

hss:policy:associat
ePolicyGroup

Grants permission
to deploy a policy.

write policy * g:EnterpriseProjec
tId
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Action Description Access
Level

Resour
ce Type
(*
require
d)

Condition Key

host * g:EnterpriseProjec
tId

hss:policy:changeP
olicyDetail

Grants permission
to modify a policy.

write policy * g:EnterpriseProjec
tId

hss:policy:changeP
olicyGroup

Grants permission
to modify policy
groups.

write policy * g:EnterpriseProjec
tId

hss:policy:deleteP
olicyGroup

Grants permission
to delete policy
groups.

write policy * g:EnterpriseProjec
tId

hss:policy:getPolic
yDetail

Grants permission
to query details
about a specified
policy.

read policy * g:EnterpriseProjec
tId

hss:policy:listPolic
yGroupDetail

Grants permission
to query the
policy information
list of a policy
group.

list policy * g:EnterpriseProjec
tId

hss:quota:addReso
urceInstanceTag

Grants permission
to add tags to a
resource.

tagging - ● g:RequestTag/
<tag-key>

● g:TagKeys

hss:quota:batchCr
eateTags

Grants permission
to create tags in
batches.

write - ● g:RequestTag/
<tag-key>

● g:TagKeys

hss:quota:batchDe
leteTags

Grants permission
to delete tags in
batches.

write - ● g:RequestTag/
<tag-key>

● g:TagKeys

hss:quota:cancelH
ostsQuota

Grants permission
to unbind quotas.

write - -

hss:quota:changeT
msResourceTagIn-
fo

Grants permission
to add or delete
resource tags in
batches.

write - ● g:RequestTag/
<tag-key>

● g:TagKeys
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Action Description Access
Level

Resour
ce Type
(*
require
d)

Condition Key

hss:quota:countRe
sourceInstances

Grants permission
to query the
number of
purchased
resources by tag.

list - ● g:RequestTag/
<tag-key>

● g:TagKeys

hss:quota:dealOrd
er

Grants permission
to subscribe to
HSS.

write - -

hss:quota:deleteR
esourceInstance-
Tag

Grants permission
to delete tags
from a resource.

tagging - ● g:RequestTag/
<tag-key>

● g:TagKeys

hss:quota:filterRes
ourceInstanceList

Grants permission
to search for
purchased
resources by tag.

list - ● g:RequestTag/
<tag-key>

● g:TagKeys

hss:quota:getReso
urceInstanceTag

Grants permission
to query tags of a
resource.

read - -

hss:quota:getReso
urceQuotas

Grants permission
to query quota
information.

read - -

hss:quota:getTms
ResourceTagsInfo

Grants permission
to query resource
tags.

read - -

hss:quota:listProje
ctTags

Grants permission
to query all used
tags in the current
project.

list - -

hss:quota:listQuot
asDetail

Grants permission
to query quota
details.

list - -

hss:quota:listReso
urceIds

Grants permission
to query quota
IDs in batches.

list - -

hss:quota:listTmsR
esourceInstance-
sInfo

Grants permission
to query resource
instances.

list - ● g:RequestTag/
<tag-key>

● g:TagKeys
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Action Description Access
Level

Resour
ce Type
(*
require
d)

Condition Key

hss:quota:upgrade
Order

Grants permission
to change
specifications.

write - -

hss:vulnerability:c
hangeVulStatus

Grants permission
to modify the
status of a
vulnerability.

write host * g:EnterpriseProjec
tId

hss:vulnerability:e
xportEmergencyV
ulnerabilities

Grants permission
to export
emergency
vulnerabilities.

list - g:EnterpriseProjec
tId

hss:vulnerability:e
xportVulsList

Grants permission
to export
information about
vulnerabilities and
their affected
servers.

list - g:EnterpriseProjec
tId

hss:vulnerability:g
etCmsVulDetail

Grants permission
to query basic
information about
the Web-CMS
vulnerabilities.

read - g:EnterpriseProjec
tId

hss:vulnerability:g
etEmergencySum
mary

Grants permission
to query the event
overview.

read - g:EnterpriseProjec
tId

hss:vulnerability:g
etEmergencyVulD
etail

Grants permission
to query
vulnerability
details in events.

read - g:EnterpriseProjec
tId

hss:vulnerability:g
etLinuxVulDetail

Grants permission
to query basic
information about
Linux
vulnerabilities.

read - g:EnterpriseProjec
tId

hss:vulnerability:g
etVulCheckStatus

Grants permission
to query the
status of server
vulnerability
scanning.

read - g:EnterpriseProjec
tId
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Action Description Access
Level

Resour
ce Type
(*
require
d)

Condition Key

hss:vulnerability:g
etVulSummary

Grants permission
to query
vulnerability
statistics.

read - g:EnterpriseProjec
tId

hss:vulnerability:g
etWindosVulDetai
l

Grants permission
to query basic
information about
Windows
vulnerabilities.

read - g:EnterpriseProjec
tId

hss:vulnerability:g
etWindowsVulNu
m

Grants permission
to query the
number of
Windows
vulnerabilities on
a server.

list - g:EnterpriseProjec
tId

hss:vulnerability:li
stEmergencyVul

Grants permission
to query
vulnerabilities in
events.

list - g:EnterpriseProjec
tId

hss:vulnerability:li
stHostVuls

Grants permission
to query
vulnerability
information about
a single server.

list host * g:EnterpriseProjec
tId

hss:vulnerability:li
stHostVulSummar
y

Grants permission
to query server
statistics and top
5 risky servers.

list - g:EnterpriseProjec
tId

hss:vulnerability:li
stTopVulSummary

Grants permission
to query top 5
vulnerabilities.

list - g:EnterpriseProjec
tId

hss:vulnerability:li
stVulHosts

Grants permission
to query ECSs
affected by a
specific
vulnerability.

list - g:EnterpriseProjec
tId

hss:vulnerability:li
stVulnerabilities

Grants permission
to query the
vulnerability list.

list - g:EnterpriseProjec
tId
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Action Description Access
Level

Resour
ce Type
(*
require
d)

Condition Key

hss:vulnerability:li
stVulRepairFailed-
Detail

Grants permission
to query
information about
vulnerability fixing
failures.

list host * g:EnterpriseProjec
tId

hss:vulnerability:li
stVulTypeSummar
y

Grants permission
to query
vulnerability type
distribution.

list - g:EnterpriseProjec
tId

hss:vulnerability:o
perateEmergency

Grants permission
to operate
vulnerabilities in
events.

write - g:EnterpriseProjec
tId

hss:host:getScanSt
atus

Grants permission
to query the
manual scan
status.

read host * g:EnterpriseProjec
tId

hss:host:setManua
lDetect

Grants permission
to deliver a
manual scan.

write host * g:EnterpriseProjec
tId

hss::getTrustServic
eStatus

Grants permission
to obtain the
status of trusted
services.

read - -

hss::enableTrustSe
rvice

Grants permission
to enable trusted
services.

permiss
ion_ma
nagem
ent

- -

hss::validateAdmi
n

Grants permission
to check whether
the current
account is an
administrator
account
(organization
administrator or
agency
administrator).

tagging - -

hss::listAccounts Grants permission
to display the
account list.

list - -
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Action Description Access
Level

Resour
ce Type
(*
require
d)

Condition Key

hss::batchAddAcco
unts

Grant permission
to add accounts in
batches.

write - -

hss::deleteAccount Grants permission
to delete
accounts.

write - -

hss::listOrganizati
onTree

Grants permission
to display the
account tree
structure.

list - -

hss::listDelegated
Accounts

Grants permission
to query the tree
structure of
delegated
accounts.

list - -

hss:antiransomwa
re:listBackupVault
s

Grants permission
to query the
backup vault list.

list - g:EnterpriseProjec
tId

hss:antiransomwa
re:listRansomware
ProtectionNodes

Grants permission
to query servers
protected against
ransomware.

list - g:EnterpriseProjec
tId

hss:antiransomwa
re:getBackupsStati
stics

Grants permission
to query backup
statistics.

list - g:EnterpriseProjec
tId

hss:antiransomwa
re:startSingleBack-
up

Grants permission
to enable the
backup function
for a single server.

write host * -

- g:EnterpriseProjec
tId

hss:antiransomwa
re:getBackupPolic
yInfo

Grants permission
to query a backup
policy.

read - g:EnterpriseProjec
tId

hss:hostGroup:get
OutsideGroupSta-
tus

Grants permission
to query whether
data center server
groups can be
created.

read - g:EnterpriseProjec
tId
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Action Description Access
Level

Resour
ce Type
(*
require
d)

Condition Key

hss:hostGroup:get
OutsideHostGrou
p

Grants permission
to query off-cloud
data center server
groups.

read - g:EnterpriseProjec
tId

hss:hostGroup:add
OutsideHostGrou
p

Grants permission
to create off-
cloud data center
server groups.

write - g:EnterpriseProjec
tId

hss:hostGroup:cha
ngeOutsideHostGr
oup

Grants permission
to edit off-cloud
data center server
groups.

write - g:EnterpriseProjec
tId

hss:images:listIma
geTag

Grant the
permission to
query the image
tag version list.

list - g:EnterpriseProjec
tId

hss:images:listIma
geSensitive

Grants permission
to query sensitive
image
information.

list - g:EnterpriseProjec
tId

hss:images:getFile
PathWhiteDetail

Grants permission
to query the
sensitive
information file
path whitelist of
images.

read - g:EnterpriseProjec
tId

hss:images:change
FilePathWhiteDe-
tail

Grants permission
to modify the
sensitive
information file
path whitelist of
images.

write - g:EnterpriseProjec
tId

hss:images:change
SensitiveInfo

Grants permission
to perform
operations on
sensitive
information.

write - g:EnterpriseProjec
tId

hss:event:listTopEv
entType

Grants permission
to query the
statistics about
the top 5 events.

list - g:EnterpriseProjec
tId
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Action Description Access
Level

Resour
ce Type
(*
require
d)

Condition Key

hss:vulnerability:g
etVulScanPolicy

Grants permission
to query a
vulnerability scan
policy.

read - -

hss:vulnerability:c
hangeVulScanPoli
cy

Grants permission
to modify a
vulnerability scan
policy.

write host * -

hss:vulnerability:li
stVulWhiteList

Grants permission
to query the
vulnerability
whitelist.

list - g:EnterpriseProjec
tId

hss:vulnerability:g
etVulWhiteListDe-
tail

Grants permission
to query
vulnerability
whitelist details.

read - g:EnterpriseProjec
tId

hss:vulnerability:c
hangeVulWhiteLis
t

Grants permission
to modify the
vulnerability
whitelist.

write host * -

- g:EnterpriseProjec
tId

hss:vulnerability:d
eleteVulWhiteList

Grants permission
to delete an item
from the
vulnerability
whitelist.

write - -

hss:vulnerability:a
ddVulWhiteList

Grants permission
to add an item to
the vulnerability
whitelist.

write host * -

- g:EnterpriseProjec
tId

hss:vulnerability:li
stVulWhiteListVu-
lOptions

Grants permission
to query
vulnerability
options when
adding a whitelist
item.

list - -

hss:vulnerability:li
stVulScanTask

Grants permission
to query the
vulnerability scan
task list.

list - g:EnterpriseProjec
tId
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Action Description Access
Level

Resour
ce Type
(*
require
d)

Condition Key

hss:vulnerability:li
stVulScanTaskHos
t

Grants permission
to query the list
of servers
corresponding to
a vulnerability
scan task.

list - g:EnterpriseProjec
tId

hss:vulnerability:re
scanVulScanTask

Grants permission
to rescan servers
in a vulnerability
scan task.

write host * -

- g:EnterpriseProjec
tId

hss:vulnerability:g
etVulScanTaskSta-
tistics

Grants permission
to query
vulnerability scan
task statistics.

read - g:EnterpriseProjec
tId

hss:vulnerability:li
stHostVulStatistics

Grants permission
to query
vulnerability
management
statistics.

list - g:EnterpriseProjec
tId

hss:vulnerability:li
stVulHostApps

Grants permission
to query details
about the
software list of
servers affected
by vulnerabilities.

list host * -

- g:EnterpriseProjec
tId

hss:vulnerability:li
stVulHostProcess

Grants permission
to query details
about the process
list of servers
affected by
vulnerabilities.

list host * -

- g:EnterpriseProjec
tId

hss:vulnerability:li
stVulHandleHisto-
ry

Grants permission
to query historical
vulnerability
handling records.

list - g:EnterpriseProjec
tId

hss:vulnerability:li
stVulHostHosts

Grants permission
to query the list
of servers with
vulnerabilities.

list - g:EnterpriseProjec
tId
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Action Description Access
Level

Resour
ce Type
(*
require
d)

Condition Key

hss:vulnerability:li
stVulHostVuls

Grants permission
to query
emergency fixes
and unfixed
vulnerabilities.

list - g:EnterpriseProjec
tId

hss:vulnerability:li
stVulHostHandle-
Vuls

Grants permission
to query
vulnerabilities
handled today
and the total
vulnerabilities
handled.

list - g:EnterpriseProjec
tId

hss:image:listImag
eNonCompliantAp
p

Grants permission
to query the non-
compliant
software
information of an
image.

list - g:EnterpriseProjec
tId

hss:image:batchEx
portSWRVulList

Grants permission
to export
vulnerabilities
from an SWR
image repository
in batches.

write - g:EnterpriseProjec
tId

hss:image:batchEx
portLocalVulList

Grants permission
to export local
image
vulnerabilities in
batches.

write - g:EnterpriseProjec
tId

hss:image:getExte
ndedWeakPasswo
rd

Grants permission
to query the user-
defined weak
passwords of an
image.

list - g:EnterpriseProjec
tId

hss:image:change
ExtendedWeakPas
sword

Grants permission
to modify the
user-defined weak
passwords of an
image.

write - g:EnterpriseProjec
tId
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Action Description Access
Level

Resour
ce Type
(*
require
d)

Condition Key

hss:image:listImag
eBasicImage

Grants permission
to query basic
image
information.

list - g:EnterpriseProjec
tId

hss:image:listImag
ePwdComplexity

Grants permission
to query the
password
complexity check
report of an
image.

list - g:EnterpriseProjec
tId

hss:image:listImag
eWeakPwdUsers

Grants permission
to query the
image weak
password check
results of an
image.

list - g:EnterpriseProjec
tId

hss:image:listImag
eRiskConfigs

Grants permission
to query the
security
configuration
check results of
an image.

list - g:EnterpriseProjec
tId

hss:image:listImag
eRiskConfigCheck-
Rules

Grants permission
to query the
check items of a
specified image
security
configuration
item.

list - g:EnterpriseProjec
tId

hss:image:getIma
geRiskConfigDetai
l

Grants permission
to query the
check results of a
specified image
security
configuration
item.

read - g:EnterpriseProjec
tId

hss:image:getIma
geCheckRuleDetai
l

Grants permission
to query the
check reports of
an image
configuration
check item.

read - g:EnterpriseProjec
tId
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Action Description Access
Level

Resour
ce Type
(*
require
d)

Condition Key

hss:image:getIma
geBaselineStatis-
tic

Grants permission
to query baseline
check statistics,
including weak
passwords,
password
complexity, and
configuration
detection.

read - g:EnterpriseProjec
tId

hss:event:addSyst
emUserWhiteList

Grants permission
to add users to
the system user
whitelist.

write - g:EnterpriseProjec
tId

hss:event:updateS
ystemUserWhiteL-
ist

Grants permission
to modify the
system user
whitelist.

write - g:EnterpriseProjec
tId

hss:event:listSyste
mUserWhiteList

Grants permission
to query the
system user
whitelist.

list - g:EnterpriseProjec
tId

hss:event:removeS
ystemUserWhiteL-
ist

Grants permission
to remove users
from the system
user whitelist.

write - g:EnterpriseProjec
tId

hss:container:save
Clusters

Grants permission
to synchronize
cluster
information.

write - g:EnterpriseProjec
tId

hss:container:listCl
usterInfo

Grants permission
to query the
Kubernetes cluster
list.

list - g:EnterpriseProjec
tId

hss:container:listP
odInfo

Grants permission
to query the basic
pod information
list.

list - g:EnterpriseProjec
tId

hss:container:sho
wPodDetail

Grants permission
to query pod
details.

read - g:EnterpriseProjec
tId
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Action Description Access
Level

Resour
ce Type
(*
require
d)

Condition Key

hss:container:listC
ontainerInfo

Grants permission
to query the basic
container
information list.

list - g:EnterpriseProjec
tId

hss:container:sho
wContainerDetail

Grants permission
to query container
details.

list - g:EnterpriseProjec
tId

hss:container:listS
erviceInfo

Grants permission
to query the
Kubernetes
service list.

list - g:EnterpriseProjec
tId

hss:container:sho
wServiceDetail

Grants permission
to query
Kubernetes
service details.

read - g:EnterpriseProjec
tId

hss:container:listE
ndpointInfo

Grants permission
to query the
Kubernetes
endpoint list.

list - g:EnterpriseProjec
tId

hss:container:sho
wEndpointDetail

Grants permission
to query
Kubernetes
endpoint details.

read - g:EnterpriseProjec
tId

hss:container:listD
eployments

Grants permission
to query the
Kubernetes
Deployment list.

list - g:EnterpriseProjec
tId

hss:container:listSt
atefulSets

Grants permission
to query the
Kubernetes
StatefulSet list.

list - g:EnterpriseProjec
tId

hss:container:listD
aemonSets

Grants permission
to query the
Kubernetes
daemon list.

list - g:EnterpriseProjec
tId

hss:container:listJo
bs

Grants permission
to query the
Kubernetes
common job list.

list - g:EnterpriseProjec
tId

Organizations
User Guide 5 Managing SCPs

Issue 01 (2025-02-25) Copyright © Huawei Cloud Computing Technologies Co., Ltd. 722



Action Description Access
Level

Resour
ce Type
(*
require
d)

Condition Key

hss:container:listC
ronJobs

Grants permission
to query the
Kubernetes
scheduled task
list.

list - g:EnterpriseProjec
tId

hss:vulnerability:s
howVulAffectedSt
atics

Grants permission
to count the
servers affected
by vulnerabilities.

list - g:EnterpriseProjec
tId

hss:vulnerability:li
stVulHandleTask

Grants permission
to query the
vulnerability
handling task list.

list - g:EnterpriseProjec
tId

hss:vulnerability:li
stVulHandleTask-
Detail

Grants permission
to query
vulnerability
handling task
details.

list - g:EnterpriseProjec
tId

hss:container:isola
teK8sContainer

Grants permission
to modify the
running status of
the container.

write - g:EnterpriseProjec
tId

hss:container:getN
etworkStatistics

Grants permission
to query the
container firewall
statistics status.

list - g:EnterpriseProjec
tId

hss:container:getC
lusters

Grants permission
to query the
cluster list.

list - g:EnterpriseProjec
tId

hss:container:getC
lusterNetworkInfo

Grants permission
to query cluster
network
information.

read - g:EnterpriseProjec
tId

hss:container:getC
lusterPolicyList

Grants permission
to query the
container network
policy list.

list - g:EnterpriseProjec
tId
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Action Description Access
Level

Resour
ce Type
(*
require
d)

Condition Key

hss:container:dele
tePolicy

Grants permission
to delete
container network
policies.

write - g:EnterpriseProjec
tId

hss:container:crea
tePolicy

Grants permission
to create
container network
policies.

write - g:EnterpriseProjec
tId

hss:container:upd
atePolicy

Grants permission
to update
container network
policies.

write - g:EnterpriseProjec
tId

hss:container:sync
ClusterPolicyList

Grants permission
to synchronize
container network
policies.

read - g:EnterpriseProjec
tId

hss:container:sync
ClusterList

Grants permission
to synchronize
cluster namespace
information.

read - g:EnterpriseProjec
tId

hss:container:getN
amespaceList

Grants permission
to query the
cluster namespace
list.

list - g:EnterpriseProjec
tId

hss:container:getN
odeList

Grants permission
to query the
cluster node list.

list - g:EnterpriseProjec
tId

hss:container:sync
ClusterNodeList

Grants permission
to synchronize
cluster nodes.

read - g:EnterpriseProjec
tId

hss:vulnerability:g
etVulScanTaskEs-
timatedTime

Grants permission
to query the
estimated time of
a vulnerability
scan.

read - g:EnterpriseProjec
tId

hss:antiransomwa
re:addRansomwar
eProtectionPolicy

Grants permission
to add
ransomware
protection
policies.

write - g:EnterpriseProjec
tId
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Action Description Access
Level

Resour
ce Type
(*
require
d)

Condition Key

hss:antiransomwa
re:associateBacku
pPolicy

Grants permission
to apply backup
policies to vaults.

write - g:EnterpriseProjec
tId

hss:antiransomwa
re:listBackupPolicy

Grants permission
to query the
backup policy list.

list - g:EnterpriseProjec
tId

hss:antiransomwa
re:associateProtec
tionPolicy

Grants permission
to switch
ransomware
protection
policies.

write - g:EnterpriseProjec
tId

hss:antiransomwa
re:batchStartProte
ction

Grants permission
to enable
ransomware
protection.

write - g:EnterpriseProjec
tId

hss:event:getEvent
AttCk

Grants permission
to query the list
of ATT&CK attack
phase statistics.

list event * -

- g:EnterpriseProjec
tId

hss:event:downloa
dEventSourceFile

Grants permission
to download
alarm source files.

list event * -

- g:EnterpriseProjec
tId

hss:overview:show
SecurityScore

Grants permission
to query security
scores.

list - g:EnterpriseProjec
tId

hss:overview:listSe
curityRisk

Grants permission
to query the
security risk list.

list - g:EnterpriseProjec
tId

hss:overview:show
QuotaHostStatis-
tics

Grants permission
to query server
quota statistics.

list - g:EnterpriseProjec
tId

hss:overview:show
AgentStatistics

Grants permission
to query the
number of agents
to be upgraded,
online, and
offline.

list - g:EnterpriseProjec
tId
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Action Description Access
Level

Resour
ce Type
(*
require
d)

Condition Key

hss:overview:show
HotInformation

Grants permission
to query hot
news.

list - g:EnterpriseProjec
tId

hss:overview:show
SecurityRisk

Grants permission
to query security
risk information.

list - g:EnterpriseProjec
tId

hss:overview:show
ProtectStatistics

Grants permission
to query the
protection period,
virus library
update time,
vulnerability
library update
time, and
accumulated
number of records
of each module.

list - g:EnterpriseProjec
tId

hss:overview:show
Statistics

Grants permission
to query the
numbers of
servers with
enabled
ransomware
protection,
application
protection, web
tamper
protection, and
two-factor
authentication;
and the number
of isolated files.

list - g:EnterpriseProjec
tId

hss:event:listEvent
HandleHistory

Grants permission
to query the list
of historical
events handling.

list event * -

- g:EnterpriseProjec
tId

hss:image:listSwrI
mageRepository

Grants permission
to query the
image list in the
SWR image
repository.

list - g:EnterpriseProjec
tId
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Action Description Access
Level

Resour
ce Type
(*
require
d)

Condition Key

hss:image:batchSc
anSwrImage

Grants permission
to scan images in
the image
repository in
batches.

write - g:EnterpriseProjec
tId

hss:image:vulnera
bilities

Grants permission
to query image
vulnerability
details.

list - g:EnterpriseProjec
tId

hss:image:listVuln
erabilityCve

Grants permission
to query CVE
details about a
vulnerability.

list - g:EnterpriseProjec
tId

hss:image:listImag
eRiskConfigRules

Grants permission
to query the
check items of a
specified image
security
configuration
item.

list - g:EnterpriseProjec
tId

hss:image:runIma
geSynchronize

Grants permission
to synchronize the
image list from
SWR.

write - g:EnterpriseProjec
tId

hss:event:listEvent
Forensic

Grants permission
to query event
forensics
information.

list event * -

- g:EnterpriseProjec
tId

hss:event:listSimil
arHandledEvents

Grants permission
to query similar
handled alarms.

list event * -

- g:EnterpriseProjec
tId

hss:event:listSame
Event

Grants permission
to query the same
alarms.

list event * -

- g:EnterpriseProjec
tId

hss:container:getP
olicies

Grants permission
to query the
policy list.

list - g:EnterpriseProjec
tId
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Action Description Access
Level

Resour
ce Type
(*
require
d)

Condition Key

hss:container:getP
olicyDetail

Grants permission
to query policy
details.

list - g:EnterpriseProjec
tId

hss:container:getO
verview

Grants permission
to query cluster
protection
overview.

list - g:EnterpriseProjec
tId

hss:container:getP
rotectEvents

Grants permission
to query cluster
protection events.

list - g:EnterpriseProjec
tId

hss:container:getP
rotectClusters

Grants permission
to query cluster
protection
information.

list - g:EnterpriseProjec
tId

hss:container:chan
geProtectStatus

Grants permission
to change the
cluster protection
status.

write - g:EnterpriseProjec
tId

hss:container:add
WhiteImage

Grants permission
to add images to
the whitelist.

write - g:EnterpriseProjec
tId

hss:container:listD
efaultPolicy

Grants permission
to query the
default policy
template.

list - g:EnterpriseProjec
tId

hss:container:listP
rotectionItem

Grants permission
to query the
protection scope.

list - g:EnterpriseProjec
tId

hss:vulnerability:g
etVulBackupStatis
tics

Grants permission
to query backup
statistics of the
server
corresponding to
the vulnerability
handling.

read - g:EnterpriseProjec
tId
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Action Description Access
Level

Resour
ce Type
(*
require
d)

Condition Key

hss:vulnerability:Li
stVulHostVaults

Grants permission
to query the list
of server vaults
corresponding to
vulnerability
handling.

list - g:EnterpriseProjec
tId

hss:vulnerability:Li
stVulHostBackups

Grants permission
to query the list
of backups that
can be rolled
back.

list host * g:EnterpriseProjec
tId

hss:vulnerability:R
estoreVulHostBac
kup

Grants permission
to roll back with
backups.

write - g:EnterpriseProjec
tId

hss:event:exportEv
ent

Grants permission
to export event
alarms.

write event * -

- g:EnterpriseProjec
tId

hss:event:queryEx
portTask

Grants permission
to query the task
of exporting event
alarms.

read event * -

- g:EnterpriseProjec
tId

hss:event:downloa
dEvent

Grants permission
to download
event alarms.

read event * -

- g:EnterpriseProjec
tId

hss:ars:createApp
WhitelistPolicy

Grants permission
to create an
application
process whitelist
policy.

write host * -

- g:EnterpriseProjec
tId

hss:ars:listAppWhi
telistPolicy

Grants permission
to query the list
of application
process whitelist
policies.

list - g:EnterpriseProjec
tId

hss:ars:changeApp
WhitelistPolicy

Grants permission
to modify an
application
process whitelist
policy.

write host * -

- g:EnterpriseProjec
tId
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Action Description Access
Level

Resour
ce Type
(*
require
d)

Condition Key

hss:ars:deleteApp
WhitelistPolicy

Grants permission
to delete an
application
process whitelist
policy.

write - g:EnterpriseProjec
tId

hss:ars:showAppW
hitelistPolicy

Grants permission
to query the
application
process whitelist
policy
information.

list - g:EnterpriseProjec
tId

hss:ars:switchApp
WhitelistPolicy-
Host

Grants permission
to modify the
protection status
of an application
process whitelist
policy.

write host * -

- g:EnterpriseProjec
tId

hss:ars:addAppWh
itelistPolicyHost

Grant permissions
to add servers to
an application
process whitelist
policy.

write host * -

- g:EnterpriseProjec
tId

hss:ars:listAppWhi
telistPolicyHost

Grants permission
to query the
server list for an
application
process whitelist
policy.

list - g:EnterpriseProjec
tId

hss:ars:deleteApp
WhitelistPolicy-
Host

Grants permission
to remove servers
from an
application
process whitelist
policy.

write host * -

- g:EnterpriseProjec
tId

hss:ars:listAppWhi
telistHostStatus

Grants permission
to query the list
of available
servers for an
application
process whitelist
policy.

list - g:EnterpriseProjec
tId
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Action Description Access
Level

Resour
ce Type
(*
require
d)

Condition Key

hss:ars:listAppWhi
telistPolicyProcess

Grants permission
to query the list
of processes that
an application
process whitelist
policy applies to.

list - g:EnterpriseProjec
tId

hss:ars:changeApp
WhitelistPolicy-
ProcessStatus

Grants permission
to modify the
process trust
status of an
application
process whitelist
policy.

write - g:EnterpriseProjec
tId

hss:ars:addAppWh
itelistPolicyProcess

Grants permission
to add processes
to an application
process whitelist
policy.

write host * -

- g:EnterpriseProjec
tId

hss:ars:listAppWhi
telistPolicyProces-
sExtend

Grants permission
to query the
extended process
list for an
application
process whitelist
policy.

list host * -

- g:EnterpriseProjec
tId

hss:ars:exportApp
WhitelistPolicy-
Process

Grants permission
to export the list
of processes that
an application
process whitelist
policy applies to.

list host * -

- g:EnterpriseProjec
tId

hss:ars:switchApp
WhitelistPolicy-
LearnStatus

Grants permission
to modify the
learning status of
an application
process whitelist
policy.

write host * -

- g:EnterpriseProjec
tId
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Action Description Access
Level

Resour
ce Type
(*
require
d)

Condition Key

hss:ars:showAppW
hitelistAgentStat-
ics

Grants permission
to query the
number of servers
that are protected
by the premium
edition and do
not support
application
process control.

list - g:EnterpriseProjec
tId

hss:ars:listAppWhi
telistEvent

Grants permission
to query the list
of suspicious
process events
detected by
application
process control.

list - g:EnterpriseProjec
tId

hss:container:dele
teSelfBuildK8sClus
terDaemonsetInfo

Grants permission
to delete a
daemonset of the
self-built cluster.

write - g:EnterpriseProjec
tId

hss:container:save
SelfBuildK8sCluste
rDaemonsetInfo

Grants permission
to save a
daemonset of the
self-built cluster.

write - g:EnterpriseProjec
tId

hss:container:sho
wSelfBuildK8sClus
terDaemonsetInfo

Grants permission
to query a
daemonset of the
self-built cluster.

read - g:EnterpriseProjec
tId

hss:container:listS
elfBuildK8sCluster
Info

Grants permission
to query the self-
built Kubernetes
cluster list.

list - g:EnterpriseProjec
tId

hss:container:crea
teDaemonset

Grants permission
to create a
daemonset of CCE
cluster.

write - g:EnterpriseProjec
tId

hss:vulnerability:li
stVulRepairCmds

Grants permission
to query
vulnerability fixing
commands.

list - g:EnterpriseProjec
tId
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Action Description Access
Level

Resour
ce Type
(*
require
d)

Condition Key

hss:vulnerability:li
stUrgentVulnera-
bilities

Grants permission
to query the
emergency
vulnerability list.

list - g:EnterpriseProjec
tId

hss:antivirus:creat
eAntivirusTask

Grants permission
to create virus
scan tasks.

write host * -

- g:EnterpriseProjec
tId

hss:antivirus:listAn
tivirusTask

Grants permission
to query the virus
scan task list.

list - g:EnterpriseProjec
tId

hss:antivirus:switc
hAntivirusTask

Grants permission
to cancel virus
scan tasks.

write host * -

- g:EnterpriseProjec
tId

hss:antivirus:listAn
tivirusHost

Grants permission
to query the list
of servers
available for virus
scan.

list - g:EnterpriseProjec
tId

hss:antivirus:creat
eAntivirusPolicy

Grants permission
to create custom
virus scan policies.

write host * -

- g:EnterpriseProjec
tId

hss:antivirus:listAn
tivirusPolicy

Grants permission
to query the list
of custom virus
scan policies.

list - g:EnterpriseProjec
tId

hss:antivirus:listAn
tivirusResult

Grants permission
to query the list
of virus scan
results.

list - g:EnterpriseProjec
tId

hss:antivirus:opera
teAntivirusResult

Grants permission
to handle virus
scan results.

write - g:EnterpriseProjec
tId

hss:antivirus:expor
tAntivirusResult

Grants permission
to export virus
scan results.

write - g:EnterpriseProjec
tId
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Action Description Access
Level

Resour
ce Type
(*
require
d)

Condition Key

hss:antivirus:show
AntivirusStatistic

Grants permission
to query virus
scan statistics.

list - g:EnterpriseProjec
tId

hss:image:showIm
ageFullScanProgre
ss

Grants permission
to query the
progress of a full
image scan.

list - g:EnterpriseProjec
tId

hss:host:changeH
ostIgnoreStatus

Grants permission
to ignore or
unignore servers.

write host * -

- g:EnterpriseProjec
tId

hss:host:listIgnore
Hosts

Grants permission
to query ignored
servers.

list host * -

- g:EnterpriseProjec
tId

hss:image:batchEx
portBaselineTask

Grants permission
to export image
baseline check
results.

write - g:EnterpriseProjec
tId

hss:image:showIm
ageSecurityReport
Statistic

Grants permission
to query the
number of image
scan results to be
exported.

write - g:EnterpriseProjec
tId

hss:vulnerability:e
xportVuls

Grants permission
to create
vulnerability
export tasks.

write - g:EnterpriseProjec
tId

hss:exportTask:qu
eryExportTask

Grants permission
to query export
tasks.

list - g:EnterpriseProjec
tId

hss:file:downloadE
xportedFile

Grants permission
to download files.

list - g:EnterpriseProjec
tId

hss:image:listGlob
alVulnerabilities

Grants permission
to query
vulnerability
details about a
tenant image.

list - g:EnterpriseProjec
tId
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Action Description Access
Level

Resour
ce Type
(*
require
d)

Condition Key

hss:image:listVuln
erabilityImages

Grants permission
to query details
about images in
the image
repository
affected by a
vulnerability.

list - g:EnterpriseProjec
tId

hss:setting:getPlu
ginInstallScript

Grants permission
to query server
plug-in
information.

list - g:EnterpriseProjec
tId

hss:setting:getPlu
ginList

Grants permission
to query the plug-
in installation
guide.

list - g:EnterpriseProjec
tId

hss:setting:getAut
oOpenQuotaStatu
s

Grants permission
to query the
status of
automatic quota
binding.

read - g:EnterpriseProjec
tId

hss:setting:change
AutoOpenQuotaSt
atus

Grants permission
to modify the
status of
automatic quota
binding.

write - g:EnterpriseProjec
tId

hss:image:batchEx
portSWRVulTask

Grants permission
to export SWR
image
vulnerability scan
results.

write - g:EnterpriseProjec
tId

hss:image:batchEx
portLocalVulTask

Grants permission
to export local
image
vulnerability scan
results.

write - g:EnterpriseProjec
tId

hss:vulnerability:e
xportVulReport

Grants permission
to export
vulnerability
reports in HTML
format.

list - g:EnterpriseProjec
tId
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Action Description Access
Level

Resour
ce Type
(*
require
d)

Condition Key

hss:vulnerability:g
etVulReportData

Grants permission
to obtain
vulnerability
reports in PDF
format.

list - g:EnterpriseProjec
tId

hss:setting:getAge
ntAutoUpgradeSt
atus

Grants permission
to query the
status of
automatic agent
upgrade.

read - g:EnterpriseProjec
tId

hss:setting:change
AgentAutoUpgrad
eStatus

Grants permission
to modify the
status of
automatic agent
upgrade.

write - g:EnterpriseProjec
tId

hss:quota:showPro
ductdataOfferin-
gInfos

Grants permission
to query product
information.

list - g:EnterpriseProjec
tId

hss:image:listLocal
ImageAppInfo

Grants permission
to query the local
software image
list.

list - g:EnterpriseProjec
tId

hss:image:listLocal
ImageAppVulnera
bilities

Grants permission
to query the
vulnerability list
of a piece of
software in a local
image.

list - g:EnterpriseProjec
tId

 

Each API of HSS usually supports one or more actions. Table 5-147 lists the
supported actions and dependencies.

Table 5-147 Actions and dependencies supported by HSS APIs

API Action Dependencies

POST /v5/
{project_id}/host-
management/
groups

hss:host:addHostsGroup eps:enterpriseProjects:list
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API Action Dependencies

PUT /v5/
{project_id}/event/
blocked-ip

hss:event:changeBlockedIp eps:enterpriseProjects:list

GET /v5/
{project_id}/backup/
policy

hss:antiransomware:getRan
somwareHSSBackupPoli-
cyInfo

eps:enterpriseProjects:list

GET /v5/
{project_id}/
container/nodes

hss:container:listContainerN
odes

eps:enterpriseProjects:list

GET /v5/
{project_id}/host-
management/
groups

hss:host:listHostGroups eps:enterpriseProjects:list

GET /v5/
{project_id}/policy/
groups

hss:policy:listPolicyGroup eps:enterpriseProjects:list

GET /v5/
{project_id}/asset/
ports/detail

hss:asset:listPortHost eps:enterpriseProjects:list

GET /v5/
{project_id}/asset/
processes/detail

hss:asset:listProcessesHost eps:enterpriseProjects:list

GET /v5/
{project_id}/
ransomware/
protection/policy

hss:antiransomware:listRan
somwareProtectionPolicy

eps:enterpriseProjects:list

GET /v5/
{project_id}/
ransomware/server

hss:antiransomware:listRan
somwareProtectionServer

eps:enterpriseProjects:list

GET /v5/
{project_id}/
webtamper/static/
protect-history

hss:wtp:listWtpHostProtec-
tHistoryInfo

eps:enterpriseProjects:list

GET /v5/
{project_id}/
webtamper/rasp/
protect-history

hss:wtp:listWtpHostRasp-
ProtectHistoryInfo

eps:enterpriseProjects:list

GET /v5/
{project_id}/
webtamper/hosts

hss:wtp:listWtpProtectHost ● eps:enterpriseProjects:list
● vpc:ports:list
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API Action Dependencies

POST /v5/
{project_id}/
webtamper/static/
status

hss:wtp:setWtpProtection-
StatusInfo

eps:enterpriseProjects:list

POST /v5/
{project_id}/
webtamper/rasp/
status

hss:wtp:setWtpProtectSwitc
h

eps:enterpriseProjects:list

POST /v5/
{project_id}/
ransomware/
protection/open

hss:antiransomware:startRa
nsomwareProtection

eps:enterpriseProjects:list

POST /v5/
{project_id}/
ransomware/
protection/close

hss:antiransomware:stopRa
nsomwareProtection

eps:enterpriseProjects:list

PUT /v5/
{project_id}/backup/
policy

hss:antiransomware:update
RansomwareBackupPoli-
cyInfo

eps:enterpriseProjects:list

PUT /v5/
{project_id}/
ransomware/
protection/policy

hss:antiransomware:update
RansomwareProtectionPoli-
cy

eps:enterpriseProjects:list

GET /v5/
{project_id}/asset/
statistics

hss:asset:getAssetStatistic eps:enterpriseProjects:list

GET /v5/
{project_id}/
asset/app/change-
history

hss:asset:listAppChangeHis-
tories

eps:enterpriseProjects:list

GET /v5/
{project_id}/asset/
apps

hss:asset:listApps eps:enterpriseProjects:list

GET /v5/
{project_id}/
asset/app/statistics

hss:asset:listAppStatistics eps:enterpriseProjects:list

GET /v5/
{project_id}/asset/
auto-launch/
change-history

hss:asset:listAutoLaunchCh
angeHistories

eps:enterpriseProjects:list

GET /v5/
{project_id}/asset/
auto-launchs

hss:asset:listAutoLaunchs eps:enterpriseProjects:list
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API Action Dependencies

GET /v5/
{project_id}/asset/
auto-launch/
statistics

hss:asset:listAutoLaunchSta
tistics

eps:enterpriseProjects:list

GET /v5/
{project_id}/asset/
midwares/detail

hss:asset:listJarPackageHos-
tInfo

eps:enterpriseProjects:list

GET /v5/
{project_id}/asset/
midwares

hss:asset:listJarPackageSta-
tistics

eps:enterpriseProjects:list

GET /v5/
{project_id}/asset/
ports

hss:asset:listPorts eps:enterpriseProjects:list

GET /v5/
{project_id}/asset/
port/statistics

hss:asset:listPortStatistics eps:enterpriseProjects:list

GET /v5/
{project_id}/asset/
process/statistics

hss:asset:listProcessStatis-
tics

eps:enterpriseProjects:list

GET /v5/
{project_id}/asset/
user/change-history

hss:asset:listUserChangeHis
tories

eps:enterpriseProjects:list

GET /v5/
{project_id}/asset/
users

hss:asset:listUsers eps:enterpriseProjects:list

GET /v5/
{project_id}/asset/
user/statistics

hss:asset:listUserStatistics eps:enterpriseProjects:list

GET /v5/
{project_id}/
baseline/check-rule/
detail

hss:baseline:getCheckRuleD
etail

eps:enterpriseProjects:list

GET /v5/
{project_id}/
baseline/risk-config/
{check_name}/
detail

hss:baseline:getRiskConfigD
etail

eps:enterpriseProjects:list

GET /v5/
{project_id}/
baseline/password-
complexity

hss:baseline:listPasswordCo
mplexity

eps:enterpriseProjects:list
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API Action Dependencies

GET /v5/
{project_id}/
baseline/risk-config/
{check_name}/
check-rules

hss:baseline:listRiskConfigC
heckRules

eps:enterpriseProjects:list

GET /v5/
{project_id}/
baseline/risk-config/
{check_name}/hosts

hss:baseline:listRiskConfigH
osts

eps:enterpriseProjects:list

GET /v5/
{project_id}/
baseline/risk-configs

hss:baseline:listRiskConfigs eps:enterpriseProjects:list

GET /v5/
{project_id}/
baseline/weak-
password-users

hss:baseline:listWeakPassw
ordUsers

eps:enterpriseProjects:list

POST /v5/
{project_id}/event/
operate

hss:event:changeEvent eps:enterpriseProjects:list

PUT /v5/
{project_id}/event/
isolated-file

hss:event:changeIsolatedFil
e

eps:enterpriseProjects:list

GET /v5/
{project_id}/event/
white-list/alarm

hss:event:listAlarmWhiteL-
ist

eps:enterpriseProjects:list

GET /v5/
{project_id}/event/
blocked-ip

hss:event:listBlockedIp eps:enterpriseProjects:list

GET /v5/
{project_id}/event/
isolated-file

hss:event:listIsolatedFile eps:enterpriseProjects:list

GET /v5/
{project_id}/event/
events

hss:event:listSecurityEvents eps:enterpriseProjects:list

PUT /v5/
{project_id}/host-
management/
groups

hss:host:changeHostsGroup eps:enterpriseProjects:list

DELETE /v5/
{project_id}/host-
management/
groups

hss:host:deleteHostsGroup eps:enterpriseProjects:list
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GET /v5/
{project_id}/host-
management/hosts

hss:host:listHostStatus ● eps:enterpriseProjects:list
● vpc:ports:list
● eip:publicIps:list

POST /v5/
{project_id}/host-
management/
protection

hss:host:switchHostsProtect
Status

eps:enterpriseProjects:list

POST /v5/
{project_id}/policy/
deploy

hss:policy:associatePolicyGr
oup

eps:enterpriseProjects:list

POST /v5/
{project_id}/
{resource_type}/
{resource_id}/tags/
create

hss:quota:batchCreateTags eps:enterpriseProjects:list

DELETE /v5/
{project_id}/
{resource_type}/
{resource_id}/tags/
{key}

hss:quota:deleteResourceIn-
stanceTag

eps:enterpriseProjects:list

GET /v5/
{project_id}/billing/
quotas

hss:quota:getResourceQuot
as

eps:enterpriseProjects:list

GET /v5/
{project_id}/billing/
quotas-detail

hss:quota:listQuotasDetail eps:enterpriseProjects:list

PUT /v5/
{project_id}/
vulnerability/status

hss:vulnerability:changeVul
Status

eps:enterpriseProjects:list

GET /v5/
{project_id}/
vulnerability/host/
{host_id}

hss:vulnerability:listHostVul
s

eps:enterpriseProjects:list

GET /v5/
{project_id}/
vulnerability/hosts

hss:vulnerability:listVulHost
s

eps:enterpriseProjects:list

GET /v5/
{project_id}/
vulnerability/
vulnerabilities

hss:vulnerability:listVulnera
bilities

eps:enterpriseProjects:list
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API Action Dependencies

GET /v5/
{project_id}/
vulnerability/scan-
policy

hss:vulnerability:getVulScan
Policy

-

PUT /v5/
{project_id}/
vulnerability/scan-
policy

hss:vulnerability:changeVul
ScanPolicy

-

GET /v5/
{project_id}/
vulnerability/scan-
tasks

hss:vulnerability:listVulScan
Task

-

GET /v5/
{project_id}/
vulnerability/scan-
task/{task_id}/hosts

hss:vulnerability:listVulScan
TaskHost

-

GET /v5/
{project_id}/
vulnerability/
statistics

hss:vulnerability:listHostVul
Statistics

-

GET /v5/
{project_id}/image/
baseline/risk-configs

hss:image:listImageRiskConf
igs

-

GET /v5/
{project_id}/image/
baseline/check-rule/
detail

hss:image:getImageCheckR
uleDetail

-

GET /v5/
{project_id}/image/
swr-repository

hss:image:listSwrImageRep
ository

-

POST /v5/
{project_id}/image/
batch-scan

hss:image:batchScanSwrIm
age

-

GET /v5/
{project_id}/image/
{image_id}/
vulnerabilities

hss:image:vulnerabilities -

GET /v5/
{project_id}/image/
vulnerability/
{vul_id}/cve

hss:image:listVulnerabili-
tyCve

-
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API Action Dependencies

GET /v5/
{project_id}/image/
baseline/risk-
configs/
{check_name}/rules

hss:image:listImageRiskConf
igRules

-

POST /v5/
{project_id}/image/
synchronize

hss:image:runImageSynchro
nize

-

GET /v5/
{project_id}/
product/
productdata/
offering-infos

hss:quota:showProductdata
OfferingInfos

-

 

Resource

A resource type indicates the resources that an SCP applies to. If you specify a
resource type for any action in Table 5-148, the resource URN must be specified in
the SCP statements using that action, and the SCP applies only to resources of this
type. If no resource type is specified, the Resource element is marked with an
asterisk (*) and the SCP applies to all resources. You can also set condition keys in
an SCP to define resource types.

The following table lists the resource types that you can define in SCP statements
for HSS.

Table 5-148 Resource types supported by HSS

Resource Type URN

host hss:<region>:<account-id>:host:<host-id>

event hss:<region>:<account-id>:event:<event-id>

baseline hss:<region>:<account-id>:baseline:<type>/
<check_rule_id>

policy hss:<region>:<account-id>:policy:<resource-type>/
<type-id>

 

Conditions

HSS does not support service-specific condition keys in SCP statements.

HSS can use global condition keys applicable to all services. For details, see Global
Condition Keys.
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5.10.8.4 SecMaster
The Organizations service provides Service Control Policies (SCPs) to set access
control policies.

SCPs do not actually grant any permissions to a principal. They only set the
permission boundary for the principal. When SCPs are attached to a member
account or an organizational unit (OU), they do not directly grant permissions to
that member account or OU. Instead, the SCPs just determine what permissions
are available for that member account or the member accounts under that OU.

This section describes the elements used by Organizations SCPs. The elements
include actions, resources, and conditions.

For details about how to use these elements to create a custom SCP, see Creating
an SCP.

Actions
Actions are specific operations that are allowed or denied in an SCP.

● The Access Level column describes how the action is classified (List, Read, or
Write). This classification helps you understand the level of access that an
action grants when you use it in an SCP.

● The Resource Type column indicates whether the action supports resource-
level permissions.
– You can use a wildcard (*) to indicate all resource types. If this column is

empty (-), the action does not support resource-level permissions, and
you must specify all resources ("*") in your SCP statements.

– If this column includes a resource type, you must specify the resource
URN in the Resource element of your statements.

– Required resources are marked with asterisks (*) in the table. If you
specify a resource in a statement using this action, then it must be of this
type.

For details about the resource types defined by SecMaster, see Resources.
● The Condition Key column contains keys that you can specify in the

Condition element of an SCP statement.
– If the Resource Type column has values for an action, the condition key

only takes effect only for the listed resource types.
– If the Resource Type column is empty (-) for an action, the condition key

takes effect for all resource types that action supports.
– If the Condition Key column is empty (-) for an action, the action does

not support any condition keys.
For details about the condition keys defined by SecMaster, see Conditions.

The following table lists the actions that you can define in SCP statements for
SecMaster.
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Table 5-149 Actions supported by SecMaster

Action Description Access
Level

Resour
ce Type
(*:
Require
d)

Condition Key

secmaster:playboo
k:get

Grants the
permission to
query playbook
details.

read playboo
k *

-

secmaster:playboo
k:create

Grants the
permission to
create a playbook.

write playboo
k *

-

secmaster:playboo
k:delete

Grants the
permission to
delete a playbook.

write playboo
k *

-

secmaster:playboo
k:update

Grants the
permission to
update a
playbook.

write playboo
k *

-

secmaster:playboo
k:list

Grants the
permission to
query the
playbook list.

list playboo
k *

-

secmaster:playboo
k:getStatistics

Grants the
permission to
obtain playbook
statistics.

read playboo
k *

-

secmaster:playboo
k:getMonitor

Grants the
permission to
obtain the
playbook running
monitoring data.

read playboo
k *

-

secmaster:playboo
k:copyVersion

Grants the
permission to
clone the
playbook version.

write playboo
k *

-

secmaster:playboo
k:approve

Grants the
permission to
review a
playbook.

write playboo
k *

-
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Action Description Access
Level

Resour
ce Type
(*:
Require
d)

Condition Key

secmaster:playboo
k:listApproves

Grants the
permission to
query the
playbook review
list.

list playboo
k *

-

secmaster:playboo
k:listInstances

Grants the
permission to
query the
playbook instance
list.

list playboo
k *

-

secmaster:playboo
k:getInstanceAudi
tlog

Grants the
permission to
query the audit
log list of a
playbook
instance.

list playboo
k *

-

secmaster:playboo
k:createVersion

Grants the
permission to
create a playbook
version.

write playboo
k *

-

secmaster:playboo
k:createVersionRul
e

Grants the
permission to
create a rule for a
playbook version.

write playboo
k *

-

secmaster:playboo
k:createVersionAc-
tion

Grants the
permission to
create an action
for a playbook
version.

write playboo
k *

-

secmaster:playboo
k:getVersion

Grants the
permission to
obtain a playbook
version.

read playboo
k *

-

secmaster:playboo
k:getVersionRule

Grants the
permission to
obtain rules for a
playbook version.

read playboo
k *

-

secmaster:playboo
k:deleteVersion

Grants the
permission to
delete a playbook
version.

write playboo
k *

-
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Action Description Access
Level

Resour
ce Type
(*:
Require
d)

Condition Key

secmaster:playboo
k:deleteVersionRul
e

Grants the
permission to
delete a rule for a
playbook version.

write playboo
k *

-

secmaster:playboo
k:deleteVersionAc-
tion

Grants the
permission to
delete an action
for a playbook
version.

write playboo
k *

-

secmaster:playboo
k:updateVersion

Grants the
permission to
update a
playbook version.

write playboo
k *

-

secmaster:playboo
k:updateVersionR
ule

Grants the
permission to
update a rule for
a playbook
version.

write playboo
k *

-

secmaster:playboo
k:updateVersionAc
tion

Grants the
permission to
update an action
for a playbook
version.

write playboo
k *

-

secmaster:playboo
k:listVersions

Grants the
permission to
obtain the list of
playbook versions.

list playboo
k *

-

secmaster:playboo
k:listVersionAction
s

Grants the
permission to
obtain the list of
actions for a
playbook version.

list playboo
k *

-

secmaster:playboo
k:getInstance

Grants the
permission to
query details
about a playbook
instance.

read playboo
k *

-
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Action Description Access
Level

Resour
ce Type
(*:
Require
d)

Condition Key

secmaster:playboo
k:getInstanceTopo
logy

Grants the
permission to
query details
about a playbook
instance topology.

read playboo
k *

-

secmaster:playboo
k:operateInstance

Grants
permissions to
operate a
playbook
instance.

write playboo
k *

-

secmaster:workflo
w:list

Grants the
permission to
query the
workflow list.

list workflo
w *

-

secmaster:workflo
w:get

Grants the
permission to
obtain details
about a workflow.

read workflo
w *

-

secmaster:workflo
w:delete

Grants the
permission to
delete a workflow.

write workflo
w *

-

secmaster:workflo
w:create

Grants the
permission to
create a workflow.

write workflo
w *

-

secmaster:workflo
w:update

Grants the
permission to
update a
workflow.

write workflo
w *

-

secmaster:workflo
w:listVersions

Grants the
permission to
obtain the list of
workflow
versions.

list workflo
w *

-

secmaster:workflo
w:getVersion

Grants the
permission to
obtain details
about a workflow
version.

read workflo
w *

-
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Action Description Access
Level

Resour
ce Type
(*:
Require
d)

Condition Key

secmaster:workflo
w:deleteVersion

Grants the
permission to
delete a workflow
version.

write workflo
w *

-

secmaster:workflo
w:createVersion

Grants the
permission to
create a workflow
version.

write workflo
w *

-

secmaster:workflo
w:updateVersion

Grants the
permission to
update a
workflow version.

write workflo
w *

-

secmaster:workflo
w:approveVersion

Grants the
permission to
review a workflow
version.

write workflo
w *

-

secmaster:workflo
w:validate

Grants the
permission to
verify a workflow
version.

write workflo
w *

-

secmaster:workflo
w:simulate

Grants the
permission to
update the
debugging result
of a workflow
version.

write workflo
w *

-

secmaster:workflo
w:getInstance

Grants the
permission to
query the
topology of a
workflow
instance.

read workflo
w *

-

secmaster:workflo
w:operateInstance

Grants the
permission to
update or create a
workflow
instance.

write workflo
w *

-

secmaster:connect
ion:list

Grants the
permission to
query the asset
connection list.

list connect
ion *

-
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Action Description Access
Level

Resour
ce Type
(*:
Require
d)

Condition Key

secmaster:connect
ion:create

Grants the
permissions to
create an asset
connection.

write connect
ion *

-

secmaster:connect
ion:get

Grants the
permissions to
obtain asset
connection
details.

read connect
ion *

-

secmaster:connect
ion:delete

Grants the
permissions to
delete an asset
connection.

write connect
ion *

-

secmaster:connect
ion:update

Grants the
permissions to
update an asset
connection.

write connect
ion *

-

secmaster:worksp
ace:list

Grants the
permission to
query the
workspace list.

list worksp
ace *

-

secmaster:worksp
ace:create

Grants the
permission to
create a
workspace.

write worksp
ace *

-

secmaster:worksp
ace:update

Grants the
permission to
update a
workspace.

write worksp
ace *

-

secmaster:worksp
ace:get

Grants the
permission to
obtain workspace
details.

read worksp
ace *

-

secmaster:worksp
ace:delete

Grants the
permission to
delete a
workspace.

write worksp
ace *

-
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Action Description Access
Level

Resour
ce Type
(*:
Require
d)

Condition Key

secmaster:task:list Grants the
permission to
query the to-do
list.

list task * -

secmaster:task:cre
ate

Grants the
permission to
create a to-do
task.

write task * -

secmaster:task:up
date

Grants the
permission to
update to-do
tasks.

write task * -

secmaster:task:get Grants the
permission to
obtain to-do task
details.

read task * -

secmaster:indicato
r:get

Grants the
permission to
obtain indicator
details.

read indicato
r *

-

secmaster:indicato
r:create

Grants the
permission to
create an
indicator.

write indicato
r *

-

secmaster:indicato
r:update

Grants the
permission to
update an
indicator.

write indicato
r *

-

secmaster:indicato
r:delete

Grants the
permission to
delete an
indicator.

write indicato
r *

-

secmaster:indicato
r:list

Grants the
permission to
query the
indicator list.

read indicato
r *

-

secmaster:indicato
r:listTypes

Grants the
permission to
query the
indicator type list.

list indicato
r *

-
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Action Description Access
Level

Resour
ce Type
(*:
Require
d)

Condition Key

secmaster:indicato
r:bindLayout

Grants the
permissions to
bind an indicator
type to a layout.

write indicato
r *

-

secmaster:alert:ge
t

Grants the
permission to
obtain alert
details.

read alert * -

secmaster:alert:cr
eate

Grants the
permission to
create an alert.

write alert * -

secmaster:alert:up
date

Grants the
permission to
update an alert.

write alert * -

secmaster:alert:lis
t

Grants the
permission to
query the alert
list.

list alert * -

secmaster:alert:de
lete

Grants the
permission to
delete an alert.

write alert * -

secmaster:alert:ba
tchOrders

Grants the
permission to
convert an alert
to an incident.

list alert * -

secmaster:alert:lis
tTypes

Grants the
permission to
query the alert
type list.

list alert * -

secmaster:alert:lis
tCategories

Grants the
permission to
query the alert
category list.

list alert * -

secmaster:alert:cr
eateType

Grants the
permission to
create an alert
type.

write alert * -
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Action Description Access
Level

Resour
ce Type
(*:
Require
d)

Condition Key

secmaster:alert:up
dateType

Grants the
permission to
modify an alert
type.

write alert * -

secmaster:alert:de
leteType

Grants the
permission to
delete an alert
type.

write alert * -

secmaster:alert:en
ableType

Grants the
permission to
enable or disable
an alert type.

write alert * -

secmaster:alert:bi
ndLayout

Grants the
permissions to
bind an alert type
to a layout.

write alert * -

secmaster:incident
:get

Grants the
permission to
obtain incident
details.

read incident
*

-

secmaster:incident
:create

Grants the
permission to
create an incident.

write incident
*

-

secmaster:incident
:update

Grants the
permission to
update an
incident.

write incident
*

-

secmaster:incident
:list

Grants the
permission to
query the incident
list.

list incident
*

-

secmaster:incident
:listTypes

Grants the
permission to
obtain the
incident type list.

list incident
*

-

secmaster:incident
:delete

Grants the
permission to
delete an incident.

write incident
*

-
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Action Description Access
Level

Resour
ce Type
(*:
Require
d)

Condition Key

secmaster:incident
:listCategories

Grants the
permission to
query the incident
category list.

list incident
*

-

secmaster:incident
:createType

Grants the
permission to
create an incident
type.

write incident
*

-

secmaster:incident
:updateType

Grant permission
to modify an
incident type.

write incident
*

-

secmaster:incident
:deleteType

Grants the
permission to
delete an incident
type.

write incident
*

-

secmaster:incident
:enableType

Grants the
permission to
enable or disable
an incident type.

write incident
*

-

secmaster:incident
:bindLayout

Grants the
permissions to
bind an incident
type to a layout.

write incident
*

-

secmaster:dataobj
ect:createRelation

Grants the
permission to
create an object
mapping.

write dataobj
ect *

-

secmaster:dataobj
ect:deleteRelation

Grants the
permission to
delete an object
mapping.

write dataobj
ect *

-

secmaster:dataobj
ect:listRelation

Grants the
permission to
query the object
mapping list.

list dataobj
ect *

-

secmaster:vulnera
bility:listGroup

Grants the
permission to
query the
vulnerability
group list.

list vulnera
bility *

-
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Action Description Access
Level

Resour
ce Type
(*:
Require
d)

Condition Key

secmaster:vulnera
bility:getGroup

Grants the
permission to
obtain
vulnerability
group details.

read vulnera
bility *

-

secmaster:vulnera
bility:exportGroup

Grants the
permission to
export the
vulnerability
group list.

list vulnera
bility *

-

secmaster:vulnera
bility:listType

Grants the
permission to
query the
vulnerability type
list.

list vulnera
bility *

-

secmaster:vulnera
bility:bindLayout

Grants the
permission to
bind a
vulnerability type
to a layout.

write vulnera
bility *

-

secmaster:vulnera
bility:createType

Grants the
permission to
create a
vulnerability type.

write vulnera
bility *

-

secmaster:vulnera
bility:updateType

Grants the
permission to
modify a
vulnerability type.

write vulnera
bility *

-

secmaster:vulnera
bility:deleteType

Grants the
permission to
delete a
vulnerability type.

write vulnera
bility *

-

secmaster:vulnera
bility:enableType

Grants the
permission to
enable or disable
a vulnerability
type.

write vulnera
bility *

-

secmaster:subscri
ption:deletePostPa
idOrder

Grants the
permission to
delete a pay-per-
use order.

write - -
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Action Description Access
Level

Resour
ce Type
(*:
Require
d)

Condition Key

secmaster:subscri
ption:createPostPa
idOrder

Grants the
permission to
create a pay-per-
use order.

write - -

secmaster:subscri
ption:createPrePai
dOrder

Grants the
permission to
create a yearly/
monthly order.

write - -

secmaster:subscri
ption:getVersion

Grants the
permission to
view the
subscribed
version.

read - -

secmaster:metric:
getResult

Grants the
permission to
view the metric
result.

read metric * -

secmaster:metric:l
istResults

Grants the
permission to list
metric results.

list metric * -

secmaster:metric:l
istHits

Grants the
permission to list
the hit metrics.

list metric * -

secmaster:agency:
get

Grants the
permission to
view an agency.

read - -

secmaster:agency:
create

Grants the
permission to
create an agency.

write - -

secmaster:resourc
e:getStatistics

Grants the
permission to
view resource
statistics.

read resourc
e *

-

secmaster:resourc
e:list

Grants the
permission to list
resources.

list resourc
e *

-

secmaster:resourc
e:import

Grants the
permission to
import resources.

write resourc
e *

-
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Action Description Access
Level

Resour
ce Type
(*:
Require
d)

Condition Key

secmaster:resourc
e:getTemplate

Grants the
permission to
obtain the
resource import
template.

read resourc
e *

-

secmaster:report:li
st

Grants the
permission to list
reports.

list report * -

secmaster:report:g
et

Grants the
permission to
view a report.

read report * -

secmaster:report:c
reate

Grants the
permission to
create a report.

write report * -

secmaster:report:u
pdate

Grants the
permission to
update a report.

write report * -

secmaster:report:d
elete

Grants the
permission to
delete a report.

write report * -

secmaster:emerge
ncyVulnerability:u
pdateReadStatus

Grants the
permission to set
the emergency
vulnerability read
status.

write emerge
ncyVuln
erability
*

-

secmaster:emerge
ncyVulnerability:li
st

Grants the
permission to list
emergency
vulnerabilities.

list emerge
ncyVuln
erability
*

-

secmaster:emerge
ncyVulnerability:e
xport

Grants the
permission to
export emergency
vulnerabilities.

read emerge
ncyVuln
erability
*

-

secmaster:dataspa
ce:list

Grants the
permission to
query the data
space list.

list dataspa
ce *

-
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Action Description Access
Level

Resour
ce Type
(*:
Require
d)

Condition Key

secmaster:dataspa
ce:create

Grants the
permission to
create a data
space.

write dataspa
ce *

-

secmaster:dataspa
ce:get

Grants the
permission to
query data space
details.

read dataspa
ce *

-

secmaster:dataspa
ce:update

Grants the
permission to
update a data
space.

write dataspa
ce *

-

secmaster:dataspa
ce:delete

Grants the
permission to
delete a data
space.

write dataspa
ce *

-

secmaster:pipe:list Grants the
permission to
query the data
pipeline list.

list pipe * -

secmaster:pipe:cre
ate

Grants the
permission to
create a data
pipeline.

write pipe * -

secmaster:pipe:get Grants the
permission to
query data
pipeline details.

read pipe * -

secmaster:pipe:up
date

Grants the
permission to
update a data
pipeline.

write pipe * -

secmaster:pipe:del
ete

Grants the
permission to
delete a data
pipeline.

write pipe * -

secmaster:pipe:get
Index

Grants the
permission to
query data
pipeline indexes.

read pipe * -
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Action Description Access
Level

Resour
ce Type
(*:
Require
d)

Condition Key

secmaster:pipe:up
dateIndex

Grants the
permission to
update a data
pipeline index.

write pipe * -

secmaster:pipe:get
Consumption

Grants the
permission to
query data
pipeline
consumption.

read pipe * -

secmaster:pipe:cre
ateConsumption

Grants the
permission to
create pipeline
consumption.

write pipe * -

secmaster:pipe:del
eteConsumption

Grants the
permission to
delete pipeline
consumption.

write pipe * -

secmaster:search:l
istLogs

Grants the
permission to
query data.

list worksp
ace *

-

secmaster:search:l
istHistograms

Grants the
permission to
query the data
distribution
histogram.

list worksp
ace *

-

secmaster:search:c
reateAnalysis

Grants the
permission to
execute security
analysis.

write worksp
ace *

-

secmaster:searchC
ondition:list

Grants the
permission to
query the list of
search criteria.

list searchC
onditio
n *

-

secmaster:searchC
ondition:create

Grants the
permission to
create search
criteria.

write searchC
onditio
n *

-
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Level

Resour
ce Type
(*:
Require
d)

Condition Key

secmaster:searchC
ondition:get

Grants the
permission to
query search
criteria details.

read searchC
onditio
n *

-

secmaster:searchC
ondition:update

Grants the
permission to
update search
criteria.

write searchC
onditio
n *

-

secmaster:searchC
ondition:delete

Grants the
permission to
delete search
criteria.

write searchC
onditio
n *

-

secmaster:alertRul
e:list

Grants the
permission to
query an alert
model.

list alertRul
e *

-

secmaster:alertRul
e:create

Grants the
permission to
create an alert
model.

write alertRul
e *

-

secmaster:alertRul
e:get

Grants the
permission to
query alert model
details.

read alertRul
e *

-

secmaster:alertRul
e:update

Grants the
permission to
modify an alert
model.

write alertRul
e *

-

secmaster:alertRul
e:delete

Grants the
permission to
delete an alert
model.

write alertRul
e *

-

secmaster:alertRul
e:enable

Grants the
permission to
enable an alert
model.

write alertRul
e *

-

secmaster:alertRul
e:disable

Grants the
permission to
disable an alert
model.

write alertRul
e *

-
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Resour
ce Type
(*:
Require
d)

Condition Key

secmaster:alertRul
e:listMetrics

Grants the
permission to
query an alert
model overview.

list alertRul
e *

-

secmaster:alertRul
e:createSimulatio
n

Grants the
permission to
simulate an alert
model.

write alertRul
e *

-

secmaster:alertRul
eTemplate:list

Grants the
permission to
query an alert
template.

list alertRul
eTempl
ate *

-

secmaster:alertRul
eTemplate:get

Grants the
permission to
query alert
template details.

read alertRul
eTempl
ate *

-

secmaster:alertRul
eTemplate:listMet
rics

Grants the
permission to
query the alert
template
overview.

list alertRul
eTempl
ate *

-

secmaster:datacla
ss:create

Grants the
permission to
create a data
class.

write datacla
ss *

-

secmaster:datacla
ss:update

Grants the
permission to
update a data
class.

write datacla
ss *

-

secmaster:datacla
ss:delete

Grants the
permission to
delete a data
class.

write datacla
ss *

-

secmaster:datacla
ss:get

Grants the
permission to
obtain data class
details.

read datacla
ss *

-
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secmaster:datacla
ss:list

Grants the
permission to
query the data
class list.

list datacla
ss *

-

secmaster:datacla
ss:createField

Grants the
permission to
create a field.

write datacla
ss *

-

secmaster:datacla
ss:updateField

Grants the
permission to
update a field.

write datacla
ss *

-

secmaster:datacla
ss:deleteField

Grants the
permission to
delete a field.

write datacla
ss *

-

secmaster:datacla
ss:getField

Grants the
permission to
obtain field
details.

read datacla
ss *

-

secmaster:datacla
ss:listFields

Grants the
permission to
query the field
list.

list datacla
ss *

-

secmaster:datacla
ss:getType

Grants the
permission to
obtain type
details.

read datacla
ss *

-

secmaster:datacla
ss:listTypes

Grants the
permission to
query the type
list.

list datacla
ss *

-

secmaster:mappin
g:update

Grants the
permission to
update the
categorical
mapping status.

write mappin
g *

-

secmaster:mappin
g:list

Grant permission
to search for the
categorical
mapping list.

list mappin
g *

-
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secmaster:mappin
g:getDatasource

Grants the
permission to
obtain the
categorical
mapping data
source.

read mappin
g *

-

secmaster:mappin
g:listFunctions

Grants the
permission to
obtain a
categorical
mapping function.

list mappin
g *

-

secmaster:mappin
g:delete

Grants the
permission to
delete a
categorical
mapping.

write mappin
g *

-

secmaster:mappin
g:copy

Grants the
permission to
copy a categorical
mapping.

write mappin
g *

-

secmaster:mappin
g:createClassifier

Grants the
permission to
create a category.

write mappin
g *

-

secmaster:mappin
g:updateClassifier

Grants the
permission to
update a
category.

write mappin
g *

-

secmaster:mappin
g:getClassifier

Grants the
permission to
obtain category
information.

read mappin
g *

-

secmaster:mappin
g:deleteClassifier

Grants the
permission to
delete a category.

write mappin
g *

-

secmaster:mappin
g:createMapper

Grants the
permission to
create a mapping.

write mappin
g *

-
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Condition Key

secmaster:mappin
g:updateMapper

Grants the
permission to
update a
mapping.

write mappin
g *

-

secmaster:mappin
g:listMappers

Grants the
permission to
query the
mapping list.

list mappin
g *

-

secmaster:mappin
g:getMapper

Grants the
permission to
obtain the
mapping
information.

read mappin
g *

-

secmaster:mappin
g:deleteMapper

Grants the
permission to
delete a mapping.

write mappin
g *

-

secmaster:layout:li
stBusinessTypes

Grants the
permission to
obtain the layout
type list.

list layout * -

secmaster:layout:li
st

Grants the
permission to
query the layout
list.

list layout * -

secmaster:layout:c
reate

Grants the
permission to
create a layout.

write layout * -

secmaster:layout:
delete

Grants the
permission to
delete a layout.

write layout * -

secmaster:layout:
update

Grants the
permission to
update a layout.

write layout * -

secmaster:layout:
get

Grants the
permission to
query a layout.

read layout * -
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secmaster:layout:c
reateTemplate

Grants the
permission to
save a layout as a
template.

write layout * -

secmaster:layout:c
reateField

Grants the
permission to
create a layout
field.

write layout * -

secmaster:layout:li
stFields

Grants the
permission to
obtain the layout
field list.

list layout * -

secmaster:layout:
getField

Grants the
permission to
obtain layout field
details.

read layout * -

secmaster:layout:
updateFiled

Grants the
permission to
update a layout
field.

write layout * -

secmaster:layout:
deleteField

Grants the
permission to
delete a layout
field.

write layout * -

secmaster:layout:li
stWizards

Grants the
permission to
obtain a page.

list layout * -

secmaster:layout:c
reateWizard

Grants the
permission to
create a page.

write layout * -

secmaster:layout:
getWizard

Grants the
permission to
obtain page
details.

read layout * -

secmaster:layout:
deleteWizard

Grants the
permission to
delete a page.

write layout * -
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secmaster:layout:
updateWizard

Grants the
permission to
update a page.

write layout * -

secmaster:catalog
ue:list

Grants the
permissions to
query the
directory list.

list catalog
ue *

-

secmaster:catalog
ue:update

Grants the
permission to
update a
directory.

write catalog
ue *

-

secmaster:playboo
k:export

Grants the
permission to
export playbooks.

read playboo
k *

-

secmaster:playboo
k:import

Grants the
permission to
import playbooks.

write playboo
k *

-

secmaster:indicato
r:downloadTempla
te

Grants the
permission to
download the
indicator
template.

read indicato
r *

-

secmaster:indicato
r:export

Grants the
permission to
export indicators.

read indicato
r *

-

secmaster:indicato
r:import

Grants the
permission to
import indicators.

write indicato
r *

-

secmaster:table:lis
t

Grants the
permission to
query a table.

list table * -

secmaster:table:cr
eate

Grants the
permission to
create a table.

write table * -

secmaster:table:ge
t

Grants the
permission to
query table
details.

read table * -
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secmaster:table:u
pdate

Grants the
permission to
modify a table.

write table * -

secmaster:table:de
lete

Grants the
permission to
delete a table.

write table * -

secmaster:table:cr
eateLock

Grants the
permission to lock
a table.

write table * -

secmaster:table:de
leteLock

Grants the
permission to
unlock a table.

write table * -

secmaster:table:lis
tMetrics

Grants the
permission to
query table
overview.

list table * -

secmaster:table:u
pdateSchema

Grants the
permission to
design a table.

write table * -

 

Each API of SecMaster usually supports one or more actions. Table 5-150 lists the
supported actions and dependencies.

Table 5-150 Actions and dependencies supported by SecMaster APIs

API Action Depende
ncies

GET /v1/{project_id}/workspaces/
{workspace_id}/soc/playbooks/
{playbook_id}

secmaster:playbook:get -

POST /v1/{project_id}/workspaces/
{workspace_id}/soc/playbooks

secmaster:playbook:create -

DELETE /v1/{project_id}/workspaces/
{workspace_id}/soc/playbooks/
{playbook_id}

secmaster:playbook:delete -

PUT /v1/{project_id}/workspaces/
{workspace_id}/soc/playbooks/
{playbook_id}

secmaster:playbook:updat
e

-
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ncies

GET /v1/{project_id}/workspaces/
{workspace_id}/soc/playbooks

secmaster:playbook:list -

GET /v1/{project_id}/workspaces/
{workspace_id}/soc/playbooks/
statistics

secmaster:playbook:getSta
tistics

-

GET /v1/{project_id}/workspaces/
{workspace_id}/soc/playbooks/
{playbook_id}/monitor

secmaster:playbook:getMo
nitor

-

POST /v1/{project_id}/workspaces/
{workspace_id}/soc/playbooks/
versions/{playbook_version_id}/clone

secmaster:playbook:copyV
ersion

-

POST /v1/{project_id}/workspaces/
{workspace_id}/soc/playbooks/
versions/{playbook_version_id}/
approve

secmaster:playbook:appro
ve

-

GET /v1/{project_id}/workspaces/
{workspace_id}/soc/playbooks/
versions/approval

secmaster:playbook:listAp
proves

-

GET /v1/{project_id}/workspaces/
{workspace_id}/soc/playbooks/
instances

secmaster:playbook:listInst
ances

-

POST /v1/{project_id}/workspaces/
{workspace_id}/soc/playbooks/
instances/auditlogs

secmaster:playbook:getIns
tanceAuditlog

-

POST /v1/{project_id}/workspaces/
{workspace_id}/soc/playbooks/versions

secmaster:playbook:create
Version

-

POST /v1/{project_id}/workspaces/
{workspace_id}/soc/playbooks/versions
/{playbook_version_id}/rules

secmaster:playbook:create
VersionRule

-

POST /v1/{project_id}/workspaces/
{workspace_id}/soc/playbooks/versions
/{playbook_version_id}/actions

secmaster:playbook:create
VersionAction

-

GET /v1/{project_id}/workspaces/
{workspace_id}/soc/playbooks/
versions/{playbook_version_id}

secmaster:playbook:getVer
sion

-

GET /v1/{project_id}/workspaces/
{workspace_id}/soc/playbooks/versions
/{playbook_version_id}/rules/{rule_id}

secmaster:playbook:getVer
sionRule

-
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API Action Depende
ncies

POST /v1/{project_id}/workspaces/
{workspace_id}/soc/playbooks/
versions/{playbook_version_id}

secmaster:playbook:delete
Version

-

POST /v1/{project_id}/workspaces/
{workspace_id}/soc/playbooks/versions
/{playbook_version_id}/rules/{rule_id}

secmaster:playbook:delete
VersionRule

-

GET /v1/{project_id}/workspaces/
{workspace_id}/soc/playbooks/versions
/{playbook_version_id}/actions/
{action_id}

secmaster:playbook:delete
VersionAction

-

POST /v1/{project_id}/workspaces/
{workspace_id}/soc/playbooks/
versions/{playbook_version_id}

secmaster:playbook:updat
eVersion

-

GET /v1/{project_id}/workspaces/
{workspace_id}/soc/playbooks/versions
/{playbook_version_id}/rules/{rule_id}

secmaster:playbook:updat
eVersionRule

-

GET /v1/{project_id}/workspaces/
{workspace_id}/soc/playbooks/versions
/{playbook_version_id}/actions/
{action_id}

secmaster:playbook:updat
eVersionAction

-

GET /v1/{project_id}/workspaces/
{workspace_id}/soc/playbooks/
{playbook_id}/versions

secmaster:playbook:listVer
sions

-

GET /v1/{project_id}/workspaces/
{workspace_id}/soc/playbooks/versions
/{playbook_version_id}/actions

secmaster:playbook:listVer
sionActions

-

GET /v1/{project_id}/workspaces/
{workspace_id}/soc/playbooks/
instances/{instance_id}

secmaster:playbook:getIns
tance

-

GET /v1/{project_id}/workspaces/
{workspace_id}/soc/playbooks/
instances/{instance_id}/topology

secmaster:playbook:getIns
tanceTopology

-

POST /v1/{project_id}/workspaces/
{workspace_id}/soc/playbooks/
instances/{instance_id}/operation

secmaster:playbook:operat
eInstance

-

GET /v1/{project_id}/workspaces/
{workspace_id}/soc/workflows

secmaster:workflow:list -

GET /v1/{project_id}/workspaces/
{workspace_id}/soc/workflows/
{workflow_id}

secmaster:workflow:get -
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DELETE /v1/{project_id}/workspaces/
{workspace_id}/soc/workflows/
{workflow_id}

secmaster:workflow:delete -

GET /v1/{project_id}/
workspacesPOST /v1/{project_id}/
workspaces/{workspace_id}/soc/
workflows

secmaster:workflow:create -

PUT /v1/{project_id}/workspaces/
{workspace_id}/soc/workflows/
{workflow_id}

secmaster:workflow:updat
e

-

GET /v1/{project_id}/workspaces/
{workspace_id}/soc/workflows/
{workflow_id}/versions

secmaster:workflow:listVer
sions

-

GET /v1/{project_id}/workspaces/
{workspace_id}/soc/workflows/
{workflow_id}/versions/{version_id}

secmaster:workflow:getVe
rsion

-

DELETE /v1/{project_id}/workspaces/
{workspace_id}/soc/workflows/
{workflow_id}/versions/{version_id}

secmaster:workflow:delete
Version

-

POST /v1/{project_id}/workspaces/
{workspace_id}/soc/workflows/
{workflow_id}/versions

secmaster:workflow:create
Version

-

PUT /v1/{project_id}/workspaces/
{workspace_id}/soc/workflows/
{workflow_id}/versions/{version_id}

secmaster:workflow:updat
eVersion

-

PUT /v1/{project_id}/workspaces/
{workspace_id}/soc/workflows/
{workflow_id}/versions/{version_id}/
approval

secmaster:workflow:appro
veVersion

-

POST /v1/{project_id}/workspaces/
{workspace_id}/soc/workflows/
{workflow_id}/validation

secmaster:workflow:valida
te

-

PUT /v1/{project_id}/workspaces/
{workspace_id}/soc/workflows/
{workflow_id}/versions/{version_id}/
debug/result

secmaster:workflow:simul
ate

-

GET /v1/{project_id}/workspaces/
{workspace_id}/soc/workflows/
instances/{instance_id}/topology

secmaster:workflow:getIns
tance

-
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POST /v1/{project_id}/workspaces/
{workspace_id}/soc/workflows/
{workflow_id}/instances

secmaster:workflow:opera
teInstance

-

GET /v1/{project_id}/workspaces/
{workspace_id}/soc/assetcredentials

secmaster:connection:list -

POST /v1/{project_id}/workspaces/
{workspace_id}/soc/assetcredentials

secmaster:connection:crea
te

-

GET /v1/{project_id}/workspaces/
{workspace_id}/soc/assetcredentials/
{asset_id}

secmaster:connection:get -

DELETE /v1/{project_id}/workspaces/
{workspace_id}/soc/assetcredentials/
{asset_id}

secmaster:connection:dele
te

-

PUT /v1/{project_id}/workspaces/
{workspace_id}/soc/assetcredentials/
{asset_id}

secmaster:connection:upd
ate

-

GET /v1/{project_id}/workspaces secmaster:workspace:list -

POST /v1/{project_id}/workspaces secmaster:workspace:creat
e

-

PUT /v1/{project_id}/workspaces/
{workspace_id}

secmaster:workspace:upda
te

-

GET /v1/{project_id}/workspaces/v1/
{project_id}/workspaces/
{workspace_id}

secmaster:workspace:get -

DELETE /v1/{project_id}/workspaces/
{workspace_id}

secmaster:workspace:delet
e

-

GET /v1/{project_id}/workspaces/
{workspace_id}/soc/tasks

secmaster:task:list -

POST /v1/{project_id}/workspaces/
{workspace_id}/soc/tasks

secmaster:task:create -

PUT /v1/{project_id}/workspaces/
{workspace_id}/soc/tasks/{task_id}

secmaster:task:update -

GET /v1/{project_id}/workspaces/
{workspace_id}/soc/tasks/{task_id}

secmaster:task:get -

GET /v1/{project_id}/workspaces/
{workspace_id}/soc/indicators/
{indicator_id}

secmaster:indicator:get -
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POST /v1/{project_id}/workspaces/
{workspace_id}/soc/indicators

secmaster:indicator:create -

PUT /v1/{project_id}/workspaces/
{workspace_id}/soc/indicators/
{indicator_id}

secmaster:indicator:update -

DELETE /v1/{project_id}/workspaces/
{workspace_id}/soc/indicators/
{indicator_id}

secmaster:indicator:delete -

POST /v1/{project_id}/workspaces/
{workspace_id}/soc/indicators/search

secmaster:indicator:list -

GET /v1/{project_id}/workspaces/
{workspace_id}/soc/indicators/types

secmaster:indicator:listTyp
es

-

POST /v1/{project_id}/workspaces/
{workspace_id}/soc/indicators/types/
layout

secmaster:indicator:bindLa
yout

-

GET /v1/{project_id}/workspaces/
{workspace_id}/soc/alerts/{alert_id}

secmaster:alert:get -

POST /v1/{project_id}/workspaces/
{workspace_id}/soc/alerts

secmaster:alert:create -

PUT /v1/{project_id}/workspaces/
{workspace_id}/soc/alerts/{alert_id}

secmaster:alert:update -

POST /v1/{project_id}/workspaces/
{workspace_id}/soc/alerts/search

secmaster:alert:list -

DELETE /v1/{project_id}/workspaces/
{workspace_id}/soc/alerts

secmaster:alert:delete -

POST /v1/{project_id}/workspaces/
{workspace_id}/soc/alerts/batch-order

secmaster:alert:batchOrde
rs

-

GET /v1/{project_id}/workspaces/
{workspace_id}/soc/alerts/types

secmaster:alert:listTypes -

GET /v1/{project_id}/workspaces/
{workspace_id}/soc/alerts/types/
category

secmaster:alert:listCategor
ies

-

POST /v1/{project_id}/workspaces/
{workspace_id}/soc/alerts/types

secmaster:alert:createType -

PUT /v1/{project_id}/workspaces/
{workspace_id}/soc/alerts/types/
{dataclass_type_id}

secmaster:alert:updateTyp
e

-
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DELETE /v1/{project_id}/workspaces/
{workspace_id}/soc/alerts/types

secmaster:alert:deleteType -

POST /v1/{project_id}/workspaces/
{workspace_id}/soc/alerts/types/enable

secmaster:alert:enableTyp
e

-

POST /v1/{project_id}/workspaces/
{workspace_id}/soc/alerts/types/layout

secmaster:alert:bindLayout -

GET /v1/{project_id}/workspaces/
{workspace_id}/soc/incidents/
{incident_id}

secmaster:incident:get -

POST /v1/{project_id}/workspaces/
{workspace_id}/soc/incidents

secmaster:incident:create -

PUT /v1/{project_id}/workspaces/
{workspace_id}/soc/incidents/
{incident_id}

secmaster:incident:update -

POST /v1/{project_id}/workspaces/
{workspace_id}/soc/incidents/search

secmaster:incident:list -

GET /v1/{project_id}/workspaces/
{workspace_id}/soc/incidents/types

secmaster:incident:listType
s

-

DELETE /v1/{project_id}/workspaces/
{workspace_id}/soc/incidents

secmaster:incident:delete -

GET /v1/{project_id}/workspaces/
{workspace_id}/soc/incidents/types/
category

secmaster:incident:listCate
gories

-

POST /v1/{project_id}/workspaces/
{workspace_id}/soc/incidents/types

secmaster:incident:createT
ype

-

PUT /v1/{project_id}/workspaces/
{workspace_id}/soc/incidents/types/
{dataclass_type_id}

secmaster:incident:update
Type

-

DELETE /v1/{project_id}/workspaces/
{workspace_id}/soc/incidents/types

secmaster:incident:deleteT
ype

-

POST /v1/{project_id}/workspaces/
{workspace_id}/soc/alerts/incidents/
enable

secmaster:incident:enable
Type

-

POST /v1/{project_id}/workspaces/
{workspace_id}/soc/incidents/types/
layout

secmaster:incident:bindLay
out

-
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POST /v1/{project_id}/workspaces/
{workspace_id}/soc/{dataclass_type}/
{data_object_id}/
{related_dataclass_type}

secmaster:dataobject:creat
eRelation

-

DELETE /v1/{project_id}/workspaces/
{workspace_id}/soc/{dataclass_type}/
{data_object_id}/
{related_dataclass_type}

secmaster:dataobject:delet
eRelation

-

POST /v1/{project_id}/workspaces/
{workspace_id}/soc/{dataclass_type}/
{data_object_id}/
{related_dataclass_type}/search

secmaster:dataobject:listR
elation

-

POST /v1/{project_id}/workspaces/
{workspace_id}/soc/vulnerability/
search

secmaster:vulnerability:list
Group

-

GET /v1/{project_id}/workspaces/
{workspace_id}/soc/vulnerability/
{vul_id}

secmaster:vulnerability:get
Group

-

POST /v1/{project_id}/workspaces/
{workspace_id}/soc/vulnerability/
export

secmaster:vulnerability:ex
portGroup

-

GET /v1/{project_id}/workspaces/
{workspace_id}/soc/vulnerabilities/
types

secmaster:vulnerability:list
Type

-

POST /v1/{project_id}/workspaces/
{workspace_id}/soc/vulnerabilities/
types/layout

secmaster:vulnerability:bin
dLayout

-

POST /v1/{project_id}/workspaces/
{workspace_id}/soc/vulnerabilities/
types

secmaster:vulnerability:cre
ateType

-

PUT /v1/{project_id}/workspaces/
{workspace_id}/soc/vulnerabilities/
types/{dataclass_type_id}

secmaster:vulnerability:up
dateType

-

DELETE /v1/{project_id}/workspaces/
{workspace_id}/soc/vulnerabilities/
types

secmaster:vulnerability:del
eteType

-

POST /v1/{project_id}/workspaces/
{workspace_id}/soc/vulnerabilities/
types/enable

secmaster:vulnerability:en
ableType

-

DELETE /v1/{project_id}/subscriptions/
orders

secmaster:subscription:del
etePostPaidOrder

-
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POST /v1/{project_id}/subscriptions/
orders

secmaster:subscription:cre
atePostPaidOrder

-

POST /v1/{project_id}/subscriptions/
orders/{order_id}

secmaster:subscription:cre
atePrePaidOrder

-

GET /v1/{project_id}/subscriptions/
version

secmaster:subscription:get
Version

-

GET /v1/{project_id}/workspaces/
{workspace_id}/sa/metrics/{metric_id}/
result

secmaster:metric:getResult -

POST /v1/{project_id}/workspaces/
{workspace_id}/sa/metrics/results

secmaster:metric:listResult
s

-

POST /v1/{project_id}/workspaces/
{workspace_id}/sa/metrics/hits

secmaster:metric:listHits -

GET /v1/{project_id}/agency secmaster:agency:get -

POST /v1/{project_id}/agency secmaster:agency:create -

GET /v1/{project_id}/workspaces/
{workspace_id}/resource-statistics

secmaster:resource:getStat
istics

-

GET /v1/{project_id}/workspaces/
{workspace_id}/resources

secmaster:resource:list -

POST /v1/{project_id}/workspaces/
{workspace_id}/sa/resources/import

secmaster:resource:import -

GET /v1/{project_id}/workspaces/
{workspace_id}/sa/resource/template

secmaster:resource:getTem
plate

-

GET /v1/{project_id}/workspaces/
{workspace_id}/sa/reports

secmaster:report:list -

GET /v1/{project_id}/workspaces/
{workspace_id}/sa/reports/{report_id}

secmaster:report:get -

POST /v1/{project_id}/workspaces/
{workspace_id}/sa/reports

secmaster:report:create -

PUT /v1/{project_id}/workspaces/
{workspace_id}/sa/reports/{report_id}

secmaster:report:update -

DELETE /v1/{project_id}/workspaces/
{workspace_id}/sa/reports/{report_id}

secmaster:report:delete -

POST /v1/{project_id}/workspaces/
{workspace_id}/sa/vulnerability/read-
status

secmaster:emergencyVuln
erability:updateReadStatus

-
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GET /v1/{project_id}/workspaces/
{workspace_id}/sa/vulnerability/list

secmaster:emergencyVuln
erability:list

-

GET /v1/{project_id}/workspaces/
{workspace_id}/sa/vulnerability/export

secmaster:emergencyVuln
erability:export

-

GET /v1/{project_id}/workspaces/
{workspace_id}/siem/dataspaces

secmaster:dataspace:list -

POST /v1/{project_id}/workspaces/
{workspace_id}/siem/dataspaces

secmaster:dataspace:creat
e

-

GET /v1/{project_id}/workspaces/
{workspace_id}/siem/dataspaces/
{dataspace_id}

secmaster:dataspace:get -

PUT /v1/{project_id}/workspaces/
{workspace_id}/siem/dataspaces/
{dataspace_id}

secmaster:dataspace:upda
te

-

DELETE /v1/{project_id}/workspaces/
{workspace_id}/siem/dataspaces/
{dataspace_id}

secmaster:dataspace:delet
e

-

GET /v1/{project_id}/workspaces/
{workspace_id}/siem/pipes

secmaster:pipe:list -

POST /v1/{project_id}/workspaces/
{workspace_id}/siem/pipes

secmaster:pipe:create -

GET /v1/{project_id}/workspaces/
{workspace_id}/siem/pipes/{pipe_id}

secmaster:pipe:get -

PUT /v1/{project_id}/workspaces/
{workspace_id}/siem/pipes/{pipe_id}

secmaster:pipe:update -

DELETE /v1/{project_id}/workspaces/
{workspace_id}/siem/pipes/{pipe_id}

secmaster:pipe:delete -

GET /v1/{project_id}/workspaces/
{workspace_id}/siem/pipes/{pipe_id}/
index

secmaster:pipe:getIndex -

PUT /v1/{project_id}/workspaces/
{workspace_id}/siem/pipes/{pipe_id}/
index

secmaster:pipe:updateInde
x

-

GET /v1/{project_id}/workspaces/
{workspace_id}/siem/pipes/{pipe_id}/
consumption

secmaster:pipe:getConsum
ption

-

POST /v1/{project_id}/workspaces/
{workspace_id}/siem/pipes/{pipe_id}/
consumption

secmaster:pipe:createCons
umption

-
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DELETE /v1/{project_id}/workspaces/
{workspace_id}/siem/pipes/{pipe_id}/
consumption

secmaster:pipe:deleteCons
umption

-

POST /v1/{project_id}/workspaces/
{workspace_id}/siem/search/logs

secmaster:search:listLogs -

POST /v1/{project_id}/workspaces/
{workspace_id}/siem/search/
histograms

secmaster:search:listHistog
rams

-

POST /v1/{project_id}/workspaces/
{workspace_id}/siem/search/analysis

secmaster:search:createAn
alysis

-

GET /v1/{project_id}/workspaces/
{workspace_id}/siem/search/conditions

secmaster:searchCondition
:list

-

POST /v1/{project_id}/workspaces/
{workspace_id}/siem/search/conditions

secmaster:searchCondition
:create

-

GET /v1/{project_id}/workspaces/
{workspace_id}/siem/search/
conditions/{condition_id}

secmaster:searchCondition
:get

-

PUT /v1/{project_id}/workspaces/
{workspace_id}/siem/search/
conditions/{condition_id}

secmaster:searchCondition
:update

-

DELETE /v1/{project_id}/workspaces/
{workspace_id}/siem/search/
conditions/{condition_id}

secmaster:searchCondition
:delete

-

GET /v1/{project_id}/workspaces/
{workspace_id}/siem/alert-rules

secmaster:alertRule:list -

POST /v1/{project_id}/workspaces/
{workspace_id}/siem/alert-rules

secmaster:alertRule:create -

GET /v1/{project_id}/workspaces/
{workspace_id}/siem/alert-rules/
{rule_id}

secmaster:alertRule:get -

PUT /v1/{project_id}/workspaces/
{workspace_id}/siem/alert-rules/
{rule_id}

secmaster:alertRule:updat
e

-

DELETE /v1/{project_id}/workspaces/
{workspace_id}/siem/alert-rules

secmaster:alertRule:delete -

POST /v1/{project_id}/workspaces/
{workspace_id}/siem/alert-rules/enable

secmaster:alertRule:enable -

Organizations
User Guide 5 Managing SCPs

Issue 01 (2025-02-25) Copyright © Huawei Cloud Computing Technologies Co., Ltd. 777



API Action Depende
ncies

POST /v1/{project_id}/workspaces/
{workspace_id}/siem/alert-rules/
disable

secmaster:alertRule:disabl
e

-

GET /v1/{project_id}/workspaces/
{workspace_id}/siem/alert-rules/
metrics

secmaster:alertRule:listMe
trics

-

POST /v1/{project_id}/workspaces/
{workspace_id}/siem/alert-rules/
simulation

secmaster:alertRule:create
Simulation

-

GET /v1/{project_id}/workspaces/
{workspace_id}/siem/alert-rules/
templates

secmaster:alertRuleTempla
te:list

-

GET /v1/{project_id}/workspaces/
{workspace_id}/siem/alert-rules/
templates/{template_id}

secmaster:alertRuleTempla
te:get

-

GET /v1/{project_id}/workspaces/
{workspace_id}/siem/alert-rules/
templates/metrics

secmaster:alertRuleTempla
te:listMetrics

-

POST /v1/{project_id}/workspaces/
{workspace_id}/soc/dataclasses

secmaster:dataclass:create -

PUT /v1/{project_id}/workspaces/
{workspace_id}/soc/dataclasses/
{dataclass_id}

secmaster:dataclass:updat
e

-

DELETE /v1/{project_id}/workspaces/
{workspace_id}/soc/dataclasses/
{dataclass_id}

secmaster:dataclass:delete -

GET /v1/{project_id}/workspaces/
{workspace_id}/soc/dataclasses/
{dataclass_id}

secmaster:dataclass:get -

GET /v1/{project_id}/workspaces/
{workspace_id}/soc/dataclasses

secmaster:dataclass:list -

POST /v1/{project_id}/workspaces/
{workspace_id}/soc/dataclasses/
{dataclass_id}/fields

secmaster:dataclass:create
Field

-

PUT /v1/{project_id}/workspaces/
{workspace_id}/soc/dataclasses/
{dataclass_id}/fields/{field_id}

secmaster:dataclass:updat
eField

-

DELETE /v1/{project_id}/workspaces/
{workspace_id}/soc/dataclasses/
{dataclass_id}/fields

secmaster:dataclass:delete
Field

-
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GET /v1/{project_id}/workspaces/
{workspace_id}/soc/dataclasses/
{dataclass_id}/fields/{field_id}

secmaster:dataclass:getFie
ld

-

GET /v1/{project_id}/workspaces/
{workspace_id}/soc/dataclasses/
{dataclass_id}/fields

secmaster:dataclass:listFiel
ds

-

GET /v1/{project_id}/workspaces/
{workspace_id}/soc/dataclasses/
{dataclass_id}/types/
{dataclass_type_id}

secmaster:dataclass:getTy
pe

-

GET /v1/{project_id}/workspaces/
{workspace_id}/soc/dataclasses/
{dataclass_id}/types

secmaster:dataclass:listTyp
es

-

PUT /v1/{project_id}/workspaces/
{workspace_id}/soc/mappings/
{mapping_id}/status

secmaster:mapping:updat
e

-

POST /v1/{project_id}/workspaces/
{workspace_id}/soc/mappings/search

secmaster:mapping:list -

GET /v1/{project_id}/workspaces/
{workspace_id}/soc/mappings/data-
source

secmaster:mapping:getDat
asource

-

GET /v1/{project_id}/workspaces/
{workspace_id}/soc/mappings/
functions

secmaster:mapping:listFun
ctions

-

DELETE /v1/{project_id}/workspaces/
{workspace_id}/soc/mappings/
{mapping_id}

secmaster:mapping:delete -

GET /v1/{project_id}/workspaces/
{workspace_id}/soc/mappings/
{mapping_id}/clone

secmaster:mapping:copy -

POST /v1/{project_id}/workspaces/
{workspace_id}/soc/mappings/
classifiers

secmaster:mapping:create
Classifier

-

PUT /v1/{project_id}/workspaces/
{workspace_id}/soc/mappings/
classifiers/{classifier_id}

secmaster:mapping:updat
eClassifier

-

GET /v1/{project_id}/workspaces/
{workspace_id}/soc/mappings/
classifiers/{classifier_id}

secmaster:mapping:getCla
ssifier

-
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DELETE /v1/{project_id}/workspaces/
{workspace_id}/soc/mappings/
classifiers/{classifier_id}

secmaster:mapping:delete
Classifier

-

POST /v1/{project_id}/workspaces/
{workspace_id}/soc/mappings/mappers

secmaster:mapping:create
Mapper

-

PUT /v1/{project_id}/workspaces/
{workspace_id}/soc/mappings/
mappers/{mapper_id}

secmaster:mapping:updat
eMapper

-

POST /v1/{project_id}/workspaces/
{workspace_id}/soc/mappings/
mappers/search

secmaster:mapping:listMa
ppers

-

POST /v1/{project_id}/workspaces/
{workspace_id}/soc/mappings/
mappers/{mapper_id}

secmaster:mapping:getMa
pper

-

DELETE /v1/{project_id}/workspaces/
{workspace_id}/soc/mappings/
mappers/{mapper_id}

secmaster:mapping:delete
Mapper

-

GET /v1/{project_id}/workspaces/
{workspace_id}/soc/layouts/business-
type

secmaster:layout:listBusine
ssTypes

-

POST /v1/{project_id}/workspaces/
{workspace_id}/soc/layouts/search

secmaster:layout:list -

POST /v1/{project_id}/workspaces/
{workspace_id}/soc/layouts

secmaster:layout:create -

DELETE /v1/{project_id}/workspaces/
{workspace_id}/soc/layouts

secmaster:layout:delete -

PUT /v1/{project_id}/workspaces/
{workspace_id}/soc/layouts/{layout_id}

secmaster:layout:update -

GET /v1/{project_id}/workspaces/
{workspace_id}/soc/layouts/{layout_id}

secmaster:layout:get -

POST /v1/{project_id}/workspaces/
{workspace_id}/soc/layouts/template

secmaster:layout:createTe
mplate

-

POST /v1/{project_id}/workspaces/
{workspace_id}/soc/layouts/
{layout_id}/fields

secmaster:layout:createFie
ld

-

GET /v1/{project_id}/workspaces/
{workspace_id}/soc/layouts/
{layout_id}/fields

secmaster:layout:listFields -
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GET /v1/{project_id}/workspaces/
{workspace_id}/soc/layouts/
{layout_id}/fields/{field_id}

secmaster:layout:getField -

PUT /v1/{project_id}/workspaces/
{workspace_id}/soc/layouts/
{layout_id}/fields/{field_id}

secmaster:layout:updateFil
ed

-

DELETE /v1/{project_id}/workspaces/
{workspace_id}/soc/layouts/
{layout_id}/fields

secmaster:layout:deleteFie
ld

-

GET /v1/{project_id}/workspaces/
{workspace_id}/soc/layouts/
{layout_id}/wizards

secmaster:layout:listWizar
ds

-

POST /v1/{project_id}/workspaces/
{workspace_id}/soc/layouts/
{layout_id}/wizards

secmaster:layout:createWi
zard

-

GET /v1/{project_id}/workspaces/
{workspace_id}/soc/layouts/wizards/
{wizard_id};/v1/{project_id}/
workspaces/{workspace_id}/soc/
layouts/wizards

secmaster:layout:getWizar
d

-

DELETE /v1/{project_id}/workspaces/
{workspace_id}/soc/layouts/wizards/
{wizard_id}

secmaster:layout:deleteWi
zard

-

PUT /v1/{project_id}/workspaces/
{workspace_id}/soc/layouts/wizards

secmaster:layout:updateW
izard

-

POST /v1/{project_id}/workspaces/
{workspace_id}/soc/catalogues/
search;/v1/{project_id}/workspaces/
{workspace_id}/soc/catalogues

secmaster:catalogue:list -

PUT /v1/{project_id}/workspaces/
{workspace_id}/soc/catalogues/
{catalogue_id}

secmaster:catalogue:updat
e

-

POST /v1/{project_id}/workspaces/
{workspace_id}/soc/playbooks/export

secmaster:playbook:export -

POST /v1/{project_id}/workspaces/
{workspace_id}/soc/playbooks/import

secmaster:playbook:impor
t

-

GET /v1/{project_id}/workspaces/
{workspace_id}/soc/indicators/
template/download

secmaster:indicator:downl
oadTemplate

-
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POST /v1/{project_id}/workspaces/
{workspace_id}/soc/indicators/export

secmaster:indicator:export -

POST /v1/{project_id}/workspaces/
{workspace_id}/soc/indicators/import

secmaster:indicator:import -

GET /v2/{project_id}/workspaces/
{workspace_id}/siem/tables

secmaster:table:list -

-POST /v2/{project_id}/workspaces/
{workspace_id}/siem/tables

secmaster:table:create -

GET /v2/{project_id}/workspaces/
{workspace_id}/siem/tables/{table_id}

secmaster:table:get -

PUT /v2/{project_id}/workspaces/
{workspace_id}/siem/tables/{table_id}

secmaster:table:update -

DELETE /v2/{project_id}/workspaces/
{workspace_id}/siem/tables/{table_id}

secmaster:table:delete -

POST /v2/{project_id}/workspaces/
{workspace_id}/siem/tables/{table_id}/
lock

secmaster:table:createLock -

DELETE /v2/{project_id}/workspaces/
{workspace_id}/siem/tables/{table_id}/
lock

secmaster:table:deleteLock -

GET /v2/{project_id}/workspaces/
{workspace_id}/siem/tables/metrics

secmaster:table:listMetrics -

PUT /v2/{project_id}/workspaces/
{workspace_id}/siem/tables/{table_id}/
schema

secmaster:table:updateSch
ema

-

 

Resources
A resource type indicates the resources that an SCP applies to. If you specify a
resource type for any action in Table 5-151, the resource URN must be specified in
the SCP statements using that action, and the SCP applies only to resources of this
type. If no resource type is specified, the Resource element is marked with an
asterisk (*) and the SCP applies to all resources. You can also set condition keys in
an SCP to define resource types.

The following table lists the resource types that you can define in SCP statements
for SecMaster.
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Table 5-151 Resource types supported by SecMaster

Resource Type URN

workspace secmaster:<region>:<account-
id>:workspace:<workspace-id>

playbook secmaster:<region>:<account-id>:playbook:<workspace-
id>/<playbook-id>

workflow secmaster:<region>:<account-
id>:workflow:<workspace-id>/<workflow-id>

connection secmaster:<region>:<account-
id>:connection:<workspace-id>/<connection-id>

task secmaster:<region>:<account-id>:task:<workspace-id>/
<task-id>

indicator secmaster:<region>:<account-id>:indicator:<workspace-
id>/<indicator-id>

alert secmaster:<region>:<account-id>:alert:<workspace-id>/
<alert-id>

incident secmaster:<region>:<account-id>:incident:<workspace-
id>/<incident-id>

dataobject secmaster:<region>:<account-
id>:dataobject:<workspace-id>/<dataobject-id>

metric secmaster:<region>:<account-id>:metric:<workspace-
id>/<metric-id>

resource secmaster:<region>:<account-id>:resource:<workspace-
id>/<resource-id>

report secmaster:<region>:<account-id>:report:<workspace-
id>/<report-id>

emergencyVulnerabili-
ty

secmaster:<region>:<account-id>:emergencyVulnerabili-
ty:<workspace-id>/<emergency-vulnerability-id>

dataspace secmaster:<region>:<account-
id>:dataspace:<workspace-id>/<dataspace-id>

pipe secmaster:<region>:<account-id>:pipe:<workspace-id>/
<pipe-id>

alertRule secmaster:<region>:<account-id>:alertRule:<workspace-
id>/<alertRule-id>

vulnerability secmaster:<region>:<account-
id>:vulnerability:<workspace-id>/<vulnerability-id>

alertRuleTemplate secmaster:<region>:<account-
id>:alertRuleTemplate:<workspace-id>/
<alertRuleTemplate-id>
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searchCondition secmaster:<region>:<account-
id>:searchCondition:<workspace-id>/<searchCondition-
id>

dataclass secmaster:<region>:<account-id>:dataclass:<workspace-
id>/<dataclass-id>

mapping secmaster:<region>:<account-id>:mapping:<workspace-
id>/<mapping-id>

layout secmaster:<region>:<account-id>:layout:<workspace-
id>/<layout-id>

catalogue secmaster:<region>:<account-
id>:catalogue:<workspace-id>/<catalogue-id>

table secmaster:<region>:<account-id>:table:<workspace-id>/
<table-id>

 

Conditions

SecMaster does not support service-specific condition keys in SCP statements.
SecMaster can use global condition keys applicable to all services. For details, see
Global Condition Keys.

5.10.8.5 Cloud Firewall (CFW)

The Organizations service provides Service Control Policies (SCPs) to set access
control policies.

SCPs do not actually grant any permissions to an entity. They only set the
permissions boundary for the entity. When SCPs are attached to an organizational
unit (OU) or a member account, the SCPs do not directly grant permissions to that
OU or member account. Instead, the SCPs only determine what permissions are
available for that member account or those member accounts under that OU.

This section describes the elements used by Organizations SCPs. The elements
include actions, resources, and conditions.

For details about how to use these elements to edit a custom SCP policy, see
Creating an SCP.

Actions

Actions are specific operations that are allowed or denied in an SCP.

● The Access Level column describes how the action is classified (List, Read, or
Write). This classification helps you understand the level of access that an
action grants when you use it in an SCP.

● The Resource Type column indicates whether the action supports resource-
level permissions.
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– You can use a wildcard (*) to indicate all resource types. If this column is
empty (-), the action does not support resource-level permissions and
you must specify all resources ("*") in your SCP statements.

– If this column includes a resource type, you must specify the URN in the
Resource element of an SCP statements.

– Required resources are marked with asterisks (*) in the table. If you
specify a resource in a statement using this action, then it must be of this
type.

For details about the resource types defined by CFW, see Resources.
● The Condition Key column contains keys that you can specify in the

Condition element of an SCP statement.
– If the Resource Type column has values for an action, the condition key

takes effect only for the listed resource types.
– If the Resource Type column is empty (-) for an action, the condition key

takes effect for all resources that action supports.
– If the Condition Key column is empty (-) for an action, the action does

not support any condition keys.
For details about the condition keys defined by CFW, see Conditions.

The following table lists the actions that you can define in SCP statements for
CFW

Table 5-152 Actions supported by CFW

Action Description Access
Level

Resour
ce Type
(*:
require
d)

Condition Key

cfw:acl:createAclR
ule

Grants permission
to create an acl
rule.

write instanc
e *

● g:ResourceTag/
<tag-key>

● g:EnterprisePro
jectId

cfw:acl:deleteAclR
ule

Grants permission
to delete an acl
rule.

write acl * -

instanc
e *

● g:ResourceTag/
<tag-key>

● g:EnterprisePro
jectId

cfw:acl:deleteHitC
ount

Grants permission
to delete acl rule
hit count.

write acl * -

instanc
e *

● g:ResourceTag/
<tag-key>

● g:EnterprisePro
jectId
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Action Description Access
Level

Resour
ce Type
(*:
require
d)

Condition Key

cfw:instance:listD
omainParseServer
s

Grants permission
to get domain
parse server.

list instanc
e *

● g:ResourceTag/
<tag-key>

● g:EnterprisePro
jectId

cfw:instance:getD
omainParseResult

Grants permission
to parse domain.

read instanc
e *

● g:ResourceTag/
<tag-key>

● g:EnterprisePro
jectId

cfw:acl:getExportS
tatus

Grants permission
to get acl export
status.

read instanc
e *

● g:ResourceTag/
<tag-key>

● g:EnterprisePro
jectId

cfw:acl:getImport
Status

Grants permission
to get acl import
status.

read instanc
e *

● g:ResourceTag/
<tag-key>

● g:EnterprisePro
jectId

cfw:acl:getImport
Template

Grants permission
to get acl import
template.

read instanc
e *

● g:ResourceTag/
<tag-key>

● g:EnterprisePro
jectId

cfw:acl:listAclRule
s

Grants permission
to list acl rules.

list instanc
e *

● g:ResourceTag/
<tag-key>

● g:EnterprisePro
jectId

cfw:acl:listAclTags Grants permission
to list acl rule
tags.

list instanc
e *

● g:ResourceTag/
<tag-key>

● g:EnterprisePro
jectId

cfw:acl:updateAcl
Rule

Grants permission
to update acl rule.

write acl * -

instanc
e *

● g:ResourceTag/
<tag-key>

● g:EnterprisePro
jectId

cfw:acl:updateAcl
RuleAction

Grants permission
to update acl rule
action.

write acl * -
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Action Description Access
Level

Resour
ce Type
(*:
require
d)

Condition Key

instanc
e *

● g:ResourceTag/
<tag-key>

● g:EnterprisePro
jectId

cfw:instance:upda
teDomainParseSer
ver

Grants permission
to update domain
parse server.

write instanc
e *

● g:ResourceTag/
<tag-key>

● g:EnterprisePro
jectId

cfw:acl:setPriority Grants permission
to set acl rule
priority.

write acl * -

instanc
e *

● g:ResourceTag/
<tag-key>

● g:EnterprisePro
jectId

cfw:blackWhiteLis
t:create

Grants permission
to create
blackwhite list.

write instanc
e *

● g:ResourceTag/
<tag-key>

● g:EnterprisePro
jectId

cfw:blackWhiteLis
t:delete

Grants permission
to delete
blackwhite list.

write blackW
hiteList
*

-

instanc
e *

● g:ResourceTag/
<tag-key>

● g:EnterprisePro
jectId

cfw:blackWhiteLis
t:list

Grants permission
to list blackwhite
lists.

list instanc
e *

● g:ResourceTag/
<tag-key>

● g:EnterprisePro
jectId

cfw:blackWhiteLis
t:update

Grants permission
to update
blackwhite list.

write blackW
hiteList
*

-

instanc
e *

● g:ResourceTag/
<tag-key>

● g:EnterprisePro
jectId
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Action Description Access
Level

Resour
ce Type
(*:
require
d)

Condition Key

cfw:domainGroup:
update

Grants permission
to update
domainGroup.

write domain
Group *

-

instanc
e *

● g:ResourceTag/
<tag-key>

● g:EnterprisePro
jectId

cfw:domainGroup:
create

Grants permission
to create
domainGroup.

write instanc
e *

● g:ResourceTag/
<tag-key>

● g:EnterprisePro
jectId

cfw:domainGroup:
delete

Grants permission
to delete
domainGroup.

write domain
Group *

-

instanc
e *

● g:ResourceTag/
<tag-key>

● g:EnterprisePro
jectId

cfw:domainGroup:
list

Grants permission
to list
domainGroup.

list instanc
e *

● g:ResourceTag/
<tag-key>

● g:EnterprisePro
jectId

cfw:eip:count Grants permission
to get eip
statistics.

read instanc
e *

● g:ResourceTag/
<tag-key>

● g:EnterprisePro
jectId

cfw:eip:list Grants permission
to list eip.

list instanc
e *

g:ResourceTag/
<tag-key>

cfw:eip:updatePro
tectStatus

Grants permission
to change eip
protect status.

write eip * -

- g:EnterpriseProjec
tId

cfw:instance:check
NameRepeat

Grants permission
to check if cfw
name repeat.

read - -

cfw:instance:listAd
vanceIpsRules

Grants permission
to list cfw
advance ips rules.

list instanc
e *

● g:ResourceTag/
<tag-key>

● g:EnterprisePro
jectId
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Action Description Access
Level

Resour
ce Type
(*:
require
d)

Condition Key

cfw:instance:listUs
edEr

Grants permission
to list used er.

list - -

cfw:instance:listUs
edInspectionVpc

Grants permission
to list used vpc.

list - -

cfw:instance:addL
ogConfig

Grants permission
to add CFW log
config.

write instanc
e *

● g:ResourceTag/
<tag-key>

● g:EnterprisePro
jectId

- cfw:LogGroupId

cfw:instance:upda
teCustomRule

Grants permission
to update CFW
custom ips rule.

write instanc
e *

● g:ResourceTag/
<tag-key>

● g:EnterprisePro
jectId

cfw:instance:upda
teCustomRuleActi
on

Grants permission
to update CFW
custom ips rule
action.

write instanc
e *

● g:ResourceTag/
<tag-key>

● g:EnterprisePro
jectId

cfw:instance:upda
teLogConfig

Grants permission
to update CFW
LTS log config.

write instanc
e *

● g:ResourceTag/
<tag-key>

● g:EnterprisePro
jectId

- cfw:LogGroupId

cfw:instance:creat
eInstance

Grants permission
to create an CFW
instance.

write instanc
e *

-

- ● g:RequestTag/
<tag-key>

● g:TagKeys
● g:EnterprisePro

jectId

cfw:instance:delet
ePostPaidInstance

Grants permission
to delete post
paid CFW
instance.

write instanc
e *

● g:ResourceTag/
<tag-key>

● g:EnterprisePro
jectId

Organizations
User Guide 5 Managing SCPs

Issue 01 (2025-02-25) Copyright © Huawei Cloud Computing Technologies Co., Ltd. 789



Action Description Access
Level

Resour
ce Type
(*:
require
d)

Condition Key

cfw:instance:creat
eCaptureTask

Grants permission
to create CFW
capture task.

write instanc
e *

● g:ResourceTag/
<tag-key>

● g:EnterprisePro
jectId

cfw:instance:creat
eCustomRule

Grants permission
to create CFW
custom rule.

write instanc
e *

● g:ResourceTag/
<tag-key>

● g:EnterprisePro
jectId

cfw:instance:creat
eTags

Grants permission
to create CFW
tags.

tagging instanc
e *

● g:EnterprisePro
jectId

● g:ResourceTag/
<tag-key>

- ● g:RequestTag/
<tag-key>

● g:TagKeys

cfw:instance:delet
eInstance

Grants permission
to delete CFW
instance.

write instanc
e *

● g:ResourceTag/
<tag-key>

● g:EnterprisePro
jectId

cfw:instance:delet
eCaptureTask

Grants permission
to delete CFW
capture task.

write instanc
e *

● g:ResourceTag/
<tag-key>

● g:EnterprisePro
jectId

cfw:instance:delet
eCustomRule

Grants permission
to delete CFW
custom ips rule.

write instanc
e *

● g:ResourceTag/
<tag-key>

● g:EnterprisePro
jectId

cfw:instance:delet
eLogSearchHisto-
ry

Grants permission
to delete CFW log
search history.

write instanc
e *

● g:ResourceTag/
<tag-key>

● g:EnterprisePro
jectId

cfw:instance:delet
eTags

Grants permission
to delete CFW
tags.

tagging instanc
e *

● g:ResourceTag/
<tag-key>

● g:EnterprisePro
jectId

- g:TagKeys

Organizations
User Guide 5 Managing SCPs

Issue 01 (2025-02-25) Copyright © Huawei Cloud Computing Technologies Co., Ltd. 790



Action Description Access
Level

Resour
ce Type
(*:
require
d)

Condition Key

cfw:instance:expor
tLog

Grants permission
to export log.

read instanc
e *

● g:ResourceTag/
<tag-key>

● g:EnterprisePro
jectId

cfw:instance:listIn
stanceByTags

Grants permission
to list cfw by tags.

list instanc
e *

● g:ResourceTag/
<tag-key>

● g:EnterprisePro
jectId

- g:TagKeys

cfw:instance:getB
aseVersion

Grants permission
to get cfw base
version.

read instanc
e *

● g:ResourceTag/
<tag-key>

● g:EnterprisePro
jectId

cfw:instance:getC
aptureTaskResult

Grants permission
to get cfw capture
task result.

read instanc
e *

● g:ResourceTag/
<tag-key>

● g:EnterprisePro
jectId

cfw:instance:getC
ustomRule

Grants permission
to get cfw custom
rule.

read instanc
e *

● g:ResourceTag/
<tag-key>

● g:EnterprisePro
jectId

cfw:instance:getD
omainParseServer
Status

Grants permission
to get cfw domain
parse server
status.

read instanc
e *

● g:ResourceTag/
<tag-key>

● g:EnterprisePro
jectId

cfw:instance:getIp
sMode

Grants permission
to get cfw ips
mode.

read instanc
e *

● g:ResourceTag/
<tag-key>

● g:EnterprisePro
jectId

cfw:instance:getIp
sStatus

Grants permission
to get cfw ips
status.

read instanc
e *

● g:ResourceTag/
<tag-key>

● g:EnterprisePro
jectId

cfw:instance:getLo
gConfig

Grants permission
to get cfw log
config.

read instanc
e *

● g:ResourceTag/
<tag-key>

● g:EnterprisePro
jectId
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Action Description Access
Level

Resour
ce Type
(*:
require
d)

Condition Key

cfw:instance:getM
axCapturePacket-
Num

Grants permission
to get cfw user
max capture
packet number.

read - -

cfw:instance:getP
olicyStatistics

Grants permission
to get cfw policy
statistics.

read instanc
e *

● g:ResourceTag/
<tag-key>

● g:EnterprisePro
jectId

cfw:instance:listPr
ojectTags

Grants permission
to list project
tags.

list - -

cfw:instance:getR
egionDb

Grants permission
to get cfw region
db.

read instanc
e *

● g:ResourceTag/
<tag-key>

● g:EnterprisePro
jectId

cfw:instance:listIn
stanceTags

Grants permission
to list cfw tags.

list instanc
e *

● g:ResourceTag/
<tag-key>

● g:EnterprisePro
jectId

cfw:instance:listIn
stance

Grants permission
to list CFW
instances.

list instanc
e *

-

cfw:instance:getIn
stance

Grants permission
to get CFW
instances detail.

read instanc
e *

● g:ResourceTag/
<tag-key>

● g:EnterprisePro
jectId

cfw:instance:listAc
cessControlLog

Grants permission
to list CFW access
control log.

list instanc
e *

● g:ResourceTag/
<tag-key>

● g:EnterprisePro
jectId

cfw:instance:listAt
tackLog

Grants permission
to list CFW attack
log.

list instanc
e *

● g:ResourceTag/
<tag-key>

● g:EnterprisePro
jectId

cfw:instance:listCa
ptureTask

Grants permission
to list CFW
capture tasks.

list instanc
e *

● g:ResourceTag/
<tag-key>

● g:EnterprisePro
jectId
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Action Description Access
Level

Resour
ce Type
(*:
require
d)

Condition Key

cfw:instance:listCu
stomRule

Grants permission
to list CFW
custom ips rule.

list instanc
e *

● g:ResourceTag/
<tag-key>

● g:EnterprisePro
jectId

cfw:instance:getE
w

Grants permission
to get cfw east-
west firewall.

read instanc
e *

● g:ResourceTag/
<tag-key>

● g:EnterprisePro
jectId

cfw:instance:listFl
owLog

Grants permission
to list cfw flow
log.

list instanc
e *

● g:ResourceTag/
<tag-key>

● g:EnterprisePro
jectId

cfw:instance:listIp
sRule

Grants permission
to list cfw ips
rules.

list instanc
e *

● g:ResourceTag/
<tag-key>

● g:EnterprisePro
jectId

cfw:instance:listPr
otectedVpc

Grants permission
to list cfw protect
vpcs.

list instanc
e *

● g:ResourceTag/
<tag-key>

● g:EnterprisePro
jectId

cfw:instance:upda
teIpsMode

Grants permission
to update cfw ips
mode.

write instanc
e *

● g:ResourceTag/
<tag-key>

● g:EnterprisePro
jectId

cfw:instance:upda
teAdvanceIpsRule

Grants permission
to update cfw
advance ips rule.

write instanc
e *

● g:ResourceTag/
<tag-key>

● g:EnterprisePro
jectId

cfw:instance:upda
teIpsRuleAction

Grants permission
to update cfw ips
rule mode.

write instanc
e *

● g:ResourceTag/
<tag-key>

● g:EnterprisePro
jectId

cfw:instance:upda
teIpsStatus

Grants permission
to update cfw ips
status.

write instanc
e *

● g:ResourceTag/
<tag-key>

● g:EnterprisePro
jectId

Organizations
User Guide 5 Managing SCPs

Issue 01 (2025-02-25) Copyright © Huawei Cloud Computing Technologies Co., Ltd. 793



Action Description Access
Level

Resour
ce Type
(*:
require
d)

Condition Key

cfw:instance:upda
teEwProtectedSta-
tus

Grants permission
to update cfw
east-west firewall
protect status.

write instanc
e *

● g:ResourceTag/
<tag-key>

● g:EnterprisePro
jectId

cfw:instance:saveT
ags

Grants permission
to save cfw tags.

tagging instanc
e *

● g:ResourceTag/
<tag-key>

● g:EnterprisePro
jectId

- ● g:RequestTag/
<tag-key>

● g:TagKeys

cfw:instance:start
BaseVersion

Grants permission
to start cfw base
version.

write instanc
e *

● g:ResourceTag/
<tag-key>

● g:EnterprisePro
jectId

cfw:instance:stopB
aseVersion

Grants permission
to stop cfw base
version.

write instanc
e *

● g:ResourceTag/
<tag-key>

● g:EnterprisePro
jectId

cfw:instance:stopC
aptureTask

Grants permission
to stop cfw
capture task.

write instanc
e *

● g:ResourceTag/
<tag-key>

● g:EnterprisePro
jectId

cfw:instance:upda
teAlarmConfig

Grants permission
to update cfw
alarm config.

write instanc
e *

● g:ResourceTag/
<tag-key>

● g:EnterprisePro
jectId

cfw:instance:getAl
armConfig

Grants permission
to get cfw alarm
config.

read instanc
e *

● g:ResourceTag/
<tag-key>

● g:EnterprisePro
jectId

cfw:instance:upgr
adeInstance

Grants permission
to upgrade cfw.

write instanc
e *

● g:ResourceTag/
<tag-key>

● g:EnterprisePro
jectId
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Action Description Access
Level

Resour
ce Type
(*:
require
d)

Condition Key

cfw:instance:upda
teName

Grants permission
to update cfw
name.

write instanc
e *

● g:ResourceTag/
<tag-key>

● g:EnterprisePro
jectId

cfw:instance:getAc
cessControlLogSta
tistics

Grants permission
to get cfw access
control log
statistics.

read instanc
e *

● g:ResourceTag/
<tag-key>

● g:EnterprisePro
jectId

cfw:instance:getAt
tackLogStatistics

Grants permission
to get cfw attack
log statistics.

read instanc
e *

● g:ResourceTag/
<tag-key>

● g:EnterprisePro
jectId

cfw:instance:getLo
gSearchHistory

Grants permission
to get cfw log
search history.

read instanc
e *

● g:ResourceTag/
<tag-key>

● g:EnterprisePro
jectId

cfw:instance:getE
ngineLogStatistics

Grants permission
to get cfw engine
log statistics.

read instanc
e *

● g:ResourceTag/
<tag-key>

● g:EnterprisePro
jectId

cfw:instance:getFl
owLogStatistics

Grants permission
to get cfw flow
log statistics.

read instanc
e *

● g:ResourceTag/
<tag-key>

● g:EnterprisePro
jectId

cfw:instance:getIp
LogStatistics

Grants permission
to get cfw ip log
statistics.

read instanc
e *

● g:ResourceTag/
<tag-key>

● g:EnterprisePro
jectId

cfw:ipGroup:updat
eIpGroupMember

Grants permission
to update cfw ip
group member.

write ipGroup
*

-

instanc
e *

● g:ResourceTag/
<tag-key>

● g:EnterprisePro
jectId
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Action Description Access
Level

Resour
ce Type
(*:
require
d)

Condition Key

cfw:ipGroup:creat
eIpGroup

Grants permission
to change cfw ip
group member.

write instanc
e *

● g:ResourceTag/
<tag-key>

● g:EnterprisePro
jectId

cfw:ipGroup:creat
eIpGroupMember

Grants permission
to create cfw ip
group member.

write ipGroup
*

-

instanc
e *

● g:ResourceTag/
<tag-key>

● g:EnterprisePro
jectId

cfw:ipGroup:delet
eIpGroup

Grants permission
to delete cfw ip
group.

write ipGroup
*

-

instanc
e *

● g:ResourceTag/
<tag-key>

● g:EnterprisePro
jectId

cfw:ipGroup:delet
eIpGroupMember

Grants permission
to delete cfw ip
group member.

write ipGroup
*

-

instanc
e *

● g:ResourceTag/
<tag-key>

● g:EnterprisePro
jectId

cfw:ipGroup:getIp
Group

Grants permission
to get cfw ip
group.

read ipGroup
*

-

instanc
e *

● g:ResourceTag/
<tag-key>

● g:EnterprisePro
jectId

cfw:ipGroup:listIp
Groups

Grants permission
to list cfw ip
groups.

list instanc
e *

● g:ResourceTag/
<tag-key>

● g:EnterprisePro
jectId

cfw:ipGroup:listIp
GroupMember

Grants permission
to list cfw ip
group members.

list ipGroup
*

-
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Action Description Access
Level

Resour
ce Type
(*:
require
d)

Condition Key

instanc
e *

● g:ResourceTag/
<tag-key>

● g:EnterprisePro
jectId

cfw:ipGroup:updat
eIpGroup

Grants permission
to update cfw ip
group.

write ipGroup
*

-

instanc
e *

● g:ResourceTag/
<tag-key>

● g:EnterprisePro
jectId

cfw:serviceGroup:
updateServiceGro
upMember

Grants permission
to update cfw
service group
member.

write service
Group *

-

instanc
e *

● g:ResourceTag/
<tag-key>

● g:EnterprisePro
jectId

cfw:serviceGroup:c
reate

Grants permission
to create cfw
service group
member.

write instanc
e *

● g:ResourceTag/
<tag-key>

● g:EnterprisePro
jectId

cfw:serviceGroup:c
reateServiceGroup
Member

Grants permission
to create cfw
service group
member.

write service
Group *

-

instanc
e *

● g:ResourceTag/
<tag-key>

● g:EnterprisePro
jectId

cfw:serviceGroup:
delete

Grants permission
to delete cfw
service group.

write service
Group *

-

instanc
e *

● g:ResourceTag/
<tag-key>

● g:EnterprisePro
jectId

cfw:serviceGroup:
deleteServiceGrou
pMember

Grants permission
to delete cfw
service group
member.

write service
Group *

-
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Action Description Access
Level

Resour
ce Type
(*:
require
d)

Condition Key

instanc
e *

● g:ResourceTag/
<tag-key>

● g:EnterprisePro
jectId

cfw:serviceGroup:
get

Grants permission
to get cfw service
group.

read service
Group *

-

instanc
e *

● g:ResourceTag/
<tag-key>

● g:EnterprisePro
jectId

cfw:serviceGroup:l
ist

Grants permission
to list cfw service
groups.

list instanc
e *

● g:ResourceTag/
<tag-key>

● g:EnterprisePro
jectId

cfw:serviceGroup:l
istServiceGroup-
Member

Grants permission
to list cfw service
group members.

list service
Group *

-

instanc
e *

● g:ResourceTag/
<tag-key>

● g:EnterprisePro
jectId

cfw:serviceGroup:
update

Grants permission
to update cfw
service group.

write service
Group *

-

instanc
e *

● g:ResourceTag/
<tag-key>

● g:EnterprisePro
jectId

cfw:instance:enabl
eMultiAccount

Grants permission
to enable multi
account.

write instanc
e *

● g:ResourceTag/
<tag-key>

● g:EnterprisePro
jectId

cfw:instance:listAc
counts

Grants permission
to list accounts.

list instanc
e *

● g:ResourceTag/
<tag-key>

● g:EnterprisePro
jectId
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Action Description Access
Level

Resour
ce Type
(*:
require
d)

Condition Key

cfw:instance:listOr
ganizationTree

Grants permission
to list
organization tree.

list instanc
e *

● g:ResourceTag/
<tag-key>

● g:EnterprisePro
jectId

cfw:instance:addA
ccount

Grants permission
to add account.

write instanc
e *

● g:ResourceTag/
<tag-key>

● g:EnterprisePro
jectId

cfw:instance:delet
eAccount

Grants permission
to delete account.

write instanc
e *

● g:ResourceTag/
<tag-key>

● g:EnterprisePro
jectId

cfw:instance:getPr
otectedVpc

Grants permission
to get protected
vpc.

read instanc
e *

● g:ResourceTag/
<tag-key>

● g:EnterprisePro
jectId

cfw:instance:delet
eProtectedVpc

Grants permission
to delete
protected vpc.

write instanc
e *

● g:ResourceTag/
<tag-key>

● g:EnterprisePro
jectId

cfw:instance:addP
rotectedVpc

Grants permission
to add protected
vpc.

write instanc
e *

● g:ResourceTag/
<tag-key>

● g:EnterprisePro
jectId

cfw:instance:upda
teProtectedVpc

Grants permission
to update
protected vpc.

write instanc
e *

● g:ResourceTag/
<tag-key>

● g:EnterprisePro
jectId

cfw:instance:upda
teAntiVirusStatus

Grants permission
to update cfw anti
virus status.

write instanc
e *

● g:ResourceTag/
<tag-key>

● g:EnterprisePro
jectId

cfw:instance:getA
ntiVirusStatus

Grants permission
to get cfw anti
virus status.

read instanc
e *

● g:ResourceTag/
<tag-key>

● g:EnterprisePro
jectId
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Action Description Access
Level

Resour
ce Type
(*:
require
d)

Condition Key

cfw:instance:upda
teAntiVirusRule

Grants permission
to update cfw anti
virus rule.

write instanc
e *

● g:ResourceTag/
<tag-key>

● g:EnterprisePro
jectId

cfw:instance:getA
ntiVirusRule

Grants permission
to get cfw anti
virus rule.

read instanc
e *

● g:ResourceTag/
<tag-key>

● g:EnterprisePro
jectId

cfw:instance:listRe
portProfile

Grants permission
to list cfw report
profile rules.

list instanc
e *

● g:ResourceTag/
<tag-key>

● g:EnterprisePro
jectId

cfw:instance:creat
eReportProfile

Grants permission
to create cfw
report profile rule.

write instanc
e *

● g:ResourceTag/
<tag-key>

● g:EnterprisePro
jectId

cfw:instance:upda
teReportProfile

Grants permission
to update cfw
report profile rule.

write instanc
e *

● g:ResourceTag/
<tag-key>

● g:EnterprisePro
jectId

cfw:instance:getR
eportProfile

Grants permission
to show cfw
report profile rule.

read instanc
e *

● g:ResourceTag/
<tag-key>

● g:EnterprisePro
jectId

cfw:instance:delet
eReportProfile

Grants permission
to delete cfw
report profile rule.

write instanc
e *

● g:ResourceTag/
<tag-key>

● g:EnterprisePro
jectId

 

Each API of CFW usually supports one or more actions. Table 5-153 lists the
supported actions and dependencies.
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Table 5-153 Actions and dependencies supported by CFW APIs

API Action Dependencies

GET /v1/
{project_id}/cfw/
logs/flow

cfw:instance:listFlowLog -

GET /v1/
{project_id}/cfw/
logs/access-control

cfw:instance:listAccessContr
olLog

-

GET /v1/
{project_id}/cfw/
logs/attack

cfw:instance:listAttackLog -

PUT /v1/
{project_id}/cfw/
logs/configuration

cfw:instance:updateLogConf
ig

-

POST /v1/
{project_id}/
firewall/east-west

cfw:instance:createInstance ● er:instances:list
● er:instances:listVpcAttac

hments
● er:attachments:create
● vpc:vpcs:list
● vpc:subnets:get
● vpc:subnets:create
● vpc:routeTables:list
● vpc:routeTables:update
● vpc:quotas:list
● nat:natGateways:list

DELETE /v2/
{project_id}/
firewall/
{resource_id}

cfw:instance:deleteInstance -

GET /v1/
{project_id}/
firewall/east-west

cfw:instance:getEw ● er:instances:listVpcAttac
hments

● vpc:vpcs:list
● nat:natGateways:list
● er:instances:listVpcAttac

hments
● er:instances:get

POST /v2/
{project_id}/cfw-
cfw/
{fw_instance_id}/
tags/create

cfw:instance:createTags -
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API Action Dependencies

DELETE /v2/
{project_id}/cfw-
cfw/
{fw_instance_id}/
tags/delete

cfw:instance:deleteTags -

GET /v1/
{project_id}/
capture-task

cfw:instance:listCaptureTask -

POST /v1/
{project_id}/
capture-task

cfw:instance:createCapture
Task

-

POST /v1/
{project_id}/
capture-task/stop

cfw:instance:stopCaptureTa
sk

-

POST /v1/
{project_id}/
capture-task/batch-
delete

cfw:instance:deleteCapture
Task

-

GET /v1/
{project_id}/
capture-task/
capture-result

cfw:instance:getCaptureTas
kResult

-

GET /v1/
{project_id}/dns/
servers

cfw:instance:listDomainPars
eServers

-

PUT /v1/
{project_id}/dns/
servers

cfw:instance:updateDomain
ParseServer

-

PUT /v1/
{project_id}/
domain-set/{set_id}

cfw:domainGroup:update -

DELETE /v1/
{project_id}/
domain-set/{set_id}

cfw:domainGroup:delete -

GET /v1/
{project_id}/
domain-sets

cfw:domainGroup:list -

DELETE /v1/
{project_id}/
address-items

cfw:ipGroup:deleteIpGroup
Member

-
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API Action Dependencies

GET /v1/
{project_id}/
address-sets/
{set_id}

cfw:ipGroup:getIpGroup -

GET /v1/
{project_id}/
address-items

cfw:ipGroup:listIpGroupMe
mber

-

GET /v1/
{project_id}/
address-sets

cfw:ipGroup:listIpGroups -

DELETE /v1/
{project_id}/
domain-set/
domains/{set_id}

cfw:domainGroup:delete -

GET /v1/
{project_id}/service-
items

cfw:serviceGroup:listService
GroupMember

-

DELETE /v1/
{project_id}/service-
items/{item_id}

cfw:serviceGroup:deleteServ
iceGroupMember

-

POST /v1/
{project_id}/black-
white-list

cfw:blackWhiteList:create -

DELETE /v1/
{project_id}/service-
sets/{set_id}

cfw:serviceGroup:delete -

POST /v1/
{project_id}/
firewalls/list

cfw:instance:listInstance -

PUT /v1/
{project_id}/service-
sets/{set_id}

cfw:serviceGroup:update -

POST /v1/
{project_id}/eip/
protect

cfw:eip:updateProtectStatus -

POST /v1/
{project_id}/
domain-set

cfw:domainGroup:create -

GET /v1/
{project_id}/
firewall/exist

cfw:instance:getInstance -
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API Action Dependencies

DELETE /v1/
{project_id}/acl-rule

cfw:acl:deleteAclRule -

GET /v1/
{project_id}/
domain/parse/
{domain_name}

cfw:instance:listDomainPars
eServers

-

POST /v1/
{project_id}/acl-
rule/count

cfw:acl:listAclRules -

DELETE /v1/
{project_id}/
address-sets/
{set_id}

cfw:ipGroup:deleteIpGroup -

POST /v1/
{project_id}/
firewall/east-west/
protect

cfw:instance:updateEwProt
ectedStatus

-

POST /v1/
{project_id}/
domain-set/
domains/{set_id}

cfw:domainGroup:create -

GET /v1/
{project_id}/service-
sets

cfw:serviceGroup:list -

GET /v2/
{project_id}/cfw-acl/
tags

cfw:acl:listAclTags -

POST /v1/
{project_id}/service-
set

cfw:serviceGroup:create -

DELETE /v1/
{project_id}/service-
items

cfw:serviceGroup:deleteServ
iceGroupMember

-

POST /v1/
{project_id}/ips/
switch

cfw:instance:updateIpsStatu
s

-

POST /v1/
{project_id}/ips/
protect

cfw:instance:updateIpsMod
e

-

GET /v1/
{project_id}/service-
sets/{set_id}

cfw:serviceGroup:get -
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API Action Dependencies

DELETE /v1/
{project_id}/acl-
rule/count

cfw:acl:deleteHitCount -

PUT /v1/
{project_id}/
address-sets/
{set_id}

cfw:ipGroup:updateIpGroup -

DELETE /v1/
{project_id}/acl-
rule/{acl_rule_id}

cfw:acl:deleteAclRule -

PUT /v1/
{project_id}/acl-
rule/action

cfw:acl:updateAclRuleAc-
tion

-

POST /v1/
{project_id}/
address-set

cfw:ipGroup:createIpGroup -

PUT /v1/
{project_id}/black-
white-list/{list_id}

cfw:blackWhiteList:update -

DELETE /v1/
{project_id}/
address-items/
{item_id}

cfw:ipGroup:deleteIpGroup
Member

-

GET /v1/
{project_id}/ips/
switch

cfw:instance:getIpsStatus -

PUT /v1/
{project_id}/acl-
rule/{acl_rule_id}

cfw:acl:updateAclRule -

GET /v1/
{project_id}/vpcs/
protection

cfw:instance:listProtectedVp
c

-

GET /v1/
{project_id}/eip-
count/{object_id}

cfw:eip:count -

GET /v1/
{project_id}/black-
white-lists

cfw:blackWhiteList:list -

GET /v1/
{project_id}/eips/
protect

cfw:eip:list -
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API Action Dependencies

DELETE /v1/
{project_id}/black-
white-list/{list_id}

cfw:blackWhiteList:delete -

GET /v1/
{project_id}/acl-
rules

cfw:acl:listAclRules -

GET /v1/
{project_id}/
domain-set/
domains/{set_id}

cfw:domainGroup:list -

POST /v1/
{project_id}/acl-rule

cfw:acl:createAclRule -

PUT /v1/
{project_id}/acl-
rule/order/
{acl_rule_id}

cfw:acl:setPriority -

POST /v1/
{project_id}/
address-items

cfw:ipGroup:createIpGroup
Member

-

GET /v1/
{project_id}/ips/
protect

cfw:instance:getIpsMode -

POST /v1/
{project_id}/service-
items

cfw:serviceGroup:createServ
iceGroupMember

-

GET /v1/
{project_id}/cfw/
logs/configuration

cfw:instance:getLogConfig -

POST /v1/
{project_id}/cfw/
logs/configuration

cfw:instance:updateLogConf
ig

-

POST /v2/
{project_id}/firewall

cfw:instance:createInstance -

GET /v3/
{project_id}/jobs/
{job_id}

cfw:instance:listInstance -

 

Resources
A resource type indicates the resources that an SCP applies to. If you specify a
resource type for any action in Table 5-154, the resource URN must be specified in
the SCP statements using that action, and the SCP applies only to resources of this
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type. If no resource type is specified, the Resource element is marked with an
asterisk (*) and the SCP applies to all resources. You can also set condition keys in
an SCP to define resource types.

The following table lists the resource types that you can define in SCP statements
for CFW.

Table 5-154 Resource types supported by CFW

Resource Type URN

blackWhiteList cfw:<region>:<account-
id>:blackWhiteList:<blackWhiteList-id>

acl cfw:<region>:<account-id>:acl:<acl-id>

instance cfw:<region>:<account-id>:instance:<fwInstance-id>

serviceGroup cfw:<region>:<account-id>:serviceGroup:<serviceGroup-
id>

domainGroup cfw:<region>:<account-
id>:domainGroup:<domainGroup-id>

ipGroup cfw:<region>:<account-id>:ipGroup:<ipGroup-id>

eip cfw:<region>:<account-id>:eip:<eip-id>

 

Conditions
A Condition element lets you specify conditions for when an SCP is in effect. It
contains condition keys and operators.

● The condition key that you specify can be a global condition key or a service-
specific condition key.
– Global condition keys (with the g: prefix) apply to all actions. Cloud

services do not need to provide user identity information. Instead, the
system automatically obtains such information and authenticates users.
For details, see Global Condition Keys.

– Service-specific condition keys (with the abbreviation of a service name
plus a colon as the prefix, for example, cfw) apply only to operations of
the xx service. For details, see Table 5-155.

– The number of values associated with a condition key in the request
context of an API call makes the condition key single-valued or
multivalued. Single-valued condition keys have at most one value in the
request context of an API call. Multivalued condition keys can have
multiple values in the request context of an API call. For example, a
request can originate from at most one VPC endpoint, so g:SourceVpce is
a single-valued condition key. You can tag resources and include multiple
tag key-value pairs in a request, so g:TagKeys is a multivalued condition
key.

● A condition operator, condition key, and a condition value together constitute
a complete condition statement. An SCP can be applied only when its request
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conditions are met. For supported condition operators, see Condition
operators.

The following table lists the condition keys that you can define in SCP for CFW.
You can include these condition keys to specify conditions for when your SCP is in
effect.

Table 5-155 Service-specific condition keys supported by CFW

Service-specific
Condition Key

Type Single-
valued/
Multivalued

Description

cfw:LogGroupId string Single-valued Filters access based
on the LTS log group
ID in the request.

 

5.10.8.6 Data Security Center (DSC)
The Service Control Policies (SCPs) in the Organizations service can use these
authorization elements to set access control policies.

SCPs do not actually grant any permissions to a principal. They only set the
permission boundary for the principal. When SCPs are attached to a member
account or an organizational unit (OU), they do not directly grant permissions to
that member account or OU. Instead, the SCPs just determine what permissions
are available for that member account or the member accounts under that OU.

This section describes the elements used by Organizations SCPs. The elements
include actions, resources, and conditions.

For details about how to use these elements to create a custom SCP, see Creating
an SCP.

Actions
Actions are specific operations that are allowed or denied in an SCP.

● The Access Level column describes how the action is classified (List, Read, or
Write). This classification helps you understand the level of access that an
action grants when you use it in a policy.

● The Resource Type column indicates whether the action supports resource-
level permissions.
– You can use a wildcard (*) to indicate all resource types. If this column is

empty (-), the action does not support resource-level permissions and
you must specify all resources ("*") in your SCP policy statements.

– If this column includes a resource type, you must specify a URN for the
Resource element in your identity policy statements.

– Required resources are marked with asterisks (*) in the table.
For details about resource types defined by DSC, see Resources.

● The Condition Key column includes keys that you can specify in the
Condition element of an SCP policy statement.
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– If the Resource Type column has values for an action, the condition key
only takes effect only for the listed resource types.

– If the Resource Type column is empty (-) for an action, the condition key
takes effect for all resources that action supports.

– If the Condition Key column is empty (-) for an action, the action does
not support any condition keys.

For details about condition keys defined by DSC, see Conditions.

The following table lists the actions that you can define in SCP statements for
DSC.

Table 5-156 Actions supported by DCS

Action Description Access
Level

Resour
ce Type
(*:
Require
d)

Condition Key

dsc:asset:delete Grants permission
to delete data
assets.

write asset * -

dsc:asset:list Grants permission
to query the data
asset list.

list asset * -

dsc:asset:create Grants permission
to add data
assets.

write asset * -

dsc:asset:update Grants permission
to update data
asset information.

write asset * -

dsc:maskTask:oper
ate

Grants permission
to perform
operations on
masking tasks
(such as starting,
stopping,
enabling, and
disabling masking
tasks).

write maskTa
sk *

-

dsc:maskTask:listS
ubTasks

Grants permission
to query the
subtask list of a
masking task.

list maskTa
sk *

-

dsc:common:oper
ate

Grants permission
to operate DSC
generic resources.

write - -
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Action Description Access
Level

Resour
ce Type
(*:
Require
d)

Condition Key

dsc:common:list Grants permission
to query the DSC
generic resource
list.

list - -

dsc:scanTask:creat
e

Grants permission
to create sensitive
data scanning
tasks.

write scanTas
k *

-

dsc:scanTask:list Grants permission
to query the list
of sensitive data
scanning tasks or
subtasks.

list scanTas
k *

-

dsc:scanTask:getR
esults

Grants permission
to query the scan
result of a single
scan job.

read scanTas
k *

-

dsc:scanRuleGrou
p:list

Grants permission
to query the list
of scan rule
groups.

list - -

dsc:scanRuleGrou
p:create

Grants permission
to create scan
rule groups.

write - -

dsc:scanRuleGrou
p:delete

Grants permission
to delete scan
rule groups.

write - -

dsc:scanRule:list Grants permission
to query the scan
rule list.

list scanRul
e *

-

dsc:scanRule:creat
e

Grants permission
to create scan
rules.

write scanRul
e *

-

dsc:scanRule:upda
te

Grants permission
to update scan
rules.

write scanRul
e *

-

dsc:scanRule:delet
e

Grants permission
to delete scan
rules.

write scanRul
e *

-
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Action Description Access
Level

Resour
ce Type
(*:
Require
d)

Condition Key

dsc:watermark:em
bed

Grants permission
to embed
watermarks into
documents,
images, or
databases.

write - -

dsc:watermark:ext
ract

Grant permission
to extract
watermarks from
documents,
images, or
databases.

write - -

 

A DSC API usually corresponds to one or more actions. Table 5-157 lists the
supported actions and dependencies.

Table 5-157 Actions and dependencies supported by DSC APIs

API Action Dependency

DELETE/v1/
{project_id}/sdg/
asset/obs/bucket/
{bucket_id}

dsc:asset:delete obs:bucket:GetBucketLoggi
ng

obs:bucket:PutBucketLoggi
ng

GET/v1/
{project_id}/sdg/
asset/obs/buckets

dsc:asset:list obs:bucket:listAllMyBuckets

POST/v1/
{project_id}/sdg/
asset/obs/buckets

dsc:asset:create obs:bucket:GetBucketStorag
e

obs:bucket:listAllMyBuckets

PUT/v1/
{project_id}/sdg/
asset/{asset_id}/
name

dsc:asset:update -

POST/v1/
{project_id}/period/
order

dsc:common:operate bss:renewal:update

bss:order:update
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API Action Dependency

GET/v1/{project_id}/
period/product/
specification

dsc:common:list -

POST/v1/
{project_id}/sdg/
server/mask/dbs/
templates/
{template_id}/
operation

dsc:maskTask:operate -

GET/v1/
{project_id}/sdg/
server/mask/dbs/
templates/
{template_id}/tasks

dsc:maskTask:listSubTasks -

PUT/v1/
{project_id}/sdg/sm
n/topic

dsc:common:operate -

GET/v1/
{project_id}/sdg/sm
n/topics

dsc:common:list smn:topic:list

GET/v1/{project_id}/
openapi/called-
records

dsc:common:list -

POST/v1/
{project_id}/sdg/
scan/job

dsc:scanTask:create -

GET/v1/
{project_id}/sdg/
scan/jobs

dsc:scanTask:list -

GET/v1/
{project_id}/sdg/
server/scan/groups

dsc:scanRuleGroup:list -

POST/v1/
{project_id}/sdg/
server/scan/groups

dsc:scanRuleGroup:create -

DELETE/v1/
{project_id}/sdg/
server/scan/groups/
{group_id}

dsc:scanRuleGroup:delete -

GET/v1/
{project_id}/sdg/
server/scan/rules

dsc:scanRule:list -
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API Action Dependency

POST/v1/
{project_id}/sdg/
server/scan/rules

dsc:scanRule:create -

PUT/v1/
{project_id}/sdg/
server/scan/rules

dsc:scanRule:update -

DELETE/v1/
{project_id}/sdg/
server/scan/rules/
{rule_id}

dsc:scanRule:delete -

GET/v1/
{project_id}/sdg/
scan/job/{job_id}/
results

dsc:scanTask:getResults -

GET/v1/
{project_id}/sdg/
server/relation/jobs/
{job_id}/dbs

dsc:common:list -

GET/v1/
{project_id}/sdg/
server/relation/jobs/
{job_id}/dbs/
{db_id}/tables

dsc:common:list -

GET/v1/
{project_id}/sdg/
server/relation/jobs/
{job_id}/dbs/
{table_id}/columns

dsc:common:list -

GET/v1/
{project_id}/sdg/
server/relation/jobs/
{job_id}/obs/
buckets

dsc:common:list -

GET/v1/
{project_id}/sdg/
server/relation/jobs/
{job_id}/obs/
{bucket_id}/files

dsc:common:list -

POST/v1/
{project_id}/data/
mask

dsc:sensitiveData:mask -
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API Action Dependency

POST/v1/
{project_id}/doc-
address/watermark/
embed

dsc:watermark:embed -

POST/v1/
{project_id}/doc-
address/watermark/
extract

dsc:watermark:extract -

POST/v1/
{project_id}/image-
address/watermark/
embed

dsc:watermark:embed -

POST/v1/
{project_id}/image-
address/watermark/
extract

dsc:watermark:extract -

POST/v1/
{project_id}/image-
address/watermark/
extract-image

dsc:watermark:extract -

POST/v1/
{project_id}/image/
watermark/embed

dsc:watermark:embed -

POST/v1/
{project_id}/image/
watermark/extract

dsc:watermark:extract -

POST/v1/
{project_id}/image/
watermark/extract-
image

dsc:watermark:extract -

POST/v1/
{project_id}/sdg/
database/
watermark/embed

dsc:watermark:embed -

POST/v1/
{project_id}/sdg/
database/
watermark/extract

dsc:watermark:extract -

POST/v1/
{project_id}/sdg/doc
/watermark/embed

dsc:watermark:embed -
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API Action Dependency

POST/v1/
{project_id}/sdg/doc
/watermark/extract

dsc:watermark:extract -

GET/v1/
{project_id}/sdg/
asset/{asset_type}/
{asset_id}/detail

dsc:common:list -

 

Resources
A resource type indicates the resources that an SCP policy applies to. If you specify
a resource type for any action in Table 5-158, the resource URN must be specified
in the SCP policy statements using that action, and the policy applies only to
resources of this type. If no resource type is specified, the Resource element is
marked with an asterisk (*) and the policy applies to all resources. You can also set
condition keys in a policy to define resource types.

The following table lists the resource types that you can define in SCP policy
statements for DSC.

Table 5-158 Resource types supported by DSC

Resource Type URN

scanTask dsc:<region>:<account-id>:scanTask:<task-id>

scanRule dsc:<region>:<account-id>:scanRule:<rule-id>

scanTemplate dsc:<region>:<account-id>:scanTemplate:<template-id>

maskTask dsc:<region>:<account-id>:maskTask:<task-id>

asset dsc:<region>:<account-id>:asset:<asset-id>

 

Conditions
DSC does not support service-specific condition keys in SCP policies.

DSC can use global condition keys applicable to all services. For details, see Global
Condition Keys.

5.10.8.7 Private Certificate Authority (PCA)
The Organizations service also provides Service Control Policies (SCPs) to set
access control policies.

SCPs do not actually grant any permissions to a principal. They only set the
permissions boundary for the principal. When SCPs are attached to a member
account or an organizational unit (OU), they do not directly grant permissions to
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that member account or OU. Instead, the SCPs just determine what permissions
are available for that member account or the member accounts under that OU.

This section describes the elements used by Organizations SCPs. The elements
include actions, resources, and conditions.

For details about how to use these elements to create a custom SCP, see Creating
an SCP.

Actions

Actions are specific operations that are allowed or denied in an SCP.

● The Access Level column describes how the action is classified (List, Read, or
Write). This classification helps you understand the level of access that an
action grants when you use it in an SCP.

● The Resource Type column indicates whether the action supports resource-
level permissions.
– You can use a wildcard (*) to indicate all resource types. If this column is

empty (-), the action does not support resource-level permissions, and
you must specify all resources ("*") in your SCP statements.

– If this column includes a resource type, you must specify the URN for the
Resource element of your statements.

– Required resources are marked with asterisks (*) in the table.
For details about the resource types defined by the PCA, see Table 5-161.

● The Condition Key column contains keys that you can specify in the
Condition element of an SCP statement.
– If the Resource Type column has values for an action, the condition key

takes effect only for the listed resource types.
– If the Resource Type column is empty (-) for an action, the condition key

takes effect for all resources that action supports.
– If the Condition Key column is empty (-) for an action, the action does

not support any condition keys.
For details about the condition keys defined by PCA, see Conditions.

The following table lists the actions that you can define in SCP statements for
PCA.

Table 5-159 Actions supported by PCA

Action Description Access
Level

Resour
ce Type
(*:
Require
d)

Condition Key

pca:ca:create Grants the
permission to
create a private
CA.

write ca * -

- g:EnterpriseProjec
tId
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Action Description Access
Level

Resour
ce Type
(*:
Require
d)

Condition Key

pca:ca:delete Grants the
permission to
delete a private
CA.

write ca * g:ResourceTag/
<tag-key>

- g:EnterpriseProjec
tId

pca:ca:disable Grants the
permission to
disable a private
CA.

write ca * g:ResourceTag/
<tag-key>

- g:EnterpriseProjec
tId

pca:ca:enable Grants the
permission to
enable a private
CA.

write ca * g:ResourceTag/
<tag-key>

- g:EnterpriseProjec
tId

pca:ca:export Grants the
permission to
export a private
CA certificate.

read ca * g:ResourceTag/
<tag-key>

- g:EnterpriseProjec
tId

pca:ca:getCsr Grants the
permission to
export the
certificate signing
request (CSR) of a
private CA.

read ca * g:ResourceTag/
<tag-key>

- g:EnterpriseProjec
tId

pca:ca:import Grants the
permission to
import a
certificate as a
private CA
certificate.

write ca * -

- g:EnterpriseProjec
tId

pca:ca:activate Grants the
permission to
activate a private
CA.

write ca * g:ResourceTag/
<tag-key>

- g:EnterpriseProjec
tId

pca:ca:list Grants the
permission to
query the private
CA list.

list ca * -

- g:EnterpriseProjec
tId
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Action Description Access
Level

Resour
ce Type
(*:
Require
d)

Condition Key

pca:ca:restore Grants the
permission to
restore a private
CA.

write ca * g:ResourceTag/
<tag-key>

- g:EnterpriseProjec
tId

pca:ca:revoke Grants the
permission to
revoke a private
CA.

write ca * g:ResourceTag/
<tag-key>

- g:EnterpriseProjec
tId

pca:ca:get Grants the
permission to
query private CA
details.

read ca * g:ResourceTag/
<tag-key>

- g:EnterpriseProjec
tId

pca:ca:quota Grants the
permission to
query the private
CA quota.

read - -

pca:ca:createTag Grants the
permission to
create or update
tags for a private
CA.

tagging ca * g:ResourceTag/
<tag-key>

- ● g:EnterprisePro
jectId

● g:RequestTag/
<tag-key>

● g:TagKeys

pca:ca:deleteTag Grants the
permission to
delete a private
CA tag.

tagging ca * g:ResourceTag/
<tag-key>

- ● g:EnterprisePro
jectId

● g:TagKeys

pca:ca:listTags Grants the
permission to
query the tag list
of a private CA.

list ca * g:ResourceTag/
<tag-key>

- g:EnterpriseProjec
tId

pca:ca:listAllTags Grants the
permission to
query the private
CA tag list.

list ca * -
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Action Description Access
Level

Resour
ce Type
(*:
Require
d)

Condition Key

pca:ca:listByTag Grants the
permission to
query the private
CA list by tag.

list ca * -

- ● g:EnterprisePro
jectId

● g:RequestTag/
<tag-key>

● g:TagKeys

pca:ca:issueCert Grants the
permission to
issue a private
certificate.

write ca * -

- ● g:EnterprisePro
jectId

● pca:CommonN
ame

pca:ca:issueCertBy
Csr

Grants the
permission to
issue private
certificates based
on CSRs.

write ca * -

- ● g:EnterprisePro
jectId

● pca:CommonN
ame

pca:cert:delete Grants the
permission to
delete a private
certificate.

write - g:EnterpriseProjec
tId

pca:cert:export Grants the
permission to
export a private
certificate.

read - g:EnterpriseProjec
tId

pca:cert:list Grants the
permission to
query the private
certificate list.

list - g:EnterpriseProjec
tId

pca:ca:revokeCert Grants the
permission to
revoke a private
certificate.

write ca * g:ResourceTag/
<tag-key>

- g:EnterpriseProjec
tId

pca:cert:get Grants the
permission to
query private
certificate details.

read - g:EnterpriseProjec
tId
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Action Description Access
Level

Resour
ce Type
(*:
Require
d)

Condition Key

pca:cert:quota Grants the
permission to
query the private
certificate quota.

read - -

pca:cert:createTag Grants the
permission to
create or update
private certificate
tags.

tagging - ● g:EnterprisePro
jectId

● g:RequestTag/
<tag-key>

● g:TagKeys

pca:cert:deleteTag Grants the
permission to
delete a private
certificate tag.

tagging - ● g:EnterprisePro
jectId

● g:TagKeys

pca:cert:listTags Grants the
permission to
query the tag list
of a private
certificate.

list - g:EnterpriseProjec
tId

pca:cert:listAllTags Grants the
permission to
query the private
certificate tag list.

list - -

pca:cert:listByTag Grants the
permission to
query the private
certificate list by
tag.

list - ● g:EnterprisePro
jectId

● g:RequestTag/
<tag-key>

● g:TagKeys

pca:ca:disableCrl Grants the
permission to
disable CRLs.

write ca * g:ResourceTag/
<tag-key>

- g:EnterpriseProjec
tId

pca:ca:enableCrl Grants the
permission to
enable CRLs.

write ca * g:ResourceTag/
<tag-key>

- g:EnterpriseProjec
tId

 

Each API of PCA usually supports one or more actions. Table 5-160 lists the
actions and dependencies supported by PCA APIs.
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Table 5-160 Actions and dependencies supported by PCA APIs

API Action Dependencies

POST /v1/private-
certificate-
authorities

pca:ca:create -

POST /v1/private-
certificate-
authorities/order

pca:ca:create -

DELETE /v1/private-
certificate-
authorities/{ca_id}

pca:ca:delete -

POST /v1/private-
certificate-
authorities/{ca_id}/
disable

pca:ca:disable -

POST /v1/private-
certificate-
authorities/{ca_id}/
enable

pca:ca:enable -

POST /v1/private-
certificate-
authorities/{ca_id}/
export

pca:ca:export -

GET /v1/private-
certificate-
authorities/
{ca_id}/csr

pca:ca:getCsr -

POST /v1/private-
certificate-
authorities/{ca_id}/
import

pca:ca:import -

POST /v1/private-
certificate-
authorities/{ca_id}/
activate

pca:ca:activate -

GET /v1/private-
certificate-
authorities

pca:ca:list -

POST /v1/private-
certificate-
authorities/{ca_id}/
restore

pca:ca:restore -
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API Action Dependencies

POST /v1/private-
certificate-
authorities/{ca_id}/
revoke

pca:ca:revoke -

GET /v1/private-
certificate-
authorities/{ca_id}

pca:ca:get -

GET /v1/private-
certificate-
authorities/quotas

pca:ca:quota -

POST /v1/private-
certificate-
authorities/{ca_id}/
tags/create

pca:ca:createTag -

DELETE /v1/private-
certificate-
authorities/{ca_id}/
tags/delete

pca:ca:deleteTag -

POST /v1/private-
certificate-
authorities/{ca_id}/
tags

pca:ca:createTag -

GET /v1/private-
certificate-
authorities/{ca_id}/
tags

pca:ca:listTags -

GET /v1/private-
certificate-
authorities/tags

pca:ca:listAllTags -

POST /v1/private-
certificate-
authorities/
resource-instances/
filter

pca:ca:listByTag -

POST /v1/private-
certificates

pca:ca:issueCert -

POST /v1/private-
certificates/csr

pca:ca:issueCertByCsr -

DELETE /v1/private-
certificates/
{certificate_id}

pca:cert:delete -
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API Action Dependencies

POST /v1/private-
certificates/
{certificate_id}/
export

pca:cert:export -

GET /v1/private-
certificates

pca:cert:list -

POST /v1/private-
certificates/
{certificate_id}/
revoke

pca:ca:revokeCert -

GET /v1/private-
certificates/
{certificate_id}

pca:cert:get -

GET /v1/private-
certificates/quotas

pca:cert:quota -

POST /v1/private-
certificates/
{certificate_id}/tags/
create

pca:cert:createTag -

DELETE /v1/private-
certificates/
{certificate_id}/tags/
delete

pca:cert:deleteTag -

POST /v1/private-
certificates/
{certificate_id}/tags

pca:cert:createTag -

GET /v1/private-
certificates/
{certificate_id}/tags

pca:cert:listTags -

GET /v1/private-
certificates/tags

pca:cert:listAllTags -

POST /v1/private-
certificates/
resource-instances/
filter

pca:cert:listByTag -

POST /v1/private-
certificate-
authorities/
{ca_id}/crl/disable

pca:ca:disableCrl -
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API Action Dependencies

POST /v1/private-
certificate-
authorities/
{ca_id}/crl/enable

pca:ca:enableCrl -

 

Resources

A resource type indicates the resources that an SCP applies to. If you specify a
resource type for any action in Table 5-161, the resource URN must be specified in
the SCP statements using that action, and the SCP applies only to resources of this
type. If no resource type is specified, the Resource element is marked with an
asterisk (*) and the SCP applies to all resources. You can also set condition keys in
an SCP to define resource types.

The following table lists the resource types that you can define in SCP statements
for PCA.

Table 5-161 Resource types supported by PCA

Resource Type URN

ca pca:<region>:<account-id>:ca:<ca-id>

 

Conditions

A Condition element lets you specify conditions for when an SCP is in effect. It
contains condition keys and operators.

● The condition key that you specify can be a global condition key or a service-
specific condition key.

– Global condition keys (with the g: prefix) apply to all actions. Cloud
services do not need to provide user identity information. Instead, IAM
automatically obtains such information and authenticates users. For
details, see Global Condition Keys.

– Service-specific condition keys (with the abbreviation of a service name
plus a colon as the prefix, for example, pca:) apply only to operations of
the corresponding service. For details, see Table 5-162.

– The number of values associated with a condition key in the request
context of an API call makes the condition key single-valued or
multivalued. Single-valued condition keys have at most one value in the
request context of an API call. Multivalued condition keys can have
multiple values in the request context of an API call. For example, a
request can originate from at most one VPC endpoint, so g:SourceVpce is
a single-valued condition key. You can tag resources and include multiple
tag key-value pairs in a request, so g:TagKeys is a multivalued condition
key.
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● A condition operator, condition key, and a condition value together constitute
a complete condition statement. An SCP can be applied only when its request
conditions are met. For supported operators, see Condition operators.

The following table lists the condition keys that you can define in SCPs for PCA.
You can include these condition keys to specify conditions for when your SCP is in
effect.

Table 5-162 Service-specific condition keys supported by PCA

Service-specific
Condition Key

Type Single-
valued/
Multivalued

Description

pca:CommonName string Single-valued Filters access based
on the common name
of the certificate in
the request
parameters.

 

5.10.8.8 SSL Certificate Manager (SCM)
The Organizations service also provides Service Control Policies (SCPs) to set
access control policies.

SCPs do not actually grant any permissions to a principal. They only set the
permissions boundary for the principal. When SCPs are attached to a member
account or an organizational unit (OU), they do not directly grant permissions to
that member account or OU. Instead, the SCPs just determine what permissions
are available for that member account or the member accounts under that OU.

This section describes the elements used by Organizations SCPs. The elements
include actions, resources, and conditions.

For details about how to use these elements to create a custom SCP, see Creating
an SCP.

Actions
Actions are specific operations that are allowed or denied in an SCP.

● The Access Level column describes how the action is classified (List, Read, or
Write). This classification helps you understand the level of access that an
action grants when you use it in an SCP.

● The Resource Type column indicates whether the action supports resource-
level permissions.
– You can use a wildcard (*) to indicate all resource types. If this column is

empty (-), the action does not support resource-level permissions, and
you must specify all resources ("*") in your SCP statements.

– If this column includes a resource type, you must specify the URN for the
Resource element of your statements.

– Required resources are marked with asterisks (*) in the table.

Organizations
User Guide 5 Managing SCPs

Issue 01 (2025-02-25) Copyright © Huawei Cloud Computing Technologies Co., Ltd. 825



For details about the resource types defined by the SCM, see Table 5-165.
● The Condition Key column contains keys that you can specify in the

Condition element of an SCP statement.
– If the Resource Type column has values for an action, the condition key

takes effect only for the listed resource types.
– If the Resource Type column is empty (-) for an action, the condition key

takes effect for all resources that action supports.
– If the Condition Key column is empty (-) for an action, the action does

not support any condition keys.
For details about the condition keys defined by SCM, see Conditions.

The following table lists the actions that you can define in SCP statements for
SCM.

Table 5-163 Actions supported by SCM

Action Description Access
Level

Resour
ce Type
(*:
Require
d)

Condition Key

scm:cert:subscribe Grants the
permission to buy
a certificate.

write cert * -

- g:EnterpriseProjec
tId

scm:cert:update Grants the
permission to
update a
certificate.

write cert * g:ResourceTag/
<tag-key>

- g:EnterpriseProjec
tId

scm:cert:delete Grants the
permission to
delete a
certificate.

write cert * g:ResourceTag/
<tag-key>

- g:EnterpriseProjec
tId

scm:cert:apply Grants the
permission to
request a
certificate.

write cert * g:ResourceTag/
<tag-key>

- ● g:EnterprisePro
jectId

● scm:DomainNa
mes

● scm:Validation
Method

● scm:KeyAlgorit
hm
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Action Description Access
Level

Resour
ce Type
(*:
Require
d)

Condition Key

scm:cert:revoke Grants the
permission to
revoke a
certificate.

write cert * g:ResourceTag/
<tag-key>

- g:EnterpriseProjec
tId

scm:cert:cancel Grants the
permission to
cancel a
certificate request.

write cert * g:ResourceTag/
<tag-key>

- g:EnterpriseProjec
tId

scm:cert:reissue Grants the
permission to re-
issue a certificate.

write cert * g:ResourceTag/
<tag-key>

- ● g:EnterprisePro
jectId

● scm:DomainNa
mes

● scm:Validation
Method

scm:cert:push Grants the
permission to
push a certificate
to other service.

write cert * g:ResourceTag/
<tag-key>

- g:EnterpriseProjec
tId

scm:cert:import Grants the
permission to
import a
certificate.

write cert * -

- g:EnterpriseProjec
tId

scm:cert:export Grants the
permission to
export a
certificate.

read cert * g:ResourceTag/
<tag-key>

- g:EnterpriseProjec
tId

scm:cert:upload Grants the
permission to
upload a
certificate to SCM.

write cert * -

- g:EnterpriseProjec
tId

scm:cert:downloa
d

Grants the
permission to
download a
certificate.

read cert * g:ResourceTag/
<tag-key>

- g:EnterpriseProjec
tId
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Action Description Access
Level

Resour
ce Type
(*:
Require
d)

Condition Key

scm:cert:save Grants the
permission to
supplement
certificate
information.

write cert * g:ResourceTag/
<tag-key>

- g:EnterpriseProjec
tId

scm:cert:addDom
ain

Grants the
permission to add
more domain
names for a
certificate.

write cert * g:ResourceTag/
<tag-key>

- ● g:EnterprisePro
jectId

● scm:DomainNa
mes

scm:cert:expandQ
uota

Grants the
permission to
expand the
certificate quota.

write - g:EnterpriseProjec
tId

scm:cert:renew Grants the
permission to
renew a
certificate.

write cert * g:ResourceTag/
<tag-key>

- g:EnterpriseProjec
tId

scm:cert:unsubscri
be

Grants the
permission to
unsubscribe from
a certificate.

write cert * g:ResourceTag/
<tag-key>

- g:EnterpriseProjec
tId

scm:cert:autoRene
w

Grants the
permission to
enable automatic
certificate
renewal.

write cert * g:ResourceTag/
<tag-key>

- g:EnterpriseProjec
tId

scm:cert:list Grants the
permission to
query the
certificate list.

list cert * -

- g:EnterpriseProjec
tId

scm:cert:get Grants the
permission to
query certificate
details.

read cert * g:ResourceTag/
<tag-key>

- g:EnterpriseProjec
tId
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Action Description Access
Level

Resour
ce Type
(*:
Require
d)

Condition Key

scm:cert:getApplic
ationInfo

Grants the
permission to
query certificate
supplementation
information.

read cert * g:ResourceTag/
<tag-key>

- g:EnterpriseProjec
tId

scm:cert:listPushH
istory

Grants the
permission to
query certificate
push records.

list cert * g:ResourceTag/
<tag-key>

- g:EnterpriseProjec
tId

scm:cert:getDoma
inValidation

Grants the
permission to
query domain
name verification
information.

read cert * g:ResourceTag/
<tag-key>

- g:EnterpriseProjec
tId

scm:cert:checkDo
main

Grants the
permission to
verify the
certificate domain
name ownership.

write cert * g:ResourceTag/
<tag-key>

- g:EnterpriseProjec
tId

scm:cert:listDeplo
yedResources

Grants the
permission to
obtain the
resources
associated with
the certificate.

list cert * g:ResourceTag/
<tag-key>

- g:EnterpriseProjec
tId

scm:cert:deletePri
vacyAuthorization

Grants the
permission to
cancel privacy
authorization.

write cert * g:ResourceTag/
<tag-key>

- g:EnterpriseProjec
tId

scm:cert:enableAu
toDeploy

Grants the
permission to
automatically
deploy a
certificate.

write cert * g:ResourceTag/
<tag-key>

- g:EnterpriseProjec
tId

scm:cert:listAutoD
eployedResources

Grants the
permission to
query the list of
certificates that
are automatically
deployed.

list cert * g:ResourceTag/
<tag-key>

- g:EnterpriseProjec
tId
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Action Description Access
Level

Resour
ce Type
(*:
Require
d)

Condition Key

scm:cert:listCertifi
catesByTag

Grants the
permission to
query the
certificate list by
tag.

list cert * -

- ● g:EnterprisePro
jectId

● g:RequestTag/
<tag-key>

● g:TagKeys

scm:cert:createTag Grants the
permission to
create or update a
tag.

tagging cert * g:ResourceTag/
<tag-key>

- ● g:EnterprisePro
jectId

● g:RequestTag/
<tag-key>

● g:TagKeys

scm:cert:listTagsB
yCertificate

Grants the
permission to
query the
certificate tag list.

list cert * g:ResourceTag/
<tag-key>

- g:EnterpriseProjec
tId

scm:cert:listAllTag
s

Grants the
permission to
query the list of
all tags.

list cert * -

scm:cert:seekHelp Grants the
permission to
send a help-
seeking email.

write cert * g:ResourceTag/
<tag-key>

- g:EnterpriseProjec
tId

scm:cert:uploadAu
thentication

Grants the
permission to
upload
authentication
information.

write cert * g:ResourceTag/
<tag-key>

- g:EnterpriseProjec
tId

scm::createCsr Grants the
permission to
create a CSR.

write - -

scm::listCsr Grants the
permission to
query the CSR list.

list - -
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Action Description Access
Level

Resour
ce Type
(*:
Require
d)

Condition Key

scm::getCsr Grants the
permission to
query CSR details.

read - -

scm::getCsrPrivate
Key

Grants the
permission to
obtain the CSR
private key.

read - -

scm::updateCsr Grants the
permission to
update a CSR.

write - -

scm::deleteCsr Grants the
permission to
delete a CSR.

write - -

scm::uploadCsr Grants the
permission to
upload a CSR.

write - -

scm::createDomai
nMonitor

Grants the
permission to add
a domain name
to be monitored.

write - -

scm::updateDoma
inMonitor

Grants the
permission to
update domain
names to be
monitored.

write - -

scm::updateDoma
inMonitorSwitch

Grants the
permission to
enable or disable
domain name
monitoring.

write - -

scm::deleteDomai
nMonitor

Grants the
permission to
delete a
monitored
domain name.

write - -
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Action Description Access
Level

Resour
ce Type
(*:
Require
d)

Condition Key

scm::getDomainM
onitor

Grants the
permission to
query details
about the domain
name to be
monitored.

read - -

scm::listDomainM
onitors

Grants the
permission to
query the list of
domain names to
be monitored.

list - -

scm:cert:operateN
otification

Grants the
permission to
configure
certificate
notifications.

write cert * g:ResourceTag/
<tag-key>

- g:EnterpriseProjec
tId

scm::orderDomain
Monitor

Grants the
permission to buy
the domain name
monitoring quota.

write - -

scm:cert:deployRe
sources

Grants the
permission to
deploy the
certificate to
other service
resources.

write cert * g:ResourceTag/
<tag-key>

- g:EnterpriseProjec
tId

scm:cert:listDeplo
yResourcesHistory

Grants permission
to query the
deployment
history of a
certificate.

list cert * g:ResourceTag/
<tag-key>

- g:EnterpriseProjec
tId

scm:cert:getDeplo
yQuota

Grants the
permission to
obtain the
certificate
deployment
quota.

read cert * g:ResourceTag/
<tag-key>

- g:EnterpriseProjec
tId

 

Each API of SCM usually supports one or more actions. Table 5-164 lists the
actions and dependencies supported by SCM APIs.
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Table 5-164 Actions and dependencies supported by SCM APIs

API Action Dependencies

GET /v3/scm/
certificates

scm:cert:list -

POST /v3/scm/
certificates/import

scm:cert:import -

GET /v3/scm/
certificates/
{certificate_id}

scm:cert:get -

POST /v3/scm/
certificates/
{certificate_id}/
export

scm:cert:export -

POST /v3/scm/
certificates/
{certificate_id}/push

scm:cert:push -

DELETE /v3/scm/
certificates/
{certificate_id}

scm:cert:delete -

POST /v3/scm/
certificates/
{certificate_id}/read

scm:cert:getApplicationInfo -

POST /v3/scm/
domain/monitor/
subscribe

scm::orderDomainMonitor -

PUT /v3/scm/
domain/monitor/
change

scm::orderDomainMonitor -

POST /v3/scm/
certificates/
{certificate_id}/
deploy

scm:cert:deployResources -

GET /v3/scm/
certificates/
{certificate_id}/
deploy-history

scm:cert:listDeployResour-
cesHistory

-

GET /v3/scm/
certificates/
{certificate_id}/
deploy-quota

scm:cert:getDeployQuota -
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Resources
A resource type indicates the resources that an SCP applies to. If you specify a
resource type for any action in Table 5-165, the resource URN must be specified in
the SCP statements using that action, and the SCP applies only to resources of this
type. If no resource type is specified, the Resource element is marked with an
asterisk (*) and the SCP applies to all resources. You can also set condition keys in
an SCP to define resource types.

The following table lists the resource types that you can define in SCP statements
for SCM.

Table 5-165 Resource types supported by SCM

Resource Type URN

cert scm:<region>:<account-id>:cert:<cert-id>

 

Conditions
A Condition element lets you specify conditions for when an SCP is in effect. It
contains condition keys and operators.

● The condition key that you specify can be a global condition key or a service-
specific condition key.
– Global condition keys (with the g: prefix) apply to all actions. Cloud

services do not need to provide user identity information. Instead, the
system automatically obtains such information and authenticates users.
For details, see Global Condition Keys.

– Service-specific condition keys (with the abbreviation of a service name
plus a colon as the prefix, for example, scm:) apply only to operations of
EVS. For details, see Table 5-166.

– The number of values associated with a condition key in the request
context of an API call makes the condition key single-valued or
multivalued. Single-valued condition keys have at most one value in the
request context of an API call. Multivalued condition keys can have
multiple values in the request context of an API call. For example, a
request can originate from at most one VPC endpoint, so g:SourceVpce is
a single-valued condition key. You can tag resources and include multiple
tag key-value pairs in a request, so g:TagKeys is a multivalued condition
key.

● A condition operator, condition key, and a condition value together constitute
a complete condition statement. An SCP can be applied only when its request
conditions are met. For supported operators, see Condition operators.

The following table lists the condition keys that you can define in SCPs for SCM.
You can include these condition keys to specify conditions for when your SCP is in
effect.
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Table 5-166 Service-specific condition keys supported by SCM

Service-specific
Condition Key

Type Single-
valued/
Multivalued

Description

scm:DomainNames string Multivalued This API is used to
filter access requests
based on the domain
name in the request.

scm:ValidationMethod string Single-valued This API is used to
filter access requests
based on the
authentication mode
in the request.

scm:KeyAlgorithm string Single-valued This API is used to
filter access requests
based on the key
algorithm in the
request.

 

5.10.8.9 Cloud Bastion Host (CBH)
The Organizations provides Service Control Policies (SCPs) to set access control
policies.

SCPs do not actually grant any permissions to a principal. They only set the
permissions boundary for the principal. When SCPs are attached to a member
account or an organizational unit (OU), they do not directly grant permissions to
that member account or OU. Instead, the SCPs just determine what permissions
are available for that member account or the member accounts under that OU.

This section describes the elements used by IAM custom identity policies and
Organizations SCPs. The elements include actions, resources, and conditions.

For details about how to use these elements to create a custom SCP, see Creating
an SCP.

Actions

Actions are specific operations that are allowed or denied in an SCP.

● The Access Level column describes how the action is classified (List, Read, or
Write). This classification helps you understand the level of access that an
action grants when you use it in an SCP policy.

● The Resource Type column indicates whether the action supports resource-
level permissions.
– You can use a wildcard (*) to indicate all resource types. If this column is

empty (-), the action does not support resource-level permissions, and
you must specify all resources ("*") in your SCP statements.

– If this column includes a resource type, you must specify the URN in the
Resource element of your statements.
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– Required resources are marked with asterisks (*) in the table. If you
specify a resource in a statement using this action, then it must be of this
type.

For details about the resource types defined by CBH, see Resources.
● The Condition Key column includes keys that you can specify in the

Condition element of an SCP policy statement.
– If the Resource Type column has values for an action, the condition key

takes effect only for the listed resource types.
– If the Resource Type column is empty (-) for an action, the condition key

takes effect for all resources that action supports.
– If the Condition Key column is empty (-) for an action, the action does

not support any condition keys.
For details about the condition keys defined by CBH, see Conditions.

The following table lists the actions that you can define in SCP statements for
CBH.

Table 5-167 Actions supported by CBH

Action Description Acces
s
Level

Reso
urce
Type
(*:
Requi
red)

Condition
Key

Alias

cbh::listAvaila
bleZones

Grants the
permission to
query service
AZs.

List - - -

cbh::getEcsQu
ota

Grants the
permission to
obtain the
ECS quota.

Read - - -

cbh::getQuota Grants the
permission to
query the
CBH instance
quotas.

Read - - -

cbh::listSpecifi
cations

Queries
protection
specifications.

List - - -

cbh:instance:li
stInstances

Grants the
permission to
list instances.

List insta
nce *

- -
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Action Description Acces
s
Level

Reso
urce
Type
(*:
Requi
red)

Condition
Key

Alias

cbh:instance:g
etInstanceStat
us

Grants the
permission to
query the
CBH status.

Read insta
nce *

● g:Enterpris
eProjectId

● g:Resource
Tag/tag-
key

-

cbh:instance:s
tartInstance

Grants the
permission to
start a CBH
instance.

Write insta
nce *

● g:Enterpris
eProjectId

● g:Resource
Tag/tag-
key

-

cbh:instance:s
topInstance

Grants the
permission to
disable a CBH
instance.

Write insta
nce *

● g:Enterpris
eProjectId

● g:Resource
Tag/tag-
key

-

cbh:instance:r
ebootInstance

Grants the
permission to
restart a CBH
instance.

Write insta
nce *

● g:Enterpris
eProjectId

● g:Resource
Tag/tag-
key

-

cbh:instance:u
pgradeInstanc
e

Grants the
permission to
upgrade a
CBH instance.

Write insta
nce *

● g:Enterpris
eProjectId

● g:Resource
Tag/tag-
key

-

cbh:instance:l
oginInstance

Grants the
permission to
log in to a
CBH instance
as an IAM
user.

Write insta
nce *

● g:Enterpris
eProjectId

● g:Resource
Tag/tag-
key

-

cbh:instance:r
esetInstanceP
assword

Grants the
permission to
reset a
password for
logging in to
a CBH.

Write insta
nce *

● g:Enterpris
eProjectId

● g:Resource
Tag/tag-
key

-
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Action Description Acces
s
Level

Reso
urce
Type
(*:
Requi
red)

Condition
Key

Alias

cbh:instance:r
esetInstanceL
oginMethod

Grants the
permission to
reset the CBH
instance login
mode.

Write insta
nce *

● g:Enterpris
eProjectId

● g:Resource
Tag/tag-
key

-

cbh:instance:d
eleteInstance

Grants the
permission to
delete a
faulty CBH
instance.

Write insta
nce *

● g:Enterpris
eProjectId

● g:Resource
Tag/tag-
key

-

cbh:instance:a
lterInstance

Grants the
permission to
change a CBH
instance.

Write insta
nce *

● g:Enterpris
eProjectId

● g:Resource
Tag/tag-
key

-

cbh:instance:c
reateInstance

Grants the
permission to
create a CBH
instance.

Write insta
nce *

● g:Enterpris
eProjectId

● g:RequestT
ag/tag-key

● g:TagKeys
● cbh:VpcId
● cbh:Subnet

Id
● cbh:AllowB

indPublicIp

-

cbh:instance:b
indInstanceEi
p

Grants the
permission to
bind an EIP to
a CBH
instance.

Write insta
nce *

● g:Enterpris
eProjectId

● g:Resource
Tag/tag-
key

-

cbh:instance:u
nbindInstance
Eip

Grants the
permission to
unbind an EIP
from a CBH
instance.

Write insta
nce *

● g:Enterpris
eProjectId

● g:Resource
Tag/tag-
key

-
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Action Description Acces
s
Level

Reso
urce
Type
(*:
Requi
red)

Condition
Key

Alias

cbh:instance:u
pdateInstance
SecurityGroup

Grants the
permission to
update the
security group
of a CBH
instance.

Write insta
nce *

● g:Enterpris
eProjectId

● g:Resource
Tag/tag-
key

-

cbh::operateA
uthorization

Grants the
permission to
create or
cancel the
agency
authorization
for the CBH
service.

Write - - -

cbh::getAutho
rization

Grants the
permission to
obtain the
authorization
information
of the CBH
service from
the tenant.

Read - - -

cbh::listTags Grants the
permission to
query all tags.

List - - -

cbh:instance:g
etInstanceTag
s

Grants the
permission to
query tags of
CBH
instances.

Read insta
nce *

● g:Enterpris
eProjectId

● g:Resource
Tag/tag-
key

-

cbh:instance:c
ountInstances
ByTag

Grants the
permission to
count the
number of
instances that
meet the tag
conditions.

List insta
nce *

- -
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Action Description Acces
s
Level

Reso
urce
Type
(*:
Requi
red)

Condition
Key

Alias

cbh:instance:li
stInstancesBy
Tag

Grants the
permission to
search for
instances by
tag.

List - - -

cbh:instance:o
perateInstanc
eTags

Grants the
permission to
operate the
resource tags
of the CBH
instance.

Taggi
ng

insta
nce *

● g:Enterpris
eProjectId

● g:Resource
Tag/tag-
key

● g:RequestT
ag/tag-key

● g:TagKeys

-

cbh:instance:g
etOmUrl

Grants the
permission to
obtain the
URLs for
O&M of
assets
managed in
CBH.

Read insta
nce *

● g:Enterpris
eProjectId

● g:Resource
Tag/<tag-
key>

cbh:instance:g
etOmUrl

cbh:instance:r
ollbackInstanc
e

Grants the
permission to
roll back a
CBH instance.

Write insta
nce *

● g:Enterpris
eProjectId

● g:Resource
Tag/<tag-
key>

cbh:instance:u
pgrade

cbh:instance:
migrateInstan
ceTraffic

Grants the
permission to
migrate traffic
of a CBH
instance.

Write insta
nce *

● g:Enterpris
eProjectId

● g:Resource
Tag/<tag-
key>

cbh:instance:u
pgrade

cbh:instance:s
witchInstance
Vpc

Grants the
permission to
switch the
VPC of the
bastion host
instance.

Write insta
nce *

● g:Enterpris
eProjectId

● g:Resource
Tag/<tag-
key>

● cbh:VpcId
● cbh:Subnet

Id

-
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Each API of CBH usually supports one or more actions. Table 5-168 lists the
supported actions and dependencies.

Table 5-168 Actions and dependencies supported by CBH APIs

API Action Dependencies

GET /v2/
{project_id}/cbs/
available-zone

cbh::listAvailableZones -

cbh::getEcsQuota ecs:cloudServerFlavors:get

cbh::getQuota -

GET /v2/
{project_id}/cbs/
instance/
specification

cbh::listSpecifications -

GET /v2/
{project_id}/cbs/
instance/list

cbh:instance:listInstances eps:enterpriseProjects:list

cbh:instance:getInstanceSta
tus

-

POST /v2/
{project_id}/cbs/
instance/start

cbh:instance:startInstance -

POST /v2/
{project_id}/cbs/
instance/stop

cbh:instance:stopInstance -

cbh:instance:rebootInstance -

POST /v2/
{project_id}/cbs/
instance/upgrade

cbh:instance:upgradeInstan
ce

-

POST /v2/
{project_id}/cbs/
instance/login

cbh:instance:loginInstance -

PUT /v2/
{project_id}/cbs/
instance/password

cbh:instance:resetInstanceP
assword

-

PUT /v2/
{project_id}/cbs/
instance/login-
method

cbh:instance:resetInstanceL
oginMethod

-

DELETE /v2/
{project_id}/cbs/
instance

cbh:instance:deleteInstance -

cbh:instance:alterInstance evs:quotas:get
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API Action Dependencies

POST /v2/
{project_id}/cbs/
instance

cbh:instance:createInstance ● vpc:quotas:list
● vpc:subnets:list
● vpc:subnets:get
● vpc:securityGroups:list
● ecs:cloudServerFlavors:g

et

cbh:instance:bindInstanceEi
p

-

cbh:instance:unbindInstanc
eEip

-

PUT /v2/
{project_id}/cbs/
instance/
{server_id}/security-
groups

cbh:instance:updateInstanc
eSecurityGroup

vpc:ports:update

cbh::operateAuthorization -

GET /v2/
{project_id}/cbs/
agency/
authorization

cbh::getAuthorization -

GET /v2/
{project_id}/cbs/
instance/tags

cbh::listTags -

GET /v2/
{project_id}/cbs/
instance/
{resource_id}/tags

cbh:instance:getInstanceTag
s

-

POST /v2/
{project_id}/cbs/
instance/count

cbh:instance:countInstances
ByTag

-

POST /v2/
{project_id}/cbs/
instance/filter

cbh:instance:listInstancesBy
Tag

-

cbh:instance:operateInstanc
eTags

-

POST /v2/
{project_id}/cbs/
instance/
{server_id}/eip/bind

cbh:instance:bindInstanceEi
p

● eip:publicIps:list
● eip:publicIps:update

POST /v2/
{project_id}/cbs/
instance/
{server_id}/eip/
unbind

cbh:instance:unbindInstanc
eEip

● eip:publicIps:update
● eip:publicIps:list
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API Action Dependencies

GET /v2/
{project_id}/cbs/
instance/ecs-quota

cbh::getEcsQuota ecs:cloudServerFlavors:get

GET /v2/
{project_id}/cbs/
instance/quota

cbh::getQuota -

GET /v2/
{project_id}/cbs/
instance/
{server_id}/status

cbh:instance:getInstanceSta
tus

-

POST /v2/
{project_id}/cbs/
instance/reboot

cbh:instance:rebootInstance -

PUT /v2/
{project_id}/cbs/
instance

cbh:instance:alterInstance -

POST /v2/
{project_id}/cbs/
agency/
authorization

cbh::operateAuthorization -

POST /v2/
{project_id}/cbs/
instance/
{resource_id}/tags/
action

cbh:instance:operateInstanc
eTags

-

GET /v2/
{project_id}/cbs/
instance/get-om-url

cbh:instance:getOmUrl -

cbh:instance:migrateInstanc
eTraffic

-

POST /v2/
{project_id}/cbs/
instance/rollback

cbh:instance:rollbackInstanc
e

-

 

Resources

A resource type indicates the resources that an SCP policy applies to. If you specify
a resource type for any action in Table 5-169, the resource URN must be specified
in the SCP statements using that action, and the SCP applies only to resources of
this type. If no resource type is specified, the Resource element is marked with an
asterisk (*) and the SCP applies to all resources. You can also set condition keys in
an SCP to define resource types.

The following table lists the resource types that you can define in SCP statements
for CBH.
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Table 5-169 Resource types supported by CBH

Resource Type URN

instance cbh:<region>:<account-id>:instance:<instance-id>

 

Conditions

A Condition element lets you specify conditions for when an SCP is in effect. It
contains condition keys and operators.

● The condition key that you specify can be a global condition key or a service-
specific condition key.

– Global condition keys (with the g: prefix) apply to all actions. Cloud
services do not need to provide user identity information. Instead, the
system automatically obtains such information and authenticates users.
For details, see Global Condition Keys.

– Service-specific condition keys (with the abbreviation of a service name
plus a colon as the prefix, for example, cbh:) apply only to operations of
EVS. For details, see Table 5-170.

– The number of values associated with a condition key in the request
context of an API call makes the condition key single-valued or
multivalued. Single-valued condition keys have at most one value in the
request context of an API call. Multivalued condition keys can have
multiple values in the request context of an API call. For example, a
request can originate from at most one VPC endpoint, so g:SourceVpce is
a single-valued condition key. You can tag resources and include multiple
tag key-value pairs in a request, so g:TagKeys is a multivalued condition
key.

● An operator, a condition key, and a condition value constitute a complete
condition statement. An SCP takes effect only when the statement meets
related requirements. For supported condition operators, see Operators.

The following table lists the condition keys that you can define in SCPs for CBH.
You can include these condition keys to specify conditions for when your SCP is in
effect.

Table 5-170 Service-specific condition keys supported by CBH

Service-specific
Condition Key

Type Single-
valued/
Multivalued

Description

cbh:VpcId string Single-valued Controls access to a
bastion host based on
its VPC ID.

cbh:SubnetId string Single-valued Controls access to a
bastion host based on
its subnet ID.
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Service-specific
Condition Key

Type Single-
valued/
Multivalued

Description

cbh:AllowBindPublicIp boolean Single-valued Grants the
permissions to bind
an EIP to a bastion
host instance.

 

5.10.8.10 Database Security Service (DBSS)

The Organizations provides Service Control Policies (SCPs) to set access control
policies.

SCPs do not actually grant any permissions to a principal. They only set the
permissions boundary for the principal. When SCPs are attached to a member
account or an organizational unit (OU), they do not directly grant permissions to
that member account or OU. Instead, the SCPs just determine what permissions
are available for that member account or the member accounts under that OU.

This section describes the elements used by Organizations SCPs. The elements
include actions, resources, and conditions.

For details about how to use these elements to create a custom SCP, see Creating
an SCP.

Actions

Actions are specific operations that are allowed or denied in an SCP.

● The Access Level column describes how the action is classified (List, Read, or
Write). This classification helps you understand the level of access that an
action grants when you use it in an SCP policy.

● The Resource Type column indicates whether the action supports resource-
level permissions.
– You can use a wildcard (*) to indicate all resource types. If this column is

empty (-), the action does not support resource-level permissions, and
you must specify all resources ("*") in your SCP statements.

– If this column includes a resource type, you must specify the URN in the
Resource element of your statements.

– Required resources are marked with asterisks (*) in the table. If you
specify a resource in a statement using this action, then it must be of this
type.

For details about the resource types defined by DBSS, see Resources.
● The Condition Key column includes keys that you can specify in the

Condition element of an SCP policy statement.
– If the Resource Type column has values for an action, the condition key

takes effect only for the listed resource types.
– If the Resource Type column is empty (-) for an action, the condition key

takes effect for all resources that action supports.
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– If the Condition Key column is empty (-) for an action, the action does
not support any condition keys.

For details about the condition keys defined by DBSS, see Conditions.

The following table lists the actions that you can define in SCP statements for
DBSS.

Table 5-171 Actions supported by DBSS

Item Description Access
Level

Resource Type (*:
required)

Conditio
n Key

dbss:auditInstanc
e:listSqlInjectRule
s

Grant the
permission to
query SQL
injection rules.

list dbss:<region>:<acco
unt-
id>:auditInstance:<i
nstance-id>

-

dbss:auditInstanc
e:listSqls

Grant the
permission to
obtain the audit
results.

list dbss:<region>:<acco
unt-
id>:auditInstance:<i
nstance-id>

-

dbss:auditInstanc
e:switchSqlInject
Rule

Grant the
permission to
enable or disable
the SQL injection
policy.

write dbss:<region>:<acco
unt-
id>:auditInstance:<i
nstance-id>

-

dbss:auditInstanc
e:addSqlInjectRul
e

Grant the
permission to
add custom SQL
injection rules.

write dbss:<region>:<acco
unt-
id>:auditInstance:<i
nstance-id>

-

dbss:auditInstanc
e:orderSqlInjectR
ule

Grant the
permission to
sort SQL rules by
priority.

write dbss:<region>:<acco
unt-
id>:auditInstance:<i
nstance-id>

-

dbss:auditInstanc
e:createReporter

Grant the
permission to
generate reports
immediately.

write dbss:<region>:<acco
unt-
id>:auditInstance:<i
nstance-id>

-

dbss:auditInstanc
e:listReporters

Grant the
permission to
query report
information.

list dbss:<region>:<acco
unt-
id>:auditInstance:<i
nstance-id>

-

dbss:auditInstanc
e:getRiskRuleDet
ail

Grant the
permission to
query specified
risk rules.

read dbss:<region>:<acco
unt-
id>:auditInstance:<i
nstance-id>

-
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Item Description Access
Level

Resource Type (*:
required)

Conditio
n Key

dbss:auditInstanc
e:listAlarmEmails

Grant the
permission to
query alarm
notification
email.

list dbss:<region>:<acco
unt-
id>:auditInstance:<i
nstance-id>

-

dbss:auditInstanc
e:downloadRepor
ter

Grant the
permission to
download
reports.

read dbss:<region>:<acco
unt-
id>:auditInstance:<i
nstance-id>

-

dbss:auditInstanc
e:listAuditScopeR
ules

Grant the
permission to
query the audit
scope policy list.

list dbss:<region>:<acco
unt-
id>:auditInstance:<i
nstance-id>

-

dbss:auditInstanc
e:addSensitiveRul
e

Grant the
permission to
add privacy data
protection rules.

write dbss:<region>:<acco
unt-
id>:auditInstance:<i
nstance-id>

-

dbss:auditInstanc
e:editSensitiveRul
e

Grant the
permission to
edit privacy data
protection rules.

write dbss:<region>:<acco
unt-
id>:auditInstance:<i
nstance-id>

-

dbss:auditInstanc
e:deleteReporter

Grant the
permission to
delete reports.

write dbss:<region>:<acco
unt-
id>:auditInstance:<i
nstance-id>

-

dbss:auditInstanc
e:listOperateLog

Grant the
permission to
query user
operation logs.

list dbss:<region>:<acco
unt-
id>:auditInstance:<i
nstance-id>

-

dbss:auditInstanc
e:listMonitorInfos

Grant the
permission to
query the audit
instance
monitoring
information.

list dbss:<region>:<acco
unt-
id>:auditInstance:<i
nstance-id>

-

dbss:auditInstanc
e:listSessionInfo

Grant the
permission to
query the audit
instance session
information.

list dbss:<region>:<acco
unt-
id>:auditInstance:<i
nstance-id>

-
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Item Description Access
Level

Resource Type (*:
required)

Conditio
n Key

dbss:auditInstanc
e:switchBackup

Grant the
permission to
enable or disable
the backup
function.

write dbss:<region>:<acco
unt-
id>:auditInstance:<i
nstance-id>

-

dbss::downloadLi
cense

Grant the
permission to
download a sales
license.

read - -

dbss::deleteAudit
InstanceJob

Grant the
permission to
delete tasks
failed to be
created for audit
instances.

write - -

dbss::listRdsDb Grant the
permission to
query RDS
databases.

list - -

dbss:auditInstanc
e:instanceStart

Grant the
permission to
enable the audit
instance.

write dbss:<region>:<acco
unt-
id>:auditInstance:<i
nstance-id>

-

dbss:auditInstanc
e:reboot

Grant the
permission to
restart the audit
instance.

write dbss:<region>:<acco
unt-
id>:auditInstance:<i
nstance-id>

-

dbss:auditInstanc
e:stop

Grant the
permission to
disable the audit
instance.

write dbss:<region>:<acco
unt-
id>:auditInstance:<i
nstance-id>

-

dbss:auditInstanc
e:upgrade

Grant the
permission to
upgrade the
audit instance.

write dbss:<region>:<acco
unt-
id>:auditInstance:<i
nstance-id>

-

dbss::queryUpgra
deStatus

Grant the
permission to
query the
upgrade status
of the audit
instance.

list - -
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Item Description Access
Level

Resource Type (*:
required)

Conditio
n Key

dbss:auditInstanc
e:updateSecurity
Group

Grant the
permission to
modify the
security group of
the audit
instance.

write dbss:<region>:<acco
unt-
id>:auditInstance:<i
nstance-id>

-

dbss:auditInstanc
e:modifyAttribut
e

Grant the
permission to
modify the audit
attributes of the
audit instance.

write dbss:<region>:<acco
unt-
id>:auditInstance:<i
nstance-id>

-

dbss:auditInstanc
e:downloadAgen
t

Grant the
permission to
download the
agent.

read dbss:<region>:<acco
unt-
id>:auditInstance:<i
nstance-id>

-

dbss:auditInstanc
e:switchAgent

Grant the
permission to
enable or disable
the agent.

write dbss:<region>:<acco
unt-
id>:auditInstance:<i
nstance-id>

-

dbss:auditInstanc
e:listAgents

Grant the
permission to
query the agent
list.

list dbss:<region>:<acco
unt-
id>:auditInstance:<i
nstance-id>

-

dbss:auditInstanc
e:deleteAgent

Grant the
permission to
delete the agent.

write dbss:<region>:<acco
unt-
id>:auditInstance:<i
nstance-id>

-

dbss:auditInstanc
e:addAgent

Grant the
permission to
add the agent.

write dbss:<region>:<acco
unt-
id>:auditInstance:<i
nstance-id>

-

dbss:auditInstanc
e:previewReporte
r

Grant the
permission to
preview a report.

read dbss:<region>:<acco
unt-
id>:auditInstance:<i
nstance-id>

-

dbss:auditInstanc
e:setAlarmConfig

Grant the
permissions to
configure alarm
information.

write dbss:<region>:<acco
unt-
id>:auditInstance:<i
nstance-id>

-
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Item Description Access
Level

Resource Type (*:
required)

Conditio
n Key

dbss:auditInstanc
e:configAlarmEm
ail

Grant the
permission to
configure alarm
notification
email.

write dbss:<region>:<acco
unt-
id>:auditInstance:<i
nstance-id>

-

dbss:auditInstanc
e:getAlarmConfig

Grant the
permission to
query alarm
configurations.

read dbss:<region>:<acco
unt-
id>:auditInstance:<i
nstance-id>

-

dbss:auditInstanc
e:listRiskRules

Grant the
permission to
query risk rules.

list dbss:<region>:<acco
unt-
id>:auditInstance:<i
nstance-id>

-

dbss:auditInstanc
e:exportInstances
DatabaseConfig

Grant the
permission to
export database
configurations.

list dbss:<region>:<acco
unt-
id>:auditInstance:<i
nstance-id>

-

dbss:auditInstanc
e:createOnPeriod

Grant the
permission to
create audit
instances in
yearly/monthly
billing mode.

write dbss:<region>:<acco
unt-
id>:auditInstance:<i
nstance-id>

● g:Ente
rprise
Projec
tId

● g:Req
uestT
ag/
<tag-
key>

● g:Tag
Keys

dbss:auditInstanc
e:editSqlInjectRul
e

Grant the
permission to
edit custom SQL
injection rules.

write dbss:<region>:<acco
unt-
id>:auditInstance:<i
nstance-id>

-

dbss:auditInstanc
e:deleteSqlInject
Rule

Grant the
permission to
delete custom
SQL injection
rules.

write dbss:<region>:<acco
unt-
id>:auditInstance:<i
nstance-id>

-

dbss:auditInstanc
e:deleteSensitive
Rule

Grant the
permission to
delete privacy
data protection
rules.

write dbss:<region>:<acco
unt-
id>:auditInstance:<i
nstance-id>

-
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Item Description Access
Level

Resource Type (*:
required)

Conditio
n Key

dbss:auditInstanc
e:deleteAuditSco
peRule

Grant the
permission to
delete audit
scope rules.

write dbss:<region>:<acco
unt-
id>:auditInstance:<i
nstance-id>

-

dbss:auditInstanc
e:deleteRiskRule

Grant the
permission to
delete risk rules.

write dbss:<region>:<acco
unt-
id>:auditInstance:<i
nstance-id>

-

dbss:auditInstanc
e:deleteBackup

Grant the
permission to
delete local
backup
information.

write dbss:<region>:<acco
unt-
id>:auditInstance:<i
nstance-id>

-

dbss:auditInstanc
e:listBackups

Grant the
permission to
query backup
information.

list dbss:<region>:<acco
unt-
id>:auditInstance:<i
nstance-id>

-

dbss:auditInstanc
e:getBackupConfi
g

Grant the
permission to
obtain backup
configuration
information.

read dbss:<region>:<acco
unt-
id>:auditInstance:<i
nstance-id>

-

dbss:auditInstanc
e:editAuditScope
Rule

Grant the
permission to
edit audit scope
rules.

write dbss:<region>:<acco
unt-
id>:auditInstance:<i
nstance-id>

-

dbss:auditInstanc
e:instanceList

Grant the
permission to
query audit
instance
information.

list dbss:<region>:<acco
unt-
id>:auditInstance:<i
nstance-id>

-

dbss:auditInstanc
e:createOnDema
nd

Grant the
permission to
create audit
instances in the
pay-per-use
billing mode.

write dbss:<region>:<acco
unt-
id>:auditInstance:<i
nstance-id>

● g:Ente
rprise
Projec
tId

● g:Req
uestT
ag/
<tag-
key>

● g:Tag
Keys
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Item Description Access
Level

Resource Type (*:
required)

Conditio
n Key

dbss::listCommon
Info

Grant the
permission to
query public
information.

list - -

dbss:auditInstanc
e:listInstancesSu
mmaryInfo

Grant the
permission to
query the
overview of all
audit instances.

list dbss:<region>:<acco
unt-
id>:auditInstance:<i
nstance-id>

-

dbss::getauditInst
ancesSummaryTa
skStatus

Grant the
permission to
query the task
status overview.

read - -

dbss::updateAudi
tInstancesSumm
aryInfo

Grant the
permission to
update the
overview of all
audit instances.

write - -

dbss:auditInstanc
e:setReporterConf
ig

Grant the
permission to
edit the
scheduled report
task
configurations.

write dbss:<region>:<acco
unt-
id>:auditInstance:<i
nstance-id>

-

dbss:auditInstanc
e:getReporterConf
ig

Grant the
permission to
obtain the
scheduled report
task
configurations.

read dbss:<region>:<acco
unt-
id>:auditInstance:<i
nstance-id>

-

dbss:auditInstanc
e:addBareDataba
se

Grant the
permission to
add a user-built
database.

write dbss:<region>:<acco
unt-
id>:auditInstance:<i
nstance-id>

-

dbss:auditInstanc
e:listDatabases

Grant the
permission to
query the
database list.

list dbss:<region>:<acco
unt-
id>:auditInstance:<i
nstance-id>

-

dbss:auditInstanc
e:switchDatabase

Grant the
permission to
enable or disable
the database
audit function.

write dbss:<region>:<acco
unt-
id>:auditInstance:<i
nstance-id>

-
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Item Description Access
Level

Resource Type (*:
required)

Conditio
n Key

dbss:auditInstanc
e:deleteDatabase

Grant the
permission to
delete a
database.

write dbss:<region>:<acco
unt-
id>:auditInstance:<i
nstance-id>

-

dbss:auditInstanc
e:addAuditScope
Rule

Grant the
permission to
add audit scope
rules.

write dbss:<region>:<acco
unt-
id>:auditInstance:<i
nstance-id>

-

dbss:auditInstanc
e:switchAuditSco
peRule

Grant the
permission to
enable or disable
audit scope rules.

write dbss:<region>:<acco
unt-
id>:auditInstance:<i
nstance-id>

-

dbss:auditInstanc
e:addRiskRule

Grant the
permission to
add risk rules.

write dbss:<region>:<acco
unt-
id>:auditInstance:<i
nstance-id>

-

dbss:auditInstanc
e:switchRiskRule

Grant the
permission to
enable or disable
risk rules.

write dbss:<region>:<acco
unt-
id>:auditInstance:<i
nstance-id>

-

dbss:auditInstanc
e:editRiskRule

Grant the
permission to
edit risk rules.

write dbss:<region>:<acco
unt-
id>:auditInstance:<i
nstance-id>

-

dbss:auditInstanc
e:setRiskRulePrio
rity

Grant the
permission to set
risk rule
priorities.

write dbss:<region>:<acco
unt-
id>:auditInstance:<i
nstance-id>

-

dbss:auditInstanc
e:listStatistics

Grant the
permission to
query the
overview of audit
instances.

list dbss:<region>:<acco
unt-
id>:auditInstance:<i
nstance-id>

-

dbss:auditInstanc
e:listSensitiveRul
es

Grant the
permission to
query privacy
data masking
rules.

list dbss:<region>:<acco
unt-
id>:auditInstance:<i
nstance-id>

-

dbss:auditInstanc
e:modifySensitive
RuleSaveResultS-
witch

Grant the
permission to
enable or disable
result set
storage.

write dbss:<region>:<acco
unt-
id>:auditInstance:<i
nstance-id>

-

Organizations
User Guide 5 Managing SCPs

Issue 01 (2025-02-25) Copyright © Huawei Cloud Computing Technologies Co., Ltd. 853



Item Description Access
Level

Resource Type (*:
required)

Conditio
n Key

dbss:auditInstanc
e:modifySensitive
RuleAnonymizeS
witch

Grant the
permission to
enable or disable
privacy data
masking.

write dbss:<region>:<acco
unt-
id>:auditInstance:<i
nstance-id>

-

dbss:auditInstanc
e:switchSensitive
Rule

Grant the
permission to
enable or disable
privacy data
protection rules.

write dbss:<region>:<acco
unt-
id>:auditInstance:<i
nstance-id>

-

dbss:auditInstanc
e:listAlarmItems

Grant the
permission to
query alarms.

list dbss:<region>:<acco
unt-
id>:auditInstance:<i
nstance-id>

-

dbss:auditInstanc
e:markAlarm

Grant the
permission to
mark alarms.

write dbss:<region>:<acco
unt-
id>:auditInstance:<i
nstance-id>

-

dbss:auditInstanc
e:deleteAlarm

Grant the
permission to
delete alarms.

write dbss:<region>:<acco
unt-
id>:auditInstance:<i
nstance-id>

-

dbss:auditInstanc
e:restoreBackup

Grant the
permission to
restore backup
information.

write dbss:<region>:<acco
unt-
id>:auditInstance:<i
nstance-id>

-

dbss:auditInstanc
e:retryBackup

Grant the
permission to
retry the backup
operation.

write dbss:<region>:<acco
unt-
id>:auditInstance:<i
nstance-id>

-

dbss:auditInstanc
e:getRiskBackup
ConfigInfo

Grant the
permission to
obtain risk
export
configuration
information.

read dbss:<region>:<acco
unt-
id>:auditInstance:<i
nstance-id>

-

dbss:auditInstanc
e:switchRiskBack
up

Grant the
permission to
enable or disable
the risk export
function.

write dbss:<region>:<acco
unt-
id>:auditInstance:<i
nstance-id>

-
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Item Description Access
Level

Resource Type (*:
required)

Conditio
n Key

dbss:auditInstanc
e:getRiskBackupB
ucketInfo

Grant the
permission to
obtain the OBS
buckets in risk
export.

read dbss:<region>:<acco
unt-
id>:auditInstance:<i
nstance-id>

-

dbss:auditInstanc
e:setRiskBackupB
ucketInfo

Grant the
permission to
configure the
OBS bucket in
risk export.

write dbss:<region>:<acco
unt-
id>:auditInstance:<i
nstance-id>

-

dbss:auditInstanc
e:addRdsDatabas
e

Grant the
permission to
add RDS
databases.

write dbss:<region>:<acco
unt-
id>:auditInstance:<i
nstance-id>

-

dbss::getServerIn
fo

Grant the
permission to
obtain DBSS
service
information.

read - -

dbss::getAuditIns
tanceJob

Grant the
permission to
view the created
audit instance
tasks.

read - -

dbss:auditInstanc
e:listJobs

Grant the
permission to list
the created audit
instance tasks.

list dbss:<region>:<acco
unt-
id>:auditInstance:<i
nstance-id>

-

dbss::listObsBuck
ets

Grant the
permission to
query the OBS
bucket list.

list - -

dbss:auditInstanc
e:instanceDelete

Grant the
permission to
delete audit
instances.

write dbss:<region>:<acco
unt-
id>:auditInstance:<i
nstance-id>

-

dbss::listResource
sByTag

Grant the
permission to
query audit
instances based
on tags.

taggin
g

- ● g:Req
uestT
ag/
<tag-
key>

● g:Tag
Keys
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Item Description Access
Level

Resource Type (*:
required)

Conditio
n Key

dbss::tagResourc
e

Grant the
permission to
add instance
tags in batches.

taggin
g

- ● g:Req
uestT
ag/
<tag-
key>

● g:Tag
Keys

dbss::unTagReso
urce

Grant the
permission to
delete instance
tags in batches.

taggin
g

- ● g:Req
uestT
ag/
<tag-
key>

● g:Tag
Keys

dbss::listTags Grant the
permission to
query all tags in
a project.

taggin
g

- -

dbss::listTagsForR
esource

Grant the
permission to
query instance
tags.

taggin
g

- -

 

Each API of DBSS usually supports one or more actions. Table 5-172 lists the
supported actions and dependencies.

Table 5-172 Actions and dependencies of DBSS APIs

API Action Dependency Item

POST /v1/
{project_id}/
{instance_id}/audit/
rule/risk/switch

dbss:auditInstance:switchRi
skRule

-

POST /v1/
{project_id}/
{instance_id}/audit/
agent/switch

dbss:auditInstance:switchAg
ent

-

GET /v1/
{project_id}/dbss/
audit/quota

dbss::listCommonInfo -
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API Action Dependency Item

GET /v1/
{project_id}/dbss/
audit/specification

dbss::listCommonInfo -

GET /v2/
{project_id}/dbss/
audit/availability-
zone

dbss::listCommonInfo -

POST /v1/
{project_id}/
{instance_id}/dbss/
audit/operate-log

dbss:auditInstance:listOpera
teLog

-

POST /v1/
{project_id}/dbss/
audit/security-group

dbss:auditInstance:updateS
ecurityGroup

-

GET /v1/
{project_id}/dbss/
audit/instances

dbss:auditInstance:instance
List

-

GET /v1/
{project_id}/dbss/
audit/jobs/
{resource_id}

dbss:auditInstance:listJobs -

POST /v2/
{project_id}/dbss/
audit/charge/
period/order

dbss:auditInstance:createOn
Period

dbss::listCommonInfo

GET /v1/
{project_id}/
{instance_id}/dbss/
audit/databases

dbss:auditInstance:listDatab
ases

-

POST /v1/
{project_id}/
{instance_id}/dbss/
audit/databases/rds

dbss:auditInstance:addRdsD
atabase

-

GET /v1/
{project_id}/
{resource_type}/
tags

dbss::listTags -

POST /v1/
{project_id}/
{resource_type}/
resource-instances/
filter

dbss::listResourcesByTag -
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API Action Dependency Item

POST /v1/
{project_id}/
{resource_type}/
resource-instances/
count

dbss::listResourcesByTag -

POST /v1/
{project_id}/
{resource_type}/
{resource_id}/tags/
create

dbss::tagResource -

DELETE /v1/
{project_id}/
{resource_type}/
{resource_id}/tags/
delete

dbss::unTagResource -

GET /v1/
{project_id}/
{instance_id}/dbss/
audit/rule/scopes

dbss:auditInstance:listAudit
ScopeRules

-

POST /v1/
{project_id}/
{instance_id}/dbss/
audit/rule/sql-
injections

dbss:auditInstance:listSqlInj
ectRules

-

GET /v1/
{project_id}/
{instance_id}/dbss/
audit/rule/risk

dbss:auditInstance:listRiskR
ules

-

GET /v1/
{project_id}/
{instance_id}/dbss/
audit/rule/risk/
{risk_id}

dbss:auditInstance:getRiskR
uleDetail

-

GET /v1/
{project_id}/
{instance_id}/dbss/
audit/sensitive/
masks

dbss:auditInstance:listSensit
iveRules

-

 

Resources

DBSS does not support resource-specific permission control in identity policies. If
you want to allow access to DBSS, use the wildcard (*) for the Resource element
to apply identity policies to all resources.
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Table 5-173 Resource types supported by DBSS

Resource Type URN Condition Key

auditInstance dbss:<region>:<account-
id>:auditInstance:<instan
ce-id>

● g:EnterpriseProjectId
● g:ResourceTag/<tag-

key>

 

Conditions

DBSS does not support service-specific condition keys in identity policies. DBSS can
use global condition keys applicable to all services. For details, see Global
Condition Keys.

5.10.8.11 Web Application Firewall (WAF)

The Organizations service provides Service Control Policies (SCPs) to set access
control policies.

SCPs do not actually grant any permissions to a principal. They only set the
permissions boundary for the principal. When SCPs are attached to a member
account or an organizational unit (OU), they do not directly grant permissions to
that member account or OU. Instead, the SCPs just determine what permissions
are available for that member account or the member accounts under that OU.

This section describes the elements used by IAM custom identity policies and
Organizations SCPs. The elements include actions, resources, and conditions.

For details about how to use these elements to create a custom SCP, see Creating
an SCP.

Actions

Actions are specific operations that are allowed or denied in an SCP.

● The Access Level column describes how the action is classified (List, Read, or
Write). This classification helps you understand the level of access that an
action grants when you use it in an SCP.

● The Resource Type column indicates whether the action supports resource-
level permissions.
– You can use a wildcard (*) to indicate all resource types. If this column is

empty (-), the action does not support resource-level permissions, and
you must specify all resources ("*") in your SCP statements.

– If this column includes a resource type, you must specify the URN in the
Resource element of your statements.

– Required resources are marked with asterisks (*) in the table. If you
specify a resource in a statement using this action, then it must be of this
type.

For details about the resource types defined by Web Application Firewall
(WAF), see Resources.
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● The Condition Key column contains keys that you can specify in the
Condition element of an SCP statement.
– If the Resource Type column has values for an action, the condition key

takes effect only for the listed resource types.
– If the Resource Type column is empty (-) for an action, the condition key

takes effect for all resources that action supports.
– If the Condition Key column is empty (-) for an action, the action does

not support any condition keys.
For details about the condition keys for Web Application Firewall (WAF), see
Condition.

The following table lists the actions that you can define in SCP statements for
WAF.

Table 5-174 Actions supported by WAF

Action Description Access
Level

Resour
ce Type
(*:
Require
d)

Condition Key

waf:host:list Grants the
permission to
query the
protected domain
name list.

list host * -

- g:EnterpriseProjec
tId

waf:host:create Grants the
permission to
create a protected
domain name.

write host * -

policy -

certifica
te

-

- g:EnterpriseProjec
tId

waf:host:get Grants the
permission to
query a specific
protected domain
name.

read host * g:EnterpriseProjec
tId

waf:host:put Grants the
permission to
update a specific
protected domain
name.

write host * g:EnterpriseProjec
tId

certifica
te

-
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Action Description Access
Level

Resour
ce Type
(*:
Require
d)

Condition Key

waf:host:delete Grants the
permission to
delete a specific
protected domain
name.

write host * g:EnterpriseProjec
tId

waf:sourceIp:get Grants the
permission to
query back-to-
source IP
addresses.

read - -

waf:policy:list Grants the
permission to
query the
protection policy
list.

list policy * -

- g:EnterpriseProjec
tId

waf:policy:create Grants the
permission to
create protection
policies.

write policy * -

- g:EnterpriseProjec
tId

waf:policy:get Grants the
permission to
query a protection
policy.

read policy * g:EnterpriseProjec
tId

waf:policy:put Grants the
permission to
update protection
policies.

write policy * g:EnterpriseProjec
tId

host -

waf:policy:delete Grants the
permission to
delete protection
policies.

write policy * g:EnterpriseProjec
tId

waf:ccRule:list Grants the
permission to
query the CC
attack protection
rule list.

list policy * -

- g:EnterpriseProjec
tId

waf:ccRule:create Grants the
permission to
create a CC attack
protection rule.

write policy * -

- g:EnterpriseProjec
tId
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Action Description Access
Level

Resour
ce Type
(*:
Require
d)

Condition Key

waf:ccRule:get Grants the
permission to
query a CC attack
protection rule.

read policy * g:EnterpriseProjec
tId

waf:ccRule:put Grants the
permission to
upgrade a CC
attack protection
rule.

write policy * g:EnterpriseProjec
tId

waf:ccRule:delete Grants the
permission to
delete a CC attack
protection rule.

write policy * g:EnterpriseProjec
tId

waf:preciseProtect
ionRule:list

Grants the
permission to
query the list of
precise protection
rules.

list policy * -

- g:EnterpriseProjec
tId

waf:preciseProtect
ionRule:create

Grants the
permission to
create a precise
protection rule.

write policy * -

- g:EnterpriseProjec
tId

waf:preciseProtect
ionRule:get

Grants the
permission to
query a precise
protection rule.

read policy * g:EnterpriseProjec
tId

waf:preciseProtect
ionRule:put

Grants the
permission to
update a precise
protection rule.

write policy * g:EnterpriseProjec
tId

waf:preciseProtect
ionRule:delete

Grants the
permission to
delete a precise
protection rule.

write policy * g:EnterpriseProjec
tId

waf:whiteBlackIpR
ule:list

Grants the
permission to
query the list of
blacklist and
whitelist rules.

list policy * -

- g:EnterpriseProjec
tId
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Action Description Access
Level

Resour
ce Type
(*:
Require
d)

Condition Key

waf:whiteBlackIpR
ule:create

Grants the
permission to
create an IP
address blacklist
or whitelist.

write policy * -

- g:EnterpriseProjec
tId

waf:whiteBlackIpR
ule:get

Grants the
permission to
query a blacklist
or whitelist rule.

read policy * g:EnterpriseProjec
tId

waf:whiteBlackIpR
ule:put

Grants the
permission to
update a blacklist
or whitelist rule.

write policy * g:EnterpriseProjec
tId

waf:whiteBlackIpR
ule:delete

Grants the
permission to
delete a blacklist
or whitelist rule.

write policy * g:EnterpriseProjec
tId

waf:privacyRule:lis
t

Grants the
permission to
query the list of
data masking
rules.

list policy * -

- g:EnterpriseProjec
tId

waf:privacyRule:cr
eate

Grants the
permission to
create a data
masking rule.

write policy * -

- g:EnterpriseProjec
tId

waf:privacyRule:g
et

Grants the
permission to
query a data
masking rule.

read policy * g:EnterpriseProjec
tId

waf:privacyRule:p
ut

Grants the
permission to
update a data
masking rule.

write policy * g:EnterpriseProjec
tId

waf:privacyRule:d
elete

Grants the
permission to
delete a data
masking rule.

write policy * g:EnterpriseProjec
tId
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Action Description Access
Level

Resour
ce Type
(*:
Require
d)

Condition Key

waf:falseAlarmMa
skRule:list

Grants the
permission to
query the list of
false alarm
masking rules.

list policy * -

- g:EnterpriseProjec
tId

waf:falseAlarmMa
skRule:create

Grants the
permission to
create a false
alarm masking
rule.

write policy * -

- g:EnterpriseProjec
tId

waf:falseAlarmMa
skRule:get

Grants the
permission to
query a false
alarm masking
rule.

read policy * g:EnterpriseProjec
tId

waf:falseAlarmMa
skRule:put

Grants the
permission to
update a false
alarm masking
rule.

write policy * g:EnterpriseProjec
tId

waf:falseAlarmMa
skRule:delete

Grants the
permission to
delete a false
alarm masking
rule.

write policy * g:EnterpriseProjec
tId

waf:geoIpRule:list Grants the
permission to
query the list of
geolocation
access control
rules.

list policy * -

- g:EnterpriseProjec
tId

waf:geoIpRule:cre
ate

Grants the
permission to
create a
geolocation
access control
rule.

write policy * -

- g:EnterpriseProjec
tId
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Action Description Access
Level

Resour
ce Type
(*:
Require
d)

Condition Key

waf:geoIpRule:get Grants the
permission to
query a
geolocation
access control
rule.

read policy * g:EnterpriseProjec
tId

waf:geoIpRule:put Grants the
permission to
update a
geolocation
access control
rule.

write policy * g:EnterpriseProjec
tId

waf:geoIpRule:del
ete

Grants the
permission to
delete a
geolocation
access control
rule.

write policy * g:EnterpriseProjec
tId

waf:antiTamperRu
le:list

Grants the
permission to
query the list of
web tamper
protection rules.

list policy * -

- g:EnterpriseProjec
tId

waf:antiTamperRu
le:create

Grants the
permission to
create a web
tamper protection
rule.

write policy * -

- g:EnterpriseProjec
tId

waf:antiTamperRu
le:get

Grants the
permission to
query a web
tamper protection
rule.

read policy * g:EnterpriseProjec
tId

waf:antiTamperRu
le:put

Grants the
permission to
update a web
tamper protection
rule.

write policy * g:EnterpriseProjec
tId
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Action Description Access
Level

Resour
ce Type
(*:
Require
d)

Condition Key

waf:antiTamperRu
le:delete

Grants the
permission to
delete a web
tamper protection
rule.

write policy * g:EnterpriseProjec
tId

waf:antiLeakageR
ule:list

Grants the
permission to
query the list of
information
leakage
prevention rules.

list policy * -

- g:EnterpriseProjec
tId

waf:antiLeakageR
ule:create

Grants the
permission to
create an
information
leakage
prevention rule.

write policy * -

- g:EnterpriseProjec
tId

waf:antiLeakageR
ule:get

Grants the
permission to
query an
information
leakage
prevention rule.

read policy * g:EnterpriseProjec
tId

waf:antiLeakageR
ule:put

Grants the
permission to
update an
information
leakage
prevention rule.

write policy * g:EnterpriseProjec
tId

waf:antiLeakageR
ule:delete

Grants the
permission to
delete an
information
leakage
prevention rule.

write policy * g:EnterpriseProjec
tId

waf:anticrawlerRu
le:list

Grants the
permission to
query the list of
anti-crawler rules.

list policy * -

- g:EnterpriseProjec
tId
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Action Description Access
Level

Resour
ce Type
(*:
Require
d)

Condition Key

waf:anticrawlerRu
le:create

Grants the
permission to
create an anti-
crawler rule.

write policy * -

- g:EnterpriseProjec
tId

waf:anticrawlerRu
le:get

Grants the
permission to
query an anti-
crawler rule.

read policy * g:EnterpriseProjec
tId

waf:anticrawlerRu
le:put

Grants the
permission to
update an anti-
crawler rule.

write policy * g:EnterpriseProjec
tId

waf:anticrawlerRu
le:delete

Grants the
permission to
delete an anti-
crawler rule.

write policy * g:EnterpriseProjec
tId

waf:punishmentR
ule:list

Grants the
permission to
query the list of
known attack
source rules.

list policy * -

- g:EnterpriseProjec
tId

waf:punishmentR
ule:create

Grants the
permission to
create a known
attack source rule.

write policy * -

- g:EnterpriseProjec
tId

waf:punishmentR
ule:get

Grants the
permission to
query a known
attack source rule.

read policy * g:EnterpriseProjec
tId

waf:punishmentR
ule:put

Grants the
permission to
update a known
attack source rule.

write policy * g:EnterpriseProjec
tId

waf:punishmentR
ule:delete

Grants the
permission to
delete a known
attack source rule.

write policy * g:EnterpriseProjec
tId
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Action Description Access
Level

Resour
ce Type
(*:
Require
d)

Condition Key

waf:valueList:list Grants the
permission to
query the list of
reference tables.

list - g:EnterpriseProjec
tId

waf:valueList:creat
e

Grants the
permission to
create a reference
table.

write - g:EnterpriseProjec
tId

waf:valueList:get Grants the
permission to
query a reference
table.

read - g:EnterpriseProjec
tId

waf:valueList:put Grants the
permission to
update a
reference table.

write - g:EnterpriseProjec
tId

waf:valueList:delet
e

Grants the
permission to
delete a reference
table.

write - g:EnterpriseProjec
tId

waf:ipgroup:list Grants permission
to query IP
address groups.

list - g:EnterpriseProjec
tId

waf:ipgroup:create Grants permission
to create an IP
address group.

write - g:EnterpriseProjec
tId

waf:ipgroup:get Grants the
permission to
query an IP
address group.

read - g:EnterpriseProjec
tId

waf:ipgroup:put Grants permission
to modify an IP
address group.

write - g:EnterpriseProjec
tId

waf:ipgroup:delet
e

Grants permission
to delete an IP
address group.

write - g:EnterpriseProjec
tId
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Action Description Access
Level

Resour
ce Type
(*:
Require
d)

Condition Key

waf:certificate:list Grants the
permission to
query the
certificate list.

list certifica
te *

-

- g:EnterpriseProjec
tId

waf:certificate:cre
ate

Grants permission
to add a
certificate.

write certifica
te *

-

- g:EnterpriseProjec
tId

waf:certificate:get Grants the
permission to
query a
certificate.

read certifica
te *

g:EnterpriseProjec
tId

waf:certificate:put Grants the
permission to
modify a
certificate in WAF.

write certifica
te *

g:EnterpriseProjec
tId

waf:certificate:del
ete

Delete a
certificate.

write certifica
te *

g:EnterpriseProjec
tId

waf:certificate:app
ly

Grants the
permission to
apply a certificate
to a domain
name.

write certifica
te *

g:EnterpriseProjec
tId

host * -

waf:premiumInsta
nce:list

Grants the
permission to
query the
dedicated engine
instance list.

list premiu
mInstan
ce *

-

- g:EnterpriseProjec
tId

waf:premiumInsta
nce:create

Grants the
permission to
create a dedicated
engine instance.

write premiu
mInstan
ce *

-

- ● g:EnterprisePro
jectId

● g:RequestTag/
<tag-key>

● g:TagKeys
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Action Description Access
Level

Resour
ce Type
(*:
Require
d)

Condition Key

waf:premiumInsta
nce:get

Grants the
permission to
query a dedicated
engine instance.

read premiu
mInstan
ce *

● g:ResourceTag/
<tag-key>

● g:EnterprisePro
jectId

waf:premiumInsta
nce:put

Grants the
permission to
update a
dedicated engine
instance.

write premiu
mInstan
ce *

● g:ResourceTag/
<tag-key>

● g:EnterprisePro
jectId

waf:premiumInsta
nce:delete

Grants the
permission to
delete a dedicated
engine instance.

write premiu
mInstan
ce *

● g:ResourceTag/
<tag-key>

● g:EnterprisePro
jectId

waf:event:get Grants the
permission to
query protection
events.

read - g:EnterpriseProjec
tId

waf:ltsConfig:get Grants the
permission to
query the
configuration of
the
interconnection
with LTS.

list - g:EnterpriseProjec
tId

waf:ltsConfig:put Grants the
permission to
update the
configuration of
the
interconnection
with LTS.

write - g:EnterpriseProjec
tId

waf:postpaid:creat
e

Grants the
permission to
enable the pay-
per-use billing
mode.

write - g:EnterpriseProjec
tId

waf:postpaid:delet
e

Grants the
permission to
disable pay-per-
use billing.

write - g:EnterpriseProjec
tId
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Action Description Access
Level

Resour
ce Type
(*:
Require
d)

Condition Key

waf:prepaid:create Grants the
permission to
create a yearly/
monthly order.

write - ● g:EnterprisePro
jectId

● g:RequestTag/
<tag-key>

● g:TagKeys

waf:subscription:g
et

Grants the
permission to
query
subscriptions to
the cloud mode.

read - -

waf:alert:get Grants the
permission to
query alarm
notification
configurations.

list - -

waf:alert:put Grants the
permission to
update alarm
notification
configurations.

write - -

waf:consoleConfig
:get

Grants the
permission to
query the console
configurations.

read - -

 

A WAF API usually has one or more actions. Table 5-175 lists the supported
actions and dependencies.

Table 5-175 Actions and dependencies supported by CCE APIs

API Action Dependencies

POST /v1/
{project_id}/waf/
instance

waf:host:create -

DELETE /v1/
{project_id}/waf/
instance/
{instance_id}

waf:host:delete -
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API Action Dependencies

GET /v1/
{project_id}/waf/
instance

waf:host:list -

GET /v1/
{project_id}/waf/
instance/
{instance_id}/route

waf:host:get -

GET /v1/
{project_id}/waf/
instance/
{instance_id}

waf:host:get -

PATCH /v1/
{project_id}/waf/
instance/
{instance_id}

waf:host:put -

PUT /v1/
{project_id}/waf/
instance/
{instance_id}/
protect-status

waf:host:put -

POST /v1/
{project_id}/
premium-waf/host

waf:host:create -

DELETE /v1/
{project_id}/
premium-waf/host/
{host_id}

waf:host:delete -

GET /v1/
{project_id}/
premium-waf/host

waf:host:list -

GET /v1/
{project_id}/
premium-waf/host/
{host_id}

waf:host:get -

PUT /v1/
{project_id}/
premium-waf/host/
{host_id}

waf:host:put -

PUT /v1/
{project_id}/
premium-waf/host/
{host_id}/protect-
status

waf:host:put -
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API Action Dependencies

POST /v1/
{project_id}/waf/
policy

waf:policy:create -

DELETE /v1/
{project_id}/waf/
policy/{policy_id}

waf:policy:delete -

GET /v1/
{project_id}/waf/
policy

waf:policy:list -

GET /v1/
{project_id}/waf/
policy/{policy_id}

waf:policy:get -

PATCH /v1/
{project_id}/waf/
policy/{policy_id}

waf:policy:put -

PUT /v1/
{project_id}/waf/
policy/{policy_id}

waf:policy:put -

POST /v1/
{project_id}/waf/
policy/{policy_id}/cc

waf:ccRule:create -

POST /v1/
{project_id}/waf/
policy/{policy_id}/
custom

waf:preciseProtection-
Rule:create

-

POST /v1/
{project_id}/waf/
policy/{policy_id}/
antitamper

waf:antiTamperRule:create -

POST /v1/
{project_id}/waf/
policy/{policy_id}/
antitamper/
{rule_id}/refresh

waf:antiTamperRule:create -

POST /v1/
{project_id}/waf/
policy/{policy_id}/
antileakage

waf:antiLeakageRule:create -

POST /v1/
{project_id}/waf/
policy/{policy_id}/
anticrawler

waf:anticrawlerRule:create -
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API Action Dependencies

POST /v1/
{project_id}/waf/
policy/{policy_id}/
punishment

waf:punishmentRule:create -

POST /v1/
{project_id}/waf/
policy/{policy_id}/
geoip

waf:geoIpRule:create -

POST /v1/
{project_id}/waf/
policy/{policy_id}/
ignore

waf:falseAlarmMaskRule:cr
eate

-

POST /v1/
{project_id}/waf/
policy/{policy_id}/
privacy

waf:privacyRule:create -

POST /v1/
{project_id}/waf/
valuelist

waf:valueList:create -

POST /v1/
{project_id}/waf/
policy/{policy_id}/
whiteblackip

waf:whiteBlackIpRule:create -

DELETE /v1/
{project_id}/waf/
policy/
{policy_id}/cc/
{rule_id}

waf:ccRule:delete -

DELETE /v1/
{project_id}/waf/
policy/{policy_id}/
custom/{rule_id}

waf:preciseProtection-
Rule:delete

-

DELETE /v1/
{project_id}/waf/
policy/{policy_id}/
antitamper/
{rule_id}

waf:antiTamperRule:delete -

DELETE /v1/
{project_id}/waf/
policy/{policy_id}/
antileakage/
{rule_id}

waf:antiLeakageRule:delete -
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API Action Dependencies

DELETE /v1/
{project_id}/waf/
policy/{policy_id}/
anticrawler/
{rule_id}

waf:anticrawlerRule:delete -

DELETE /v1/
{project_id}/waf/
policy/{policy_id}/
punishment/
{rule_id}

waf:punishmentRule:delete -

DELETE /v1/
{project_id}/waf/
policy/{policy_id}/
geoip/{rule_id}

waf:geoIpRule:delete -

DELETE /v1/
{project_id}/waf/
policy/{policy_id}/
ignore/{rule_id}

waf:falseAlarmMaskRule:de
lete

-

DELETE /v1/
{project_id}/waf/
policy/{policy_id}/
privacy/{rule_id}

waf:privacyRule:delete -

DELETE /v1/
{project_id}/waf/
valuelist/
{valuelistid}

waf:valueList:delete -

DELETE /v1/
{project_id}/waf/
policy/{policy_id}/
whiteblackip/
{rule_id}

waf:whiteBlackIpRule:delet
e

-

GET /v1/
{project_id}/waf/
policy/{policy_id}/
custom

waf:preciseProtection-
Rule:list

-

GET /v1/
{project_id}/waf/
policy/{policy_id}/cc

waf:ccRule:list -

GET /v1/
{project_id}/waf/
policy/{policy_id}/
antitamper

waf:antiTamperRule:list -
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API Action Dependencies

GET /v1/
{project_id}/waf/
policy/{policy_id}/
antileakage

waf:antiLeakageRule:list -

GET /v1/
{project_id}/waf/
policy/{policy_id}/
anticrawler

waf:anticrawlerRule:list -

GET /v1/
{project_id}/waf/
policy/{policy_id}/
punishment

waf:punishmentRule:list -

GET /v1/
{project_id}/waf/
policy/{policy_id}/
geoip

waf:geoIpRule:list -

GET /v1/
{project_id}/waf/
policy/{policy_id}/
ignore

waf:falseAlarmMaskRule:lis
t

-

GET /v1/
{project_id}/waf/
policy/{policy_id}/
privacy

waf:privacyRule:list -

GET /v1/
{project_id}/waf/
valuelist

waf:valueList:list -

GET /v1/
{project_id}/waf/
policy/{policy_id}/
whiteblackip

waf:whiteBlackIpRule:list -

PUT /v1/
{project_id}/waf/
policy/
{policy_id}/cc/
{rule_id}

waf:ccRule:put -

PUT /v1/
{project_id}/waf/
policy/{policy_id}/
custom/{rule_id}

waf:preciseProtection-
Rule:put

-
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API Action Dependencies

PUT /v1/
{project_id}/waf/
policy/{policy_id}/
geoip/{rule_id}

waf:geoIpRule:put -

- waf:antiTamperRule:put -

PUT /v1/
{project_id}/waf/
policy/{policy_id}/
antileakage/
{rule_id}

waf:antiLeakageRule:put -

PUT /v1/
{project_id}/waf/
policy/{policy_id}/
anticrawler/
{rule_id}

waf:anticrawlerRule:put -

PUT /v1/
{project_id}/waf/
policy/{policy_id}/
anticrawler

waf:anticrawlerRule:put -

PUT /v1/
{project_id}/waf/
policy/{policy_id}/
punishment/
{rule_id}

waf:punishmentRule:put -

PUT /v1/
{project_id}/waf/
policy/{policy_id}/
{ruletype}/{rule_id}/
status

waf:whiteBlackIpRule:put -

PUT /v1/
{project_id}/waf/
policy/{policy_id}/
privacy/{rule_id}

waf:privacyRule:put -

PUT /v1/
{project_id}/waf/
valuelist/
{valuelistid}

waf:valueList:put -

PUT /v1/
{project_id}/waf/
policy/{policy_id}/
whiteblackip/
{rule_id}

waf:whiteBlackIpRule:put -
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API Action Dependencies

PUT /v1/
{project_id}/waf/
policy/{policy_id}/
ignore/{rule_id}

waf:falseAlarmMaskRule:pu
t

-

GET /v1/
{project_id}/waf/
policy/
{policy_id}/cc/
{rule_id}

waf:ccRule:get -

GET /v1/
{project_id}/waf/
policy/{policy_id}/
custom/{rule_id}

waf:preciseProtection-
Rule:get

-

GET /v1/
{project_id}/waf/
policy/{policy_id}/
whiteblackip/
{rule_id}

waf:whiteBlackIpRule:get -

GET /v1/
{project_id}/waf/
policy/{policy_id}/
privacy/{rule_id}

waf:privacyRule:get -

GET /v1/
{project_id}/waf/
policy/{policy_id}/
ignore/{rule_id}

waf:falseAlarmMaskRule:ge
t

-

GET /v1/
{project_id}/waf/
policy/{policy_id}/
geoip/{rule_id}

waf:geoIpRule:get -

GET /v1/
{project_id}/waf/
policy/{policy_id}/
antitamper/
{rule_id}

waf:antiTamperRule:get -

GET /v1/
{project_id}/waf/
policy/{policy_id}/
antileakage/
{rule_id}

waf:antiLeakageRule:get -
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API Action Dependencies

GET /v1/
{project_id}/waf/
policy/{policy_id}/
anticrawler/
{rule_id}

waf:anticrawlerRule:get -

GET /v1/
{project_id}/waf/
policy/{policy_id}/
punishment/
{rule_id}

waf:punishmentRule:get -

GET /v1/
{project_id}/waf/
valuelist/
{valuelistid}

waf:valueList:get -

POST /v1/
{project_id}/waf/ip-
groups

waf:ipgroup:create -

DELETE /v1/
{project_id}/waf/ip-
group/{id}

waf:ipgroup:delete -

GET /v1/
{project_id}/waf/ip-
groups

waf:ipgroup:list -

GET /v1/
{project_id}/waf/ip-
group/{id}

waf:ipgroup:get -

PUT /v1/
{project_id}/waf/ip-
group/{id}

waf:ipgroup:put -

POST /v1/
{project_id}/waf/
certificate/
{certificate_id}/
apply-to-hosts

waf:certificate:apply -

POST /v1/
{project_id}/waf/
certificate

waf:certificate:create -

DELETE /v1/
{project_id}/waf/
certificate/
{certificate_id}

waf:certificate:delete -
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API Action Dependencies

GET /v1/
{project_id}/waf/
certificate

waf:certificate:list -

GET /v1/
{project_id}/waf/
certificate/
{certificate_id}

waf:certificate:get -

PUT /v1/
{project_id}/waf/
certificate/
{certificate_id}

waf:certificate:put -

GET /v1/
{project_id}/waf/
event

waf:event:get -

GET /v1/
{project_id}/waf/
event/{eventid}

waf:event:get -

GET /v1/
{project_id}/waf/
overviews/
bandwidth/timeline

waf:event:get -

GET /v1/
{project_id}/waf/
overviews/
classification

waf:event:get -

GET /v1/
{project_id}/waf/
overviews/qps/
timeline

waf:event:get -

GET /v1/
{project_id}/waf/
overviews/request/
timeline

waf:event:get -

GET /v1/
{project_id}/waf/
overviews/statistics

waf:event:get -

GET /v1/
{project_id}/waf/
overviews/abnormal

waf:event:get -

GET /v1/
{project_id}/waf/
config/console

waf:consoleConfig:get -
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API Action Dependencies

POST /v1/
{project_id}/
premium-waf/
instance

waf:premiumInstance:creat
e

-

DELETE /v1/
{project_id}/
premium-waf/
instance/
{instance_id}

waf:premiumInstance:delet
e

-

GET /v1/
{project_id}/
premium-waf/
instance

waf:premiumInstance:list -

PUT /v1/
{project_id}/
premium-waf/
instance/
{instance_id}

waf:premiumInstance:put -

GET /v1/
{project_id}/
premium-waf/
instance/
{instance_id}

waf:premiumInstance:get -

GET /v1/
{project_id}/waf/
config/lts

waf:ltsConfig:get -

PUT /v1/
{project_id}/waf/
config/lts/
{ltsconfig_id}

waf:ltsConfig:put -

POST /v1/
{project_id}/waf/
subscription/
batchalter/prepaid-
cloud-waf

waf:prepaid:create -

POST /v1/
{project_id}/waf/
subscription/
purchase/prepaid-
cloud-waf

waf:prepaid:create -

GET /v1/
{project_id}/waf/
subscription

waf:subscription:get -
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API Action Dependencies

POST /v1/
{project_id}/waf/
postpaid

waf:postpaid:create -

DELETE /v1/
{project_id}/waf/
postpaid

waf:postpaid:delete -

GET /v2/
{project_id}/waf/
alerts

waf:alert:get -

PUT /v2/
{project_id}/waf/
alert/{alert_id}

waf:alert:put -

GET /v1/
{project_id}/waf/
config/source-ip

waf:sourceIp:get -

POST /v1/
{project_id}/
composite-waf/
hosts/migration

waf:host:create -

GET /v1/
{project_id}/
composite-waf/host

waf:host:list -

GET /v1/
{project_id}/
composite-waf/
host/{host_id}

waf:host:get -

 

Resources

A resource type indicates the resources that an SCP policy applies to. If you specify
a resource type for any action in Table 5-176, the resource URN must be specified
in the SCP statements using that action, and the SCP applies only to resources of
this type. If no resource type is specified, the Resource element is marked with an
asterisk (*) and the SCP applies to all resources. You can also set condition keys in
an SCP to define resource types.

WAF defines the following resource types that can be used in the Resource
element of a custom SCP.

Table 5-176 Resource types supported by WAF

Resource Type URN

policy waf:<region>:<account-id>:policy:<policy-id>
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Resource Type URN

host waf:<region>:<account-id>:host:<host-id>

premiumInstance waf:<region>:<account-id>:premiumInstance:<instance-
id>

certificate waf:<region>:<account-id>:certificate:<certificate-id>

 

Condition
WAF does not support service-level condition keys in an SCP. WAF can use global
condition keys that are applicable to all services. For details, see Global Condition
Keys.

5.10.9 Internet of Things

5.10.9.1 IoT Device Access (IoTDA)
The Organizations service provides Service Control Policies (SCPs) to set access
control policies.

SCPs do not actually grant any permissions to a principal. They only set the
permissions boundary for the principal. When SCPs are attached to a member
account or an organizational unit (OU), they do not directly grant permissions to
that member account or OU. Instead, the SCPs just determine what permissions
are available for that member account or the member accounts under that OU.

This section describes the elements used by Organizations SCPs. The elements
include actions, resources, and conditions.

For details about how to use these elements to create a custom SCP, see Creating
an SCP.

Actions
Actions are specific operations that are allowed or denied in an SCP.

● The Access Level column describes how the action is classified (List, Read, or
Write). This classification helps you understand the level of access that an
action grants when you use it in an SCP.

● The Resource Type column indicates whether the action supports resource-
level permissions.
– You can use a wildcard (*) to indicate all resource types. If this column is

empty (-), the action does not support resource-level permissions and
you must specify all resources ("*") in your SCP statements.

– If this column includes a resource type, you must specify the URN in the
Resource element of your statements.

– Required resources are marked with asterisks (*) in the table. If you
specify a resource in a statement using this action, then it must be of this
type.

Organizations
User Guide 5 Managing SCPs

Issue 01 (2025-02-25) Copyright © Huawei Cloud Computing Technologies Co., Ltd. 883



For details about the resource types defined by IoTDA, see Resources.

● The Condition Key column contains keys that you can specify in the
Condition element of an SCP statement.

– If the Resource Type column has values for an action, the condition key
takes effect only for the listed resource types.

– If the Resource Type column is empty (-) for an action, the condition key
takes effect for all resources that action supports.

– If the Condition Key column is empty (-) for an action, the action does
not support any condition keys.

For details about condition keys defined by IoTDA, see Conditions.

The following table lists the actions that you can define in SCP statements for
IoTDA.

Table 5-177 Actions supported by IoTDA

Action Description Access
Level

Resource
Type

Condition Key

iotda:products:cre
ate

Creating a
product

write app g:EnterpriseProjec
tId

iotda:products:que
ryList

Querying the
product list

list app g:EnterpriseProjec
tId

iotda:products:que
ry

Querying a
product

read app g:EnterpriseProjec
tId

iotda:products:mo
dify

Modifying a
product

write app g:EnterpriseProjec
tId

iotda:products:del
ete

Deleting a
product

write app g:EnterpriseProjec
tId

iotda:devices:regis
ter

Creating a
device

write app g:EnterpriseProjec
tId

iotda:devices:quer
yList

Querying the
device list

list app g:EnterpriseProjec
tId

iotda:devices:quer
y

Querying a
device

read app g:EnterpriseProjec
tId

iotda:devices:modi
fy

Modifying a
device

write app g:EnterpriseProjec
tId

iotda:devices:delet
e

Deleting a
device

write app g:EnterpriseProjec
tId

iotda:devices:reset
Secret

Resetting a
device secret

write app g:EnterpriseProjec
tId

iotda:devices:freez
e

Freezing a
device

write app g:EnterpriseProjec
tId
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Action Description Access
Level

Resource
Type

Condition Key

iotda:devices:unfr
eeze

Unfreezing a
device

write app g:EnterpriseProjec
tId

iotda:devices:reset
Fingerprint

Resetting a
device
fingerprint

write app g:EnterpriseProjec
tId

iotda:devices:quer
yList

Querying
device list
flexibly

list app g:EnterpriseProjec
tId

iotda:messages:se
nd

Delivering a
device
message

write app g:EnterpriseProjec
tId

iotda:messages:qu
eryList

Querying
device
messages

list app g:EnterpriseProjec
tId

iotda:messages:qu
ery

Query a
message by
message ID

read app g:EnterpriseProjec
tId

iotda:message:bro
adcast

Broadcasting
a message

write app g:EnterpriseProjec
tId

iotda:commands:s
end

Delivering a
device
command

write app g:EnterpriseProjec
tId

iotda:asynccomm
ands:send

Delivering an
asynchronous
command

write app g:EnterpriseProjec
tId

iotda:asynccomm
ands:query

Querying a
command
with a specific
ID

read app g:EnterpriseProjec
tId

iotda:properties:m
odify

Modifying
device
properties

write app g:EnterpriseProjec
tId

iotda:properties:q
uery

Querying
device
properties

read app g:EnterpriseProjec
tId

iotda:shadow:quer
y

Querying
device
shadow data

read app g:EnterpriseProjec
tId
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Action Description Access
Level

Resource
Type

Condition Key

iotda:shadow:conf
ig

Configuring
desired device
shadow data

write app g:EnterpriseProjec
tId

iotda:amqpqueue:
create

Creating an
AMQP queue

write - g:EnterpriseProjec
tId

iotda:amqpqueue:
queryList

Querying the
AMQP list

list - g:EnterpriseProjec
tId

iotda:amqpqueue:
query

Querying an
AMQP queue

read - g:EnterpriseProjec
tId

iotda:amqpqueue:
delete

Deleting an
AMQP queue

write - g:EnterpriseProjec
tId

iotda:accesscode:c
reate

Generating an
access
credential

write - g:EnterpriseProjec
tId

iotda:routingrules:
create

Creating a
rule triggering
condition

write app g:EnterpriseProjec
tId

iotda:routingrules:
queryList

Querying the
rule triggering
condition list

list app g:EnterpriseProjec
tId

iotda:routingrules:
query

Querying a
rule triggering
condition

read app g:EnterpriseProjec
tId

iotda:routingrules:
modify

Modifying a
rule triggering
condition

write app g:EnterpriseProjec
tId

iotda:routingrules:
delete

Deleting a
rule triggering
condition

write app g:EnterpriseProjec
tId
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Action Description Access
Level

Resource
Type

Condition Key

iotda:routingactio
ns:create

Creating a
rule action

write app ● g:EnterprisePro
jectId

● iotda:HttpForw
ardingEnableSS
L

● iotda:HttpForw
ardingEnableA
uthentication

● iotda:DMSKafk
aForwardingEn
ableAuthentica
tion

● iotda:DMSKafk
aForwardingEn
ableSSL

● iotda:MysqlFor
wardingEnable
SSL

● iotda:MRSKafk
aForwardingEn
ableAuthentica
tion

● iotda:DMSRock
etMQForwardi
ngEnableSSL

● iotda:MongoD
BForwardingEn
ableSSL

iotda:routingactio
ns:queryList

Querying the
rule action list

list app g:EnterpriseProjec
tId

iotda:routingactio
ns:query

Querying a
rule action

read app g:EnterpriseProjec
tId
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Action Description Access
Level

Resource
Type

Condition Key

iotda:routingactio
ns:modify

Modifying a
rule action

write app ● g:EnterprisePro
jectId

● iotda:HttpForw
ardingEnableSS
L

● iotda:HttpForw
ardingEnableA
uthentication

● iotda:DMSKafk
aForwardingEn
ableAuthentica
tion

● iotda:DMSKafk
aForwardingEn
ableSSL

● iotda:MysqlFor
wardingEnable
SSL

● iotda:MRSKafk
aForwardingEn
ableAuthentica
tion

● iotda:DMSRock
etMQForwardi
ngEnableSSL

● iotda:MongoD
BForwardingEn
ableSSL

iotda:routingactio
ns:delete

Deleting a
rule action

write app g:EnterpriseProjec
tId

iotda:rules:create Creating a
rule

write - g:EnterpriseProjec
tId

iotda:rules:queryLi
st

Querying the
rule list

list - g:EnterpriseProjec
tId

iotda:rules:modify Modifying a
rule

write - g:EnterpriseProjec
tId

iotda:rules:query Querying a
rule

read - g:EnterpriseProjec
tId

iotda:rules:delete Deleting a
rule

write - g:EnterpriseProjec
tId

iotda:rules:modify
Status

Modifying the
rule status

write - g:EnterpriseProjec
tId
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Action Description Access
Level

Resource
Type

Condition Key

iotda:group:create Adding a
device group

write app g:EnterpriseProjec
tId

iotda:group:query
List

Querying the
device group
list

list app g:EnterpriseProjec
tId

iotda:group:query Querying a
device group

read app g:EnterpriseProjec
tId

iotda:group:modif
y

Modifying a
device group

write app g:EnterpriseProjec
tId

iotda:group:delete Deleting a
device group

write app g:EnterpriseProjec
tId

iotda:group:addDe
vice

Managing
devices in a
device group

write app g:EnterpriseProjec
tId

iotda:group:query
DeviceList

Query devices
in a device
group

list app g:EnterpriseProjec
tId

iotda:tags:bind Binding a tag tagging - ● g:EnterprisePro
jectId

● g:RequestTag/
<tag-key>

● g:TagKeys

iotda:tags:unbind Unbinding a
tag

tagging - ● g:EnterprisePro
jectId

● g:RequestTag/
<tag-key>

● g:TagKeys

iotda:tags:queryRe
sourceList

Querying
resources by
tag

list - ● g:EnterprisePro
jectId

● g:RequestTag/
<tag-key>

● g:TagKeys

iotda:apps:queryLi
st

Querying the
resource
space list

list app g:EnterpriseProjec
tId

iotda:app:create Creating a
resource
space

write app g:EnterpriseProjec
tId
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Action Description Access
Level

Resource
Type

Condition Key

iotda:apps:query Querying a
resource
space

read app g:EnterpriseProjec
tId

iotda:apps:delete Deleting a
resource
space

write app g:EnterpriseProjec
tId

iotda:batchtasks:c
reate

Creating a
batch task

write - g:EnterpriseProjec
tId

iotda:batchtasks:q
ueryList

Querying the
batch task list

list - g:EnterpriseProjec
tId

iotda:batchtasks:q
uery

Querying a
batch task

read - g:EnterpriseProjec
tId

iotda:batchtasks:r
etry

Retrying a
batch task

write - g:EnterpriseProjec
tId

iotda:batchtasks:st
op

Stopping a
batch task

write - g:EnterpriseProjec
tId

iotda:batchtasks:d
elete

Deleting a
batch task

write - g:EnterpriseProjec
tId

iotda:batchtaskfile
s:create

Uploading a
batch task file

write - g:EnterpriseProjec
tId

iotda:batchtaskfile
s:queryList

Querying the
list of batch
task files

list - g:EnterpriseProjec
tId

iotda:batchtaskfile
s:delete

Deleting a
batch task file

write - g:EnterpriseProjec
tId

iotda:certificates:u
pload

Uploading a
device CA
certificate

write app g:EnterpriseProjec
tId

iotda:certificates:q
ueryList

Obtaining the
device CA
certificate list

list app g:EnterpriseProjec
tId

iotda:certificates:d
elete

Deleting a
device CA
certificate

write app g:EnterpriseProjec
tId

iotda:certificates:c
heck

Verifying a
device CA
certificate

write app g:EnterpriseProjec
tId
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Action Description Access
Level

Resource
Type

Condition Key

iotda:otapackages
:create

Creating an
OTA upgrade
package

write - g:EnterpriseProjec
tId

iotda:otapackages
:queryList

Querying the
OTA upgrade
package list

list - g:EnterpriseProjec
tId

iotda:otapackages
:query

Obtaining
OTA upgrade
package
details

read - g:EnterpriseProjec
tId

iotda:otapackages
:delete

Deleting an
OTA upgrade
package

write - g:EnterpriseProjec
tId

iotda:tunnel:query
List

Querying the
tunnel list

list - g:EnterpriseProjec
tId

iotda:tunnel:creat
e

Creating a
device tunnel

write - ● g:EnterprisePro
jectId

● iotda:DeviceGr
oupId

iotda:tunnel:delet
e

Deleting a
device tunnel

write - g:EnterpriseProjec
tId

iotda:tunnel:query Querying
tunnel details

read - g:EnterpriseProjec
tId

iotda:tunnel:updat
e

Modifying a
device tunnel

write - g:EnterpriseProjec
tId

iotda:instance:crea
te

Creating an
Instance

write - ● g:EnterprisePro
jectId

● g:TagKeys
● g:RequestTag/

<tag-key>

iotda:instance:upd
ate

Modifying an
Instance

write - ● g:EnterprisePro
jectId

● g:ResourceTag/
<tag-key>

● iotda:AllowPub
licAccess

● iotda:AllowPub
licForwarding

● iotda:DomainC
onfiguration
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Action Description Access
Level

Resource
Type

Condition Key

iotda:instance:que
ry

Querying
instance
details

read instance ● g:EnterprisePro
jectId

● g:ResourceTag/
<tag-key>

iotda:instance:que
ryList

Querying the
Instance List

read - -

iotda:instance:del
ete

Deleting an
instance

write instance ● g:EnterprisePro
jectId

● g:ResourceTag/
<tag-key>

iotda:instance:ope
rateTag

Performing
operations on
instance tags

write instance ● g:EnterprisePro
jectId

● g:TagKeys
● g:RequestTag/

<tag-key>

 

Each API of IoTDA usually supports one or more actions. Table 2 lists the
supported actions and dependencies.

Table 5-178 Actions and dependencies supported by IoTDA APIs

API Action Depend
encies

POST /v5/iot/{project_id}/products iotda:products:create -

GET /v5/iot/{project_id}/products iotda:products:queryLi
st

-

GET /v5/iot/{project_id}/products/
{product_id}

iotda:products:query -

PUT /v5/iot/{project_id}/products/
{product_id}

iotda:products:modify -

DELETE /v5/iot/{project_id}/products/
{product_id}

iotda:products:delete -

POST /v5/iot/{project_id}/devices iotda:devices:register -

GET /v5/iot/{project_id}/devices iotda:devices:queryList -

GET /v5/iot/{project_id}/devices/{device_id} iotda:devices:query -

PUT /v5/iot/{project_id}/devices/{device_id} iotda:devices:modify -
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API Action Depend
encies

DELETE /v5/iot/{project_id}/devices/
{device_id}

iotda:devices:delete -

POST /v5/iot/{project_id}/devices/
{device_id}/action

iotda:devices:resetSecr
et

-

POST /v5/iot/{project_id}/devices/
{device_id}/freeze

iotda:devices:freeze -

POST /v5/iot/{project_id}/devices/
{device_id}/unfreeze

iotda:devices:unfreeze -

POST /v5/iot/{project_id}/devices/
{device_id}/reset-fingerprint

iotda:devices:resetFing
erprint

-

POST /v5/iot/{project_id}/search/query-
devices

iotda:devices:queryList -

POST /v5/iot/{project_id}/devices/
{device_id}/messages

iotda:messages:send -

GET /v5/iot/{project_id}/devices/{device_id}/
messages

iotda:messages:query
List

-

GET /v5/iot/{project_id}/devices/{device_id}/
messages/{message_id}

iotda:messages:query -

POST /v5/iot/{project_id}/broadcast-
messages

iotda:message:broadc
ast

-

POST /v5/iot/{project_id}/devices/
{device_id}/commands

iotda:commands:send -

POST /v5/iot/{project_id}/devices/
{device_id}/async-commands

iotda:asynccommands
:send

-

GET /v5/iot/{project_id}/devices/{device_id}/
async-commands/{command_id}

iotda:asynccommands
:query

-

PUT /v5/iot/{project_id}/devices/{device_id}/
properties

iotda:properties:modif
y

-

GET /v5/iot/{project_id}/devices/{device_id}/
properties

iotda:properties:query -

GET /v5/iot/{project_id}/devices/{device_id}/
shadow

iotda:shadow:query -

PUT /v5/iot/{project_id}/devices/{device_id}/
shadow

iotda:shadow:config -

POST /v5/iot/{project_id}/amqp-queues iotda:amqpqueue:crea
te

-
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API Action Depend
encies

GET /v5/iot/{project_id}/amqp-queues iotda:amqpqueue:que
ryList

-

GET /v5/iot/{project_id}/amqp-queues/
{queue_id}

iotda:amqpqueue:que
ry

-

DELETE /v5/iot/{project_id}/amqp-queues/
{queue_id}

iotda:amqpqueue:dele
te

-

POST /v5/iot/{project_id}/auth/accesscode iotda:accesscode:creat
e

-

POST /v5/iot/{project_id}/routing-rule/rules iotda:routingrules:crea
te

-

GET /v5/iot/{project_id}/routing-rule/rules iotda:routingrules:que
ryList

-

GET /v5/iot/{project_id}/routing-rule/rules/
{rule_id}

iotda:routingrules:que
ry

-

PUT /v5/iot/{project_id}/routing-rule/rules/
{rule_id}

iotda:routingrules:mo
dify

-

DELETE /v5/iot/{project_id}/routing-rule/
rules/{rule_id}

iotda:routingrules:dele
te

-

POST /v5/iot/{project_id}/routing-rule/
actions

iotda:routingactions:cr
eate

-

GET /v5/iot/{project_id}/routing-rule/actions iotda:routingactions:q
ueryList

-

GET /v5/iot/{project_id}/routing-rule/actions/
{action_id}

iotda:routingactions:q
uery

-

PUT /v5/iot/{project_id}/routing-rule/actions/
{action_id}

iotda:routingactions:
modify

-

DELETE /v5/iot/{project_id}/routing-rule/
actions/{action_id}

iotda:routingactions:d
elete

-

POST /v5/iot/{project_id}/rules iotda:rules:create -

GET /v5/iot/{project_id}/rules iotda:rules:queryList -

PUT /v5/iot/{project_id}/rules/{rule_id} iotda:rules:modify -

GET /v5/iot/{project_id}/rules/{rule_id} iotda:rules:query -

DELETE /v5/iot/{project_id}/rules/{rule_id} iotda:rules:delete -

PUT /v5/iot/{project_id}/rules/{rule_id}/status iotda:rules:modifyStat
us

-

POST /v5/iot/{project_id}/device-group iotda:group:create -
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API Action Depend
encies

GET /v5/iot/{project_id}/device-group iotda:group:queryList -

GET /v5/iot/{project_id}/device-group/
{group_id}

iotda:group:query -

PUT /v5/iot/{project_id}/device-group/
{group_id}

iotda:group:modify -

DELETE /v5/iot/{project_id}/device-group/
{group_id}

iotda:group:delete -

POST /v5/iot/{project_id}/device-group/
{group_id}/action

iotda:group:addDevice -

GET /v5/iot/{project_id}/device-group/
{group_id}/devices

iotda:group:queryDevi
ceList

-

POST /v5/iot/{project_id}/tags/bind-resource iotda:tags:bind -

POST /v5/iot/{project_id}/tags/unbind-
resource

iotda:tags:unbind -

POST /v5/iot/{project_id}/tags/query-
resources

iotda:tags:queryResou
rceList

-

GET /v5/iot/{project_id}/apps iotda:apps:queryList -

POST /v5/iot/{project_id}/apps iotda:app:create -

GET /v5/iot/{project_id}/apps/{app_id} iotda:apps:query -

DELETE /v5/iot/{project_id}/apps/{app_id} iotda:apps:delete -

POST /v5/iot/{project_id}/batchtasks iotda:batchtasks:creat
e

-

GET /v5/iot/{project_id}/batchtasks iotda:batchtasks:query
List

-

GET /v5/iot/{project_id}/batchtasks/{task_id} iotda:batchtasks:query -

POST /v5/iot/{project_id}/batchtasks/
{task_id}/retry

iotda:batchtasks:retry -

POST /v5/iot/{project_id}/batchtasks/
{task_id}/stop

iotda:batchtasks:stop -

DELETE /v5/iot/{project_id}/batchtasks/
{task_id}

iotda:batchtasks:delet
e

-

POST /v5/iot/{project_id}/batchtask-files iotda:batchtaskfiles:cr
eate

-

GET /v5/iot/{project_id}/batchtask-files iotda:batchtaskfiles:qu
eryList

-
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API Action Depend
encies

DELETE /v5/iot/{project_id}/batchtask-files/
{file_id}

iotda:batchtaskfiles:de
lete

-

POST /v5/iot/{project_id}/certificates iotda:certificates:uplo
ad

-

GET /v5/iot/{project_id}/certificates iotda:certificates:quer
yList

-

DELETE /v5/iot/{project_id}/certificates/
{certificate_id}

iotda:certificates:delet
e

-

POST /v5/iot/{project_id}/certificates/
{certificate_id}/action

iotda:certificates:chec
k

-

POST /v5/iot/{project_id}/ota-upgrades/
packages

iotda:otapackages:cre
ate

-

GET /v5/iot/{project_id}/ota-upgrades/
packages

iotda:otapackages:que
ryList

-

GET /v5/iot/{project_id}/ota-upgrades/
packages/{package_id}

iotda:otapackages:que
ry

-

DELETE /v5/iot/{project_id}/ota-upgrades/
packages/{package_id}

iotda:otapackages:del
ete

-

GET /v5/iot/{project_id}/tunnels iotda:tunnel:queryList -

POST /v5/iot/{project_id}/tunnels iotda:tunnel:create -

DELETE /v5/iot/{project_id}/tunnels/{id} iotda:tunnel:delete -

GET /v5/iot/{project_id}/tunnels/{id} iotda:tunnel:query -

PUT /v5/iot/{project_id}/tunnels/{id} iotda:tunnel:update -

POST /v5/iot/{project_id}/iotda-instances iotda:instance:create -

PUT /v5/iot/{project_id}/iotda-instances/
{instance_id}

iotda:instance:update -

GET /v5/iot/{project_id}/iotda-instances/
{instance_id}

iotda:instance:query -

GET /v5/iot/{project_id}/iotda-instances iotda:instance:queryLi
st

-

DELETE /v5/iot/{project_id}/iotda-instances/
{instance_id}

iotda:instance:delete -

POST
/v5/iot/{project_id}/iotda-instances/
{instance_id}/bind-tags

iotda:instance:operate
Tag

-
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API Action Depend
encies

POST
/v5/iot/{project_id}/iotda-instances/
{instance_id}/unbind-tags

iotda:instance:operate
Tag

-

 

Resources
A resource type indicates the resources that an SCP applies to. If you specify a
resource type for any action in Table 5-179, the resource URN must be specified in
the SCP statements using that action, and the SCP applies only to resources of this
type. If no resource type is specified, the Resource element is marked with an
asterisk (*) and the SCP applies to all resources. You can also set condition keys in
an SCP to define resource types.

Table 5-179 Resource types supported by IoTDA

Resource Type URN

app iotda:<region>:<account-id>:app:<app-
id>

instance iotda:<region>:<account-
id>:instance:<instance-id>

 

Conditions
A Condition element lets you specify conditions for when an SCP is in effect. It
contains condition keys and operators.

● The condition key that you specify can be a global condition key or a service-
specific condition key.
– Global condition keys (with the g: prefix) apply to all actions. Cloud

services do not need to provide user identity information. Instead, the
system automatically obtains such information and authenticates users.
For details, see Global Condition Keys.

– Service-specific condition keys (with the abbreviation of a service name
plus a colon as the prefix, for example, IoTDA:) apply only to operations
of the service. For details, see Table 5-180.

– The number of values associated with a condition key in the request
context of an API call makes the condition key single-valued or
multivalued. Single-valued condition keys have at most one value in the
request context of an API call. Multivalued condition keys can have
multiple values in the request context of an API call. For example, a
request can originate from at most one VPC endpoint, so g:SourceVpce is
a single-valued condition key. You can tag resources and include multiple
tag key-value pairs in a request, so g:TagKeys is a multivalued condition
key.
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● A condition operator, condition key, and a condition value together constitute
a complete condition statement. An SCP can be applied only when its request
conditions are met. For supported condition operators, see Condition
operators.

The following table lists the condition keys that you can define in SCPs for IoTDA.
You can include these condition keys to specify conditions for when your SCP is in
effect.

Table 5-180 Condition keys supported by IoTDA

Service-specific Condition
Key

Type Single
-
value
d/
Multi
value
d

Description

iotda:AllowPublicAccess Boolean Single-
valued

Filters requests based on the
configuration that is set
during instance modification.
Condition: allowing public
network access.

iotda:AllowPublicForward-
ing

Boolean Single-
valued

Filters requests based on the
configuration that is set
during instance modification.
Condition: allowing public
network forwarding.

iotda:DomainConfiguration Boolean Single-
valued

Filters requests based on the
configuration that is set
during instance modification.
Condition: domain names.

iotda:DeviceGroupId String Single-
valued

Filters requests based on the
configuration that is set
during tunnel creation.
Condition: device associated
groups.

iotda:HttpForwardingEna-
bleSSL

Boolean Single-
valued

Filters requests based on the
configuration that is set
during rule action creation/
modification. Condition:
enabling the TLS protocol for
HTTP channels.

iotda:HttpForwardingEna-
bleAuthentication

Boolean Single-
valued

Filters requests based on the
configuration that is set
during rule action creation/
modification. Condition:
enabling token authentication
for HTTP channels.
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Service-specific Condition
Key

Type Single
-
value
d/
Multi
value
d

Description

iotda:DMSKafkaForwardin-
gEnableAuthentication

Boolean Single-
valued

Filters requests based on the
configuration that is set
during rule action creation/
modification. Condition:
enabling SCRAM-SHA-512
mechanism for Distributed
Message Service (DMS) Kafka
channels.

iotda:DMSKafkaForwardin-
gEnableSSL

Boolean Single-
valued

Filters requests based on the
configuration that is set
during rule action creation/
modification. Condition:
enabling the TLS protocol for
DMS Kafka channels.

iotda:MysqlForwardingEna-
bleSSL

Boolean Single-
valued

Filters requests based on the
configuration that is set
during rule action creation/
modification. Condition:
enabling the TLS protocol for
MySQL channels.

iotda:MRSKafkaForwardin-
gEnableAuthentication

Boolean Single-
valued

Filters requests based on the
configuration that is set
during rule action creation/
modification. Condition:
enabling Kerberos
authentication for MapReduce
Service (MRS) Kafka channels.

iotda:DMSRocketMQForwar
dingEnableSSL

Boolean Single-
valued

Filters requests based on the
configuration that is set
during rule action creation/
modification. Condition:
enabling the TLS protocol for
RocketMQ channels.

iotda:MongoDBForwardin-
gEnableSSL

Boolean Single-
valued

Filters requests based on the
configuration that is set
during rule action creation/
modification. Condition:
enabling the TLS protocol for
MongoDB channels.
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5.10.10 Middleware

5.10.10.1 Distributed Cache Service (DCS)

The Organizations service provides Service Control Policies (SCPs) to set access
control policies.

SCPs do not actually grant any permissions to a principal. They only set the
permissions boundary for the principal. When SCPs are attached to a member
account or an organizational unit (OU), they do not directly grant permissions to
that member account or OU. Instead, the SCPs just determine what permissions
are available for that member account or the member accounts under that OU.

This section describes the elements used by Organizations SCPs. The elements
include actions, resources, and conditions.

For details about how to use these elements to create a custom SCP, see Creating
an SCP.

Actions

Actions are specific operations that are allowed or denied in an SCP.

● The Access Level column describes how the action is classified (List, Read, or
Write). This classification helps you understand the level of access that an
action grants when you use it in an SCP.

● The Resource Type column indicates whether the action supports resource-
level permissions.
– You can use a wildcard (*) to indicate all resource types. If this column is

empty (-), the action does not support resource-level permissions, and
you must specify all resources ("*") in your SCP statements.

– If this column includes a resource type, you must specify the URN in the
Resource element of your statements.

– Required resources are marked with asterisks (*) in the table. If you
specify a resource in a statement using this action, then it must be of this
type.

For details about the resource types defined by DCS, see Resources.
● The Condition Key column contains keys that you can specify in the

Condition element of an SCP statement.
– If the Resource Type column has values for an action, the condition key

takes effect only for the listed resource types.
– If the Resource Type column is empty (-) for an action, the condition key

takes effect for all resources that action supports.
– If the Condition Key column is empty (-) for an action, the action does

not support any condition keys.
For details about the condition keys defined by DCS, see Conditions.

The following table lists the actions that you can define in SCP statements for
DCS.
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Table 5-181 Actions supported by DCS

Action Description Access
Level

Resour
ce Type
(*
require
d)

Condition Key

dcs:instance:creat
e

Grants permission
to create DCS
instances.

write - ● g:EnterprisePro
jectId

● g:RequestTag/
<tag-key>

● g:TagKeys
● dcs:backupEna

bled

dcs:instance:list Grants permission
to list DCS
instances.

list - g:EnterpriseProjec
tId

dcs:instance:expor
tListFile

Grants permission
to download the
exported DCS
instance list file.

list - -

dcs:instance:delet
e

Grants permission
to delete DCS
instances.

write instanc
e

g:EnterpriseProjec
tId

dcs:instance:get Grants permission
to query DCS
instances.

read instanc
e *

g:EnterpriseProjec
tId

dcs:instance:modif
y

Grants permission
to modify DCS
instances.

write instanc
e *

● g:EnterprisePro
jectId

● dcs:backupEna
bled

dcs:instance:scale Grants permission
to increase DCS
instance
specifications.

write instanc
e *

g:EnterpriseProjec
tId

dcs:instance:swap Grants permission
to perform
master/replica
switchovers on
DCS instances.

write instanc
e *

g:EnterpriseProjec
tId

dcs:instance:modif
yAuthInfo

Grants permission
to modify the
passwords of DCS
instances.

write instanc
e *

g:EnterpriseProjec
tId
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Action Description Access
Level

Resour
ce Type
(*
require
d)

Condition Key

dcs:instance:modif
yStatus

Grants permission
to restart DCS
instances or clear
their data.

write instanc
e *

g:EnterpriseProjec
tId

dcs:instance:getCo
nfiguration

Grants permission
to query DCS
instance
configuration
parameters.

read instanc
e *

g:EnterpriseProjec
tId

dcs:instance:modif
yConfiguration

Grants permission
to modify DCS
instance
configuration
parameters.

write instanc
e *

g:EnterpriseProjec
tId

dcs:instance:delet
eDataBackupFile

Grants permission
to delete DCS
instance backup
data.

write instanc
e *

g:EnterpriseProjec
tId

dcs:instance:restor
eData

Grants permission
to restore DCS
instance data.

write instanc
e *

g:EnterpriseProjec
tId

dcs:instance:getDa
taRestoreLog

Grants permission
to query DCS
instance
restoration
records.

read instanc
e *

g:EnterpriseProjec
tId

dcs:instance:down
loadBackupData

Grants permission
to obtain backup
file URLs.

read instanc
e *

g:EnterpriseProjec
tId

dcs:instance:backu
pData

Grants permission
to back up DCS
instance data.

write instanc
e *

g:EnterpriseProjec
tId

dcs:instance:getDa
taBackupLog

Grants permission
to query DCS
instance backup
records.

read instanc
e *

g:EnterpriseProjec
tId

dcs:migrationTask:
create

Grants permission
to create data
migration tasks.

write - -
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Action Description Access
Level

Resour
ce Type
(*
require
d)

Condition Key

dcs:migrationTask:
list

Grants permission
to list data
migration tasks.

list - -

dcs:migrationTask:
delete

Grants permission
to delete data
migration tasks.

write migrati
onTask

-

dcs:migrationTask:
get

Grants permission
to query data
migration tasks.

read migrati
onTask
*

-

dcs:migrationTask:
modify

Grants permission
to configure and
stop data
migration tasks.

write migrati
onTask
*

-

dcs:instance:listBig
Key

Grants permission
to query big keys.

list instanc
e *

g:EnterpriseProjec
tId

dcs:instance:getBi
gKey

Grants permission
to query big key
details.

read instanc
e *

g:EnterpriseProjec
tId

dcs:instance:delet
eBigKeyScanTask

Grants permission
to delete big key
scan tasks.

write instanc
e

g:EnterpriseProjec
tId

dcs:instance:updat
eBigKeyAutoScan-
Config

Grants permission
to reconfigure big
key scan tasks.

write instanc
e *

g:EnterpriseProjec
tId

dcs:instance:getBi
gKeyAutoScanConf
ig

Grants permission
to query
configurations of
big key scan tasks.

read instanc
e *

g:EnterpriseProjec
tId

dcs:instance:analy
zeHotKey

Grants permission
to perform hot
key analysis.

write instanc
e *

g:EnterpriseProjec
tId

dcs:instance:listHo
tKey

Grants permission
to list hot keys.

list instanc
e *

g:EnterpriseProjec
tId

dcs:instance:getH
otKey

Grants permission
to query hot key
details.

read instanc
e *

g:EnterpriseProjec
tId
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Action Description Access
Level

Resour
ce Type
(*
require
d)

Condition Key

dcs:instance:delet
eHotKeyScanTask

Grants permission
to delete hot key
scan tasks.

write instanc
e

g:EnterpriseProjec
tId

dcs:instance:updat
eHotKeyAutoScan
Config

Grants permission
to reconfigure hot
key scan tasks.

write instanc
e *

g:EnterpriseProjec
tId

dcs:instance:getH
otKeyAutoScanCo
nfig

Grants permission
to query
configurations of
hot key scan
tasks.

read instanc
e *

g:EnterpriseProjec
tId

dcs:instance:analy
zeExpiredKey

Grants permission
to perform
expired key
analysis.

write instanc
e *

g:EnterpriseProjec
tId

dcs:instance:getAu
toExpiredKeyScan-
Task

Grants permission
to query expired
key scan tasks.

read instanc
e *

-

dcs:instance:updat
eExpiredKeyScan-
Config

Grants permission
to reconfigure
expired key scan
tasks.

write instanc
e *

g:EnterpriseProjec
tId

dcs:instance:getEx
piredKeyScanCon-
fig

Grants permission
to query
configurations of
expired key scan
tasks.

read instanc
e *

g:EnterpriseProjec
tId

dcs:slowlog:list Grants permission
to query slow
query logs.

list instanc
e *

g:EnterpriseProjec
tId

dcs:aclaccount:cre
ate

Grants permission
to create ACL
accounts.

write instanc
e *

-

dcs:aclaccount:list Grants permission
to query ACL
accounts.

list instanc
e *

-
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Action Description Access
Level

Resour
ce Type
(*
require
d)

Condition Key

dcs:aclaccount:mo
dify

Grants permission
to modify the
passwords of ACL
accounts.

write instanc
e *

-

dcs:aclaccount:del
ete

Grants permission
to delete ACL
accounts.

write instanc
e *

-

dcs:whitelist:modi
fy

Grants permission
to configure IP
address whitelist
groups.

write instanc
e *

-

dcs:whitelist:list Grants permission
to query the IP
address whitelist
of instances.

list instanc
e *

-

dcs:instance:getBa
ckgroundTask

Grants permission
to query
background tasks.

read instanc
e *

g:EnterpriseProjec
tId

dcs:instance:delet
eBackgroundTask

Grants permission
to delete
background tasks.

write instanc
e *

g:EnterpriseProjec
tId

dcs:instance:creat
eDiagnosisTask

Grants permission
to diagnose
instances.

write instanc
e *

g:EnterpriseProjec
tId

dcs:instance:listDi
agnosisTask

Grants permission
to query diagnosis
tasks.

list instanc
e *

g:EnterpriseProjec
tId

dcs:instance:getDi
agnosisTask

Grants permission
to query diagnosis
details.

read instanc
e *

g:EnterpriseProjec
tId

dcs:instance:delet
eDiagnosisTask

Grants permission
to delete
diagnosis records.

write instanc
e *

g:EnterpriseProjec
tId

dcs:template:list Grants permission
to list parameter
templates.

list - -

dcs:template:creat
e

Grants permission
to customize
templates.

write - -
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Action Description Access
Level

Resour
ce Type
(*
require
d)

Condition Key

dcs:template:get Grants permission
to query
parameter
templates.

read - -

dcs:template:modi
fy

Grants permission
to modify custom
templates.

write - -

dcs:template:delet
e

Grants permission
to delete custom
templates.

write - -

dcs:tag:list Grants permission
to query all tags
in your tenant
account.

list - -

dcs:tag:modify Grants permission
to add or delete
tags in batches.

write instanc
e *

-

- ● g:RequestTag/
<tag-key>

● g:TagKeys

dcs:tag:get Grants permission
to query tags of
an instance.

read instanc
e *

-

- ● g:RequestTag/
<tag-key>

● g:TagKeys

dcs:redisLog:get Grants permission
to obtain log
download URLs.

read instanc
e *

-

dcs:quota:get Grants permission
to query tenant
quotas.

read - -

dcs:instance:webcl
i

Grants permission
to connect to DCS
Redis instances
using Web CLI.

write instanc
e *

-

dcs:clientIpTrans:
modify

Grants permission
to enable or
disable client IP
pass-through.

write instanc
e *

-
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Action Description Access
Level

Resour
ce Type
(*
require
d)

Condition Key

dcs:clients:list Grants permission
to list Redis
sessions.

read instanc
e *

-

dcs:clients:kill Grants permission
to kill Redis
sessions.

write instanc
e *

-

dcs:ssl:get Grants
permissions to
obtain SSL
certificate
information.

read instanc
e *

-

dcs:ssl:modify Grants
permissions to
modify the SSL
setting.

write instanc
e *

-

dcs:job:get Grants permission
to obtain the pre-
check result.

read - -

dcs:task:list Grants permission
to list background
tasks.

list - -

dcs:task:delete Grants permission
to delete
background tasks.

write - -

 

Each API of DCS usually supports one or more actions. Table 5-182 lists the
supported actions and dependencies.

Table 5-182 Actions and dependencies supported by DCS APIs

API Action Dependencies

GET /v2/
{project_id}/
instances

dcs:instance:list -
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API Action Dependencies

DELETE /v2/
{project_id}/
instances

dcs:instance:delete ● vpc:ports:get
● vpc:ports:create
● vpc:ports:update
● vpc:ports:delete
● vpc:subnets:get

GET /v2/
{project_id}/
instances/
{instance_id}

dcs:instance:get -

DELETE /v2/
{project_id}/
instances/
{instance_id}

dcs:instance:delete ● vpc:ports:get
● vpc:ports:create
● vpc:ports:update
● vpc:ports:delete
● vpc:subnets:get

PUT /v2/
{project_id}/
instances/
{instance_id}

dcs:instance:modify ● vpc:ports:get
● vpc:ports:update

POST /v2/
{project_id}/
instances/
{instance_id}/resize

dcs:instance:scale ● vpc:ports:get
● vpc:ports:create
● vpc:ports:update
● vpc:ports:delete
● vpc:subnets:get
● vpc:securityGroupRules:g

et
● vpc:securityGroups:get

POST /v2/
{project_id}/
instances/
{instance_id}/resize/
check-job

dcs:instance:scale -

POST /v2/
{project_id}/
instances/
{instance_id}/swap

dcs:instance:swap -

PUT /v2/
{project_id}/
instances/
{instance_id}/
password

dcs:instance:modifyAuthInf
o

-
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API Action Dependencies

POST /v2/
{project_id}/
instances/
{instance_id}/
password/reset

dcs:instance:modifyAuthInf
o

-

GET /v2/
{project_id}/
instances/status

dcs:instance:list -

PUT /v2/
{project_id}/
instances/status

dcs:instance:modifyStatus -

GET /v2/
{project_id}/
instances/statistic

dcs:instance:list -

POST /v2/
{project_id}/
instances/
{instance_id}/
groups/{group_id}/
replications/
{node_id}/slave-
priority

dcs:instance:modify -

DELETE /v2/
{project_id}/
instances/
{instance_id}/
groups/{group_id}/
replications/
{node_id}/remove-
ip

dcs:instance:delete -

GET /v2/
{project_id}/
instance/
{instance_id}/
groups

dcs:instance:get -

GET /v2/
{project_id}/
instances/
{instance_id}/
configs

dcs:instance:getConfigurati
on

-

PUT /v2/
{project_id}/
instances/
{instance_id}/
configs

dcs:instance:modifyConfigur
ation

-
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API Action Dependencies

PUT /v2/
{project_id}/
instances/
{instance_id}/async-
configs

dcs:instance:modifyConfigur
ation

-

DELETE /v2/
{project_id}/
instances/
{instance_id}/
backups/
{backup_id}

dcs:instance:deleteDataBac
kupFile

-

POST /v2/
{project_id}/
instances/
{instance_id}/
restores

dcs:instance:restoreData -

GET /v2/
{project_id}/
instances/
{instance_id}/
restores

dcs:instance:getDataRestore
Log

-

POST /v2/
{project_id}/
instances/
{instance_id}/
backups/
{backup_id}/links

dcs:instance:downloadBack
upData

-

POST /v2/
{project_id}/
instances/
{instance_id}/
backups

dcs:instance:backupData -

GET /v2/
{project_id}/
instances/
{instance_id}/
backups

dcs:instance:getDataBackup
Log

-

POST /v2/
{project_id}/
migration-task

dcs:migrationTask:create -

GET /v2/
{project_id}/
migration-tasks

dcs:migrationTask:list -
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API Action Dependencies

DELETE /v2/
{project_id}/
migration-tasks/
delete

dcs:migrationTask:delete -

GET /v2/
{project_id}/
migration-task/
{task_id}

dcs:migrationTask:get -

POST /v2/
{project_id}/
migration-task/
{task_id}/stop

dcs:migrationTask:modify -

GET /v2/
{project_id}/
migration-task/
{task_id}/stats

dcs:migrationTask:get -

POST /v2/
{project_id}/
migration/instance

dcs:migrationTask:create -

POST /v2/
{project_id}/
migration/{task_id}/
task

dcs:migrationTask:modify -

POST /v2/
{project_id}/
migration-task/
batch-stop

dcs:migrationTask:modify -

POST /v2/
{project_id}/
migration-task/
{task_id}/sync-stop

dcs:migrationTask:modify -

GET /v2/
{project_id}/dcs/
tags

dcs:tag:list -

POST /v2/
{project_id}/dcs/
{instance_id}/tags/
action

dcs:tag:modify -

GET /v2/
{project_id}/
instances/
{instance_id}/tags

dcs:tag:get -
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API Action Dependencies

GET /v2/
{project_id}/
instances/
{instance_id}/
bigkey-tasks

dcs:instance:listBigKey -

PUT /v2/
{project_id}/
instances/
{instance_id}/
bigkey/autoscan

dcs:instance:updateBigKeyA
utoScanConfig

-

GET /v2/
{project_id}/
instances/
{instance_id}/
bigkey/autoscan

dcs:instance:getBigKeyAuto
ScanConfig

-

POST /v2/
{project_id}/
instances/
{instance_id}/
hotkey-task

dcs:instance:analyzeHotKey -

GET /v2/
{project_id}/
instances/
{instance_id}/
hotkey-tasks

dcs:instance:listHotKey -

GET /v2/
{project_id}/
instances/
{instance_id}/
hotkey-task/
{hotkey_id}

dcs:instance:getHotKey -

DELETE /v2/
{project_id}/
instances/
{instance_id}/
hotkey-task/
{hotkey_id}

dcs:instance:deleteHotKeyS
canTask

-

PUT /v2/
{project_id}/
instances/
{instance_id}/
hotkey/autoscan

dcs:instance:updateHotKey
AutoScanConfig

-
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API Action Dependencies

GET /v2/
{project_id}/
instances/
{instance_id}/
hotkey/autoscan

dcs:instance:getHotKeyAuto
ScanConfig

-

POST /v2/
{project_id}/
instances/
{instance_id}/scan-
expire-keys-task

dcs:instance:analyzeExpired
Key

-

GET /v2/
{project_id}/
instances/
{instance_id}/auto-
expire/histories

dcs:instance:getAutoExpired
KeyScanTask

-

POST /v2/
{project_id}/
instances/
{instance_id}/auto-
expire/scan

dcs:instance:analyzeExpired
Key

-

GET /v2/
{project_id}/
instances/
{instance_id}/scan-
expire-keys/
autoscan-config

dcs:instance:getExpiredKeyS
canConfig

-

PUT /v2/
{project_id}/
instances/
{instance_id}/scan-
expire-keys/
autoscan-config

dcs:instance:updateExpired
KeyScanConfig

-

GET /v2/
{project_id}/
instances/
{instance_id}/
slowlog

dcs:slowlog:list -

GET /v2/
{project_id}/
instances/
{instance_id}/
redislog

dcs:redisLog:get -
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API Action Dependencies

POST /v2/
{project_id}/
instances/
{instance_id}/
redislog

dcs:redisLog:get -

POST /v2/
{project_id}/
instances/
{instance_id}/
redislog/{id}/links

dcs:redisLog:get -

POST /v2/
{project_id}/
instances/
{instance_id}/
accounts

dcs:aclaccount:create -

GET /v2/
{project_id}/
instances/
{instance_id}/
accounts

dcs:aclaccount:list -

PUT /v2/
{project_id}/
instances/
{instance_id}/
accounts/
{account_id}/
password/modify

dcs:aclaccount:modify -

PUT /v2/
{project_id}/
instances/
{instance_id}/
accounts/
{account_id}/
password/reset

dcs:aclaccount:modify -

PUT /v2/
{project_id}/
instances/
{instance_id}/
accounts/
{account_id}

dcs:aclaccount:modify -

PUT /v2/
{project_id}/
instances/
{instance_id}/
accounts/
{account_id}/role

dcs:aclaccount:modify -
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DELETE /v2/
{project_id}/
instances/
{instance_id}/
accounts/
{account_id}

dcs:aclaccount:delete -

PUT /v2/
{project_id}/
instance/
{instance_id}/
whitelist

dcs:whitelist:modify -

GET /v2/
{project_id}/
instance/
{instance_id}/
whitelist

dcs:whitelist:list -

GET /v2/
{project_id}/
instances/
{instance_id}/tasks

dcs:instance:getBackground
Task

-

DELETE /v2/
{project_id}/
instances/
{instance_id}/tasks/
{task_id}

dcs:instance:deleteBackgrou
ndTask

-

GET /v2/
{project_id}/quota

dcs:quota:get -

GET /v2/
{project_id}/dims/
monitored-objects/
{instance_id}

dcs:instance:get -

GET /v2/
{project_id}/dims/
monitored-objects

dcs:instance:list -

POST /v2/
{project_id}/
instances/
{instance_id}/
diagnosis

dcs:instance:createDiagnosi
sTask

-

GET /v2/
{project_id}/
instances/
{instance_id}/
diagnosis

dcs:instance:listDiagnosisTa
sk

-
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GET /v2/
{project_id}/
diagnosis/
{report_id}

dcs:instance:getDiagnosisTa
sk

-

DELETE /v2/
{project_id}/
instances/
{instance_id}/
diagnosis

dcs:instance:deleteDiagnosi
sTask

-

GET /v2/
{project_id}/config-
templates

dcs:template:list -

POST /v2/
{project_id}/config-
templates

dcs:template:create -

GET /v2/
{project_id}/config-
templates/
{template_id}

dcs:template:get -

DELETE /v2/
{project_id}/config-
templates/
{template_id}

dcs:template:delete -

PUT /v2/
{project_id}/config-
templates/
{template_id}

dcs:template:modify -

GET /v2/
{project_id}/
instances-logical-
nodes

dcs:instance:list -

GET /v2/
{project_id}/
instances/
{instance_id}/
config-histories

dcs:instance:get -

PUT /v2/
{project_id}/
instances/
{instance_id}/
bandwidth

dcs:instance:modify -
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PUT /v2/
{project_id}/
instances/
{instance_id}/async-
swap

dcs:instance:swap -

GET /v2/
{project_id}/
instances/
{instance_id}/
operations

dcs:instance:get -

POST /v2/
{project_id}/
instances/
{instance_id}/
webcli/auth

dcs:instance:webcli -

POST /v2/
{project_id}/
instances/
{instance_id}/
webcli/command

dcs:instance:webcli -

POST /v2/
{project_id}/
instances/
{instance_id}/
webcli/logout

dcs:instance:webcli -

PUT /v2/
{project_id}/
{instance_id}/client-
ip-transparent-
transmission

dcs:clientIpTrans:modify -

GET /v2/
{project_id}/
instances/
{instance_id}/
bigkey-task/
{bigkey_id}

dcs:instance:getBigKey -

DELETE /v2/
{project_id}/
instances/
{instance_id}/
bigkey-task/
{bigkey_id}

dcs:instance:deleteBigKeySc
anTask

-
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POST /v2/
{project_id}/
instances/
{instance_id}/clients

dcs:clients:list -

GET /v2/
{project_id}/
instances/
{instance_id}/clients

dcs:clients:list -

POST /v2/
{project_id}/
instances/
{instance_id}/
clients/kill

dcs:clients:kill -

POST /v2/
{project_id}/
instances/
{instance_id}/
clients/kill-all

dcs:clients:kill -

GET /v2/
{project_id}/
instances/
{instance_id}/
config-histories/
{history_id}

dcs:instance:get -

GET /v2/
{project_id}/
instances/
{instance_id}/
deletable-
replication

dcs:instance:scale -

POST /v2/
{project_id}/
instances/export

dcs:instance:list -

GET /v2/
{project_id}/
instance/
{instance_id}/
groups/{group_id}/
group-nodes-state

dcs:instance:get -
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POST /v2/
{project_id}/
instance/
{instance_id}/
groups/{group_id}/
replications/
{node_id}/async-
switchover

dcs:instance:swap -

GET /v2/
{project_id}/
instances/
{instance_id}/ssl

dcs:ssl:get -

PUT /v2/
{project_id}/
instances/
{instance_id}/ssl

dcs:ssl:modify -

POST /v2/
{project_id}/
instances/
{instance_id}/ssl-
certs/download

dcs:ssl:modify -

GET /v2/
{project_id}/
instances/
{instance_id}/tasks/
{task_id}/progress

dcs:instance:getBackground
Task

-

GET /v2/
{project_id}/
instances/export-job

dcs:instance:exportListFile -

GET /v2/
{project_id}/jobs/
{job_id}

dcs:job:get -

PUT /v2/
{project_id}/
migration-task/
{task_id}

dcs:migrationTask:modify -

POST /v2/
{project_id}/
migration-task/
{task_id}/exchange-
ip

dcs:migrationTask:modify -

GET /v2/
{project_id}/tasks

dcs:task:list -
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DELETE /v2/
{project_id}/tasks/
{task_id}

dcs:task:delete -

GET /v2/
{project_id}/
migration-task/
{task_id}/logs

dcs:migrationTask:get -

 

Resources
A resource type indicates the resources that an SCP applies to. If you specify a
resource type for any action in Table 5-183, the resource URN must be specified in
the SCP statements using that action, and the SCP applies only to resources of this
type. If no resource type is specified, the Resource element is marked with an
asterisk (*) and the SCP applies to all resources. You can also set condition keys in
an SCP to define resource types.

The following table lists the resource types that you can define in SCP statements
for DCS.

Table 5-183 Resource types supported by DCS

Resource Type URN

instance dcs:<region>:<account-id>:instance:<instance-id>

migrationTask dcs:<region>:<account-id>:migrationTask:<task-id>

 

Conditions
A Condition element lets you specify conditions for when an SCP is in effect. It
contains condition keys and operators.

● The condition key that you specify can be a global condition key or a service-
specific condition key.
– Global condition keys (with the g: prefix) apply to all actions. Cloud

services do not need to provide user identity information. Instead, the
system automatically obtains such information and authenticates users.
For details, see Global Condition Keys.

– Service-specific condition keys (with the abbreviation of a service name
plus a colon as the prefix, for example, dcs:) only apply to operations of
the DCS service. For details, see Table 5-184.

– The number of values associated with a condition key in the request
context of an API call makes the condition key single-valued or
multivalued. Single-valued condition keys have at most one value in the
request context of an API call. Multivalued condition keys can have
multiple values in the request context of an API call. For example, a
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request can originate from at most one VPC endpoint, so g:SourceVpce is
a single-valued condition key. You can tag resources and include multiple
tag key-value pairs in a request, so g:TagKeys is a multivalued condition
key.

● A condition operator, condition key, and a condition value together constitute
a complete condition statement. An SCP can be applied only when its request
conditions are met. For supported condition operators, see Condition
operators.

The following table lists the condition keys that you can define in SCPs for DCS.
You can include these condition keys to specify conditions for when your SCP is in
effect.

Table 5-184 Service-specific condition keys supported by DCS

Service-specific
Condition Key

Type Single-
valued/
Multivalued

Description

dcs:backupEnabled boolean Single-valued Controls the
permission for
enabling automated
backup for DCS
instances.

 

5.10.10.2 Cloud Service Engine (CSE)

The Organizations service provides Service Control Policies (SCPs) to set access
control policies.

SCPs do not actually grant any permissions to a principal. They only set the
permissions boundary for the principal. When SCPs are attached to a member
account or an organizational unit (OU), they do not directly grant permissions to
that member account or OU. Instead, the SCPs just determine what permissions
are available for that member account or the member accounts under that OU.

This section describes the elements used by Organizations SCPs. The elements
include actions, resources, and conditions.

For details about how to use these elements to create a custom SCP, see Creating
an SCP.

Actions

Actions are specific operations that are allowed or denied in an SCP.

● The Access Level column describes how the action is classified (List, Read, or
Write). This classification helps you understand the level of access that an
action grants when you use it in an SCP.

● The Resource Type column indicates whether the action supports resource-
level permissions.
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– You can use a wildcard (*) to indicate all resource types. If this column is
empty (-), the action does not support resource-level permissions, and
you must specify all resources ("*") in your SCP statements.

– If this column includes a resource type, you must specify the URN in the
Resource element of your statements.

– Required resources are marked with asterisks (*) in the table. If you
specify a resource in a statement using this action, then it must be of this
type.

For details about the resource types defined by CSE, see Resources.

● The Condition Key column contains keys that you can specify in the
Condition element of an SCP statement.

– If the Resource Type column has values for an action, the condition key
takes effect only for the listed resource types.

– If the Resource Type column is empty (-) for an action, the condition key
takes effect for all resources that action supports.

– If the Condition Key column is empty (-) for an action, the action does
not support any condition keys.

For details about the condition keys defined by CSE, see Conditions.

The following table lists the actions that you can define in SCP statements for CSE.

Table 5-185 Supported Actions

Action Description Access
Level

Resource Type
(*: required)

Condition Key

cse:config:up
load

Assigning
permissions
to upload
microservice
configuration
s

write - g:EnterpriseProje
ctId

cse:config:do
wnload

Assigning
permissions
to download
microservice
configuration
s

write - g:EnterpriseProje
ctId

cse:namespa
ce:list

Assigning
permissions
to view the
namespace
resource list

list - -

cse:namespa
ce:get

Assigning
permissions
to view
namespaces

read engine ● g:ResourceTa
g/<tag-key>

● g:EnterprisePr
ojectId
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Action Description Access
Level

Resource Type
(*: required)

Condition Key

cse:namespa
ce:create

Assigning
permissions
to create a
namespace

write engine ● g:ResourceTa
g/<tag-key>

● g:EnterprisePr
ojectId

● g:TagKeys

cse:namespa
ce:update

Assigning
permissions
to modify
namespace
resources

write engine ● g:ResourceTa
g/<tag-key>

● g:EnterprisePr
ojectId

cse:namespa
ce:delete

Assigning
permissions
to delete a
namespace

write engine ● g:ResourceTa
g/<tag-key>

● g:EnterprisePr
ojectId

cse:policy:list Assigning
permissions
to view the
governance
policy list

list - -

cse:policy:get Assigning
permissions
to view
governance
policies

read - -

cse:policy:cre
ate

Assigning
permissions
to create a
governance
policy

write - -

cse:policy:up
date

Assigning
permissions
to modify
governance
policies

write - -

cse:policy:del
ete

Assigning
permissions
to delete a
governance
policy

write - -

cse:engine:g
et

Assigning
permissions
to view
engines

read engine ● g:ResourceTa
g/<tag-key>

● g:EnterprisePr
ojectId
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Action Description Access
Level

Resource Type
(*: required)

Condition Key

cse:engine:lis
t

Assigning
permissions
to view the
engine list

list - -

cse:engine:m
odify

Assigning
permissions
to change
engine
permissions

write engine ● g:ResourceTa
g/<tag-key>

● g:EnterprisePr
ojectId

cse:engine:cr
eate

Assigning
permissions
to create an
engine

write - ● g:ResourceTa
g/<tag-key>

● g:EnterprisePr
ojectId

● g:TagKeys

cse:engine:u
pgrade

Assigning
permissions
to upgrade
engine
permissions

write engine ● g:ResourceTa
g/<tag-key>

● g:EnterprisePr
ojectId

cse:engine:d
elete

Assigning
permissions
to deleting an
engine

write engine ● g:ResourceTa
g/<tag-key>

● g:EnterprisePr
ojectId

cse:engine:ta
gResource

Assigning
permissions
to add engine
tags

write engine ● g:ResourceTa
g/<tag-key>

● g:EnterprisePr
ojectId

cse:engine:u
nTagResourc
e

Assigning
permissions
to delete
engine tags

write engine ● g:ResourceTa
g/<tag-key>

● g:EnterprisePr
ojectId

cse:engine:lis
tTags

Assigning
permissions
to view all
engine tags
of a project

list - -

cse:engine:lis
tTagsForReso
urce

Assigning
permissions
to view
engine tags

list engine ● g:ResourceTa
g/<tag-key>

● g:EnterprisePr
ojectId
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Action Description Access
Level

Resource Type
(*: required)

Condition Key

cse:engine:lis
tResourcesBy
Tag

Assigning
permissions
to query the
engine list by
tag

list - g:TagKeys

 

Each API of CSE usually supports one or more actions. Table 5-186 lists the
actions and dependencies supported by CSE APIs.

Table 5-186 Actions and dependencies supported by CSE APIs

API Action Dependencies

GET /v2/{project_id}/
enginemgr/engines/
{engine_id}

cse:engine:get -

PUT /v2/{project_id}/
enginemgr/engines/
{engine_id}/actions

cse:engine:modify -

GET /v2/{project_id}/
enginemgr/engines/
{engine_id}/jobs/{job_id}

cse:engine:get -

GET /v2/{project_id}/
enginemgr/engines

cse:engine:list -

POST /v1/
{project_id}/kie/
download

cse:config:download -

POST /v1/
{project_id}/kie/file

cse:config:upload -

GET /v1/
{project_id}/kie/kv

cse:namespace:get -

POST /v1/
{project_id}/kie/kv

cse:namespace:update -

DELETE /v1/
{project_id}/kie/kv

cse:namespace:update -

PUT /v1/
{project_id}/kie/kv/
{kv_id}

cse:namespace:update -

DELETE /v1/
{project_id}/kie/kv/
{kv_id}

cse:namespace:update -
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GET /v1/{project_id}/
nacos/v1/console/
namespaces

cse:namespace:get -

DELETE /v1/{project_id}/
nacos/v1/console/
namespaces

cse:namespace:delete -

POST /v1/{project_id}/
nacos/v1/console/
namespaces

cse:namespace:create -

PUT /v1/{project_id}/
nacos/v1/console/
namespaces

cse:namespace:update -

POST /v2/{project_id}/
enginemgr/engines

cse:engine:create -

GET /v2/{project_id}/
enginemgr/engines/
{engine_id}

cse:engine:get -

DELETE /v2/{project_id}/
enginemgr/engines/
{engine_id}

cse:engine:delete -

PUT /v2/{project_id}/
enginemgr/engines/
{engine_id}/resize

cse:engine:modify -

PUT /v2/{project_id}/
enginemgr/engines/
{engine_id}/config

cse:engine:modify -

PUT /v2/{project_id}/
enginemgr/engines/
{engine_id}/upgrade

cse:engine:upgrade -

GET /v3/{project_id}/
govern/governance/
{kind}

cse:policy:list -

POST /v3/{project_id}/
govern/governance/
{kind}

cse:policy:create -

DELETE /v3/{project_id}/
govern/governance/
{kind}/{policy_id}

cse:policy:delete -

GET /v3/{project_id}/
govern/governance/
{kind}/{policy_id}

cse:policy:get -
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PUT /v3/{project_id}/
govern/governance/
{kind}/{policy_id}

cse:policy:update -

GET /v3/{project_id}/
govern/governance/
display

cse:policy:list -

DELETE /v3/{project_id}/
govern/route-rule/
microservices/
{service_name}

cse:policy:delete -

PUT /v3/{project_id}/
govern/route-rule/
microservices/
{service_name}

cse:policy:update -

GET /v3/{project_id}/
govern/route-rule/
microservices/
{service_name}

cse:policy:get -

 

Resources

A resource type indicates the resources that an SCP applies to. If you specify a
resource type for any action in Table 5-187, the resource URN must be specified in
the SCP statements using that action, and the SCP applies only to resources of this
type. If no resource type is specified, the Resource element is marked with an
asterisk (*) and the SCP applies to all resources. You can also set condition keys in
an SCP to define resource types.

The following table lists the resource types that you can define in SCP statements
for CSE.

Table 5-187 Resource types supported by CSE

Resource Type URN

namespace cse:<region>:<account-
id>:namespace:<engine-id>/
<namespace-id>

policy cse:<region>:<account-
id>:policy:<namespace-id>/<policy-
name>

engine cse:<region>:<account-
id>:engine:<engine-id>
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Conditions

CSE does not support service-specific condition keys in SCPs.

It can only use global condition keys applicable to all services. For details, see
Global Condition Keys.

5.10.10.3 API Gateway (APIG)

SCPs do not actually grant any permissions to a principal. They only set the
permissions boundary for the principal. When SCPs are attached to a member
account or an organizational unit (OU), they do not directly grant permissions to
that member account or OU. Instead, the SCPs just determine what permissions
are available for that member account or the member accounts under that OU.

This section describes the elements used by IAM custom identity policies and
Organizations SCPs. The elements include actions, resources, and conditions.

For details about how to use these elements to create a custom SCP, see Creating
an SCP.

Actions

Actions are specific operations that are allowed or denied in an SCP.

● The Access Level column describes how the action is classified (List, Read, or
Write). This classification helps you understand the level of access that an
action grants when you use it in an SCP.

● The Resource Type column indicates whether the action supports resource-
level permissions.
– You can use a wildcard (*) to indicate all resource types. If this column is

empty (-), the action does not support resource-level permissions, and
you must specify all resources ("*") in your SCP statements.

– If this column includes a resource type, you must specify the URN in the
Resource element of your statements.

– Required resources are marked with asterisks (*) in the table. If you
specify a resource in a statement using this action, then it must be of this
type.

For details about the resource types defined by APIG, see Resources.
● The Condition Key column includes keys that you can specify in the

Condition element of an SCP statement.
– If the Resource Type column has values for an action, the condition key

takes effect only for the listed resource types.
– If the Resource Type column is empty (-) for an action, the condition key

takes effect for all resources that action supports.
– If the Condition Key column is empty (-) for an action, the action does

not support any condition keys.
For details about the condition keys defined by APIG, see Conditions.

The following table lists the actions that you can define in SCP statements for
APIG.
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Table 5-188 Actions supported by APIG

Action Description. Acces
s
Level

Reso
urce
Type
(*:
requi
red)

Condition
Key

Alias

apig:acl:list Grants
permissions
to query
access control
policies.

list insta
nce *

g:ResourceTag
/<tag-key>

apig:acls:list

apig:acl:create Grants
permissions
to create an
access control
policy.

write insta
nce *

g:ResourceTag
/<tag-key>

apig:acls:creat
e

apig:acl:batch
Delete

Grants
permissions
to delete
access control
policies in
batches.

write insta
nce *

g:ResourceTag
/<tag-key>

apig:acls:delet
e

apig:acl:delete Grants
permissions
to delete an
access control
policy.

write insta
nce *

g:ResourceTag
/<tag-key>

apig:acls:delet
e

apig:acl:get Grants
permissions
to query
access control
policy details.

read insta
nce *

g:ResourceTag
/<tag-key>

apig:acls:get

apig:acl:updat
e

Grants
permissions
to modify an
access control
policy.

write insta
nce *

g:ResourceTag
/<tag-key>

apig:acls:upda
te

apig:api:bindA
cl

Grants
permissions
to bind APIs
with access
control
policies.

write insta
nce *

g:ResourceTag
/<tag-key>

apig:apis:bind
Acls
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Action Description. Acces
s
Level

Reso
urce
Type
(*:
requi
red)

Condition
Key

Alias

apig:api:batch
UnbindAcl

Grants
permissions
to unbind
access control
policies from
APIs in
batches.

write insta
nce *

g:ResourceTag
/<tag-key>

apig:apis:unbi
ndAcls

apig:api:unbin
dAcl

Grants
permissions
to unbind
access control
policies from
APIs.

write insta
nce *

g:ResourceTag
/<tag-key>

apig:apis:unbi
ndAcls

apig:api:listBo
undAcl

Grants
permissions
to query
access control
policies
bound to a
specified API.

list insta
nce *

g:ResourceTag
/<tag-key>

apig:apis:listBi
ndedAcls

apig:acl:listBo
undApi

Grants
permissions
to query APIs
bound to a
specified
access control
policy.

list insta
nce *

g:ResourceTag
/<tag-key>

apig:acls:listBi
ndedApis

apig:acl:listUn
boundApi

Grants
permissions
to query APIs
that are not
bound to a
specified
access control
policy.

list insta
nce *

g:ResourceTag
/<tag-key>

apig:acls:listU
nbindedApis

apig:api:bindR
equestThrottli
ng

Grants
permissions
to bind APIs
with request
throttling
policies.

write insta
nce *

g:ResourceTag
/<tag-key>

apig:apis:bind
Throttles
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Action Description. Acces
s
Level

Reso
urce
Type
(*:
requi
red)

Condition
Key

Alias

apig:api:batch
UnbindReque
stThrottling

Grants
permissions
to unbind
request
throttling
policies from
APIs in
batches.

write insta
nce *

g:ResourceTag
/<tag-key>

apig:apis:unbi
ndThrottles

apig:api:unbin
dRequestThro
ttling

Grants
permissions
to unbind
request
throttling
policies from
APIs.

write insta
nce *

g:ResourceTag
/<tag-key>

apig:apis:unbi
ndThrottles

apig:requestT
hrottling:listB
oundApi

Grants
permissions
to query APIs
bound to a
specified
request
throttling
policy.

list insta
nce *

g:ResourceTag
/<tag-key>

apig:throttles:l
istBindedApis

apig:api:listBo
undRequestTh
rottling

Grants
permissions
to query
request
throttling
policies
bound to a
specified API.

list insta
nce *

g:ResourceTag
/<tag-key>

apig:apis:listBi
ndedThrottles

apig:requestT
hrottling:listU
nboundApi

Grants
permissions
to query APIs
that are not
bound to a
specified
request
throttling
policy.

list insta
nce *

g:ResourceTag
/<tag-key>

apig:throttles:l
istUnbindedA
pis
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Action Description. Acces
s
Level

Reso
urce
Type
(*:
requi
red)

Condition
Key

Alias

apig:apiGroup
:list

Grants
permissions
to query API
groups.

list insta
nce *

g:ResourceTag
/<tag-key>

apig:groups:lis
t

apig:apiGroup
:create

Grants
permissions
to create an
API group.

write insta
nce *

g:ResourceTag
/<tag-key>

apig:groups:cr
eate

apig:apiGroup
:delete

Grants
permissions
to delete an
API group.

write insta
nce *

g:ResourceTag
/<tag-key>

apig:groups:d
elete

apig:apiGroup
:get

Grants
permissions
to query API
group details.

read insta
nce *

g:ResourceTag
/<tag-key>

apig:groups:g
et

apig:apiGroup
:update

Grants
permissions
to modify an
API group.

write insta
nce *

g:ResourceTag
/<tag-key>

apig:groups:u
pdate

apig:apiGroup
:checkApiGrou
pNameExistO
rNot

Grants
permissions
to check
whether the
API group
name exists.

read insta
nce *

g:ResourceTag
/<tag-key>

apig:groups:g
et

apig:api:list Grants
permissions
to query APIs.

list insta
nce *

g:ResourceTag
/<tag-key>

apig:apis:list

apig:api:creat
e

Grants
permissions
to create an
API.

write insta
nce *

g:ResourceTag
/<tag-key>

apig:apis:creat
e

apig:api:delet
e

Grants
permissions
to delete an
API.

write insta
nce *

g:ResourceTag
/<tag-key>

apig:apis:delet
e
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Action Description. Acces
s
Level

Reso
urce
Type
(*:
requi
red)

Condition
Key

Alias

apig:api:get Grants
permissions
to query API
details.

read insta
nce *

g:ResourceTag
/<tag-key>

apig:apis:get

apig:api:updat
e

Grants
permissions
to modify an
API.

write insta
nce *

g:ResourceTag
/<tag-key>

apig:apis:upda
te

apig:api:onlin
eOrOffline

Grants
permissions
to publish or
take an API
offline.

write insta
nce *

g:ResourceTag
/<tag-key>

apig:apis:publi
sh

apig:api:batch
Delete

Grants
permissions
to delete APIs
in batches.

write insta
nce *

g:ResourceTag
/<tag-key>

apig:apis:delet
e

apig:api:check
ApiPathOrApi
NameExistOr
Not

Grants
permissions
to verify the
API definition.

read insta
nce *

g:ResourceTag
/<tag-key>

apig:apis:get

apig:api:debu
g

Grants
permissions
to debug an
API.

write insta
nce *

g:ResourceTag
/<tag-key>

apig:apis:debu
g

apig:api:batch
OnlineOrOffli
ne

Grants
permissions
to publish or
take APIs
offline in
batches.

write insta
nce *

g:ResourceTag
/<tag-key>

apig:apis:publi
sh

apig:api:listHi
storyVersion

Grants
permissions
to query
historical API
versions.

list insta
nce *

g:ResourceTag
/<tag-key>

apig:apis:get

apig:api:switc
hVersion

Grants
permissions
to switch the
API version.

write insta
nce *

g:ResourceTag
/<tag-key>

apig:apis:publi
sh
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Action Description. Acces
s
Level

Reso
urce
Type
(*:
requi
red)

Condition
Key

Alias

apig:api:getRu
ntimeDefiniti
on

Grants
permissions
to query the
API runtime
definition.

read insta
nce *

g:ResourceTag
/<tag-key>

apig:apis:get

apig:api:delet
eHistoryVersio
n

Grants
permissions
to take an API
offline based
on the version
ID.

write insta
nce *

g:ResourceTag
/<tag-key>

apig:apis:offli
ne

apig:api:getHi
storyVersion

Grants
permissions
to query
version
details.

read insta
nce *

g:ResourceTag
/<tag-key>

apig:apis:get

apig:app:list Grants
permissions
to query apps.

list insta
nce *

g:ResourceTag
/<tag-key>

apig:apps:list

apig:app:creat
e

Grants
permissions
to create an
app.

write insta
nce *

g:ResourceTag
/<tag-key>

apig:apps:crea
te

apig:app:delet
e

Grants
permissions
to delete an
app.

write insta
nce *

g:ResourceTag
/<tag-key>

apig:apps:dele
te

apig:app:get Grants
permissions
to query app
details.

read insta
nce *

g:ResourceTag
/<tag-key>

apig:apps:get

apig:app:upda
te

Grants
permissions
to modify app
information.

write insta
nce *

g:ResourceTag
/<tag-key>

apig:apis:upda
te

apig:app:listA
ppCode

Grants
permissions
to query
AppCodes.

list insta
nce *

g:ResourceTag
/<tag-key>

apig:appCode
s:list
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Action Description. Acces
s
Level

Reso
urce
Type
(*:
requi
red)

Condition
Key

Alias

apig:app:creat
eAppCode

Grants
permissions
to create an
AppCode.

write insta
nce *

g:ResourceTag
/<tag-key>

apig:appCode
s:create

apig:app:gene
rateAppCode

Grants
permissions
to
automatically
generate
AppCodes.

write insta
nce *

g:ResourceTag
/<tag-key>

apig:appCode
s:update

apig:app:delet
eAppCode

Grants
permissions
to delete an
AppCode.

write insta
nce *

g:ResourceTag
/<tag-key>

apig:appCode
s:delete

apig:app:getA
ppCode

Grants
permissions
to query
AppCode
details.

read insta
nce *

g:ResourceTag
/<tag-key>

apig:appCode
s:get

apig:app:reset
Secret

Grants
permissions
to reset the
AppSecret.

write insta
nce *

g:ResourceTag
/<tag-key>

apig:apps:upd
ate

apig:app:valid
ate

Grants
permissions
to check
whether a
specified app
exists.

read insta
nce *

g:ResourceTag
/<tag-key>

apig:apps:get

apig:app:getB
oundQuota

Grants
permissions
to query the
credential
quota policies
associated
with a
specified app.

read insta
nce *

g:ResourceTag
/<tag-key>

apig:apps:get

apig:app:bind
Api

Grants
permissions
to bind APIs
with apps.

write insta
nce *

g:ResourceTag
/<tag-key>

apig:apis:gran
tAppAccess
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Action Description. Acces
s
Level

Reso
urce
Type
(*:
requi
red)

Condition
Key

Alias

apig:app:unbi
ndApi

Grants
permissions
to unbind
APIs from
apps.

write insta
nce *

g:ResourceTag
/<tag-key>

apig:apis:relie
veAppAccess

apig:app:listB
oundApi

Grants
permissions
to query APIs
bound to a
specified app.

list insta
nce *

g:ResourceTag
/<tag-key>

apig:apps:listB
indedApis

apig:api:listBo
undApp

Grants
permissions
to query apps
bound to a
specified API.

list insta
nce *

g:ResourceTag
/<tag-key>

apig:apis:listBi
ndedApps

apig:app:listU
nboundApi

Grants
permissions
to query APIs
not bound to
a specified
app.

list insta
nce *

g:ResourceTag
/<tag-key>

apig:apps:list
UnbindedApis

apig:api:expor
t

Grants
permissions
to export
APIs.

read insta
nce *

g:ResourceTag
/<tag-key>

apig:apis:expo
rt

apig:api:impor
t

Grants
permissions
to import
APIs.

write insta
nce *

g:ResourceTag
/<tag-key>

apig:apis:impo
rt

apig:asyncTas
k:get

Grants
permission to
query the
result of an
asynchronous
task.

read insta
nce *

g:ResourceTag
/<tag-key>

apig:apis:expo
rt

apig:certificat
e:list

Grants
permissions
to query SSL
certificates.

list insta
nce

g:ResourceTag
/<tag-key>

-
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Action Description. Acces
s
Level

Reso
urce
Type
(*:
requi
red)

Condition
Key

Alias

apig:certificat
e:create

Grants
permissions
to create an
SSL
certificate.

write insta
nce

g:ResourceTag
/<tag-key>

-

apig:certificat
e:delete

Grants
permissions
to delete an
SSL
certificate.

write insta
nce

g:ResourceTag
/<tag-key>

-

apig:certificat
e:get

Grants
permissions
to query SSL
certificate
details.

read insta
nce

g:ResourceTag
/<tag-key>

-

apig:certificat
e:update

Grants
permissions
to modify an
SSL
certificate.

write insta
nce

g:ResourceTag
/<tag-key>

-

apig:certificat
e:listBoundDo
main

Grants
permissions
to query
domain
names bound
to a specified
SSL
certificate.

list insta
nce

g:ResourceTag
/<tag-key>

-

apig:certificat
e:batchBindD
omain

Grants
permissions
to bind a
domain name
to an SSL
certificate.

write insta
nce

g:ResourceTag
/<tag-key>

-

apig:certificat
e:batchUnbin
dDomain

Grants
permissions
to unbind
domain
names from a
specified SSL
certificate.

write insta
nce

g:ResourceTag
/<tag-key>

-
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Action Description. Acces
s
Level

Reso
urce
Type
(*:
requi
red)

Condition
Key

Alias

apig:apiGroup
:batchBindCer
tificateToDom
ain

Grants
permissions
to bind an
SSL certificate
to a domain
name.

write insta
nce *

g:ResourceTag
/<tag-key>

apig:domains:
bindCertificat
e

apig:apiGroup
:batchUnbind
CertificateFro
mDomain

Grants
permissions
to unbind
certificates
from a
specified
domain
name.

write insta
nce *

g:ResourceTag
/<tag-key>

apig:domains:
unbindCertific
ate

apig:loadBala
nceChannel:lis
t

Grants
permissions
to query the
load balance
channels.

list insta
nce *

g:ResourceTag
/<tag-key>

apig:vpcChan
nels:list

apig:loadBala
nceChannel:cr
eate

Grants
permissions
to create a
load balance
channel.

write insta
nce *

g:ResourceTag
/<tag-key>

apig:vpcChan
nels:create

apig:loadBala
nceChannel:d
elete

Grants
permissions
to delete a
load balance
channel.

write insta
nce *

g:ResourceTag
/<tag-key>

apig:vpcChan
nels:delete

apig:loadBala
nceChannel:g
et

Grants
permissions
to query load
balance
channel
details.

read insta
nce *

g:ResourceTag
/<tag-key>

apig:vpcChan
nels:get

apig:loadBala
nceChannel:u
pdate

Grants
permissions
to update a
load balance
channel.

write insta
nce *

g:ResourceTag
/<tag-key>

apig:vpcChan
nels:update
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Action Description. Acces
s
Level

Reso
urce
Type
(*:
requi
red)

Condition
Key

Alias

apig:loadBala
nceChannel:u
pdateHealthC
heckConfig

Grants
permissions
to modify the
health check
configuration
of a load
balance
channel.

write insta
nce *

g:ResourceTag
/<tag-key>

apig:vpcChan
nels:update

apig:loadBala
nceChannel:lis
tServerGroup

Grants
permissions
to query the
backend
server groups
of a specified
load balance
channel.

list insta
nce *

g:ResourceTag
/<tag-key>

apig:vpcChan
nels:get

apig:loadBala
nceChannel:cr
eateServerGro
up

Grants
permissions
to add or
update
backend
server groups
of a specified
VPC channel.

write insta
nce *

g:ResourceTag
/<tag-key>

apig:vpcChan
nels:addOrUp
dateMember
Groups

apig:loadBala
nceChannel:d
eleteServerGr
oup

Grants
permissions
to delete the
backend
server groups
of a specified
VPC channel.

write insta
nce *

g:ResourceTag
/<tag-key>

apig:vpcChan
nels:deleteMe
mberGroup

apig:loadBala
nceChannel:g
etServerGroup

Grants
permissions
to query
details about
the backend
server group
of a specified
VPC channel.

read insta
nce *

g:ResourceTag
/<tag-key>

apig:vpcChan
nels:get
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Action Description. Acces
s
Level

Reso
urce
Type
(*:
requi
red)

Condition
Key

Alias

apig:loadBala
nceChannel:u
pdateServerGr
oup

Grants
permissions
to update the
backend
server groups
of a specified
VPC channel.

write insta
nce *

g:ResourceTag
/<tag-key>

apig:vpcChan
nels:updateM
emberGroup

apig:loadBala
nceChannel:lis
tBackendServ
erAddress

Grants
permissions
to query the
backend
instances of a
specified load
balance
channel.

list insta
nce *

g:ResourceTag
/<tag-key>

apig:vpcChan
nels:get

apig:loadBala
nceChannel:cr
eateBackendS
erverAddress

Grants
permissions
to add or
update
backend
instances of a
specified load
balance
channel.

write insta
nce *

g:ResourceTag
/<tag-key>

apig:vpcChan
nels:addInstan
ce

apig:loadBala
nceChannel:u
pdateBackend
ServerAddress

Grants
permissions
to update
backend
instances of a
specified load
balance
channel.

write insta
nce *

g:ResourceTag
/<tag-key>

apig:vpcChan
nels:addInstan
ce

apig:loadBala
nceChannel:d
eleteBackend
ServerAddress

Grants
permissions
to delete
backend
instances of a
specified load
balance
channel.

write insta
nce *

g:ResourceTag
/<tag-key>

apig:vpcChan
nels:deleteInst
ance
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s
Level

Reso
urce
Type
(*:
requi
red)

Condition
Key

Alias

apig:loadBala
nceChannel:b
atchDisableBa
ckendServerA
ddress

Grants
permissions
to disable
backend
servers in
batches.

write insta
nce *

g:ResourceTag
/<tag-key>

apig:vpcChan
nels:batchDis
ableInstance

apig:loadBala
nceChannel:b
atchEnableBa
ckendServerA
ddress

Grants
permissions
to enable
backend
servers in
batches.

write insta
nce *

g:ResourceTag
/<tag-key>

apig:vpcChan
nels:batchEna
bleInstance

apig:instance:l
istTag

Grants
permissions
to query tags.

list insta
nce *

g:ResourceTag
/<tag-key>

apig:tags:list

apig:api:listUn
boundPlugin

Grants
permissions
to query plug-
ins that can
be bound to a
specified API.

list insta
nce *

g:ResourceTag
/<tag-key>

apig:apis:listBi
ndedPlugins

apig:api:listBo
undPlugin

Grants
permissions
to query plug-
ins bound to
a specified
API.

list insta
nce *

g:ResourceTag
/<tag-key>

apig:apis:listBi
ndedPlugins

apig:api:bindP
lugin

Grants
permissions
to bind a
plug-in to an
API.

write insta
nce *

g:ResourceTag
/<tag-key>

apig:apis:bind
Plugins

apig:api:unbin
dPlugin

Grants
permissions
to unbind
plug-ins from
a specified
API.

write insta
nce *

g:ResourceTag
/<tag-key>

apig:apis:unbi
ndPlugins
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s
Level

Reso
urce
Type
(*:
requi
red)

Condition
Key

Alias

apig:plugin:lis
t

Grants
permissions
to query plug-
ins.

list insta
nce *

g:ResourceTag
/<tag-key>

apig:plugins:li
st

apig:plugin:cr
eate

Grants
permission to
create
extensions.

write insta
nce *

g:ResourceTag
/<tag-key>

apig:plugins:cr
eate

apig:plugin:de
lete

Grants
permission to
delete
extensions.

write insta
nce *

g:ResourceTag
/<tag-key>

apig:plugins:d
elete

apig:plugin:ge
t

Grants
permissions
to query plug-
in details.

read insta
nce *

g:ResourceTag
/<tag-key>

apig:plugins:g
et

apig:plugin:up
date

Grants
permissions
to modify a
plug-in.

write insta
nce *

g:ResourceTag
/<tag-key>

apig:plugins:u
pdate

apig:plugin:bi
ndApi

Grants
permissions
to bind an API
to a plug-in.

write insta
nce *

g:ResourceTag
/<tag-key>

apig:apis:bind
Plugins

apig:plugin:lis
tUnbindApi

Grants
permissions
to query APIs
that can be
bound to a
specified
plug-in.

list insta
nce *

g:ResourceTag
/<tag-key>

apig:plugins:li
stUnbindedAp
is

apig:plugin:lis
tBoundApi

Grants
permissions
to query APIs
bound to a
specified
plug-in.

list insta
nce *

g:ResourceTag
/<tag-key>

apig:plugins:li
stBindedApis
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s
Level

Reso
urce
Type
(*:
requi
red)

Condition
Key

Alias

apig:plugin:un
bindApi

Grants
permissions
to unbind
APIs from a
specified
plug-in.

write insta
nce *

g:ResourceTag
/<tag-key>

apig:apis:unbi
ndPlugins

apig:apiGroup
:listGatewayR
esponse

Grants
permissions
to query the
responses of a
specified API
group.

list insta
nce *

g:ResourceTag
/<tag-key>

apig:gateway
Responses:list

apig:apiGroup
:createGatewa
yResponse

Grants
permissions
to create a
group
response.

write insta
nce *

g:ResourceTag
/<tag-key>

apig:gateway
Responses:cre
ate

apig:apiGroup
:deleteGatewa
yResponse

Grants
permissions
to delete a
group
response.

write insta
nce *

g:ResourceTag
/<tag-key>

apig:gateway
Responses:del
ete

apig:apiGroup
:getGatewayR
esponse

Grants
permissions
to query
group
response
details.

read insta
nce *

g:ResourceTag
/<tag-key>

apig:gateway
Responses:get

apig:apiGroup
:updateGatew
ayResponse

Grants
permissions
to modify a
group
response.

write insta
nce *

g:ResourceTag
/<tag-key>

apig:gateway
Responses:up
dat

apig:apiGroup
:deleteGatewa
yResponseTyp
e

Grants
permissions
to delete the
response of
an error type
defined for an
API group.

write insta
nce *

g:ResourceTag
/<tag-key>

apig:gateway
Responses:up
date
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s
Level

Reso
urce
Type
(*:
requi
red)

Condition
Key

Alias

apig:apiGroup
:getGatewayR
esponseType

Grants
permissions
to query the
response of
an error type
defined for an
API group.

read insta
nce *

g:ResourceTag
/<tag-key>

apig:gateway
Responses:get

apig:apiGroup
:updateGatew
ayResponseTy
pe

Grants
permissions
to modify the
response of
an error type
defined for an
API group.

write insta
nce *

g:ResourceTag
/<tag-key>

apig:gateway
Responses:up
date

apig:instance:l
istApiOutline

Grants
permissions
to query API
quantities.

list insta
nce *

g:ResourceTag
/<tag-key>

apig:apis:get

apig:instance:l
istAppOutline

Grants
permissions
to query app
quantities.

list insta
nce *

g:ResourceTag
/<tag-key>

apig:apps:get

apig:instance:l
istApiGroupO
utline

Grants
permissions
to query API
group
quantities.

list insta
nce *

g:ResourceTag
/<tag-key>

apig:groups:g
et

apig:environm
entVariable:lis
t

Grants
permissions
to query
environment
variables.

list insta
nce *

g:ResourceTag
/<tag-key>

apig:variables:
list

apig:environm
entVariable:cr
eate

Grants
permissions
to create an
environment
variable.

write insta
nce *

g:ResourceTag
/<tag-key>

apig:variables:
create
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s
Level
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urce
Type
(*:
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Condition
Key

Alias

apig:environm
entVariable:d
elete

Grants
permissions
to delete an
environment
variable.

write insta
nce *

g:ResourceTag
/<tag-key>

apig:variables:
delete

apig:environm
entVariable:g
et

Grants
permissions
to query
environment
variable
details.

read insta
nce *

g:ResourceTag
/<tag-key>

apig:variables:
get

apig:environm
entVariable:u
pdate

Grants
permissions
to modify an
environment
variable.

write insta
nce *

g:ResourceTag
/<tag-key>

apig:variables:
update

apig:environm
ent:list

Grants
permissions
to query
environments.

list insta
nce *

g:ResourceTag
/<tag-key>

apig:envs:list

apig:environm
ent:create

Grants
permissions
to create an
environment.

write insta
nce *

g:ResourceTag
/<tag-key>

apig:envs:crea
te

apig:environm
ent:delete

Grants
permissions
to delete an
environment.

write insta
nce *

g:ResourceTag
/<tag-key>

apig:envs:dele
te

apig:environm
ent:update

Grants
permissions
to modify an
environment.

write insta
nce *

g:ResourceTag
/<tag-key>

apig:envs:upd
ate

apig:instance:l
istMetricData

Grants
permissions
to query
metric data of
a specified
gateway.

list insta
nce *

g:ResourceTag
/<tag-key>

apig:metricDa
ta:get
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s
Level

Reso
urce
Type
(*:
requi
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Condition
Key

Alias

apig:instance:l
istApiMonitori
ng

Grants
permissions
to query API
calls within a
specific
period.

list insta
nce *

g:ResourceTag
/<tag-key>

apig:apis:get

apig:instance:l
istApiGroupM
onitoring

Grants
permissions
to query API
calls under an
API group in
the last one
hour.

list insta
nce *

g:ResourceTag
/<tag-key>

apig:groups:g
et

apig:requestT
hrottling:list

Grants
permissions
to query
request
throttling
policies.

list insta
nce *

g:ResourceTag
/<tag-key>

apig:throttles:l
ist

apig:requestT
hrottling:creat
e

Grants
permissions
to create a
request
throttling
policy.

write insta
nce *

g:ResourceTag
/<tag-key>

apig:throttles:
create

apig:requestT
hrottling:delet
e

Grants
permissions
to delete a
request
throttling
policy.

write insta
nce *

g:ResourceTag
/<tag-key>

apig:throttles:
delete

apig:requestT
hrottling:get

Grants
permissions
to query
request
throttling
policy details.

read insta
nce *

g:ResourceTag
/<tag-key>

apig:throttles:
get
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Action Description. Acces
s
Level

Reso
urce
Type
(*:
requi
red)

Condition
Key

Alias

apig:requestT
hrottling:upda
te

Grants
permissions
to modify a
request
throttling
policy.

write insta
nce *

g:ResourceTag
/<tag-key>

apig:throttles:
update

apig:requestT
hrottling:batc
hDelete

Grants
permissions
to delete
request
throttling
policies in
batches.

write insta
nce *

g:ResourceTag
/<tag-key>

apig:throttles:
delete

apig:api:bindS
ignatureKey

Grants
permissions
to bind
signature keys
to APIs.

write insta
nce *

g:ResourceTag
/<tag-key>

apig:apis:bind
Signs

apig:api:unbin
dSignatureKe
y

Grants
permissions
to unbind
signature keys
from APIs.

write insta
nce *

g:ResourceTag
/<tag-key>

apig:apis:unbi
ndSigns

apig:signature
Key:listBound
Api

Grants
permissions
to query APIs
bound to a
specified
signature key.

list insta
nce *

g:ResourceTag
/<tag-key>

apig:signs:list
BindedApis

apig:api:listBo
undSignature
Key

Grants
permissions
to query
signature keys
bound to a
specified API.

list insta
nce *

g:ResourceTag
/<tag-key>

apig:apis:listBi
ndedSigns

apig:signature
Key:listUnbou
ndApi

Grants
permissions
to query APIs
not bound to
a specified
signature key.

list insta
nce *

g:ResourceTag
/<tag-key>

apig:signs:list
UnbindedApis
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Action Description. Acces
s
Level

Reso
urce
Type
(*:
requi
red)

Condition
Key

Alias

apig:signature
Key:list

Grants
permissions
to query
signature
keys.

list insta
nce *

g:ResourceTag
/<tag-key>

apig:signs:list

apig:signature
Key:create

Grants
permissions
to create a
signature key.

write insta
nce *

g:ResourceTag
/<tag-key>

apig:signs:cre
ate

apig:signature
Key:delete

Grants
permissions
to delete a
signature key.

write insta
nce *

g:ResourceTag
/<tag-key>

apig:signs:del
ete

apig:signature
Key:update

Grants
permissions
to modify a
signature key.

write insta
nce *

g:ResourceTag
/<tag-key>

apig:signs:upd
ate

apig:requestT
hrottling:listS
pecial

Grants
permissions
to query
excluded
request
throttling
configurations
.

list insta
nce *

g:ResourceTag
/<tag-key>

apig:specialTh
rottles:get

apig:requestT
hrottling:creat
eSpecial

Grants
permissions
to create an
excluded
request
throttling
configuration.

write insta
nce *

g:ResourceTag
/<tag-key>

apig:specialTh
rottles:create

apig:requestT
hrottling:delet
eSpecial

Grants
permissions
to delete an
excluded
request
throttling
configuration.

write insta
nce *

g:ResourceTag
/<tag-key>

apig:specialTh
rottles:delete
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Action Description. Acces
s
Level

Reso
urce
Type
(*:
requi
red)

Condition
Key

Alias

apig:requestT
hrottling:upda
teSpecial

Grants
permissions
to modify an
excluded
configuration
of a specified
request
throttling
policy.

write insta
nce *

g:ResourceTag
/<tag-key>

apig:specialTh
rottles:update

apig:instance:l
istSingleInsta
nceTag

Grants
permissions
to query tags
of a specified
gateway.

list insta
nce *

● g:Resource
Tag/<tag-
key>

● g:Enterpris
eProjectId

apig:instanceT
ags:list

apig:instance:
batchCreateO
rDeleteTag

Grants
permissions
to add or
delete
gateway tags
in batches.

write insta
nce *

● g:Resource
Tag/<tag-
key>

● g:Enterpris
eProjectId

apig:instanceT
ags:create

- ● g:RequestT
ag/<tag-
key>

● g:TagKeys

apig::listTag Grants
permissions
to query all
gateway tags
in the project.

list - - apig:instanceT
ags:list

apig:instance:
getNumByTag
s

Grants
permissions
to query the
number of
gateways by
tag.

read insta
nce *

- -

- g:TagKeys

apig:instance:l
istByTags

Grants
permissions
to query
gateways by
tag.

list insta
nce *

- -

- g:TagKeys
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Action Description. Acces
s
Level

Reso
urce
Type
(*:
requi
red)

Condition
Key

Alias

apig:instance:l
ist

Grants
permissions
to query
dedicated
gateways.

list - - apig:instances
:list

apig:instance:
create

Grants
permissions
to create a
dedicated
gateway.

write - ● g:RequestT
ag/<tag-
key>

● g:TagKeys

apig:instances
:create

apig:instance:
delete

Grants
permissions
to delete a
dedicated
gateway.

write insta
nce *

● g:Resource
Tag/<tag-
key>

● g:Enterpris
eProjectId

apig:instances
:delete

apig:instance:
get

Grants
permissions
to query
dedicated
gateway
details.

read insta
nce *

● g:Resource
Tag/<tag-
key>

● g:Enterpris
eProjectId

apig:instances
:get

apig:instance:
update

Grants
permissions
to update a
dedicated
gateway.

write insta
nce *

● g:Resource
Tag/<tag-
key>

● g:Enterpris
eProjectId

apig:instances
:update

apig:instance:
unbindEip

Grants
permissions
to unbind an
EIP from a
specified
dedicated
gateway.

write insta
nce *

● g:Resource
Tag/<tag-
key>

● g:Enterpris
eProjectId

apig:instances
:update

apig:instance:
bindOrChang
eEip

Grants
permissions
to add or
change EIPs
of a specified
dedicated
gateway.

write insta
nce *

● g:Resource
Tag/<tag-
key>

● g:Enterpris
eProjectId

apig:instances
:update
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Action Description. Acces
s
Level

Reso
urce
Type
(*:
requi
red)

Condition
Key

Alias

apig:instance:
deleteOutbou
ndEip

Grants
permissions
to disable
public
outbound
access for a
specified
dedicated
gateway.

write insta
nce *

● g:Resource
Tag/<tag-
key>

● g:Enterpris
eProjectId

apig:instances
:update

apig:instance:
createOutbou
ndEip

Grants
permissions
to enable
public
outbound
access for a
specified
dedicated
gateway.

write insta
nce *

● g:Resource
Tag/<tag-
key>

● g:Enterpris
eProjectId

apig:instances
:update

apig:instance:
changeOutbo
undEipBandwi
dth

Grants
permissions
to modify the
public
outbound
access
bandwidth of
a specified
dedicated
gateway.

write insta
nce *

● g:Resource
Tag/<tag-
key>

● g:Enterpris
eProjectId

apig:instances
:update

apig:instance:
getCreateProg
ress

Grants
permissions
to query the
creation
progress of a
specified
dedicated
gateway.

read insta
nce *

● g:Resource
Tag/<tag-
key>

● g:Enterpris
eProjectId

-
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Action Description. Acces
s
Level

Reso
urce
Type
(*:
requi
red)

Condition
Key

Alias

apig:instance:
deleteIngressE
ip

Grants
permissions
to disable the
public
inbound
access for a
specified
dedicated
gateway.

write insta
nce *

● g:Resource
Tag/<tag-
key>

● g:Enterpris
eProjectId

apig:instances
:update

apig:instance:
createIngressE
ip

Grants
permissions
to enable the
public
inbound
access for a
specified
dedicated
gateway.

write insta
nce *

● g:Resource
Tag/<tag-
key>

● g:Enterpris
eProjectId

apig:instances
:update

apig:instance:
changeIngress
EipBindwidth

Grants
permissions
to update the
public
outbound
access
bandwidth of
a specified
dedicated
gateway.

write insta
nce *

● g:Resource
Tag/<tag-
key>

● g:Enterpris
eProjectId

apig:instances
:update

apig:instance:
resize

Grants
permissions
to create a
specification
change order
for a pay-per-
use dedicated
gateway.

write insta
nce *

● g:Resource
Tag/<tag-
key>

● g:Enterpris
eProjectId

-

apig:instance:
getRestriction

Grants
permissions
to query
gateway
constraint
information.

read insta
nce *

● g:Resource
Tag/<tag-
key>

● g:Enterpris
eProjectId

apig:instances
:get
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Action Description. Acces
s
Level

Reso
urce
Type
(*:
requi
red)

Condition
Key

Alias

apig:instance:l
istParameter

Grants
permissions
to query the
gateway
parameters.

list insta
nce *

● g:Resource
Tag/<tag-
key>

● g:Enterpris
eProjectId

apig:features:l
ist

apig:instance:
updateParam
eter

Grants
permissions
to edit the
gateway
parameters.

write insta
nce *

● g:Resource
Tag/<tag-
key>

● g:Enterpris
eProjectId

apig:features:
create

apig:instance:l
istFeature

Grants
permissions
to query
features
supported by
a specified
gateway.

list insta
nce *

● g:Resource
Tag/<tag-
key>

● g:Enterpris
eProjectId

-

apig:instance:i
mportMicrose
rvice

Grants
permissions
to import
microservices
to a dedicated
gateway.

write insta
nce *

g:ResourceTag
/<tag-key>

apig:apis:impo
rt

apig:apiGroup
:bindDomain

Grants
permissions
to bind
independent
domain
names.

write insta
nce *

g:ResourceTag
/<tag-key>

apig:domains:
create

apig:apiGroup
:unbindDomai
n

Grants
permissions
to unbind
independent
domain
names.

write insta
nce *

g:ResourceTag
/<tag-key>

apig:domains:
delete

apig:apiGroup
:updateDomai
nConfig

Grants
permissions
to modify an
independent
domain
name.

write insta
nce *

g:ResourceTag
/<tag-key>

apig:domains:
update
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Action Description. Acces
s
Level

Reso
urce
Type
(*:
requi
red)

Condition
Key

Alias

apig:apiGroup
:createAndBin
dCertificateTo
Domain

Grants
permissions
to create
certificates
and bind
them to
independent
domain
names.

write insta
nce *

g:ResourceTag
/<tag-key>

apig:domains:
bindCertificat
e

apig:apiGroup
:unbindAndDe
leteCertificate
FromDomain

Grants
permissions
to delete
certificates
and delete
them from
independent
domain
names.

write insta
nce *

g:ResourceTag
/<tag-key>

apig:domains:
unbindCertific
ate

apig:apiGroup
:getCertificate
OfDomain

Grants
permissions
to query
certificates of
independent
domain
names.

read insta
nce *

g:ResourceTag
/<tag-key>

apig:domains:
getCertificate

apig:apiGroup
:updateSLDo
mainSetting

Grants
permissions
to set
accessibility
of a
debugging
domain
name.

write insta
nce *

g:ResourceTag
/<tag-key>

apig:domains:
updateSLDom
ainSetting

apig:customA
uthorizer:list

Grants
permissions
to query
custom
authorizers.

list insta
nce *

g:ResourceTag
/<tag-key>

apig:authorize
rs:list
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Action Description. Acces
s
Level

Reso
urce
Type
(*:
requi
red)

Condition
Key

Alias

apig:customA
uthorizer:crea
te

Grants
permissions
to create a
custom
authorizer.

write insta
nce *

g:ResourceTag
/<tag-key>

apig:authorize
rs:create

apig:customA
uthorizer:dele
te

Grants
permissions
to delete a
custom
authorizer.

write insta
nce *

g:ResourceTag
/<tag-key>

apig:authorize
rs:delete

apig:customA
uthorizer:get

Grants
permissions
to query
custom
authorizer
details.

read insta
nce *

g:ResourceTag
/<tag-key>

apig:authorize
rs:get

apig:customA
uthorizer:upd
ate

Grants
permissions
to modify a
custom
authorizer.

write insta
nce *

g:ResourceTag
/<tag-key>

apig:authorize
rs:update

apig:instance:l
istVpcEndpoin
t

Grants
permissions
to query the
VPC endpoint
connections
of a specified
gateway.

list insta
nce *

● g:Resource
Tag/<tag-
key>

● g:Enterpris
eProjectId

-

apig:instance:
acceptOrRejec
tVpcEndpoint
Connection

Grants
permissions
to accept or
reject VPC
endpoint
connections.

write insta
nce *

● g:Resource
Tag/<tag-
key>

● g:Enterpris
eProjectId

-
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Action Description. Acces
s
Level

Reso
urce
Type
(*:
requi
red)

Condition
Key

Alias

apig:instance:l
istVpcEndpoin
tPermission

Grants
permissions
to query the
whitelist
records of a
gateway's
VPC endpoint
service.

list insta
nce *

● g:Resource
Tag/<tag-
key>

● g:Enterpris
eProjectId

-

apig:instance:
batchAddVpcE
ndpointPermi
ssion

Grants
permissions
to add
whitelist
records of a
gateway's
VPC endpoint
service in
batches.

write insta
nce *

● g:Resource
Tag/<tag-
key>

● g:Enterpris
eProjectId

-

apig:instance:
batchDeleteV
pcEndpointPe
rmission

Grants
permissions
to delete
whitelist
records of a
gateway's
VPC endpoint
service in
batches.

write insta
nce *

● g:Resource
Tag/<tag-
key>

● g:Enterpris
eProjectId

-

apig:app:delet
eAcl

Grants
permissions
to delete an
access control
rule of a
credential.

write insta
nce *

g:ResourceTag
/<tag-key>

apig:apps:get

apig:app:getA
cl

Grants
permissions
to query
access control
rules of a
credential.

read insta
nce *

g:ResourceTag
/<tag-key>

apig:apps:get
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Action Description. Acces
s
Level

Reso
urce
Type
(*:
requi
red)

Condition
Key

Alias

apig:app:upda
teAcl

Grants
permissions
to set access
control rules
of credentials.

write insta
nce *

g:ResourceTag
/<tag-key>

apig:apps:get

apig:clientQu
ota:list

Grants
permissions
to query
credential
quota
policies.

list insta
nce *

g:ResourceTag
/<tag-key>

-

apig:clientQu
ota:create

Grants
permissions
to create a
credential
quota policy.

write insta
nce *

g:ResourceTag
/<tag-key>

-

apig:clientQu
ota:delete

Grants
permissions
to delete a
credential
quota policy.

write insta
nce *

g:ResourceTag
/<tag-key>

-

apig:clientQu
ota:get

Grants
permissions
to query
credential
quota policy
details.

read insta
nce *

g:ResourceTag
/<tag-key>

-

apig:clientQu
ota:update

Grants
permissions
to modify a
credential
quota policy.

write insta
nce *

g:ResourceTag
/<tag-key>

-

apig:clientQu
ota:listBound
App

Grants
permissions
to query the
credentials
bound to
quota
policies.

list insta
nce *

g:ResourceTag
/<tag-key>

-
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Action Description. Acces
s
Level

Reso
urce
Type
(*:
requi
red)

Condition
Key

Alias

apig:clientQu
ota:bindApp

Grants
permissions
to bind
credential
quotas with
credentials.

write insta
nce *

g:ResourceTag
/<tag-key>

-

apig:clientQu
ota:unbindAp
p

Grants
permissions
to unbind
credential
quotas from
credentials.

write insta
nce *

g:ResourceTag
/<tag-key>

-

apig:clientQu
ota:listUnbou
ndApp

Grants
permissions
to query
credentials
that can be
bound to a
specified
credential
quota.

list insta
nce *

g:ResourceTag
/<tag-key>

-

apig:instance:l
istFeatureHist
ory

Grants
permissions
to query the
feature
history.

list insta
nce *

g:ResourceTag
/<tag-key>

-

apig:instance:
addCustomIn
gressPort

Grants
permissions
to add a
custom
inbound port.

write insta
nce *

● g:Resource
Tag/<tag-
key>

● g:Enterpris
eProjectId

-

apig:instance:l
istCustomIngr
essPort

Grants
permissions
to query
custom
inbound
ports.

list insta
nce *

● g:Resource
Tag/<tag-
key>

● g:Enterpris
eProjectId

-
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Action Description. Acces
s
Level

Reso
urce
Type
(*:
requi
red)

Condition
Key

Alias

apig:instance:
deleteCustom
IngressPort

Grants
permissions
to delete a
custom
inbound port.

write insta
nce *

● g:Resource
Tag/<tag-
key>

● g:Enterpris
eProjectId

-

apig:instance:l
istCustomIngr
essPortDomai
n

Grants
permissions
to query
domain
names bound
to a custom
inbound port.

list insta
nce *

● g:Resource
Tag/<tag-
key>

● g:Enterpris
eProjectId

-

 

Each API of APIG usually supports one or more actions. Table 5-189 lists the
supported actions and dependencies.

Table 5-189 Actions and dependencies supported by APIG APIs

API Action Dependencies

GET /{project_id}/
apigw/instances/
{instance_id}/acls

apig:acl:list apig:instance:get

POST /{project_id}/
apigw/instances/
{instance_id}/acls

apig:acl:create apig:instance:get

PUT /{project_id}/
apigw/instances/
{instance_id}/acls

apig:acl:batchDelete apig:instance:get

DELETE /
{project_id}/apigw/
instances/
{instance_id}/acls/
{acl_id}

apig:acl:delete apig:instance:get

GET /{project_id}/
apigw/instances/
{instance_id}/acls/
{acl_id}

apig:acl:get apig:instance:get
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API Action Dependencies

PUT /{project_id}/
apigw/instances/
{instance_id}/acls/
{acl_id}

apig:acl:update apig:instance:get

POST /{project_id}/
apigw/instances/
{instance_id}/acl-
bindings

apig:api:bindAcl ● apig:instance:get
● apig:api:get
● apig:acl:get

PUT /{project_id}/
apigw/instances/
{instance_id}/acl-
bindings

apig:api:batchUnbindAcl ● apig:instance:get
● apig:api:get
● apig:acl:get

DELETE /
{project_id}/apigw/
instances/
{instance_id}/acl-
bindings/
{acl_bindings_id}

apig:api:unbindAcl ● apig:instance:get
● apig:api:get
● apig:acl:get

GET /{project_id}/
apigw/instances/
{instance_id}/acl-
bindings/binded-
acls

apig:api:listBoundAcl ● apig:instance:get
● apig:api:get

GET /{project_id}/
apigw/instances/
{instance_id}/acl-
bindings/binded-
apis

apig:acl:listBoundApi ● apig:instance:get
● apig:acl:get

GET /{project_id}/
apigw/instances/
{instance_id}/acl-
bindings/unbinded-
apis

apig:acl:listUnboundApi ● apig:instance:get
● apig:acl:get

POST /{project_id}/
apigw/instances/
{instance_id}/
throttle-bindings

apig:api:bindRequestThrot-
tling

● apig:instance:get
● apig:api:get
● apig:requestThrottling:ge

t

PUT /{project_id}/
apigw/instances/
{instance_id}/
throttle-bindings

apig:api:batchUnbindReque
stThrottling

● apig:instance:get
● apig:api:get
● apig:requestThrottling:ge

t
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API Action Dependencies

DELETE /
{project_id}/apigw/
instances/
{instance_id}/
throttle-bindings/
{throttle_binding_id
}

apig:api:unbindRequestThro
ttling

● apig:instance:get
● apig:api:get
● apig:requestThrottling:ge

t

GET /{project_id}/
apigw/instances/
{instance_id}/
throttle-bindings/
binded-apis

apig:requestThrottling:listB
oundApi

● apig:instance:get
● apig:requestThrottling:ge

t

GET /{project_id}/
apigw/instances/
{instance_id}/
throttle-bindings/
binded-throttles

apig:api:listBoundRequest-
Throttling

● apig:instance:get
● apig:api:get

GET /{project_id}/
apigw/instances/
{instance_id}/
throttle-bindings/
unbinded-apis

apig:requestThrottling:listU
nboundApi

● apig:instance:get
● apig:requestThrottling:ge

t

GET /{project_id}/
apigw/instances/
{instance_id}/api-
groups

apig:apiGroup:list apig:instance:get

POST /{project_id}/
apigw/instances/
{instance_id}/api-
groups

apig:apiGroup:create apig:instance:get

DELETE /
{project_id}/apigw/
instances/
{instance_id}/api-
groups/{group_id}

apig:apiGroup:delete apig:instance:get

GET /{project_id}/
apigw/instances/
{instance_id}/api-
groups/{group_id}

apig:apiGroup:get apig:instance:get

PUT /{project_id}/
apigw/instances/
{instance_id}/api-
groups/{group_id}

apig:apiGroup:update apig:instance:get
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POST /{project_id}/
apigw/instances/
{instance_id}/api-
groups/check

apig:apiGroup:checkApiGro
upNameExistOrNot

apig:instance:get

GET /{project_id}/
apigw/instances/
{instance_id}/apis

apig:api:list ● apig:instance:get
● apig:apiGroup:get

POST /{project_id}/
apigw/instances/
{instance_id}/apis

apig:api:create ● apig:instance:get
● apig:apiGroup:get
● apig:loadBalanceChan-

nel:get
● apig:customAuthorizer:g

et
● functiongraph:function:g

etFunctionConfig

DELETE /
{project_id}/apigw/
instances/
{instance_id}/apis/
{api_id}

apig:api:delete ● apig:instance:get
● apig:apiGroup:get

GET /{project_id}/
apigw/instances/
{instance_id}/apis/
{api_id}

apig:api:get ● apig:instance:get
● apig:apiGroup:get

PUT /{project_id}/
apigw/instances/
{instance_id}/apis/
{api_id}

apig:api:update ● apig:instance:get
● apig:apiGroup:get
● apig:loadBalanceChan-

nel:get
● apig:customAuthorizer:g

et
● functiongraph:function:g

etFunctionConfig

POST /{project_id}/
apigw/instances/
{instance_id}/apis/
action

apig:api:onlineOrOffline ● apig:instance:get
● apig:apiGroup:get
● apig:environment:list

- apig:api:batchDelete ● apig:instance:get
● apig:apiGroup:get

POST /{project_id}/
apigw/instances/
{instance_id}/apis/
check

apig:api:checkApiPathOrA-
piNameExistOrNot

● apig:instance:get
● apig:apiGroup:get
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POST /{project_id}/
apigw/instances/
{instance_id}/apis/
debug/{api_id}

apig:api:debug ● apig:instance:get
● apig:apiGroup:get

POST /{project_id}/
apigw/instances/
{instance_id}/apis/
publish

apig:api:batchOnlineOrOff-
line

● apig:instance:get
● apig:apiGroup:get
● apig:environment:list

GET /{project_id}/
apigw/instances/
{instance_id}/apis/
publish/{api_id}

apig:api:listHistoryVersion apig:instance:get

PUT /{project_id}/
apigw/instances/
{instance_id}/apis/
publish/{api_id}

apig:api:switchVersion ● apig:instance:get
● apig:api:get

GET /{project_id}/
apigw/instances/
{instance_id}/apis/
runtime/{api_id}

apig:api:getRuntimeDefini-
tion

● apig:instance:get
● apig:environment:list

DELETE /
{project_id}/apigw/
instances/
{instance_id}/apis/
versions/
{version_id}

apig:api:deleteHistoryVer-
sion

● apig:instance:get
● apig:apiGroup:get
● apig:environment:list

GET /{project_id}/
apigw/instances/
{instance_id}/apis/
versions/
{version_id}

apig:api:getHistoryVersion apig:instance:get

GET /{project_id}/
apigw/instances/
{instance_id}/apps

apig:app:list apig:instance:get

POST /{project_id}/
apigw/instances/
{instance_id}/apps

apig:app:create apig:instance:get

DELETE /
{project_id}/apigw/
instances/
{instance_id}/apps/
{app_id}

apig:app:delete apig:instance:get
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GET /{project_id}/
apigw/instances/
{instance_id}/apps/
{app_id}

apig:app:get apig:instance:get

PUT /{project_id}/
apigw/instances/
{instance_id}/apps/
{app_id}

apig:app:update apig:instance:get

GET /{project_id}/
apigw/instances/
{instance_id}/apps/
{app_id}/app-codes

apig:app:listAppCode ● apig:instance:get
● apig:app:get

POST /{project_id}/
apigw/instances/
{instance_id}/apps/
{app_id}/app-codes

apig:app:createAppCode ● apig:instance:get
● apig:app:get

PUT /{project_id}/
apigw/instances/
{instance_id}/apps/
{app_id}/app-codes

apig:app:generateAppCode ● apig:instance:get
● apig:app:get

DELETE /
{project_id}/apigw/
instances/
{instance_id}/apps/
{app_id}/app-codes/
{app_code_id}

apig:app:deleteAppCode ● apig:instance:get
● apig:app:get

GET /{project_id}/
apigw/instances/
{instance_id}/apps/
{app_id}/app-codes/
{app_code_id}

apig:app:getAppCode ● apig:instance:get
● apig:app:get

PUT /{project_id}/
apigw/instances/
{instance_id}/apps/
secret/{app_id}

apig:app:resetSecret ● apig:instance:get
● apig:app:get

GET /{project_id}/
apigw/instances/
{instance_id}/apps/
validation/{app_id}

apig:app:validate ● apig:instance:get
● apig:app:get

GET /{project_id}/
apigw/instances/
{instance_id}/apps/
{app_id}/bound-
quota

apig:app:getBoundQuota ● apig:instance:get
● apig:app:get
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POST /{project_id}/
apigw/instances/
{instance_id}/app-
auths

apig:app:bindApi ● apig:instance:get
● apig:app:get
● apig:api:get

DELETE /
{project_id}/apigw/
instances/
{instance_id}/app-
auths/{app_auth_id}

apig:app:unbindApi ● apig:instance:get
● apig:app:get
● apig:api:get

GET /{project_id}/
apigw/instances/
{instance_id}/app-
auths/binded-apis

apig:app:listBoundApi ● apig:instance:get
● apig:app:get

GET /{project_id}/
apigw/instances/
{instance_id}/app-
auths/binded-apps

apig:api:listBoundApp ● apig:instance:get
● apig:api:get

GET /{project_id}/
apigw/instances/
{instance_id}/app-
auths/unbinded-
apis

apig:app:listUnboundApi ● apig:instance:get
● apig:app:get

POST /{project_id}/
apigw/instances/
{instance_id}/
openapi/export

apig:api:export ● apig:instance:get
● apig:api:list
● apig:api:get
● apig:api:listBoundAcl
● apig:acl:get
● apig:api:listBoundReques

tThrottling
● apig:requestThrottling:ge

t
● apig:apiGroup:get
● apig:apiGroup:getGatew

ayResponse
● apig:environment:list
● apig:api:listBoundPlugin
● apig:plugin:get
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POST /{project_id}/
apigw/instances/
{instance_id}/
openapi/async-
export

apig:api:export ● apig:instance:get
● apig:api:list
● apig:api:get
● apig:api:listBoundAcl
● apig:acl:get
● apig:api:listBoundReques

tThrottling
● apig:requestThrottling:ge

t
● apig:apiGroup:get
● apig:apiGroup:getGatew

ayResponse
● apig:environment:list
● apig:api:listBoundPlugin
● apig:plugin:get

POST /{project_id}/
apigw/instances/
{instance_id}/
openapi/import

apig:api:import ● apig:instance:get
● apig:api:get
● apig:acl:get
● apig:requestThrottling:ge

t
● apig:apiGroup:get
● apig:apiGroup:getGatew

ayResponse
● apig:environment:list
● apig:plugin:get

POST /{project_id}/
apigw/instances/
{instance_id}/
openapi/async-
import

apig:api:import ● apig:instance:get
● apig:api:get
● apig:acl:get
● apig:requestThrottling:ge

t
● apig:apiGroup:get
● apig:apiGroup:getGatew

ayResponse
● apig:environment:list
● apig:plugin:get

GET /{project_id}/
apigw/instances/
{instance_id}/async-
tasks/{task_id}

apig:asyncTask:get apig:instance:get
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GET /{project_id}/
apigw/certificates

apig:certificate:list -

POST /{project_id}/
apigw/certificates

apig:certificate:create apig:instance:get

DELETE /
{project_id}/apigw/
certificates/
{certificate_id}

apig:certificate:delete -

GET /{project_id}/
apigw/certificates/
{certificate_id}

apig:certificate:get -

PUT /{project_id}/
apigw/certificates/
{certificate_id}

apig:certificate:update apig:instance:get

GET /{project_id}/
apigw/certificates/
{certificate_id}/
attached-domains

apig:certificate:listBoundDo
main

-

POST /{project_id}/
apigw/certificates/
{certificate_id}/
domains/attach

apig:certificate:batchBindD
omain

● apig:certificate:get
● apig:apiGroup:get

POST /{project_id}/
apigw/certificates/
{certificate_id}/
domains/detach

apig:certificate:batchUnbin
dDomain

● apig:certificate:get
● apig:apiGroup:get

POST /{project_id}/
apigw/instances/
{instance_id}/api-
groups/{group_id}/
domains/
{domain_id}/
certificates/attach

apig:apiGroup:batchBindCer
tificateToDomain

● apig:instance:get
● apig:apiGroup:get
● apig:certificate:get

POST /{project_id}/
apigw/instances/
{instance_id}/api-
groups/{group_id}/
domains/
{domain_id}/
certificates/detach

apig:apiGroup:batchUnbind
CertificateFromDomain

● apig:instance:get
● apig:apiGroup:get
● apig:certificate:get
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GET /{project_id}/
apigw/instances/
{instance_id}/vpc-
channels

apig:loadBalanceChan-
nel:list

apig:instance:get

POST /{project_id}/
apigw/instances/
{instance_id}/vpc-
channels

apig:loadBalanceChan-
nel:create

● apig:instance:get
● cce:cluster:getCluster
● ecs:cloudServers:showSe

rver
● cce:cluster:generateClien

tCredential

DELETE /
{project_id}/apigw/
instances/
{instance_id}/vpc-
channels/
{vpc_channel_id}

apig:loadBalanceChan-
nel:delete

apig:instance:get

GET /{project_id}/
apigw/instances/
{instance_id}/vpc-
channels/
{vpc_channel_id}

apig:loadBalanceChan-
nel:get

apig:instance:get

PUT /{project_id}/
apigw/instances/
{instance_id}/vpc-
channels/
{vpc_channel_id}

apig:loadBalanceChan-
nel:update

● apig:instance:get
● cce:cluster:getCluster
● ecs:cloudServers:showSe

rver
● cce:cluster:generateClien

tCredential

PUT /{project_id}/
apigw/instances/
{instance_id}/vpc-
channels/
{vpc_channel_id}/
health-config

apig:loadBalanceChan-
nel:updateHealthCheck-
Config

● apig:instance:get
● apig:loadBalanceChan-

nel:get

GET /{project_id}/
apigw/instances/
{instance_id}/vpc-
channels/
{vpc_channel_id}/
member-groups

apig:loadBalanceChan-
nel:listServerGroup

● apig:instance:get
● apig:loadBalanceChan-

nel:get
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POST /{project_id}/
apigw/instances/
{instance_id}/vpc-
channels/
{vpc_channel_id}/
member-groups

apig:loadBalanceChan-
nel:createServerGroup

● apig:instance:get
● apig:loadBalanceChan-

nel:get

DELETE /
{project_id}/apigw/
instances/
{instance_id}/vpc-
channels/
{vpc_channel_id}/
member-groups/
{member_group_id}

apig:loadBalanceChan-
nel:deleteServerGroup

● apig:instance:get
● apig:loadBalanceChan-

nel:get

GET /{project_id}/
apigw/instances/
{instance_id}/vpc-
channels/
{vpc_channel_id}/
member-groups/
{member_group_id}

apig:loadBalanceChan-
nel:getServerGroup

● apig:instance:get
● apig:loadBalanceChan-

nel:get

PUT /{project_id}/
apigw/instances/
{instance_id}/vpc-
channels/
{vpc_channel_id}/
member-groups/
{member_group_id}

apig:loadBalanceChan-
nel:updateServerGroup

● apig:instance:get
● apig:loadBalanceChan-

nel:get

GET /{project_id}/
apigw/instances/
{instance_id}/vpc-
channels/
{vpc_channel_id}/
members

apig:loadBalanceChan-
nel:listBackendServerAd-
dress

● apig:instance:get
● apig:loadBalanceChan-

nel:get

POST /{project_id}/
apigw/instances/
{instance_id}/vpc-
channels/
{vpc_channel_id}/
members

apig:loadBalanceChan-
nel:createBackendServerAd-
dress

● apig:instance:get
● apig:loadBalanceChan-

nel:get
● ecs:cloudServers:showSe

rver

PUT /{project_id}/
apigw/instances/
{instance_id}/vpc-
channels/
{vpc_channel_id}/
members

apig:loadBalanceChan-
nel:updateBackendServer-
Address

● apig:instance:get
● apig:loadBalanceChan-

nel:get
● ecs:cloudServers:showSe

rver
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DELETE /
{project_id}/apigw/
instances/
{instance_id}/vpc-
channels/
{vpc_channel_id}/
members/
{member_id}

apig:loadBalanceChan-
nel:deleteBackendServerAd-
dress

● apig:instance:get
● apig:loadBalanceChan-

nel:get

POST /{project_id}/
apigw/instances/
{instance_id}/vpc-
channels/
{vpc_channel_id}/
members/batch-
disable

apig:loadBalanceChan-
nel:batchDisableBackend-
ServerAddress

● apig:instance:get
● apig:loadBalanceChan-

nel:get

POST /{project_id}/
apigw/instances/
{instance_id}/vpc-
channels/
{vpc_channel_id}/
members/batch-
enable

apig:loadBalanceChan-
nel:batchEnableBackend-
ServerAddress

● apig:instance:get
● apig:loadBalanceChan-

nel:get

GET /{project_id}/
apigw/instances/
{instance_id}/tags

apig:instance:listTag apig:instance:get

GET /{project_id}/
apigw/instances/
{instance_id}/apis/
{api_id}/attachable-
plugins

apig:api:listUnboundPlugin ● apig:instance:get
● apig:api:get

GET /{project_id}/
apigw/instances/
{instance_id}/apis/
{api_id}/attached-
plugins

apig:api:listBoundPlugin ● apig:instance:get
● apig:api:get

POST /{project_id}/
apigw/instances/
{instance_id}/apis/
{api_id}/plugins/
attach

apig:api:bindPlugin ● apig:instance:get
● apig:api:get
● apig:plugin:get

PUT /{project_id}/
apigw/instances/
{instance_id}/apis/
{api_id}/plugins/
detach

apig:api:unbindPlugin ● apig:instance:get
● apig:api:get
● apig:plugin:get
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GET /{project_id}/
apigw/instances/
{instance_id}/
plugins

apig:plugin:list apig:instance:get

POST /{project_id}/
apigw/instances/
{instance_id}/
plugins

apig:plugin:create ● apig:instance:get
● apig:loadBalanceChan-

nel:get
● functiongraph:function:g

etFunctionConfig

DELETE /
{project_id}/apigw/
instances/
{instance_id}/
plugins/{plugin_id}

apig:plugin:delete apig:instance:get

GET /{project_id}/
apigw/instances/
{instance_id}/
plugins/{plugin_id}

apig:plugin:get apig:instance:get

PUT /{project_id}/
apigw/instances/
{instance_id}/
plugins/{plugin_id}

apig:plugin:update ● apig:instance:get
● apig:loadBalanceChan-

nel:get
● functiongraph:function:g

etFunctionConfig

POST /{project_id}/
apigw/instances/
{instance_id}/
plugins/{plugin_id}/
attach

apig:plugin:bindApi ● apig:instance:get
● apig:api:get
● apig:plugin:get

GET /{project_id}/
apigw/instances/
{instance_id}/
plugins/{plugin_id}/
attachable-apis

apig:plugin:listUnbindApi ● apig:instance:get
● apig:plugin:get

GET /{project_id}/
apigw/instances/
{instance_id}/
plugins/{plugin_id}/
attached-apis

apig:plugin:listBoundApi ● apig:instance:get
● apig:plugin:get

PUT /{project_id}/
apigw/instances/
{instance_id}/
plugins/{plugin_id}/
detach

apig:plugin:unbindApi ● apig:instance:get
● apig:api:get
● apig:plugin:get
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GET /{project_id}/
apigw/instances/
{instance_id}/api-
groups/{group_id}/
gateway-responses

apig:apiGroup:listGatewayR
esponse

● apig:instance:get
● apig:apiGroup:get

POST /{project_id}/
apigw/instances/
{instance_id}/api-
groups/{group_id}/
gateway-responses

apig:apiGroup:createGatew
ayResponse

● apig:instance:get
● apig:apiGroup:get

DELETE /
{project_id}/apigw/
instances/
{instance_id}/api-
groups/{group_id}/
gateway-responses/
{response_id}

apig:apiGroup:deleteGatew
ayResponse

● apig:instance:get
● apig:apiGroup:get

GET /{project_id}/
apigw/instances/
{instance_id}/api-
groups/{group_id}/
gateway-responses/
{response_id}

apig:apiGroup:getGatewayR
esponse

● apig:instance:get
● apig:apiGroup:get

PUT /{project_id}/
apigw/instances/
{instance_id}/api-
groups/{group_id}/
gateway-responses/
{response_id}

apig:apiGroup:updateGate
wayResponse

● apig:instance:get
● apig:apiGroup:get

DELETE /
{project_id}/apigw/
instances/
{instance_id}/api-
groups/{group_id}/
gateway-responses/
{response_id}/
{response_type}

apig:apiGroup:deleteGatew
ayResponseType

● apig:instance:get
● apig:apiGroup:get

GET /{project_id}/
apigw/instances/
{instance_id}/api-
groups/{group_id}/
gateway-responses/
{response_id}/
{response_type}

apig:apiGroup:getGatewayR
esponseType

● apig:instance:get
● apig:apiGroup:get

Organizations
User Guide 5 Managing SCPs

Issue 01 (2025-02-25) Copyright © Huawei Cloud Computing Technologies Co., Ltd. 972



API Action Dependencies

PUT /{project_id}/
apigw/instances/
{instance_id}/api-
groups/{group_id}/
gateway-responses/
{response_id}/
{response_type}

apig:apiGroup:updateGate
wayResponseType

● apig:instance:get
● apig:apiGroup:get

GET /{project_id}/
apigw/instances/
{instance_id}/
resources/outline/
apis

apig:instance:listApiOutline apig:instance:get

GET /{project_id}/
apigw/instances/
{instance_id}/
resources/outline/
apps

apig:instance:listAppOutline apig:instance:get

GET /{project_id}/
apigw/instances/
{instance_id}/
resources/outline/
groups

apig:instance:listApiGroupO
utline

apig:instance:get

GET /{project_id}/
apigw/instances/
{instance_id}/env-
variables

apig:environmentVaria-
ble:list

● apig:instance:get
● apig:apiGroup:get
● apig:environment:list

POST /{project_id}/
apigw/instances/
{instance_id}/env-
variables

apig:environmentVaria-
ble:create

● apig:instance:get
● apig:apiGroup:get
● apig:environment:list

DELETE /
{project_id}/apigw/
instances/
{instance_id}/env-
variables/
{env_variable_id}

apig:environmentVaria-
ble:delete

● apig:instance:get
● apig:apiGroup:get
● apig:environment:list

GET /{project_id}/
apigw/instances/
{instance_id}/env-
variables/
{env_variable_id}

apig:environmentVaria-
ble:get

● apig:instance:get
● apig:apiGroup:get
● apig:environment:list
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PUT /{project_id}/
apigw/instances/
{instance_id}/env-
variables/
{env_variable_id}

apig:environmentVaria-
ble:update

● apig:instance:get
● apig:apiGroup:get
● apig:environment:list

GET /{project_id}/
apigw/instances/
{instance_id}/envs

apig:environment:list apig:instance:get

POST /{project_id}/
apigw/instances/
{instance_id}/envs

apig:environment:create apig:instance:get

DELETE /
{project_id}/apigw/
instances/
{instance_id}/envs/
{env_id}

apig:environment:delete apig:instance:get

PUT /{project_id}/
apigw/instances/
{instance_id}/envs/
{env_id}

apig:environment:update apig:instance:get

GET /{project_id}/
apigw/instances/
{instance_id}/
metric-data

apig:instance:listMetricData apig:instance:get

GET /{project_id}/
apigw/instances/
{instance_id}/
statistics/api/latest

apig:instance:listApiMonitor
ing

apig:instance:get

GET /{project_id}/
apigw/instances/
{instance_id}/
statistics/group/
latest

apig:instance:listApiGroupM
onitoring

apig:instance:get

GET /{project_id}/
apigw/instances/
{instance_id}/
throttles

apig:requestThrottling:list apig:instance:get

POST /{project_id}/
apigw/instances/
{instance_id}/
throttles

apig:requestThrottling:creat
e

apig:instance:get
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DELETE /
{project_id}/apigw/
instances/
{instance_id}/
throttles/
{throttle_id}

apig:requestThrottling:delet
e

apig:instance:get

GET /{project_id}/
apigw/instances/
{instance_id}/
throttles/
{throttle_id}

apig:requestThrottling:get apig:instance:get

PUT /{project_id}/
apigw/instances/
{instance_id}/
throttles/
{throttle_id}

apig:requestThrottling:upda
te

apig:instance:get

- apig:requestThrottling:batc
hDelete

apig:instance:get

POST /{project_id}/
apigw/instances/
{instance_id}/sign-
bindings

apig:api:bindSignatureKey ● apig:instance:get
● apig:api:get
● apig:signatureKey:list

DELETE /
{project_id}/apigw/
instances/
{instance_id}/sign-
bindings/
{sign_bindings_id}

apig:api:unbindSignature-
Key

● apig:instance:get
● apig:api:get
● apig:signatureKey:list

GET /{project_id}/
apigw/instances/
{instance_id}/sign-
bindings/binded-
apis

apig:signatureKey:listBound
Api

● apig:instance:get
● apig:signatureKey:list

GET /{project_id}/
apigw/instances/
{instance_id}/sign-
bindings/binded-
signs

apig:api:listBoundSignatur-
eKey

● apig:instance:get
● apig:api:get

GET /{project_id}/
apigw/instances/
{instance_id}/sign-
bindings/unbinded-
apis

apig:signatureKey:listUnbou
ndApi

● apig:instance:get
● apig:signatureKey:list
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GET /{project_id}/
apigw/instances/
{instance_id}/signs

apig:signatureKey:list apig:instance:get

POST /{project_id}/
apigw/instances/
{instance_id}/signs

apig:signatureKey:create apig:instance:get

DELETE /
{project_id}/apigw/
instances/
{instance_id}/signs/
{sign_id}

apig:signatureKey:delete apig:instance:get

PUT /{project_id}/
apigw/instances/
{instance_id}/signs/
{sign_id}

apig:signatureKey:update apig:instance:get

GET /{project_id}/
apigw/instances/
{instance_id}/
throttles/
{throttle_id}/
throttle-specials

apig:requestThrottling:listSp
ecial

● apig:instance:get
● apig:requestThrottling:ge

t

POST /{project_id}/
apigw/instances/
{instance_id}/
throttles/
{throttle_id}/
throttle-specials

apig:requestThrottling:creat
eSpecial

● apig:instance:get
● apig:requestThrottling:ge

t

DELETE /
{project_id}/apigw/
instances/
{instance_id}/
throttles/
{throttle_id}/
throttle-specials/
{strategy_id}

apig:requestThrottling:delet
eSpecial

● apig:instance:get
● apig:requestThrottling:ge

t

PUT /{project_id}/
apigw/instances/
{instance_id}/
throttles/
{throttle_id}/
throttle-specials/
{strategy_id}

apig:requestThrottling:upda
teSpecial

● apig:instance:get
● apig:requestThrottling:ge

t
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GET /{project_id}/
apigw/instances/
{instance_id}/
instance-tags

apig:instance:listSingleInsta
nceTag

apig:instance:get

POST /{project_id}/
apigw/instances/
{instance_id}/
instance-tags/action

apig:instance:batchCreateO
rDeleteTag

apig:instance:get

GET /{project_id}/
apigw/instance-tags

apig::listTag apig:instance:get

POST /{project_id}/
apigw/resource-
instances/count

apig:instance:getNumByTag
s

-

POST /{project_id}/
apigw/resource-
instances/filter

apig:instance:listByTags -

GET /{project_id}/
apigw/instances

apig:instance:list -

POST /{project_id}/
apigw/instances

apig:instance:create ● vpc:securityGroups:get
● vpc:ports:create
● vpc:ports:update
● eip:publicIps:get
● eip:publicIps:update
● eps:enterpriseProjects:list

DELETE /
{project_id}/apigw/
instances/
{instance_id}

apig:instance:delete ● eip:publicIps:get
● eip:publicIps:update
● vpc:ports:delete

GET /{project_id}/
apigw/instances/
{instance_id}

apig:instance:get -

PUT /{project_id}/
apigw/instances/
{instance_id}

apig:instance:update ● vpc:securityGroups:get
● vpc:ports:update

DELETE /
{project_id}/apigw/
instances/
{instance_id}/eip

apig:instance:unbindEip ● apig:instance:get
● eip:publicIps:update

PUT /{project_id}/
apigw/instances/
{instance_id}/eip

apig:instance:bindOrChang
eEip

● apig:instance:get
● eip:publicIps:update
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DELETE /
{project_id}/apigw/
instances/
{instance_id}/nat-
eip

apig:instance:deleteOutbou
ndEip

apig:instance:get

POST /{project_id}/
apigw/instances/
{instance_id}/nat-
eip

apig:instance:createOutbou
ndEip

● apig:instance:get
● vpc:ports:get

PUT /{project_id}/
apigw/instances/
{instance_id}/nat-
eip

apig:instance:changeOutbo
undEipBandwidth

apig:instance:get

GET /{project_id}/
apigw/instances/
{instance_id}/
progress

apig:instance:getCreateProg
ress

-

DELETE /
{project_id}/apigw/
instances/
{instance_id}/
ingress-eip

apig:instance:deleteIngressE
ip

apig:instance:get

POST /{project_id}/
apigw/instances/
{instance_id}/
ingress-eip

apig:instance:createIngressE
ip

apig:instance:get

PUT /{project_id}/
apigw/instances/
{instance_id}/
ingress-eip

apig:instance:changeIngress
EipBindwidth

apig:instance:get

POST /{project_id}/
apigw/instances/
{instance_id}/
postpaid-resize

apig:instance:resize apig:instance:get

GET /{project_id}/
apigw/instances/
{instance_id}/
restriction

apig:instance:getRestriction apig:instance:get

GET /{project_id}/
apigw/instances/
{instance_id}/
features

apig:instance:listParameter apig:instance:get
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POST /{project_id}/
apigw/instances/
{instance_id}/
features

apig:instance:updateParam
eter

apig:instance:get

GET /{project_id}/
apigw/instances/
{instance_id}/
instance-features

apig:instance:listFeature apig:instance:get

POST /{project_id}/
apigw/instances/
{instance_id}/
microservice/import

apig:instance:importMicros
ervice

● apig:instance:get
● apig:api:create
● apig:apiGroup:get
● apig:apiGroup:create
● apig:loadBalanceChan-

nel:get
● apig:loadBalanceChan-

nel:create
● cce:cluster:getCluster
● cce:cluster:generateClien

tCredential

POST /{project_id}/
apigw/instances/
{instance_id}/api-
groups/{group_id}/
domains

apig:apiGroup:bindDomain ● apig:instance:get
● apig:apiGroup:get

DELETE /
{project_id}/apigw/
instances/
{instance_id}/api-
groups/{group_id}/
domains/
{domain_id}

apig:apiGroup:unbindDoma
in

● apig:instance:get
● apig:apiGroup:get

PUT /{project_id}/
apigw/instances/
{instance_id}/api-
groups/{group_id}/
domains/
{domain_id}

apig:apiGroup:updateDoma
inConfig

● apig:instance:get
● apig:apiGroup:get

POST /{project_id}/
apigw/instances/
{instance_id}/api-
groups/{group_id}/
domains/
{domain_id}/
certificate

apig:apiGroup:createAndBin
dCertificateToDomain

● apig:instance:get
● apig:apiGroup:get
● apig:certificate:get
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DELETE /
{project_id}/apigw/
instances/
{instance_id}/api-
groups/{group_id}/
domains/
{domain_id}/
certificate/
{certificate_id}

apig:apiGroup:unbindAndD
eleteCertificateFromDo-
main

● apig:instance:get
● apig:apiGroup:get
● apig:certificate:get

GET /{project_id}/
apigw/instances/
{instance_id}/api-
groups/{group_id}/
domains/
{domain_id}/
certificate/
{certificate_id}

apig:apiGroup:getCertificate
OfDomain

● apig:instance:get
● apig:apiGroup:get
● apig:certificate:get

PUT /{project_id}/
apigw/instances/
{instance_id}/api-
groups/
{group_id}/sl-
domain-access-
settings

apig:apiGroup:updateSLDo
mainSetting

● apig:instance:get
● apig:apiGroup:get

GET /{project_id}/
apigw/instances/
{instance_id}/
authorizers

apig:customAuthorizer:list apig:instance:get

POST /{project_id}/
apigw/instances/
{instance_id}/
authorizers

apig:customAuthorizer:crea
te

● apig:instance:get
● functiongraph:function:g

etFunctionConfig

DELETE /
{project_id}/apigw/
instances/
{instance_id}/
authorizers/
{authorizer_id}

apig:customAuthorizer:dele
te

apig:instance:get

GET /{project_id}/
apigw/instances/
{instance_id}/
authorizers/
{authorizer_id}

apig:customAuthorizer:get apig:instance:get
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PUT /{project_id}/
apigw/instances/
{instance_id}/
authorizers/
{authorizer_id}

apig:customAuthorizer:upd
ate

● apig:instance:get
● functiongraph:function:g

etFunctionConfig

GET /{project_id}/
apigw/instances/
{instance_id}/vpc-
endpoint/
connections

apig:instance:listVpcEndpoi
nt

apig:instance:get

POST /{project_id}/
apigw/instances/
{instance_id}/vpc-
endpoint/
connections/action

apig:instance:acceptOrRejec
tVpcEndpointConnection

apig:instance:get

GET /{project_id}/
apigw/instances/
{instance_id}/vpc-
endpoint/
permissions

apig:instance:listVpcEndpoi
ntPermission

apig:instance:get

POST /{project_id}/
apigw/instances/
{instance_id}/vpc-
endpoint/
permissions/batch-
add

apig:instance:batchAddVpcE
ndpointPermission

apig:instance:get

POST /{project_id}/
apigw/instances/
{instance_id}/vpc-
endpoint/
permissions/batch-
delete

apig:instance:batchDeleteV
pcEndpointPermission

apig:instance:get

DELETE /
{project_id}/apigw/
instances/
{instance_id}/apps/
{app_id}/app-acl

apig:app:deleteAcl ● apig:instance:get
● apig:app:get

GET /{project_id}/
apigw/instances/
{instance_id}/apps/
{app_id}/app-acl

apig:app:getAcl ● apig:instance:get
● apig:app:get

PUT /{project_id}/
apigw/instances/
{instance_id}/apps/
{app_id}/app-acl

apig:app:updateAcl ● apig:instance:get
● apig:app:get
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GET /{project_id}/
apigw/instances/
{instance_id}/app-
quotas

apig:clientQuota:list apig:instance:get

POST /{project_id}/
apigw/instances/
{instance_id}/app-
quotas

apig:clientQuota:create apig:instance:get

DELETE /
{project_id}/apigw/
instances/
{instance_id}/app-
quotas/
{app_quota_id}

apig:clientQuota:delete apig:instance:get

GET /{project_id}/
apigw/instances/
{instance_id}/app-
quotas/
{app_quota_id}

apig:clientQuota:get apig:instance:get

PUT /{project_id}/
apigw/instances/
{instance_id}/app-
quotas/
{app_quota_id}

apig:clientQuota:update apig:instance:get

GET /{project_id}/
apigw/instances/
{instance_id}/app-
quotas/
{app_quota_id}/
bound-apps

apig:clientQuota:listBoundA
pp

apig:instance:get

POST /{project_id}/
apigw/instances/
{instance_id}/app-
quotas/
{app_quota_id}/
binding-apps

apig:clientQuota:bindApp ● apig:instance:get
● apig:clientQuota:get

DELETE /
{project_id}/apigw/
instances/
{instance_id}/app-
quotas/
{app_quota_id}/
bound-apps/
{app_id}

apig:clientQuota:unbindApp ● apig:instance:get
● apig:app:get
● apig:clientQuota:get
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GET /{project_id}/
apigw/instances/
{instance_id}/app-
quotas/
{app_quota_id}/
bindable-apps

apig:clientQuota:listUnboun
dApp

● apig:instance:get
● apig:clientQuota:get

- apig:instance:listFeatureHist
ory

● apig:instance:get
● apig:instance:listFeature

POST /{project_id}/
apigw/instances/
{instance_id}/
custom-ingress-
ports

apig:instance:addCustomIn
gressPort

apig:instance:get

GET /{project_id}/
apigw/instances/
{instance_id}/
custom-ingress-
ports

apig:instance:listCustomIng
ressPort

apig:instance:get

DELETE /
{project_id}/apigw/
instances/
{instance_id}/
custom-ingress-
ports/
{ingress_port_id}

apig:instance:deleteCustomI
ngressPort

● apig:instance:get
● apig:instance:listCustomI

ngressPort

GET /{project_id}/
apigw/instances/
{instance_id}/
custom-ingress-
ports/
{ingress_port_id}/
domains

apig:instance:listCustomIng
ressPortDomain

● apig:instance:get
● apig:apiGroup:get
● apig:instance:listCustomI

ngressPort

 

Resources
A resource type indicates the resources that an SCP applies to. If you specify a
resource type for any action in Table 5-190, the resource URN must be specified in
the SCP statements using that action, and the SCP applies only to resources of this
type. If no resource type is specified, the Resource element is marked with an
asterisk (*) and the SCP applies to all resources. You can also set condition keys in
an SCP to define resource types.

The following table lists the resource types that you can define in SCP statements
for APIG.
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Table 5-190 Resource types supported by APIG

Resource Type URN

instance apig:<region>:<account-id>:instance:<instance-id>

 

Conditions
APIG does not support service-specific condition keys in SCPs. It can only use
global condition keys applicable to all services. For details, see Global Condition
Keys.

5.10.11 Developer Services

5.10.11.1 ServiceStage
The Organizations service provides Service Control Policies (SCPs) to set access
control policies.

SCPs do not actually grant any permissions to a principal. They only set the
permissions boundary for the principal. When SCPs are attached to a member
account or an organizational unit (OU), they do not directly grant permissions to
that member account or OU. Instead, the SCPs just determine what permissions
are available for that member account or the member accounts under that OU.

This section describes the elements used by IAM custom identity policies and
Organizations SCPs. The elements include actions, resources, and conditions.

For details about how to use these elements to create a custom SCP, see Creating
an SCP.

Actions
Actions are specific operations that are allowed or denied in an identity policy SCP.

● The Access Level column describes how the action is classified (List, Read, or
Write). This classification helps you understand the level of access that an
action grants when you use it in an SCP.

● The Resource Type column indicates whether the action supports resource-
level permissions.
– You can use a wildcard (*) to indicate all resource types. If this column is

empty (-), the action does not support resource-level permissions and
you must specify all resources ("*") in your SCP statements.

– If this column includes a resource type, you must specify the URN in the
Resource element of your statements.

– Required resources are marked with asterisks (*) in the table. If you
specify a resource in a statement using this action, then it must be of this
type.

For details about the resource types defined by ServiceStage, see Resources.
● The Condition Key column contains keys that you can specify in the

Condition element of an SCP statement.
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– If the Resource Type column has values for an action, the condition key
takes effect only for the listed resource types.

– If the Resource Type column is empty (-) for an action, the condition key
takes effect for all resources that action supports.

– If the Condition Key column is empty (-) for an action, the action does
not support any condition keys.

For details about the condition keys defined by ServiceStage, see Conditions.

The following table lists the actions that you can define in identity policy SCP
statements for ServiceStage.

Table 5-191 Actions supported by ServiceStage

Action Description Access
Level

Resource Type Condition Key

servicestage:
app:getApplic
ation

Querying an
application

read app ● g:EnterpriseP
rojectId

● g:ResourceTa
g/<tag-key>

servicestage:
app:createAp
plication

Creating an
application

write app ● g:EnterpriseP
rojectId

● g:RequestTa
g/<tag-key>

● g:TagKeys

servicestage:
app:modifyA
pplication

Updating an
application

write app ● g:EnterpriseP
rojectId

● g:ResourceTa
g/<tag-key>

● g:RequestTa
g/<tag-key>

● g:TagKeys

servicestage:
app:deleteAp
plication

Deleting an
application

write app ● g:EnterpriseP
rojectId

● g:ResourceTa
g/<tag-key>

servicestage:
app:listApplic
ation

Querying the
application list

list - -

servicestage:
app:getConfi
guration

Querying
application
configuration

read app ● g:ResourceTa
g/<tag-key>

● g:EnterpriseP
rojectId
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Level

Resource Type Condition Key

servicestage:
app:deleteCo
nfiguration

Deleting
application
configuration

write app ● g:EnterpriseP
rojectId

● g:ResourceTa
g/<tag-key>

servicestage:
app:modifyC
onfiguration

Updating
application
configuration

write app ● g:EnterpriseP
rojectId

● g:ResourceTa
g/<tag-key>

servicestage:
app:getComp
onent

Querying an
application
component

read app ● g:EnterpriseP
rojectId

● g:ResourceTa
g/<tag-key>

servicestage:
app:createCo
mponent

Creating an
application
component

write app ● g:ResourceTa
g/<tag-key>

● g:EnterpriseP
rojectId

servicestage:
app:modifyC
omponent

Updating an
application
component

write app ● g:ResourceTa
g/<tag-key>

● g:EnterpriseP
rojectId

servicestage:
app:deleteCo
mponent

Deleting an
application
component

write app ● g:ResourceTa
g/<tag-key>

● g:EnterpriseP
rojectId

servicestage:
app:listComp
onent

Querying the
application
component
list

list - -

servicestage:e
nvironment:c
reate

Creating an
environment

write environment ● g:EnterpriseP
rojectId

● g:RequestTa
g/<tag-key>

● g:TagKeys

servicestage:e
nvironment:g
et

Querying an
environment

read environment ● g:ResourceTa
g/<tag-key>

● g:EnterpriseP
rojectId

servicestage:e
nvironment:li
st

Querying the
environment
list

list - -
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Action Description Access
Level

Resource Type Condition Key

servicestage:e
nvironment:
modify

Updating an
environment

write environment ● g:ResourceTa
g/<tag-key>

● g:EnterpriseP
rojectId

● g:RequestTa
g/<tag-key>

● g:TagKeys

servicestage:e
nvironment:d
elete

Deleting an
environment

write environment ● g:ResourceTa
g/<tag-key>

● g:EnterpriseP
rojectId

servicestage:e
nvironment:t
ag

(TMS users)
Creating an
environment
tag

tagging environment ● g:ResourceTa
g/<tag-key>

● g:EnterpriseP
rojectId

● g:RequestTa
g/<tag-key>

● g:TagKeys

servicestage:
app:tag

(TMS users)
Creating an
application
tag

tagging app ● g:ResourceTa
g/<tag-key>

● g:EnterpriseP
rojectId

● g:RequestTa
g/<tag-key>

● g:TagKeys

servicestage:e
nvironment:li
stResourcesB
yTag

(TMS users)
Querying
environments
by tag

read environment ● g:RequestTa
g/<tag-key>

● g:TagKeys

servicestage:
app:listResou
rcesByTag

(TMS users)
Querying
applications
by tag

read app ● g:RequestTa
g/<tag-key>

● g:TagKeys

servicestage:e
nvironment:u
nTagResourc
e

(TMS users)
Deleting an
environment
tag

tagging environment ● g:ResourceTa
g/<tag-key>

● g:RequestTa
g/<tag-key>

● g:EnterpriseP
rojectId

● g:TagKeys
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Level

Resource Type Condition Key

servicestage:
app:unTagRe
source

(TMS users)
Deleting an
application
tag

tagging app ● g:ResourceTa
g/<tag-key>

● g:EnterpriseP
rojectId

● g:RequestTa
g/<tag-key>

● g:TagKeys

servicestage:e
nvironment:li
stTags

(TMS users)
Querying the
environment
tag list

read - -

servicestage:
app:listTags

(TMS users)
Querying the
application
tag list

read - -

servicestage:
pipeline:get

Querying a
pipeline

read pipeline -

servicestage:
pipeline:creat
e

Creating a
pipeline

write pipeline -

servicestage:
pipeline:modi
fy

Updating a
pipeline

write pipeline -

servicestage:
pipeline:delet
e

Deleting a
pipeline

write pipeline -

servicestage:
pipeline:list

Querying the
pipeline list

list - -

servicestage:
assembling:r
untimeList

Querying the
technology
stack list

read - -

servicestage:
assembling:g
etInfo

Querying a
build task

list - -

servicestage:
assembling:cr
eate

Creating a
build task

write assembling -

servicestage:
assembling:m
odify

Updating a
build task

write assembling -
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Level

Resource Type Condition Key

servicestage:
assembling:d
elete

Deleting a
build task

write assembling -

servicestage:
assembling:li
st

Querying the
build task list

list - -

servicestage:r
epositoryAut
h:list

Obtaining the
repository
authorization
list

list - -

servicestage:r
epositoryAut
h:get

Obtaining
repository
authorization

read repositoryAuth -

servicestage:r
epositoryAut
h:create

Creating
repository
authorization

write repositoryAuth -

servicestage:r
epositoryAut
h:delete

Deleting
repository
authorization

write repositoryAuth -

servicestage:e
nvironment:li
stTagsForRes
ource

(EPS users)
Querying the
environment
tag list

read environment ● g:ResourceTa
g/<tag-key>

● g:EnterpriseP
rojectId

servicestage:
app:listTagsF
orResource

(EPS users)
Querying the
application
tag list

read app ● g:ResourceTa
g/<tag-key>

● g:EnterpriseP
rojectId

 

Each API of ServiceStage usually supports one or more actions. Table 5-192 lists
the actions and dependencies supported by ServiceStage APIs.

Table 5-192 Actions and dependencies supported by ServiceStage APIs

API Action Dependencies

GET /v2/{project_id}/cas/
metadata/runtimes

servicestage:app:listAppli
cation

-

GET /v2/{project_id}/cas/
metadata/flavors

servicestage:app:listAppli
cation

-
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POST /v2/
{project_id}/cas/
environments

servicestage:environment
:create

-

GET /v2/{project_id}/cas/
environments

servicestage:environment
:list

-

PUT /v2/{project_id}/cas/
environments/
{environment_id}

servicestage:environment
:modify

-

DELETE /v2/
{project_id}/cas/
environments/
{environment_id}

servicestage:environment
:delete

-

GET /v2/{project_id}/cas/
environments/
{environment_id}

servicestage:environment
:get

-

PATCH /v2/
{project_id}/cas/
environments/
{environment_id}/
resources

servicestage:environment
:modify

-

POST /v2/
{project_id}/cas/
applications

servicestage:app:createA
pplication

-

GET /v2/{project_id}/cas/
applications

servicestage:app:listAppli
cation

-

PUT /v2/{project_id}/cas/
applications/
{application_id}

servicestage:app:modifyA
pplication

-

DELETE /v2/
{project_id}/cas/
applications/
{application_id}

servicestage:app:deleteA
pplication

-

GET /v2/{project_id}/cas/
applications/
{application_id}

servicestage:app:getAppli
cation

-

PUT /v2/{project_id}/cas/
applications/
{application_id}/
configuration

servicestage:app:modifyC
onfiguration

-
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API Action Dependencies

DELETE /v2/
{project_id}/cas/
applications/
{application_id}/
configuration

servicestage:app:deleteC
onfiguration

-

GET /v2/{project_id}/cas/
applications/
{application_id}/
configuration

servicestage:app:getConfi
guration

-

POST /v2/
{project_id}/cas/
applications/
{application_id}/
components

servicestage:app:createC
omponent

servicestage:assembling:
getInfo
servicestage:assembling:c
reate

GET /v2/{project_id}/cas/
applications/
{application_id}/
components

servicestage:app:listCom
ponent

-

PUT /v2/{project_id}/cas/
applications/
{application_id}/
components/
{component_id}

servicestage:app:modifyC
omponent

-

DELETE /v2/
{project_id}/cas/
applications/
{application_id}/
components/
{component_id}

servicestage:app:deleteC
omponent

-

GET /v2/{project_id}/cas/
applications/
{application_id}/
components/
{component_id}

servicestage:app:getCom
ponent

-

POST /v2/
{project_id}/cas/
applications/
{application_id}/
components/
{component_id}/
instances

servicestage:app:createC
omponent

servicestage:assembling:
getInfo
servicestage:assembling:c
reate
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API Action Dependencies

GET /v2/{project_id}/cas/
applications/
{application_id}/
components/
{component_id}/
instances

servicestage:app:listCom
ponent

-

POST /v2/
{project_id}/cas/
applications/
{application_id}/
components/
{component_id}/
instances/{instance_id}/
action

servicestage:app:modifyC
omponent

-

PUT /v2/{project_id}/cas/
applications/
{application_id}/
components/
{component_id}/
instances/{instance_id}

servicestage:app:modifyC
omponent

-

DELETE /v2/
{project_id}/cas/
applications/
{application_id}/
components/
{component_id}/
instances/{instance_id}

servicestage:app:deleteC
omponent

-

GET /v2/{project_id}/cas/
applications/
{application_id}/
components/
{component_id}/
instances/{instance_id}

servicestage:app:getCom
ponent

-

GET /v2/{project_id}/cas/
applications/
{application_id}/
components/
{component_id}/
instances/{instance_id}/
snapshots

servicestage:app:getCom
ponent

-

GET /v2/{project_id}/cas/
jobs/{job_id}

servicestage:app:listAppli
cation

-

POST /v3/
{project_id}/cas/
environments

servicestage:environment
:create

-
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API Action Dependencies

GET /v3/{project_id}/cas/
environments

servicestage:environment
:list

-

PUT /v3/{project_id}/cas/
environments/
{environment_id}

servicestage:environment
:modify

-

DELETE /v3/
{project_id}/cas/
environments/
{environment_id}

servicestage:environment
:delete

-

GET /v3/{project_id}/cas/
environments/
{environment_id}

servicestage:environment
:get

-

PUT /v3/{project_id}/cas/
environments/
{environment_id}/
resources

servicestage:environment
:modify

-

GET /v3/{project_id}/cas/
environments/
{environment_id}/
resources

servicestage:environment
:list

-

POST /v3/
{project_id}/cas/
applications

servicestage:app:createA
pplication

-

GET /v3/{project_id}/cas/
applications

servicestage:app:listAppli
cation

-

PUT /v3/{project_id}/cas/
applications/
{application_id}

servicestage:app:modifyA
pplication

-

GET /v3/{project_id}/cas/
applications/
{application_id}

servicestage:app:getAppli
cation

-

GET /v3/{project_id}/cas/
applications/
{application_id}/
configuration

servicestage:app:getConfi
guration

-

PUT /v3/{project_id}/cas/
applications/
{application_id}/
configuration

servicestage:app:modifyC
onfiguration

-
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API Action Dependencies

DELETE /v3/
{project_id}/cas/
applications/
{application_id}/
configuration

servicestage:app:deleteC
onfiguration

-

POST /v3/
{project_id}/cas/
applications/
{application_id}/
components

servicestage:app:createC
omponent

servicestage:assembling:
getInfo
servicestage:assembling:c
reate

GET /v3/{project_id}/cas/
applications/
{application_id}/
components

servicestage:app:listCom
ponent

-

GET /v3/{project_id}/cas/
components

servicestage:app:listCom
ponent

-

PUT /v3/{project_id}/cas/
applications/
{application_id}/
components/
{component_id}

servicestage:app:modifyC
omponent

-

DELETE /v3/
{project_id}/cas/
applications/
{application_id}/
components/
{component_id}

servicestage:app:deleteC
omponent

-

GET /v3/{project_id}/cas/
applications/
{application_id}/
components/
{component_id}

servicestage:app:getCom
ponent

-

POST /v3/
{project_id}/cas/
applications/
{application_id}/
components/
{component_id}/action

servicestage:app:modifyC
omponent

-

GET /v3/{project_id}/cas/
applications/
{application_id}/
components/
{component_id}/records

servicestage:app:listCom
ponent

-
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API Action Dependencies

GET /v3/{project_id}/cas/
runtimestacks

servicestage:app:listAppli
cation

-

GET /v1/{project_id}/git/
auths

servicestage:repositoryAu
th:list

-

GET /v1/{project_id}/git/
auths/{repo_type}/
redirect

servicestage:repositoryAu
th:get

-

POST /v1/
{project_id}/git/auths/
{repo_type}/oauth

servicestage:repositoryAu
th:create

-

POST /v1/
{project_id}/git/auths/
{repo_type}/personal

servicestage:repositoryAu
th:create

-

POST /v1/
{project_id}/git/auths/
{repo_type}/password

servicestage:repositoryAu
th:create

-

DELETE /v1/
{project_id}/git/auths/
{name}

servicestage:repositoryAu
th:delete

-

GET /v2/{project_id}/
servicestage-
environment/
{environment_id}/tags

servicestage:environment
:listTagsForResource

-

GET /v2/{project_id}/
servicestage-application/
{app_id}/tags

servicestage:app:listTagsF
orResource

-

 

Resources
A resource type indicates the resources that an SCP applies to. If you specify a
resource type for any action in Table 5-193, the resource URN must be specified in
the SCP statements using that action, and the SCP applies only to resources of this
type. If no resource type is specified, the Resource element is marked with an
asterisk (*) and the SCP applies to all resources. You can also set condition keys in
an SCP to define resource types.

The following table lists the resource types that you can define in SCP statements
for ServiceStage.
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Table 5-193 Resource types supported by ServiceStage

Resource Type URN

app servicestage:<region>:<account-
id>:app:<app-id>

environment servicestage:<region>:<account-
id>:environment:<environment-id>

pipeline servicestage:<region>:<account-
id>:pipeline:<pipeline-id>

assembling servicestage:<region>:<account-
id>:assembling:<assembling-id>

repositoryAuth servicestage:<region>:<account-
id>:repositoryAuth:<repositoryAuth-id>

 

Conditions
ServiceStage does not support service-specific condition keys in SCPs.

It can only use global condition keys applicable to all services. For details, see
Global Condition Keys.

5.10.11.2 CodeArts
The Organizations service provides Service Control Policies (SCPs) to set access
control policies.

SCPs do not actually grant any permissions to a principal. They only set the
permissions boundary for the principal. When SCPs are attached to a member
account or an organizational unit (OU), they do not directly grant permissions to
that member account or OU. Instead, the SCPs just determine what permissions
are available for that member account or the member accounts under that OU.

This section describes the elements used by Organizations SCPs. The elements
include actions, resources, and conditions.

For details about how to use these elements to create a custom SCP, see Creating
an SCP.

Actions
Actions are specific operations that are allowed or denied in an SCP.

● The Access Level column describes how the action is classified (List, Read, or
Write). This classification helps you understand the level of access that an
action grants when you use it in an SCP.

● The Resource Type column indicates whether the action supports resource-
level permissions.
– You can use a wildcard (*) to indicate all resource types. If this column is

empty (-), the action does not support resource-level permissions, and
you must specify all resources ("*") in your SCP statements.
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– If this column includes a resource type, you must specify the URN in the
Resource element of your statements.

– Required resources are marked with asterisks (*) in the table. If you
specify a resource in a statement using this action, then it must be of this
type.

For details about the resource types defined by the CodeArts console, see
Resources.

● The Condition Key column contains keys that you can specify in the
Condition element of an SCP statement.
– If the Resource Type column has values for an action, the condition key

takes effect only for the listed resource types.
– If the Resource Type column is empty (-) for an action, the condition key

takes effect for all resources that action supports.
– If the Condition Key column is empty (-) for an action, the action does

not support any condition keys.
For details about the condition keys defined by the CodeArts console, see
Conditions.

The following table lists the actions that you can define in SCP statements for the
CodeArts console.

Table 5-194 Actions supported by the CodeArts console

Action Description Access Level Resource
Type (*:
required)

Condition
Key

codearts:proje
ctman:viewUs
age

Grants
permission to
check
CodeArts Req
resource
usage on the
console.

read - -

codearts:code
hub:viewUsag
e

Grants
permission to
check
CodeArts
Repo resource
usage on the
console.

read - -

codearts:clou
dbuild:viewUs
age

Grants
permission to
check
CodeArts
Build resource
usage on the
console.

read - -
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Action Description Access Level Resource
Type (*:
required)

Condition
Key

codearts:code
check:viewUs
age

Grants
permission to
check
CodeArts
Check
resource
usage on the
console.

read - -

codearts:clou
dtest:viewUsa
ge

Grants
permission to
check
CodeArts
TestPlan (Test
Management)
resource
usage on the
console.

read - -

codearts:apite
st:viewUsage

Grants
permission to
check
CodeArts
TestPlan
(APITest)
resource
usage on the
console.

read - -

codearts:clou
drelease:view
Usage

Grants
permission to
check
CodeArts
Artifact
resource
usage on the
console.

read - -

codearts:clou
dide:viewUsag
e

Grants
permission to
check
CodeArts IDE
resource
usage on the
console.

read - -
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Action Description Access Level Resource
Type (*:
required)

Condition
Key

codearts:class
room:viewUsa
ge

Grants
permission to
check
Classroom
resource
usage on the
console.

read - -

codearts:mont
hlyPackage:ch
angeSpecifica
tion

Grants
permission to
change
package
specifications
on the
console.

write - -

codearts:mont
hlyPackage:su
bscribe

Grants
permission to
purchase
packages on
the console.

write - -

codearts:proje
ctman:subscri
beService

Grants
permission to
subscribe to
CodeArts Req
in pay-per-use
mode on the
console.

write - -

codearts:code
hub:subscribe
Service

Grants
permission to
subscribe to
CodeArts
Repo in pay-
per-use mode
on the
console.

write - -

codearts:clou
dbuild:subscri
beService

Grants
permission to
subscribe to
CodeArts
Build in pay-
per-use mode
on the
console.

write - -
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Action Description Access Level Resource
Type (*:
required)

Condition
Key

codearts:code
check:subscrib
eService

Grants
permission to
subscribe to
CodeArts
Check in pay-
per-use mode
on the
console.

write - -

codearts:clou
dtest:subscrib
eService

Grants
permission to
subscribe to
CodeArts
TestPlan (Test
Management)
in pay-per-use
mode on the
console.

write - -

codearts:apite
st:subscribeSe
rvice

Grants
permission to
subscribe to
CodeArts
TestPlan
(APITest) in
pay-per-use
mode on the
console.

write - -

codearts:clou
drelease:subsc
ribeService

Grants
permission to
subscribe to
CodeArts
Artifact in
pay-per-use
mode on the
console.

write - -

codearts:pack
age:subscribe
Service

Grants
permission to
subscribe to a
pay-per-use
package on
the console.

write - -
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Action Description Access Level Resource
Type (*:
required)

Condition
Key

codearts:clou
dide:subscribe
Service

Grants
permission to
subscribe to
CodeArts IDE
in pay-per-use
mode on the
console.

write - -

codearts:class
room:subscrib
eService

Grants
permission to
subscribe to
Classroom in
pay-per-use
mode on the
console.

write - -

codearts:proje
ctman:unsubs
cribeService

Grants
permission to
unsubscribe
from
CodeArts Req
in pay-per-use
mode on the
console.

write - -

codearts:code
hub:unsubscri
beService

Grants
permission to
unsubscribe
from
CodeArts
Repo in pay-
per-use mode
on the
console.

write - -

codearts:clou
dbuild:unsubs
cribeService

Grants
permission to
unsubscribe
from
CodeArts
Build in pay-
per-use mode
on the
console.

write - -
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Action Description Access Level Resource
Type (*:
required)

Condition
Key

codearts:code
check:unsubsc
ribeService

Grants
permission to
unsubscribe
from
CodeArts
Check in pay-
per-use mode
on the
console.

write - -

codearts:clou
dtest:unsubscr
ibeService

Grants
permission to
unsubscribe
from
CodeArts
TestPlan (Test
Management)
in pay-per-use
mode on the
console.

write - -

codearts:apite
st:unsubscribe
Service

Grants
permission to
unsubscribe
from
CodeArts
TestPlan
(APITest) in
pay-per-use
mode on the
console.

write - -

codearts:clou
drelease:unsu
bscribeService

Grants
permission to
unsubscribe
from
CodeArts
Artifact in
pay-per-use
mode on the
console.

write - -

codearts:pack
age:unsubscri
beService

Grants
permission to
unsubscribe
from a pay-
per-use
package on
the console.

write - -
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Action Description Access Level Resource
Type (*:
required)

Condition
Key

codearts:clou
dide:unsubscri
beService

Grants
permission to
unsubscribe
from
CodeArts IDE
in pay-per-use
mode on the
console.

write - -

codearts:class
room:unsubsc
ribeService

Grants
permission to
unsubscribe
from
Classroom in
pay-per-use
mode on the
console.

write - -

codearts:auth
orization:list

Grants
permission to
view the
authorization
list on the
console.

list - -

codearts:payP
erUsePackage
:listResourceD
etail

Grants
permission to
view details
of a pay-per-
use package
on the
console.

list - -

codearts:mont
hlyPackage:lis
tResourceDet
ail

Grants
permission to
view package
resources on
the console.

list - -

codearts:proje
ctman:listRes
ourceDetail

Grants
permission to
view CodeArts
Req resources
on the
console.

list - -
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Action Description Access Level Resource
Type (*:
required)

Condition
Key

codearts:code
hub:listResour
ceDetail

Grants
permission to
view CodeArts
Repo
resources on
the console.

list - -

codearts:clou
dbuild:listReso
urceDetail

Grants
permission to
view CodeArts
Build
resources on
the console.

list - -

codearts:code
check:listReso
urceDetail

Grants
permission to
view CodeArts
Check
resources on
the console.

list - -

codearts:clou
dtest:listReso
urceDetail

Grants
permission to
view CodeArts
TestPlan (Test
Management)
resources on
the console.

list - -

codearts:clou
drelease:listRe
sourceDetail

Grants
permission to
view CodeArts
Artifact
resources on
the console.

list - -

codearts:clou
dide:listResou
rceDetail

Grants
permission to
view CodeArts
IDE resources
on the
console.

list - -

codearts:class
room:listReso
urceDetail

Grants
permission to
view
Classroom
resources on
the console.

list - -

Organizations
User Guide 5 Managing SCPs

Issue 01 (2025-02-25) Copyright © Huawei Cloud Computing Technologies Co., Ltd. 1004



Action Description Access Level Resource
Type (*:
required)

Condition
Key

codearts:agile
DevopsTrainin
gServices:listR
esourceDetail

Grants
permission to
view
resources of
the Agile and
DevOps
Training
Service on the
console.

list - -

codearts:proje
ctman:listSubs
criptionHistor
y

Grants
permission to
view CodeArts
Req
subscription
history on the
console.

list - -

codearts:code
hub:listSubscri
ptionHistory

Grants
permission to
view CodeArts
Repo
subscription
history on the
console.

list - -

codearts:clou
dbuild:listSubs
criptionHistor
y

Grants
permission to
view CodeArts
Build
subscription
history on the
console.

list - -

codearts:code
check:listSubs
criptionHistor
y

Grants
permission to
view CodeArts
Check
subscription
history on the
console.

list - -

codearts:clou
dtest:listSubsc
riptionHistory

Grants
permission to
view CodeArts
TestPlan (Test
Management)
subscription
history on the
console.

list - -
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Action Description Access Level Resource
Type (*:
required)

Condition
Key

codearts:apite
st:listSubscript
ionHistory

Grants
permission to
view CodeArts
TestPlan
(APITest)
subscription
history on the
console.

list - -

codearts:clou
drelease:listSu
bscriptionHist
ory

Grants
permission to
view CodeArts
Artifact
subscription
history on the
console.

list - -

codearts:pack
age:listSubscri
ptionHistory

Grants
permission to
view pay-per-
use package
subscription
history on the
console.

list - -

codearts:clou
dide:listSubscr
iptionHistory

Grants
permission to
view CodeArts
IDE
subscription
history on the
console.

list - -

codearts:class
room:listSubsc
riptionHistory

Grants
permission to
view
Classroom
subscription
history on the
console.

list - -

codearts:auth
orization:creat
e

Grants
permission to
authorize
enterprise
accounts on
the console.

permissions - -
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Action Description Access Level Resource
Type (*:
required)

Condition
Key

codearts:auth
orization:canc
el

Grants
permission to
cancel the
authorization
granted to
enterprise
accounts on
the console.

permissions - -

codearts:auth
orization:upda
te

Grants
permission to
accept or
reject
authorization
from an
enterprise
account on
the console.

permissions - -

 

Resources

The CodeArts console does not support resource-level authorization. To allow
access to the CodeArts console, use a wildcard (*) in the Resource element of the
SCP, indicating that the SCP will be applied to all resources.

Conditions

The CodeArts console does not support service-specific condition keys in SCPs.

It can only use global condition keys applicable to all services. For details, see
Global Condition Keys.

5.10.11.3 CodeArts Pipeline

The Organizations service provides Service Control Policies (SCPs) to set access
control policies.

SCPs do not actually grant any permissions to a principal. They only set the
permissions boundary for the principal. When SCPs are attached to a member
account or an organizational unit (OU), they do not directly grant permissions to
that member account or OU. Instead, the SCPs just determine what permissions
are available for that member account or the member accounts under that OU.

This section describes the elements used by Organizations SCPs. The elements
include actions, resources, and conditions.

For details about how to use these elements to edit a custom SCP, see Creating an
SCP.
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Actions

Actions are specific operations that are allowed or denied in an SCP.

● The Access Level column describes how the action is classified (List, Read, or
Write). This classification helps you understand the level of access that an
action grants when you use it in an SCP.

● The Resource Type column indicates whether the action supports resource-
level permissions.

– You can use a wildcard (*) to indicate all resource types. If this column is
empty (-), the action does not support resource-level permissions, and
you must specify all resources ("*") in your SCP statements.

– If this column includes a resource type, you must specify the URN in the
Resource element of your statements.

– Required resources are marked with asterisks (*) in the table. If you
specify a resource in a statement using this action, then it must be of this
type.

For details about the resource types defined by CodeArts Pipeline, see
Resources.

● The Condition Key column includes keys that you can specify in the
Condition element of an SCP statement.

– If the Resource Type column has values for an action, the condition key
takes effect only for the listed resource types.

– If the Resource Type column of an action is empty (-), the condition key
takes effect for all resources.

– If this column does not have any values (-), the action does not support
any condition keys.

For details about the condition keys defined by CodeArts Pipeline, see
Condition.

The following table lists the actions that you can define in SCP statements for
CodeArts Pipeline.

Table 5-195 Actions supported by CodeArts Pipeline

Item Description Acces
s
Level

Resource Type (*:
required)

Condition Key

codeartspipeli
ne:pipelinete
mplate:create

Grants
permission to
create
pipeline
templates.

write - -

codeartspipeli
ne:pipelinete
mplate:updat
e

Grants
permission to
update
pipeline
templates.

write - -
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Item Description Acces
s
Level

Resource Type (*:
required)

Condition Key

codeartspipeli
ne:pipelinete
mplate:delete

Grants
permission to
delete
pipeline
templates.

write - -

codeartspipeli
ne:pipelinete
mplate:get

Grants
permission to
view pipeline
templates.

read - -

codeartspipeli
ne:pipelinete
mplate:list

Grants
permission to
view the
pipeline
template list.

list - -

codeartspipeli
ne:rule:create

Grants
permission to
create rules.

write - -

codeartspipeli
ne:rule:update

Grants
permission to
update rules.

write - -

codeartspipeli
ne:rule:delete

Grants
permission to
delete rules.

write - -

codeartspipeli
ne:rule:get

Grants
permission to
view rules.

read - -

codeartspipeli
ne:rule:list

Grants
permission to
view the rule
list.

list - -

codeartspipeli
ne:strategy:cr
eate

Grants
permission to
create
policies.

write - -

codeartspipeli
ne:strategy:up
date

Grants
permission to
update
policies.

write - -
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Item Description Acces
s
Level

Resource Type (*:
required)

Condition Key

codeartspipeli
ne:strategy:de
lete

Grants
permission to
delete
policies.

write - -

codeartspipeli
ne:strategy:ge
t

Grants
permission to
view policies.

read - -

codeartspipeli
ne:strategy:lis
t

Grants
permission to
query the
policy list.

list - -

codeartspipeli
ne:extension:c
reate

Grants
permission to
create
extensions.

write - -

codeartspipeli
ne:extension:u
pdate

Grants
permission to
update
extensions.

write - -

codeartspipeli
ne:extension:d
elete

Grants
permission to
delete
extensions.

write - -

codeartspipeli
ne:extension:g
et

Grants
permission to
view
extensions.

read - -

codeartspipeli
ne:extension:li
st

Grants
permission to
view the
extension list.

list - -

 

Each API of CodeArts Pipeline usually supports one or more actions. Table 5-196
lists the supported actions and dependencies.

Table 5-196 Actions and dependencies of CodeArts Pipeline APIs

API Action Dependency

POST /v5/
{tenant_id}/api/
pipeline-templates

codeartspipeline:pipelinete
mplate:create

-
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API Action Dependency

PUT /v5/
{tenant_id}/api/
pipeline-templates/
{template_id}

codeartspipeline:pipelinete
mplate:update

-

DELETE /v5/
{tenant_id}/api/
pipeline-templates/
{template_id}

codeartspipeline:pipelinete
mplate:delete

-

GET /v5/
{tenant_id}/api/
pipeline-templates/
{template_id}

codeartspipeline:pipelinete
mplate:get

-

POST /v5/
{tenant_id}/api/
pipeline-templates/
list

codeartspipeline:pipelinete
mplate:list

-

POST /v2/
{domain_id}/rules/
create

codeartspipeline:rule:create -

PUT /v2/
{domain_id}/rules/
{rule_id}/update

codeartspipeline:rule:updat
e

-

DELETE /v2/
{domain_id}/rules/
{rule_id}/delete

codeartspipeline:rule:delete -

GET /v2/
{domain_id}/rules/
{rule_id}/detail

codeartspipeline:rule:get -

GET /v2/
{domain_id}/rules/
query

codeartspipeline:rule:list -

POST /v2/
{domain_id}/tenant/
rule-sets/create

codeartspipeline:strategy:cr
eate

-

PUT /v2/
{domain_id}/tenant/
rule-sets/
{rule_set_id}/update

codeartspipeline:strategy:up
date

-

DELETE /v2/
{domain_id}/tenant/
rule-sets/
{rule_set_id}/delete

codeartspipeline:strategy:de
lete

-
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API Action Dependency

GET /v2/
{domain_id}/tenant/
rule-sets/
{rule_set_id}/detail

codeartspipeline:strategy:ge
t

-

GET /v2/
{project_id}/rule-
sets/{rule_set_id}/
gray/detail

codeartspipeline:strategy:ge
t

-

GET /v2/
{domain_id}/tenant/
rule-sets/query

codeartspipeline:strategy:lis
t

-

GET /v2/
{project_id}/rule-
sets/query

codeartspipeline:strategy:lis
t

-

PUT /v2/
{domain_id}/tenant/
rule-sets/
{rule_set_id}/switch

codeartspipeline:strategy:up
date

-

POST /v1/
{domain_id}/agent-
plugin/create

codeartspipeline:extension:c
reate

-

POST /v1/
{domain_id}/agent-
plugin/create-draft

codeartspipeline:extension:c
reate

-

POST /v1/
{domain_id}/
publisher/create

codeartspipeline:extension:c
reate

-

POST /v1/
{domain_id}/agent-
plugin/edit-draft

codeartspipeline:extension:
update

-

POST /v1/
{domain_id}/agent-
plugin/publish-draft

codeartspipeline:extension:
update

-

POST /v1/
{domain_id}/agent-
plugin/update-info

codeartspipeline:extension:
update

-

POST /v1/
{domain_id}/agent-
plugin/publish-
plugin-bind

codeartspipeline:extension:
update

-
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API Action Dependency

POST /v1/
{domain_id}/agent-
plugin/publish-
plugin

codeartspipeline:extension:
update

-

POST /v1/
{domain_id}/
common/upload-
plugin-icon

codeartspipeline:extension:
update

-

POST /v1/
{domain_id}/
common/upload-
publisher-icon

codeartspipeline:extension:
update

-

DELETE /v1/
{domain_id}/agent-
plugin/delete-draft

codeartspipeline:extension:
delete

-

GET /v1/
{domain_id}/
publisher/query-all

codeartspipeline:extension:l
ist

-

GET /v1/
{domain_id}/
publisher/optional-
publisher

codeartspipeline:extension:l
ist

-

POST /v1/
{domain_id}/
relation/stage-
plugins

codeartspipeline:extension:l
ist

-

GET /v1/
{domain_id}/
relation/plugin/
single

codeartspipeline:extension:l
ist

-

POST /v1/
{domain_id}/agent-
plugin/query-all

codeartspipeline:extension:l
ist

-

POST /v1/
{domain_id}/agent-
plugin/plugin-
metrics

codeartspipeline:extension:
get

-

POST /v1/
{domain_id}/agent-
plugin/plugin-input

codeartspipeline:extension:
get

-
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API Action Dependency

POST /v1/
{domain_id}/agent-
plugin/plugin-
output

codeartspipeline:extension:
get

-

GET /v1/
{domain_id}/agent-
plugin/query

codeartspipeline:extension:l
ist

-

GET /v1/
{domain_id}/agent-
plugin/detail

codeartspipeline:extension:
get

-

GET /v1/
{domain_id}/agent-
plugin/all-version

codeartspipeline:extension:l
ist

-

DELETE /v1/
{domain_id}/
publisher/delete

codeartspipeline:extension:
delete

-

POST /v1/
{domain_id}/
publisher/detail

codeartspipeline:extension:
get

-

POST /v3/
{domain_id}/
extension/info/add

codeartspipeline:extension:c
reate

-

POST /v3/
{domain_id}/
extension/info/
update

codeartspipeline:extension:
update

-

DELETE /v3/
{domain_id}/
extension/info/
delete

codeartspipeline:extension:
delete

-

POST /v3/
{domain_id}/
extension/upload

codeartspipeline:extension:
update

-

GET /v3/
{domain_id}/
extension/detail

codeartspipeline:extension:
get

-

POST /v1/
{domain_id}/
relation/plugins

codeartspipeline:extension:l
ist

-
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Resources
CodeArts Pipeline does not support resource-level authorization. To allow access to
CodeArts Pipeline, use a wildcard (*) in the Resource element of the SCP,
indicating that the SCP will be applied to all resources.

Condition
CodeArts Pipeline does not support service-specific condition keys in SCPs. It can
only use global condition keys applicable to all services. For details, see Conditions
Keys.

5.10.11.4 CodeArts PerfTest
The Organizations service provides Service Control Policies (SCPs) to set access
control policies.

SCPs do not actually grant any permissions to a principal. They only set the
permissions boundary for the principal. When SCPs are attached to a member
account or an organizational unit (OU), they do not directly grant permissions to
that member account or OU. Instead, the SCPs just determine what permissions
are available for that member account or the member accounts under that OU.

This section describes the elements used by Organizations SCPs. The elements
include actions, resources, and conditions.

For details about how to use these elements to create a custom SCP, see Creating
an SCP.

Actions
Actions are specific operations that are allowed or denied in an SCP.

● The Access Level column describes how the action is classified (List, Read, or
Write). This classification helps you understand the level of access that an
action grants when you use it in an SCP.

● The Resource Type column indicates whether the action supports resource-
level permissions.
– You can use a wildcard (*) to indicate all resource types. If this column is

empty (-), the action does not support resource-level permissions, and
you must specify all resources ("*") in your SCP statements.

– If this column includes a resource type, you must specify the URN in the
Resource element of your statements.

– Required resources are marked with asterisks (*) in the table. If you
specify a resource in a statement using this action, then it must be of this
type.

For details about the resource types defined by CodeArts PerfTest, see
Resources.

● The Condition Key column contains keys that you can specify in the
Condition element of an SCP statement.
– If the Resource Type column has values for an action, the condition key

takes effect only for the listed resource types.
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– If the Resource Type column is empty (-) for an action, the condition key
takes effect for all resources that action supports.

– If the Condition Key column is empty (-) for an action, the action does
not support any condition keys.

For details about the condition keys defined by CodeArts PerfTest, see
Conditions.

The following table lists the actions that you can define in SCP statements for
CodeArts PerfTest.

Table 5-197 Actions supported by CodeArts PerfTest

Action Description Access Level Resource
Type (*:
required)

Condition
Key

codeartsperft
est:privateRes
ourceGroup:u
pdate

Grants
permission to
modify a
private
resource
group.

write privateResour
ceGroup

-

codeartsperft
est:privateRes
ourceGroup:lis
t

Grants
permission to
view the
private
resource
group list.

list privateResour
ceGroup

-

codeartsperft
est:privateRes
ourceGroup:g
et

Grants
permission to
view a private
resource
group.

read privateResour
ceGroup

-

codeartsperft
est:privateRes
ourceGroup:d
elete

Grants
permission to
delete a
private
resource
group.

write privateResour
ceGroup

-

codeartsperft
est:privateRes
ourceGroup:cr
eate

Grants
permission to
create a
private
resource
group.

write privateResour
ceGroup

-

codeartsperft
est:jmeter:upd
ateJmeterTask

Grants
permission to
modify a
JMeter task.

write jmeter g:ResourceTag
/<tag-key>
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Action Description Access Level Resource
Type (*:
required)

Condition
Key

codeartsperft
est:jmeter:upd
ateJmeterProj
ect

Grants
permission to
modify a
JMeter
project.

write jmeter g:ResourceTag
/<tag-key>

codeartsperft
est:jmeter:listJ
meterTask

Grants
permission to
view the
JMeter task
list.

list jmeter g:ResourceTag
/<tag-key>

codeartsperft
est:jmeter:listJ
meterProject

Grants
permission to
view the
JMeter project
list.

list jmeter -

codeartsperft
est:jmeter:get
JmeterTask

Grants
permission to
view a JMeter
task.

read jmeter g:ResourceTag
/<tag-key>

codeartsperft
est:jmeter:get
JmeterProject

Grants
permission to
view a JMeter
project.

get jmeter g:ResourceTag
/<tag-key>

codeartsperft
est:jmeter:exe
cuteJmeterTas
k

Grants
permission to
execute or
stop a JMeter
task.

write jmeter g:ResourceTag
/<tag-key>

codeartsperft
est:jmeter:del
eteJmeterTask

Grants
permission to
delete a
JMeter task.

write jmeter g:ResourceTag
/<tag-key>

codeartsperft
est:jmeter:del
eteJmeterProj
ect

Grants
permission to
delete a
JMeter
project.

write jmeter g:ResourceTag
/<tag-key>

codeartsperft
est:jmeter:cre
ateJmeterTask

Grants
permission to
create a
JMeter task.

write jmeter g:ResourceTag
/<tag-key>
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Action Description Access Level Resource
Type (*:
required)

Condition
Key

codeartsperft
est:jmeter:cre
ateJmeterRes
ource

Grants
permission to
create a
JMeter
resource, such
as JMeter
variable or
JAR package.

write jmeter g:ResourceTag
/<tag-key>

codeartsperft
est:jmeter:cre
ateJmeterProj
ect

Grants
permission to
create a
JMeter
project.

write jmeter -

codeartsperft
est:cpts:updat
ePerfTestTask

Grants
permission to
modify a
PerfTest task.

write cpts g:ResourceTag
/<tag-key>

codeartsperft
est:cpts:updat
ePerfTestProje
ct

Grants
permission to
modify a
PerfTest
project, case,
and directory.

write cpts g:ResourceTag
/<tag-key>

codeartsperft
est:cpts:listPer
fTestTask

Grants
permission to
view the
PerfTest task
list.

list cpts g:ResourceTag
/<tag-key>

codeartsperft
est:cpts:listPer
fTestProject

Grants
permission to
view the
PerfTest
project list.

list cpts -

codeartsperft
est:cpts:getPe
rfTestTask

Grants
permission to
view a
PerfTest task.

read cpts g:ResourceTag
/<tag-key>

codeartsperft
est:cpts:getPe
rfTestProject

Grants
permission to
view a
PerfTest
project.

read cpts g:ResourceTag
/<tag-key>
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Action Description Access Level Resource
Type (*:
required)

Condition
Key

codeartsperft
est:cpts:execu
tePerfTestTask

Grants
permission to
execute or
stop a
PerfTest task.

write cpts g:ResourceTag
/<tag-key>

codeartsperft
est:cpts:delete
PerfTestTask

Grants
permission to
delete a
PerfTest task.

write cpts g:ResourceTag
/<tag-key>

codeartsperft
est:cpts:delete
PerfTestProjec
t

Grants
permission to
delete a
PerfTest
project, case,
and directory.

write cpts g:ResourceTag
/<tag-key>

codeartsperft
est:cpts:create
PerfTestTask

Grants
permission to
create a
PerfTest task.

write cpts g:ResourceTag
/<tag-key>

codeartsperft
est:cpts:create
PerfTestResou
rce

Grants
permissions
to create a
PerfTest
resource, such
as PerfTest
case,
directory, and
variable.

write cpts g:ResourceTag
/<tag-key>

codeartsperft
est:cpts:create
PerfTestProjec
t

Grants
permission to
create a
PerfTest
project.

write cpts -

codeartsperft
est::uploadFile

Grants
permission to
upload a file.

write - -

codeartsperft
est::updateSla
Template

Grants
permission to
update an
SLA template.

write - -
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Action Description Access Level Resource
Type (*:
required)

Condition
Key

codeartsperft
est::updateCro
nTask

Grants
permission to
modify a
crontask.

write - g:ResourceTag
/<tag-key>

codeartsperft
est::orderPack
age

Grants
permission to
buy a
package.

write - -

codeartsperft
est::listTag

Grants
permission to
view the tag
list.

list - -

codeartsperft
est::listSlaTem
plate

Grants
permission to
view the SLA
template list.

list - -

codeartsperft
est::listPackag
e

Grants
permission to
view the
purchased
packages.

list - -

codeartsperft
est::listCronTa
sk

Grants
permission to
view the
crontask list.

list - -

codeartsperft
est::getTag

Grants
permission to
view a
project's tags.

read - -

codeartsperft
est::getSlaTe
mplate

Grants
permission to
view an SLA
template.

read - -

codeartsperft
est::getCronTa
sk

Grants
permission to
view a
crontask.

read - g:ResourceTag
/<tag-key>

codeartsperft
est::deleteTag

Grants
permission to
delete a
project's tags.

tagging - ● g:Resource
Tag/<tag-
key>

● g:TagKeys
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Action Description Access Level Resource
Type (*:
required)

Condition
Key

codeartsperft
est::deleteSlaT
emplate

Grants
permission to
delete an SLA
template.

write - -

codeartsperft
est::deleteCro
nTask

Grants
permission to
delete a
crontask.

write - g:ResourceTag
/<tag-key>

codeartsperft
est::createTag

Grants
permission to
create tags
for a project.

tagging - ● g:Resource
Tag/<tag-
key>

● g:RequestT
ag/<tag-
key>

● g:TagKeys

codeartsperft
est::createSlaT
emplate

Grants
permission to
create an SLA
template.

write - -

codeartsperft
est::createCro
nTask

Grants
permission to
create a
crontask.

write - g:ResourceTag
/<tag-key>

 

Each API of CodeArts PerfTest usually supports one or more actions. Table 5-198
lists the supported actions and dependencies.

Table 5-198 Actions and dependencies supported by CodeArts PerfTest APIs

API Action Depende
ncies

POST /v1/{project_id}/jmeter/
test-suites/
{jmeter_project_id}/test-
plans/{test_plan_id}/monitors

codeartsperftest:jmeter:updateJmete
rTask

-

GET /v1/{project_id}/jmeter/
test-suites

codeartsperftest:jmeter:listJmeterPro
ject

-

POST /v1/{project_id}/jmeter/
test-suites

codeartsperftest:jmeter:createJmeter
Project

-
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API Action Depende
ncies

POST /v2/{project_id}/stress/
apps

codeartsperftest:cpts:createPerfTestR
esource

-

POST /v1/{project_id}/
periodic_package

codeartsperftest::orderPackage -

PUT /v2/{project_id}/stress/
apps/batch

codeartsperftest:cpts:updatePerfTest
Project

-

PUT /v1/{project_id}/jmeter/
test-suites/
{jmeter_project_id}/test-
plans/{test_plan_id}/fields

codeartsperftest:jmeter:updateJmete
rTask

-

GET /v1/{project_id}/jmeter/
test-suites/
{jmeter_project_id}/test-
plans/{test_plan_id}/tasks/
{task_run_info_id}/
transactions/{transaction_id}

codeartsperftest:jmeter:getJmeterTa
sk

-

POST /v1/{project_id}/stress/
agents/plugin-packages/init-
multipart

codeartsperftest::uploadFile -

GET /v1/{project_id}/all-
plugin-func/{test_suite_id}

codeartsperftest:cpts:getPerfTestProj
ect

-

PUT /v2/{project_id}/stress/
agents/batch-delete

codeartsperftest:cpts:deletePerfTestP
roject

-

GET /v1/{project_id}/jmeter/
test-suites/
{jmeter_project_id}/test-
plans/{test_plan_id}/file-
variables

codeartsperftest:jmeter:listJmeterPro
ject

-

GET /v1/{project_id}/jmeter/
test-suites/
{jmeter_project_id}/test-
plans/{test_plan_id}/tasks/
{task_run_info_id}/
transactions/{transaction_id}/
index/{index}/css-log

codeartsperftest:jmeter:getJmeterTa
sk

-

POST /v1/{project_id}/jmeter/
test-suites/
{jmeter_project_id}/test-
plans/batch-update-status

codeartsperftest:jmeter:executeJmet
erTask

-

GET /v2/{project_id}/stress/
apps/{id}

codeartsperftest:cpts:getPerfTestProj
ect

-
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API Action Depende
ncies

GET /v1/{project_id}/jmeter/
test-suites/
{jmeter_project_id}/test-
plans/{test_plan_id}/tasks/
{task_run_info_id}/event

codeartsperftest:jmeter:getJmeterTa
sk

-

GET /v1/{project_id}/jmeter/
test-suites/
{jmeter_project_id}/third-jar-
packages

codeartsperftest:jmeter:getJmeterPr
oject

-

GET /v1/{project_id}/jmeter/
test-suites/
{jmeter_project_id}

codeartsperftest:jmeter:getJmeterPr
oject

-

DELETE /v2/{project_id}/
stress/apps/{id}

codeartsperftest:cpts:deletePerfTestP
roject

-

POST /v1/{project_id}/
templates/file-upload/
{template_id}

codeartsperftest::uploadFile -

GET /v2/{project_id}/stress/
apps

codeartsperftest:cpts:getPerfTestProj
ect

-

DELETE /v1/{project_id}/
jmeter/test-suites/
{jmeter_project_id}

codeartsperftest:jmeter:deleteJmeter
Project

-

GET /v1/{project_id}/all-
plugin-list/{test_suite_id}

codeartsperftest:cpts:getPerfTestProj
ect

-

PUT /v1/{project_id}/jmeter/
test-suites/
{jmeter_project_id}/test-
plans/{test_plan_id}

codeartsperftest:jmeter:updateJmete
rTask

-

GET /v1/{project_id}/all-
plugin-req/{test_suite_id}

codeartsperftest:cpts:getPerfTestProj
ect

-

GET /v1/{project_id}/jmeter/
test-suites/
{jmeter_project_id}/test-
plans/{test_plan_id}/file-
variables/{file_variable_id}/
export

codeartsperftest:jmeter:getJmeterPr
oject

-

DELETE /v1/{project_id}/
jmeter/test-suites/
{jmeter_project_id}/third-jar-
packages/{third_jar_id}

codeartsperftest:jmeter:deleteJmeter
Project

-
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API Action Depende
ncies

PUT /v1/{project_id}/
monitors/{monitor_id}

codeartsperftest:cpts:updatePerfTest
Project

-

DELETE /v1/{project_id}/
jmeter/test-suites/
{jmeter_project_id}/test-
plans/{test_plan_id}

codeartsperftest:jmeter:deleteJmeter
Task

-

GET /v1/{project_id}/order-
package

codeartsperftest::orderPackage -

PUT /v1/{project_id}/jmeter/
test-suites/
{jmeter_project_id}/monitors/
{jmeter_monitor_id}

codeartsperftest:jmeter:updateJmete
rProject

-

POST /v1/{project_id}/jmeter/
test-suites/
{jmeter_project_id}/test-plans

codeartsperftest:jmeter:createJmeter
Task

-

POST /v1/{project_id}/jmeter/
test-suites/
{jmeter_project_id}/test-
plans/{test_plan_id}/debug

codeartsperftest:jmeter:executeJmet
erTask

-

DELETE /v1/{project_id}/
templates/file-delete/
{template_id}

codeartsperftest:cpts:updatePerfTest
Project

-

GET /v2/{project_id}/stress/
apps/apm/business

codeartsperftest:cpts:getPerfTestProj
ect

-

POST /v2/{project_id}/stress/
apps/batch-delete

codeartsperftest:cpts:deletePerfTestP
roject

-

PUT /v1/{project_id}/jmeter/
test-suites/
{jmeter_project_id}/test-
plans/{test_plan_id}/thread-
groups

codeartsperftest:jmeter:updateJmete
rTask

-

GET /v1/{project_id}/jmeter/
test-suites/
{jmeter_project_id}/third-jar-
packages/{third_jar_id}/
export

codeartsperftest:jmeter:getJmeterPr
oject

-

GET /v1/{project_id}/jmeter/
test-suites/
{jmeter_project_id}/test-
plans/{test_plan_id}/tasks/
{task_run_info_id}/reports/
log-outline

codeartsperftest:jmeter:getJmeterTa
sk

-
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API Action Depende
ncies

POST /v2/{project_id}/stress/
apps/apm/app-info/batch-get

codeartsperftest:cpts:getPerfTestProj
ect

-

GET /v1/{project_id}/stress/
agents/plugin-packages

codeartsperftest:cpts:getPerfTestProj
ect

-

POST /v1/{project_id}/plugin-
json-upload/test-suites/
{test_suite_id}

codeartsperftest::uploadFile -

GET /v1/{project_id}/test-
suites/{test_suite_id}/tasks/
{task_id}/link-apps

codeartsperftest:cpts:getPerfTestProj
ect

-

GET /v1/{project_id}/variable-
file-download/variables/
{variable_id}

codeartsperftest:cpts:getPerfTestProj
ect

-

POST /v1/{project_id}/cce-
agencies

codeartsperftest:privateResourceGro
up:create

-

POST /v1/{project_id}/
saveuser

codeartsperftest::listPackage -

DELETE /v1/{project_id}/
jmeter/test-suites/
{jmeter_project_id}/monitors/
{jmeter_monitor_id}

codeartsperftest:jmeter:deleteJmeter
Project

-

POST /v1/{project_id}/test-
suites/jmeter-upload

codeartsperftest:jmeter:createJmeter
Project

-

POST /v1/{project_id}/jmeter/
test-suites/
{jmeter_project_id}/third-jar-
packages/init-multipart

codeartsperftest::uploadFile -

POST /v1/{project_id}/cpts-
agencies

codeartsperftest:privateResourceGro
up:create

-

POST /v1/{project_id}/jmeter/
test-suites/
{jmeter_project_id}/test-
plans/{test_plan_id}/file-
variables

codeartsperftest::uploadFile -

PUT /v1/{project_id}/jmeter/
test-suites/
{jmeter_project_id}

codeartsperftest:jmeter:updateJmete
rProject

-

POST /v1/{project_id}/
monitors

codeartsperftest:cpts:createPerfTestR
esource

-
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POST /v1/{project_id}/jmeter/
test-suites/
{jmeter_project_id}/monitors

codeartsperftest:jmeter:createJmeter
Resource

-

GET /v1/{project_id}/jmeter/
test-suites/
{jmeter_project_id}/test-
plans/{test_plan_id}/export

codeartsperftest:jmeter:getJmeterTa
sk

-

GET /v1/{project_id}/all-
plugin-check/{test_suite_id}

codeartsperftest:cpts:getPerfTestProj
ect

-

POST /v1/{project_id}/jmeter/
test-suites/
{jmeter_project_id}/test-
plans/{test_plan_id}/tasks

codeartsperftest:jmeter:executeJmet
erTask

-

POST /v1/{project_id}/
variable-file-upload/test-
suites/{test_suite_id}

codeartsperftest::uploadFile -

GET /v1/{project_id}/jmeter/
test-suites/
{jmeter_project_id}/monitors

codeartsperftest:jmeter:listJmeterPro
ject

-

GET /v1/{project_id}/jmeter/
test-suites/
{jmeter_project_id}/test-plans

codeartsperftest:jmeter:listJmeterTas
k

-

POST /v1/{project_id}/
templates/clone/
{test_suite_id}

codeartsperftest:cpts:createPerfTestR
esource

-

PUT /v2/{project_id}/stress/
apps/{id}

codeartsperftest:cpts:updatePerfTest
Project

-

PUT /v1/{project_id}/jmeter/
test-suites/
{jmeter_project_id}/test-
plans/{test_plan_id}/file-
variables

codeartsperftest::uploadFile -

PUT /v1/{project_id}/
variable-file-upload/test-
suites/{test_suite_id}

codeartsperftest::uploadFile -

POST /v3/{project_id}/jmeter/
test-suites/
{jmeter_project_id}/test-
plans/{test_plan_id}/debug

codeartsperftest:jmeter:updateJmete
rTask

-

DELETE /v2/{project_id}/
stress/agents/{id}

codeartsperftest:cpts:deletePerfTestP
roject

-
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POST /v1/{project_id}/stress/
agents/plugin-packages/
upload

codeartsperftest::uploadFile -

DELETE /v1/{project_id}/
jmeter/test-suites/
{jmeter_project_id}/test-
plans/{test_plan_id}/file-
variables/{file_variable_id}

codeartsperftest:jmeter:deleteJmeter
Project

-

POST /v1/{project_id}/stress/
agents

codeartsperftest:cpts:getPerfTestProj
ect

-

PUT /v1/{project_id}/stress/
agents/{agent_id}

codeartsperftest:cpts:updatePerfTest
Project

-

GET /v1/{project_id}/task-
run-infos/{task_run_id}/case-
run-infos/{case_run_id}/csv

codeartsperftest:cpts:getPerfTestTas
k

-

DELETE /v1/{project_id}/prg/
{prg_id}/file/{prg_file_id}

codeartsperftest:privateResourceGro
up:delete

-

GET /v1/{project_id}/search/
{name}

codeartsperftest:cpts:getPerfTestProj
ect

-

PUT /v2/{project_id}/test-
cases/{case_id}/sla/{sla_id}

codeartsperftest:cpts:updatePerfTest
Project

-

GET /v1/{project_id}/
tasksinfos

codeartsperftest:cpts:listPerfTestTask -

GET /v2/{project_id}/jmeter/
test-suites/
{jmeter_project_id}/test-
plans/{test_plan_id}/tasks/
{task_run_info_id}/case-run-
infos/{case_run_id}/detail/
{detail_id}/chart

codeartsperftest:jmeter:getJmeterTa
sk

-

GET /v1/{project_id}/services/
ondemand_order

codeartsperftest::listPackage -

GET /v1/{project_id}/task-
run-infos/{task_run_id}/sla/
statistic

codeartsperftest:cpts:getPerfTestTas
k

-

GET /v1/{project_id}/
{resource_type}/
{resource_id}/tags

codeartsperftest::getTag -

DELETE /v3/{project_id}/
tasks/{task_id}

codeartsperftest:cpts:deletePerfTestT
ask

-
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POST /v1/{project_id}/
services/ondemand_order

codeartsperftest::orderPackage -

GET /v1/{project_id}/clusters/
{cluster_id}

codeartsperftest:privateResourceGro
up:get

-

GET /v2/{project_id}/jmeter/
test-suites/
{jmeter_project_id}/test-
plans/{test_plan_id}/tasks/
{task_run_info_id}/case-run-
infos/{case_run_id}/detail

codeartsperftest:jmeter:getJmeterTa
sk

-

POST /v1/{project_id}/
templates

codeartsperftest:cpts:createPerfTestR
esource

-

DELETE /v1/{project_id}/
tasks/{task_id}

codeartsperftest:cpts:deletePerfTestT
ask

-

PUT /v1/{project_id}/task-
cases/{case_id}/target/
{target}

codeartsperftest:cpts:updatePerfTest
Project

-

GET /v1/{project_id}/test-
suites/count

codeartsperftest:cpts:listPerfTestPro-
jectcodeartsperft-
est:jmeter:listJmeterProject
(determine which parameter is used
based on the code)

-

GET /v2/{project_id}/jmeter/
test-suites/
{jmeter_project_id}/test-
plans/{test_plan_id}/tasks/
{task_run_info_id}/cases

codeartsperftest:jmeter:getJmeterTa
sk

-

PUT /v2/{project_id}/debug/
tasks/{id}/stop

codeartsperftest:cpts:updatePerfTest
Project

-

GET /v1/{project_id}/test-
suites/{test_suite_id}

codeartsperftest:cpts:getPerfTestProj
ect

-

PUT /v1/{project_id}/prgs/
{prg_id}

codeartsperftest:privateResourceGro
up:update

-

GET /v1/{project_id}/
packages

codeartsperftest::listPackage -

POST /v2/{project_id}/debug/
tasks/batch-get

codeartsperftest:cpts:getPerfTestProj
ect

-

GET /v1/{project_id}/
{resource_type}/tags

codeartsperftest::listTag -
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DELETE /v1/{project_id}/test-
suites/{test_suite_id}

codeartsperftest:cpts:deletePerfTestP
roject

-

PUT /v1/{project_id}/prgs/
{prg_id}/ext

codeartsperftest:privateResourceGro
up:update

-

POST /v1/{project_id}/
{resource_type}/
{resource_id}/tags/create

codeartsperftest::createTag -

GET /v1/{project_id}/task-
run-infos/{task_run_id}/case-
run-infos/{case_run_id}/
stages

codeartsperftest:cpts:getPerfTestTas
k

-

GET /v2/{project_id}/jmeter/
test-suites/
{jmeter_project_id}/monitors

codeartsperftest:jmeter:listJmeterPro
ject

-

GET /v1/{project_id}/slas codeartsperftest::listSlaTemplate -

GET /v1/{project_id}/test-
suites/upload/processes

codeartsperftest:cpts:getPerfTestProj
ect

-

PUT /v1/{project_id}/
templates/{template_id}

codeartsperftest:cpts:updatePerfTest
Project

-

GET /v2/{project_id}/jmeter/
test-suites/
{jmeter_project_id}/test-
plans/{test_plan_id}/tasks/
{task_run_info_id}/reports/
details

codeartsperftest:jmeter:getJmeterTa
sk

-

PUT /v1/{project_id}/test-
suites/{test_suite_id}

codeartsperftest:cpts:updatePerfTest
Project

-

GET /v2/{project_id}/jmeter/
test-suites/
{jmeter_project_id}/test-
plans/{test_plan_id}/tasks/
{task_run_info_id}/reports/
log-outline

codeartsperftest:jmeter:getJmeterTa
sk

-

GET /v1/{project_id}/
monitors-by-task/{task_id}

codeartsperftest:cpts:getPerfTestTas
k

-

DELETE /v1/{project_id}/
{resource_type}/
{resource_id}/tags/delete

codeartsperftest::deleteTag -
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POST /v1/{project_id}/
domain-bindings-all/
{test_suite_id}

codeartsperftest:cpts:createPerfTestR
esource

-

GET /v1/{project_id}/cron-
task/execute-time

codeartsperftest::getCronTask -

GET /v1/{project_id}/
resources/nodes/scaling/
{prg_id}

codeartsperftest:privateResourceGro
up:get

-

GET /v2/{project_id}/task-
run-infos/{task_run_id}/
reports/details

codeartsperftest:cpts:getPerfTestTas
k

-

GET /v1/{project_id}/
monitors-by-run-id/{run_id}

codeartsperftest:cpts:getPerfTestTas
k

-

PUT /v1/{project_id}/sla/
{sla_id}

codeartsperftest::updateSlaTemplate -

GET /v1/{project_id}/
templates/{template_id}

codeartsperftest:cpts:getPerfTestProj
ect

-

POST /v1/{project_id}/test-
suites

codeartsperftest:cpts:createPerfTestP
roject

-

DELETE /v1/{project_id}/task-
cases/{case_id}

codeartsperftest:cpts:deletePerfTestP
roject

-

DELETE /v2/{project_id}/
debug/tasks/{id}

codeartsperftest:cpts:deletePerfTestP
roject

-

GET /v2/{project_id}/test-
cases/{case_id}

codeartsperftest:cpts:getPerfTestProj
ect

-

GET /v1/{project_id}/
variables/{test_suite_id}

codeartsperftest:cpts:getPerfTestProj
ect

-

DELETE /v2/{project_id}/test-
cases/{case_id}

codeartsperftest:cpts:deletePerfTestP
roject

-

POST /v2/{project_id}/test-
cases/{case_id}/sla

codeartsperftest:cpts:createPerfTestR
esource

-

POST /v3/{project_id}/tasks codeartsperftest:cpts:createPerfTestT
ask

-

PUT /v1/{project_id}/test-
suites/{test_suite_id}/
directory/{directory_id}

codeartsperftest:cpts:updatePerfTest
Project

-

GET /v1/{project_id}/
agencies/all

codeartsperftest:privateResourceGro
up:get

-
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GET /v1/{project_id}/tasks/
history-run-list/{task_id}

codeartsperftest:cpts:listPerfTestTask -

GET /v2/{project_id}/task-
run-infos/{task_run_id}/
details/export

codeartsperftest:cpts:getPerfTestTas
k

-

GET /v2/{project_id}/task-
run-infos/{task_run_id}/case-
run-infos/{case_run_id}/detail

codeartsperftest:cpts:getPerfTestTas
k

-

POST /v1/{project_id}/
templates/swagger-import/
{test_suite_id}/contract-id/
{contract_id}/model-id/
{model_id}

codeartsperftest:cpts:createPerfTestR
esource

-

PUT /v1/{project_id}/
variables/{test_suite_id}

codeartsperftest:cpts:updatePerfTest
Project

-

POST /v1/{project_id}/test-
suites/{test_suit_id}/tasks/
batch-update-task-status

codeartsperftest:cpts:executePerfTest
Task

-

GET /v1/{project_id}/
variables/{variable_type}/
test-suites/{test_suite_id}

codeartsperftest:cpts:getPerfTestProj
ect

-

GET /v1/{project_id}/cron-
task

codeartsperftest::listCronTask -

POST /v1/{project_id}/tasks codeartsperftest:cpts:createPerfTestT
ask

-

GET /v1/{project_id}/test-
suites

codeartsperftest:cpts:listPerfTestPro-
ject

-

POST /v1/{project_id}/prg/
{prg_id}/upload

codeartsperftest::uploadFile -

POST /v1/{project_id}/
{resource_type}/resource-
instances/count

codeartsperftest::listTag -

POST /v1/{project_id}/test-
suites/download

codeartsperftest:cpts:getPerfTestProj
ect

-

GET /v1/{project_id}/all-
tasks/{test_suite_id}

codeartsperftest:cpts:listPerfTestTask -

GET /v1/{project_id}/tasks/
{task_id}

codeartsperftest:cpts:getPerfTestTas
k

-
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PUT /v1/{project_id}/jmeter/
test-suites/
{jmeter_project_id}/multi-
third-jar-packages/
{third_jar_id}

codeartsperftest::uploadFile -

GET /v1/{project_id}/cron-
task/{cron_task_id}

codeartsperftest::getCronTask -

POST /v1/{project_id}/prgs codeartsperftest:privateResourceGro
up:create

-

GET /v2/{project_id}/jmeter/
test-suites/
{jmeter_project_id}/test-
plans/{test_plan_id}/tasks/
{task_run_info_id}/details/
export

codeartsperftest:jmeter:getJmeterTa
sk

-

GET /v1/{project_id}/monitor-
list/{test_suite_id}

codeartsperftest:cpts:getPerfTestProj
ect

-

GET /v1/{project_id}/invite-
features

codeartsperftest:cpts:getPerfTestProj
ect

-

GET /v1/{project_id}/prgs/
{prg_id}

codeartsperftest:privateResourceGro
up:get

-

POST /v1/{project_id}/
packages

codeartsperftest::orderPackage -

DELETE /v1/{project_id}/prgs/
{prg_id}/ext/{ext_id}

codeartsperftest:privateResourceGro
up:delete

-

GET /v1/{project_id}/tasks/
history-run-info/{run_id}

codeartsperftest:cpts:getPerfTestTas
k

-

DELETE /v1/{project_id}/cron-
task/{cron_task_id}

codeartsperftest::deleteCronTask -

GET /v1/{project_id}/test-
suites/{test_suite_id}/
directory

codeartsperftest:cpts:getPerfTestProj
ect

-

GET /v1/{project_id}/task-
run-infos/{task_run_id}/
event/sla

codeartsperftest:cpts:getPerfTestTas
k

-

POST /v2/{project_id}/test-
cases/batch-delete

codeartsperftest:cpts:deletePerfTestP
roject

-

PUT /v1/{project_id}/
monitors-by-task/{task_id}

codeartsperftest:cpts:updatePerfTest
Task

-
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GET /v1/{project_id}/pods-
info/{exec_info_id}

codeartsperftest:cpts:getPerfTestTas
k

-

GET /v1/{project_id}/clusters codeartsperftest:privateResourceGro
up:list

-

GET /v1/{project_id}/jmeter/
test-suites/
{jmeter_project_id}/test-
plans/{test_plan_id}

codeartsperftest:jmeter:getJmeterTa
sk

-

GET /v1/{project_id}/task-
run-infos/{task_run_id}/case-
run-infos/{case_run_id}/
reports

codeartsperftest:cpts:getPerfTestTas
k

-

GET /v1/{project_id}/task-
run-infos/{task_run_id}/case-
run-infos/{case_run_id}/
index/{index}/debug-result

codeartsperftest:cpts:getPerfTestTas
k

-

PUT /v3/{project_id}/tasks/
{task_id}

codeartsperftest:cpts:updatePerfTest
Task

-

DELETE /v2/{project_id}/test-
cases/{case_id}/sla/{sla_id}

codeartsperftest:cpts:deletePerfTestP
roject

-

POST /v1/{project_id}/
templates/swagger-insert/
{test_suite_id}

codeartsperftest:cpts:createPerfTestR
esource

-

DELETE /v1/{project_id}/prgs/
{prg_id}/delete_forced

codeartsperftest:privateResourceGro
up:delete

-

GET /v2/{project_id}/test-
cases/{case_id}/slas

codeartsperftest:cpts:getPerfTestProj
ect

-

PUT /v1/{project_id}/test-
suites/{test_suite_id}/
domain-binding/
{domain_binding_id}

codeartsperftest:cpts:updatePerfTest
Project

-

POST /v1/{project_id}/test-
suites/{test_suite_id}/tasks/
{task_id}

codeartsperftest:cpts:updatePerfTest
Task

-

GET /v1/{project_id}/task-
run-infos/{task_run_id}/case-
run-infos/{case_run_id}/
index/{index}/css-log

codeartsperftest:cpts:getPerfTestTas
k

-
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POST /v2/{project_id}/test-
suites/{test_suite_id}/cases/
{case_id}/debug

codeartsperftest:cpts:updatePerfTest
Project

-

POST /v1/{project_id}/cron-
task

codeartsperftest::createCronTask -

POST /v1/{project_id}/
templates/upload/
{template_id}

codeartsperftest:cpts:createPerfTestR
esource

-

GET /v1/{project_id}/task-
run-infos/{task_run_id}/case-
run-infos/{case_run_id}/icon-
metrics

codeartsperftest:cpts:getPerfTestTas
k

-

GET /v2/{project_id}/debug/
tasks

codeartsperftest:cpts:getPerfTestProj
ect

-

GET /v2/{project_id}/task-
run-infos/{task_run_id}/cases

codeartsperftest:cpts:getPerfTestTas
k

-

GET /v1/{project_id}/task-
run-infos/{task_run_id}/case-
run-infos/{case_run_id}/event

codeartsperftest:cpts:getPerfTestTas
k

-

PUT /v1/{project_id}/cron-
task/{cron_task_id}

codeartsperftest::updateCronTask -

GET /v2/{project_id}/monitor-
list/{test_suite_id}

codeartsperftest:cpts:getPerfTestProj
ect

-

GET /v1/{project_id}/test-
suites/{test_suit_id}/tasks/
{task_id}/test-cases

codeartsperftest:cpts:getPerfTestTas
k

-

DELETE /v1/{project_id}/test-
suites/{test_suite_id}/
directory/{directory_id}

codeartsperftest:cpts:deletePerfTestP
roject

-

POST /v1/{project_id}/prgs/
{prg_id}/ext

codeartsperftest:privateResourceGro
up:create

-

GET /v2/{project_id}/tasks/
{task_id}

codeartsperftest:cpts:getPerfTestTas
k

-

PUT /v1/{project_id}/domain-
bindings-all/{test_suite_id}

codeartsperftest:cpts:updatePerfTest
Project

-

POST /v1/{project_id}/sla codeartsperftest::createSlaTemplate -
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GET /v1/{project_id}/jmeter/
test-suites/
{jmeter_project_id}/test-
plans/{test_plan_id}/variables

codeartsperftest:jmeter:getJmeterTa
sk

-

POST /v1/{project_id}/
{resource_type}/resource-
instances/filter

codeartsperftest::listTag -

POST /v1/{project_id}/test-
suites/{test_suite_id}/
directory

codeartsperftest:cpts:createPerfTestR
esource

-

PUT /v1/{project_id}/cron-
task/{cron_task_id}/status

codeartsperftest::updateCronTask -

GET /v1/{project_id}/prgs codeartsperftest:privateResourceGro
up:list

-

GET /v2/{project_id}/task-
run-infos/{task_run_id}/
reports/log-outline

codeartsperftest:cpts:getPerfTestTas
k

-

DELETE /v1/{project_id}/sla/
{sla_id}

codeartsperftest::deleteSlaTemplate -

PUT /v1/{project_id}/tasks/
{task_id}

codeartsperftest:cpts:updatePerfTest
Task

-

GET /v1/{project_id}/sla/
{sla_id}

codeartsperftest::getSlaTemplate -

DELETE /v1/{project_id}/prgs/
{prg_id}

codeartsperftest:privateResourceGro
up:delete

-

GET /v1/{project_id}/domain-
bindings-all/{test_suite_id}

codeartsperftest:cpts:getPerfTestProj
ect

-

POST /v3/{project_id}/test-
suites/{test_suite_id}/cases/
{case_id}/debug

codeartsperftest:cpts:updatePerfTest
Project

-

POST /v1/{project_id}/
variable-file-upload/init-
multipart

codeartsperftest::uploadFile -

POST /v1/{project_id}/
templates/swagger-upload/
{test_suite_id}

codeartsperftest:cpts:createPerfTestR
esource

-

GET /v2/{project_id}/test-
cases/{case_id}/rel-temp-
tasks

codeartsperftest:cpts:getPerfTestTas
k

-
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POST /v2/{project_id}/test-
cases

codeartsperftest:cpts:createPerfTestR
esource

-

PUT /v1/{project_id}/task-
run-infos/{task_run_id}/case-
run-infos/{case_run_id}/
stages

codeartsperftest:cpts:updatePerfTest
Task

-

PUT /v2/{project_id}/test-
cases/{case_id}

codeartsperftest:cpts:updatePerfTest
Project

-

POST /v2/{project_id}/test-
cases/batch-run

codeartsperftest:cpts:executePerfTest
Task

-

POST /v1/{project_id}/task-
cases

codeartsperftest:cpts:createPerfTestR
esource

-

GET /v1/{project_id}/prg/
{prg_id}/files

codeartsperftest:privateResourceGro
up:get

-

GET /v1/{project_id}/jmeter/
test-suites/
{jmeter_project_id}/test-
plans/{test_plan_id}/history-
tasks

codeartsperftest:jmeter:getJmeterTa
sk

-

GET /v1/{project_id}/all-
templates/{test_suite_id}

codeartsperftest:cpts:getPerfTestProj
ect

-

GET /v1/{project_id}/prg/
regions

codeartsperftest:privateResourceGro
up:get

-

GET /v2/{project_id}/task-
run-infos/{task_run_id}/case-
run-infos/{case_run_id}/
detail/{detail_id}/chart

codeartsperftest:cpts:getPerfTestTas
k

-

POST /v1/{project_id}/test-
suites/{test_suite_id}/tasks/
{task_id}/cases/{case_id}/
debug

codeartsperftest:cpts:updatePerfTest
Project

-

DELETE /v1/{project_id}/
jmeter/test-suites/
{jmeter_project_id}/multi-
third-jar-packages

codeartsperftest::uploadFile -

POST /v1/{project_id}/
domain-binding/
{domain_binding_id}

codeartsperftest:cpts:deletePerfTestP
roject

-
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DELETE /v1/{project_id}/test-
suites/upload

codeartsperftest:cpts:createPerfTestP
roject&&codeartsperftest:cpts:create
PerfTestResource

-

PUT /v1/{project_id}/
monitors/{monitor_id}

codeartsperftest:cpts:deletePerfTestP
roject

-

DELETE /v1/{project_id}/prgs/
{prg_id}/ratio

codeartsperftest:privateResourceGro
up:update

-

DELETE /v1/{project_id}/
templates/{template_id}

codeartsperftest:cpts:deletePerfTestP
roject

-

GET /v1/{project_id}/variables codeartsperftest:cpts:deletePerfTestP
roject

-

POST /v1/{project_id}/prg/
upload/{upload_id}/processes

codeartsperftest:privateResourceGro
up:get

-

GET /v1/{project_id}/
variables/{test_suite_id}

codeartsperftest:cpts:createPerfTestP
roject

-

POST /v1/{project_id}/test-
suites/{test_suit_id}/tasks/
{task_id}/cron-tasks

codeartsperftest:cpts:getPerfTestTas
k

-

POST /v1/{project_id}/
column/check-name

codeartsperftest:cpts:getPerfTestProj
ect

-

GET /v1/{project_id}/jmeter/
test-suites/
{jmeter_project_id}/test-
plans/{test_plan_id}/cron-
tasks

codeartsperftest:jmeter:getJmeterTa
sk

-

PUT /v1/{project_id}/jmeter/
test-suites/
{jmeter_project_id}/test-
plans/{test_plan_id}/tasks/
{task_run_info_id}/update-
report-name

codeartsperftest:jmeter:getJmeterTa
sk

-

PUT /v1/{project_id}/task-
run-infos/{task_run_id}/
update-report-name

codeartsperftest:cpts:getPerfTestTas
k

-

POST /v1/test-suites/upload-
java/json-file

codeartsperftest:cpts:createPerfTestP
roject

codeartsperftest:cpts:createPerfTestR
esource

-

POST /v1/test-suites/upload-
java/init-multipart

codeartsperftest::uploadFile -
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POST /v1/test-suites/upload-
java/test-suites/
{test_suite_id}

codeartsperftest::uploadFile -

 

Resources
A resource type indicates the resources that an SCP applies to. If you specify a
resource type for any action in Table 5-199, the resource URN must be specified in
the SCP statements using that action, and the SCP applies only to resources of this
type. If no resource type is specified, the Resource element is marked with an
asterisk (*) and the SCP applies to all resources. You can also set condition keys in
an SCP to define resource types.

The following table lists the resource types that you can define in SCP statements
for CodeArts PerfTest.

Table 5-199 Resource types supported by CodeArts PerfTest

Resource Type URN

cpts codeartsperftest:<region>:<account-id>:cpts:<test-suite-
name>

jmeter codeartsperftest:<region>:<account-id>:jmeter:<test-
suite-name>

privateResourceGroup codeartsperftest:<region>:<account-
id>:privateResourceGroup:<resource-group-name>

 

Conditions
CodeArts PerfTest does not support service-specific condition keys in SCPs.

It can only use global condition keys applicable to all services. For details, see
Global Condition Keys.

5.10.12 Business Applications

5.10.12.1 Domain Name Service (DNS)
The Organizations service provides Service Control Policies (SCPs) to set access
control policies.

SCPs do not actually grant any permissions to a principal. They only set the
permissions boundary for the principal. When SCPs are attached to a member
account or an organizational unit (OU), they do not directly grant permissions to
that member account or OU. Instead, the SCPs just determine what permissions
are available for that member account or the member accounts under that OU.
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This topic describes the elements used by Organizations SCPs. The elements
include actions, resources, and conditions.

For details about how to use these elements to create a custom SCP, see Creating
an SCP.

Actions
Actions are specific operations that are allowed or denied in an SCP.

● The Access Level column describes how the action is classified (such as list,
read, or write). This classification helps you understand the level of access
that an action grants when you use it in an SCP policy.

● The Resource Type column indicates whether the action supports resource-
level permissions.
– You can use a wildcard (*) to indicate all resource types. If this column is

empty (-), the action does not support resource-level permissions, and
you must specify all resources ("*") in your SCP statements.

– If this column includes a resource type, you must specify the URN in the
Resource element of your statements.

– Required resources are marked with asterisks (*) in the table. If you
specify a resource in a statement using this action, then it must be of this
type.

For details about the resource types defined by DNS, see Resources.
● The Condition Key column contains keys that you can specify in the

Condition element of an SCP statement.
– If the Resource Type column has values for an action, the condition key

takes effect only for the listed resource types.
– If the Resource Type column is empty (-) for an action, the condition key

takes effect for all resources that action supports.
– If the Condition Key column is empty (-) for an action, the action does

not support any condition keys.
For details about the condition keys defined by DNS, see Conditions.

The following table lists the actions that you can define in SCP statements for
DNS.

Table 5-200 Actions supported by DNS

Action Description Access
Level

Resourc
e Type
(*:
require
d)

Condition Key

dns:zone:list Grants permission to
list the zones.

list zone * -
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Action Description Access
Level

Resourc
e Type
(*:
require
d)

Condition Key

- ● g:RequestTag/
<tag-key>

● g:TagKeys
● g:EnterprisePro

jectId

dns:zone:cre
ate

Grants permission to
create a zone.

write zone * -

- ● g:RequestTag/
<tag-key>

● g:TagKeys
● g:EnterprisePro

jectId

dns:zone:cre
ateBatchPubl
icZonesByNa
me

Grants permission to
create zones in
batches.

write zone * -

- g:EnterpriseProjec
tId

dns:zone:get Grants permission to
query a zone.

read zone * ● g:ResourceTag/
<tag-key>

● g:EnterprisePro
jectId

dns:zone:upd
ate

Grants permission to
update a zone.

write zone * ● g:ResourceTag/
<tag-key>

● g:EnterprisePro
jectId

dns:zone:del
ete

Grants permission to
delete a zone.

write zone * ● g:ResourceTag/
<tag-key>

● g:EnterprisePro
jectId

dns:zone:ass
ociaterouter

Grants permission to
associate VPCs with a
private zone.

write zone * ● g:ResourceTag/
<tag-key>

● g:EnterprisePro
jectId

dns:zone:disa
ssociateroute
r

Grants permission to
disassociate VPCs from
a private zone.

write zone * ● g:ResourceTag/
<tag-key>

● g:EnterprisePro
jectId
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Action Description Access
Level

Resourc
e Type
(*:
require
d)

Condition Key

dns:zone:setP
roxyPattern

Grants permission to
set the recursive
resolution proxy for a
private zone.

write zone * ● g:ResourceTag/
<tag-key>

● g:EnterprisePro
jectId

dns:zone:tran
sfer

Grants permission to
transfer a public zone.

write zone * ● g:ResourceTag/
<tag-key>

● g:EnterprisePro
jectId

dns:recordset
:list

Grants permission to
list the record sets.

list zone * ● g:ResourceTag/
<tag-key>

● g:EnterprisePro
jectId

dns:recordset
:create

Grants permission to
create a record set.

write zone * ● g:ResourceTag/
<tag-key>

● g:EnterprisePro
jectId

- ● dns:RecordSet
Names

● dns:RecordSetT
ypes

dns:recordset
:get

Grants permission to
query a record set.

read zone * ● g:ResourceTag/
<tag-key>

● g:EnterprisePro
jectId

dns:recordset
:update

Grants permission to
update a record set.

write zone * ● g:ResourceTag/
<tag-key>

● g:EnterprisePro
jectId

- ● dns:RecordSet
Names

● dns:RecordSetT
ypes

dns:recordset
:delete

Grants permission to
delete a record set.

write zone * ● g:ResourceTag/
<tag-key>

● g:EnterprisePro
jectId
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Action Description Access
Level

Resourc
e Type
(*:
require
d)

Condition Key

- ● dns:RecordSet
Names

● dns:RecordSetT
ypes

dns:zone:setS
tatus

Grants permission to
set the zone status.

write zone * ● g:ResourceTag/
<tag-key>

● g:EnterprisePro
jectId

dns:recordset
:setStatus

Grants permission to
set the status of a
record set.

write zone * ● g:ResourceTag/
<tag-key>

● g:EnterprisePro
jectId

- ● dns:RecordSet
Names

● dns:RecordSetT
ypes

dns:ptr:list Grants permission to
list the PTR records.

list ptr * -

- ● g:RequestTag/
<tag-key>

● g:TagKeys
● g:EnterprisePro

jectId

dns:ptr:get Grants permission to
query a PTR record.

read ptr * ● g:ResourceTag/
<tag-key>

● g:EnterprisePro
jectId

dns:ptr:creat
e

Grants permission to
create a PTR record.

write ptr * -

- ● g:RequestTag/
<tag-key>

● g:TagKeys
● g:EnterprisePro

jectId

dns:ptr:updat
e

Grants permission to
update a PTR record.

write ptr * ● g:ResourceTag/
<tag-key>

● g:EnterprisePro
jectId
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Action Description Access
Level

Resourc
e Type
(*:
require
d)

Condition Key

dns:ptr:delet
e

Grants permission to
delete a PTR record.

write ptr * ● g:ResourceTag/
<tag-key>

● g:EnterprisePro
jectId

dns:tag:get Grants permission to
query tags of a zone.

read zone -

dns:tag:get Grants permission to
query tags of a zone.

read ptr -

dns:tag:set Grants permission to
add a tag to a zone.

tagging zone g:ResourceTag/
<tag-key>

dns:tag:set Grants permission to
add a tag to a zone.

tagging ptr g:ResourceTag/
<tag-key>

dns:zone:cre
ateRetrieval

Grants permission to
retrieve a domain
name.

write - -

dns:zone:get
Retrieval

Grants permission to
query the domain
name retrieval status.

read - -

dns:customLi
ne:create

Grants permission to
create a custom line.

write customL
ine *

-

dns:customLi
ne:list

Grants permission to
list the custom lines.

list customL
ine *

-

dns:customLi
ne:delete

Grants permission to
delete a custom line.

write customL
ine *

-

dns:customLi
ne:update

Grants permission to
update a custom line.

write customL
ine *

-

dns:nameser
ver:list

Grants permission to
list name servers.

list - -

dns:nameser
ver:getZone
NameServer

Grants permission to
query DNS servers for
public zones.

read - -

dns:quota:list Grants permission to
list quotas.

list - -
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Action Description Access
Level

Resourc
e Type
(*:
require
d)

Condition Key

dns:recordset
:getPrivateRe
cordSetImpo
rt

Grants permission to
query private zone
record set import.

read zone * ● g:ResourceTag/
<tag-key>

● g:EnterprisePro
jectId

dns:recordset
:getPrivateRe
cordSetImpo
rtTemplate

Grants permission to
download the
template for importing
private zone record
sets.

read - -

dns:recordset
:createPrivat
eRecordSetI
mport

Grants permission to
create a private zone
record set import task.

write zone * ● g:ResourceTag/
<tag-key>

● g:EnterprisePro
jectId

dns:recordset
:deletePrivat
eRecordSetI
mportTask

Grants permission to
delete a private zone
record set import task.

write zone * ● g:ResourceTag/
<tag-key>

● g:EnterprisePro
jectId

dns:recordset
:createPublic
RecordSetIm
port

Grants permission to
create a public zone
record set import task.

write zone * ● g:ResourceTag/
<tag-key>

● g:EnterprisePro
jectId

dns:recordset
:getPublicRec
ordSetImport

Grants permission to
query public zone
record set import.

read zone * ● g:ResourceTag/
<tag-key>

● g:EnterprisePro
jectId

dns:recordset
:getPublicRec
ordSetImport
Template

Grants permission to
download the
template for importing
public zone record
sets.

read - -

dns:recordset
:deletePublic
RecordSetIm
portTask

Grants permission to
delete a public zone
record set import task.

write zone * ● g:ResourceTag/
<tag-key>

● g:EnterprisePro
jectId

dns:zone:get
Export

Grants permission to
export zones.

read zone * ● g:ResourceTag/
<tag-key>

● g:EnterprisePro
jectId
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Action Description Access
Level

Resourc
e Type
(*:
require
d)

Condition Key

dns:lineGrou
p:create

Grants permission to
create a line group.

write lineGro
up *

-

dns:lineGrou
p:list

Grants permission to
list the line groups.

list lineGro
up *

-

dns:lineGrou
p:get

Grants permission to
query a line group.

read lineGro
up *

-

dns:lineGrou
p:delete

Grants permission to
delete a line group.

write lineGro
up *

-

dns:lineGrou
p:update

Grants permission to
update a line group.

write lineGro
up *

-

dns:endpoint
:create

Grants permission to
create an endpoint.

write endpoin
t *

-

dns:endpoint
:list

Grants permission to
list the endpoints.

list endpoin
t *

-

dns:endpoint
:get

Grants permission to
query an endpoint.

read endpoin
t *

-

dns:endpoint
:update

Grants permission to
update an endpoint.

write endpoin
t *

-

dns:endpoint
:delete

Grants permission to
delete an endpoint.

write endpoin
t *

-

dns:endpoint
:createIpaddr
ess

Grants permission to
bind an IP address to
an endpoint.

write endpoin
t *

-

dns:endpoint
:deleteIpaddr
ess

Grants permission to
unbind an IP address
from an endpoint.

write endpoin
t *

-

dns:endpoint
:listIpaddress
es

Grants permission to
list IP addresses bound
to an endpoint.

list endpoin
t *

-

dns:endpoint
:listVpcs

Grants permission to
list the VPCs
associated with an
endpoint.

list endpoin
t *

-
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Action Description Access
Level

Resourc
e Type
(*:
require
d)

Condition Key

dns:resolverR
ule:create

Grants permission to
create an endpoint
rule to route queries
originating from your
VPC out of the VPC.

write resolver
Rule *

-

dns:resolverR
ule:list

Grants permissions to
list endpoint rules.

list resolver
Rule *

-

dns:resolverR
ule:get

Grants permission to
query an endpoint
rule.

read resolver
Rule *

-

dns:resolverR
ule:update

Grants permissions to
update an endpoint
rule.

write resolver
Rule *

-

dns:resolverR
ule:delete

Grants permissions to
delete an endpoint
rule.

write resolver
Rule *

-

dns:resolverR
ule:associate
router

Grants permission to
associate a VPC with
an endpoint rule.

write resolver
Rule *

-

dns:resolverR
ule:disassoci
aterouter

Grants permission to
disassociate a VPC
from an endpoint rule.

write resolver
Rule *

-

dns:zone:ena
bleDnssecCo
nfig

Grants permission to
enable DNSSEC for a
zone.

write zone * ● g:ResourceTag/
<tag-key>

● g:EnterprisePro
jectId

dns:zone:disa
bleDnssecCo
nfig

Grants permission to
disable DNSSEC for a
zone.

write zone * ● g:ResourceTag/
<tag-key>

● g:EnterprisePro
jectId

dns:zone:get
DnssecConfi
g

Grants permission to
query DNSSEC for a
zone.

read zone * ● g:ResourceTag/
<tag-key>

● g:EnterprisePro
jectId

dns:zone:listP
ublicZoneBat
chOperation
Records

Grants permission to
list batch operation
records of public
zones.

list - -
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Action Description Access
Level

Resourc
e Type
(*:
require
d)

Condition Key

dns:zone:get
PublicZoneB
atchOperatio
nResult

Grants permission to
download failed batch
operations on public
zones.

read - -

dns:recordset
:batchImport
PublicRecord
Set

Grants permission to
import public zone
record sets in batches.

write - -

dns:zone:cre
ateAuthorize
TxtRecord

Grant permissions to
authorize a domain
name.

write - -

dns:zone:get
AuthorizeTxt
Record

Grants permission to
query the
authorization status of
a domain name.

read - -

dns:zone:get
DomainDete
ction

Grants permission to
query public domain
name resolution
diagnosis results.

read zone * ● g:ResourceTag/
<tag-key>

● g:EnterprisePro
jectId

 

Each API of DNS usually supports one or more actions. Table 5-201 lists the
supported actions and dependencies.

Table 5-201 Actions and dependencies supported by DNS APIs

API Action Dependencies

GET /v2/zones dns:zone:list -

POST /v2/zones dns:zone:create ● dns:tag:set
● dns:quota:list

GET /v2/zones/
{zone_id}

dns:zone:get -

PATCH /v2/zones/
{zone_id}

dns:zone:update -

DELETE /v2/zones/
{zone_id}

dns:zone:delete -
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GET /v2/zones/
{zone_id}/
nameservers

dns:zone:get -

GET /v2/zones dns:zone:list -

POST /v2/zones dns:zone:create ● vpc:vpcs:get
● dns:tag:set
● dns:quota:list

GET /v2/zones/
{zone_id}

dns:zone:get -

PATCH /v2/zones/
{zone_id}

dns:zone:update -

DELETE /v2/zones/
{zone_id}

dns:zone:delete -

GET /v2/zones/
{zone_id}/
nameservers

dns:zone:get -

POST /v2/zones/
{zone_id}/
associaterouter

dns:zone:associaterouter vpc:vpcs:get

POST /v2/zones/
{zone_id}/
disassociaterouter

dns:zone:disassociaterouter vpc:vpcs:get

GET /v2/zones/
{zone_id}/recordsets

dns:recordset:list -

POST /v2/zones/
{zone_id}/recordsets

dns:recordset:create dns:quota:list

GET /v2/zones/
{zone_id}/
recordsets/
{recordset_id}

dns:recordset:get -

PUT /v2/zones/
{zone_id}/
recordsets/
{recordset_id}

dns:recordset:update -

DELETE /v2/zones/
{zone_id}/
recordsets/
{recordset_id}

dns:recordset:delete -

GET /v2/recordsets dns:recordset:list -
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PUT /v2/zones/
{zone_id}/statuses

dns:zone:setStatus -

GET /v2.1/
recordsets

dns:recordset:list -

POST /v2.1/zones/
{zone_id}/recordsets

dns:recordset:create dns:quota:list

GET /v2.1/zones/
{zone_id}/recordsets

dns:recordset:list -

GET /v2.1/zones/
{zone_id}/
recordsets/
{recordset_id}

dns:recordset:get -

PUT /v2.1/zones/
{zone_id}/
recordsets/
{recordset_id}

dns:recordset:update -

DELETE /v2.1/
zones/{zone_id}/
recordsets/
{recordset_id}

dns:recordset:delete -

PUT /v2.1/
recordsets/
{recordset_id}/
statuses/set

dns:recordset:setStatus -

POST /v2.1/zones/
{zone_id}/
recordsets/batch/
lines

dns:recordset:create dns:quota:list

PUT /v2.1/zones/
{zone_id}/recordsets

dns:recordset:update -

DELETE /v2.1/
zones/{zone_id}/
recordsets

dns:recordset:delete -

GET /v2/reverse/
floatingips

dns:ptr:list -

GET /v2/reverse/
floatingips/{region}:
{floatingip_id}

dns:ptr:get -

PATCH /v2/reverse/
floatingips/{region}:
{floatingip_id}

dns:ptr:create ● eip:publicIps:get
● dns:tag:set
● dns:quota:list
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PATCH /v2/reverse/
floatingips/{region}:
{floatingip_id}

dns:ptr:update -

PATCH /v2/reverse/
floatingips/{region}:
{floatingip_id}

dns:ptr:delete -

GET /v2/
{project_id}/
{resource_type}/
tags

dns:tag:get -

GET /v2/
{project_id}/
{resource_type}/
{resource_id}/tags

dns:tag:get -

POST /v2/
{project_id}/
{resource_type}/
{resource_id}/tags

dns:tag:set -

DELETE /v2/
{project_id}/
{resource_type}/
{resource_id}/tags/
{key}

dns:tag:set -

POST /v2/
{project_id}/
{resource_type}/
{resource_id}/tags/
action

dns:tag:set -

POST /v2/
{project_id}/
{resource_type}/
resource_instances/
action

dns:tag:get -

POST /v2.1/
customlines

dns:customLine:create dns:quota:list

GET /v2.1/
customlines

dns:customLine:list -

DELETE /v2.1/
customlines/
{line_id}

dns:customLine:delete -

PUT /v2.1/
customlines/
{line_id}

dns:customLine:update -
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GET /v2/
nameservers

dns:nameserver:list -

GET /v2/
quotamg/dns/
quotas

dns:quota:list -

POST /v2.1/
linegroups

dns:lineGroup:create dns:quota:list

GET /v2.1/
linegroups

dns:lineGroup:list -

GET /v2.1/
linegroups/
{linegroup_id}

dns:lineGroup:get -

PUT /v2.1/
linegroups/
{linegroup_id}

dns:lineGroup:update -

DELETE /v2.1/
linegroups/
{linegroup_id}

dns:lineGroup:delete -

 

Resources
A resource type indicates the resources that an SCP applies to. If you specify a
resource type for any action in Table 5-202, the resource URN must be specified in
the SCP statements using that action, and the SCP applies only to resources of this
type. If no resource type is specified, the Resource element is marked with an
asterisk (*) and the SCP applies to all resources. You can also set condition keys in
an SCP to define resource types.

The following table lists the resource types that you can define in SCP statements
for DNS.

Table 5-202 Resource types supported by DNS

Resource Type URN

resolverRule dns:<region>:<account-id>:resolverRule:<resolver-rule-
id>

lineGroup dns::<account-id>:lineGroup:<line-group-id>

customLine dns::<account-id>:customLine:<custom-line-id>

zone dns::<account-id>:zone:<zone-id>

endpoint dns:<region>:<account-id>:endpoint:<endpoint-id>
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Resource Type URN

ptr dns:<region>:<account-id>:ptr:<ptr-id>

 

Conditions

A Condition element lets you specify conditions for when an SCP is in effect. It
contains condition keys and operators.

● A key in the Condition element of a statement Condition keys are classified
into global condition keys and service-specific condition keys based on the
application scope.
– Global condition keys (with the g: prefix) apply to all actions. Cloud

services do not need to provide user identity information. Instead, the
system automatically obtains such information and authenticates users.
For details, see Global Condition Keys.

– Service-specific condition keys (with the abbreviation of a service name
plus a colon as the prefix, for example, dns:) only apply to operations of
the DNS service. For details, see Table 5-203.

– The number of values associated with a condition key in the request
context of an API call makes the condition key single-valued or
multivalued. Single-valued condition keys have at most one value in the
request context of an API call. Multivalued condition keys can have
multiple values in the request context of an API call. For example, a
request can originate from at most one VPC endpoint, so g:SourceVpce is
a single-valued condition key. You can tag resources and include multiple
tag key-value pairs in a request, so g:TagKeys is a multivalued condition
key.

● A condition operator, condition key, and a condition value together constitute
a complete condition statement. An SCP can be applied only when its request
conditions are met. For supported condition operators, see Condition
operators.

The following table lists the condition keys that you can define in SCPs for DNS.
You can include these condition keys to specify conditions for when your SCP is in
effect.

Table 5-203 Service-specific condition keys supported by DNS

Service-specific
Condition Key

Type Single-
valued/
Multivalued

Description

dns:RecordSetNames string Multivalued Filters access by
record set name. All
letters in the record
set name must be
lowercase and cannot
contain a period at
the end.

Organizations
User Guide 5 Managing SCPs

Issue 01 (2025-02-25) Copyright © Huawei Cloud Computing Technologies Co., Ltd. 1052



Service-specific
Condition Key

Type Single-
valued/
Multivalued

Description

dns:RecordSetTypes string Multivalued Filters access by
record set type. The
value can be A, AAAA,
MX, CNAME, TXT, NS,
CAA, or SRV.

 

5.10.12.2 Workspace
The Organizations service provides Service Control Policies (SCPs) for access
control.

SCPs do not actually grant any permissions to a principal. They only set the
permissions boundary for the principal. When SCPs are attached to a member
account or an organizational unit (OU), they do not directly grant permissions to
that member account or OU. Instead, the SCPs just determine what permissions
are available for that member account or the member accounts under that OU.

This section describes the elements used by Organizations SCPs. The elements
include actions, resources, and conditions.

For details about how to use these elements to edit a custom SCP policy, see
Creating an SCP.

Actions
Actions are specific operations that are allowed or denied in an identity policy SCP.

● The Access Level column describes how the action is classified (List, Read, or
Write). This classification helps you understand the level of access that an
action grants when you use it in an SCP.

● The Resource Type column indicates whether the action supports resource-
level permissions.
– You can use a wildcard (*) to indicate all resource types. If this column is

empty (-), the action does not support resource-level permissions and
you must specify all resources ("*") in your SCP statements.

– If this column includes a resource type, you must specify the URN in the
Resource element of your statements.

– Required resources are marked with asterisks (*) in the table. If you
specify a resource in a statement using this action, then it must be of this
type.

For details about the resource types defined by Workspace, see Resources.
● The Condition Key column includes keys that you can specify in the

Condition element of an SCP statement.
– If the Resource Type column has values for an action, the condition key

takes effect only for the listed resource types.
– If the Resource Type column is empty (-) for an action, the condition key

takes effect for all resources that action supports.
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– If the Condition Key column is empty (-) for an action, the action does
not support any condition keys.

For details about condition keys defined by Workspace, see Conditions.

The following table lists the actions that you can define in SCP statements for
Workspace.

Table 5-204 Actions supported by Workspace

Action Description Acces
s
Level

Resource Type (*:
Required)

Condition Key

workspace:aut
hConfigs:get

Grants
permission to
query the
configuration
of the
authenticatio
n login mode.

read - -

workspace:aut
hConfigs:upda
te

Grants
permission to
update
authenticatio
n policy
configurations
.

write - -

workspace:ass
istAuthConfig
s:get

Grants
permission to
query
auxiliary
authenticatio
n
configurations
.

read - -

workspace:ass
istAuthConfig
s:update

Grants
permission to
update
auxiliary
authenticatio
n
configurations
.

write - -

workspace:job
s:retry

Grants
permission to
retry a task.

write - -
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Action Description Acces
s
Level

Resource Type (*:
Required)

Condition Key

workspace:qu
otas:get

Grants
permission to
query tenant
quotas.

read - -

workspace:ten
ants:getRoles

Grants
permission to
query tenant
roles.

read - -

workspace:ten
ants:ListConfi
g

Grants
permission to
query
customized
tenant
configurations
.

list - -

workspace:ten
ants:updateCo
nfig

Grants
permission to
modify
customized
tenant
configurations
.

write - -

workspace:nat
Mappings:get
Config

Grants
permission to
query NAT
mapping
configuration
items of a
tenant.

read - -

workspace:nat
Mappings:upd
ateConfig

Grants
permission to
modify NAT
mapping
configuration
items of a
tenant.

write - -

workspace:ten
ants:get

Grants
permission to
query Huawei
Cloud
Workspace
details.

read - -
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Action Description Acces
s
Level

Resource Type (*:
Required)

Condition Key

workspace:ten
ants:open

Grants
permission to
subscribe to
Huawei Cloud
Workspace.

write - workspace:Access
Mode

workspace:ten
ants:delete

Grants
permission to
unsubscribe
from Huawei
Cloud
Workspace.

write - -

workspace:ten
ants:update

Grants
permission to
modify
attributes of
Huawei Cloud
Workspace.

write - workspace:Access
Mode

workspace:ten
ants:getLockS
tatus

Grants
permission to
query
whether
Huawei Cloud
Workspace is
locked.

read - -

workspace:ten
ants:unlock

Grants
permission to
unlock
Huawei Cloud
Workspace.

write - -

workspace:ag
encies:create

Grants
permission to
create an
agency.

write - -

workspace:ag
encies:get

Grants
permission to
query
agencies.

read - -

workspace:de
sktops:create
AiAccelerateJo
b

Grants
permission to
create a
rendering
acceleration
task.

write - -
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Action Description Acces
s
Level

Resource Type (*:
Required)

Condition Key

workspace:de
sktops:getAiA
ccelerateJob

Grants
permission to
query
rendering
acceleration
tasks.

read - -

workspace:de
sktops:getSys
PrepInfo

Grants
permission to
query Sysprep
details.

read desktop * ● g:ResourceTag/
<tag-key>

● g:EnterprisePro
jectId

workspace:de
sktops:checkB
atchChangeI
mage

Grants
permission to
verify batch
image
switchover.

write desktop * ● g:ResourceTag/
<tag-key>

● g:EnterprisePro
jectId

workspace:ten
ants:listDeskt
opNamePolici
es

Grants
permission to
query desktop
naming
policies.

list - -

workspace:ten
ants:createDe
sktopNamePo
licy

Grants
permission to
create a
desktop
naming
policy.

write - -

workspace:ten
ants:updateD
esktopNameP
olicy

Grants
permission to
update a
desktop
naming
policy.

write - -

workspace:ten
ants:batchDel
eteDesktopNa
mePolicies

Grants
permission to
delete
desktop
naming
policies in
batches.

write - -

workspace:de
sktopPools:cre
ate

Grants
permission to
create a
desktop pool.

write desktopPool * -

user -

userGroup -
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Action Description Acces
s
Level

Resource Type (*:
Required)

Condition Key

- ● g:RequestTag/
<tag-key>

● g:TagKeys
● g:EnterprisePro

jectId

workspace:de
sktopPools:list

Grants
permission to
query desktop
pools.

list desktopPool * -

workspace:de
sktopPools:up
date

Grants
permission to
modify
desktop pool
attributes.

write desktopPool * -

workspace:de
sktopPools:del
ete

Grants
permission to
delete a
desktop pool.

write desktopPool * -

workspace:de
sktopPools:ge
t

Grants
permission to
query desktop
pool details.

read desktopPool * -

workspace:de
sktopPools:ex
pand

Grants
permission to
expand the
desktop pool
capacity.

write desktopPool * -

workspace:de
sktopPools:res
ize

Grants
permission to
change
desktop pool
specifications.

write desktopPool * -

workspace:de
sktopPools:re
build

Grants
permission to
recompose
the system
disk of a
desktop pool.

write desktopPool * -
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Action Description Acces
s
Level

Resource Type (*:
Required)

Condition Key

workspace:de
sktopPools:ba
tchAddVolum
es

Grants
permission to
add disks to
desktop pools
in batches.

write desktopPool * -

workspace:de
sktopPools:ba
tchDeleteVolu
mes

Grants
permission to
delete disks
from desktop
pools in
batches.

write desktopPool * -

workspace:de
sktopPools:ba
tchExpandVol
umes

Grants
permission to
expand the
capacity of
disks in
batches in a
desktop pool.

write desktopPool * -

workspace:de
sktopPools:op
erate

Grants
permission to
perform
operations on
a desktop
pool.

write desktopPool * -

workspace:de
sktopPools:list
Users

Grants
permission to
query users
and user
groups
authorized by
the desktop
pool.

list desktopPool * -

workspace:de
sktopPools:au
thorizeUsers

Grants
permission to
authorize
users and
user groups
to access a
desktop pool.

write desktopPool * -

user -

userGroup -

workspace:de
sktopPools:list
Desktops

Grants
permission to
query desktop
information in
desktop pools.

list desktopPool * -
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Action Description Acces
s
Level

Resource Type (*:
Required)

Condition Key

workspace:de
sktopPools:list
ScriptTasks

Grants
permission to
query the
script
execution task
list of a
desktop pool.

list desktopPool * -

workspace:de
sktopPools:ex
ecuteScripts

Grants
permission to
execute
desktop pool
scripts in
batches.

write desktopPool * -

script -

workspace:de
sktopPools:se
ndNotification
s

Grants
permission to
send
notifications.

write desktopPool * -

workspace:de
sktops:export

Grants
permission to
export a
desktop list.

list desktop * -

- ● g:RequestTag/
<tag-key>

● g:TagKeys
● g:EnterprisePro

jectId

workspace:de
sktops:create

Grants
permission to
create a
desktop.

write desktop * -

- ● g:RequestTag/
<tag-key>

● g:TagKeys
● g:EnterprisePro

jectId
● workspace:Ass

ociatePublicIp
● workspace:Acc

essMode

workspace:de
sktops:list

Grants
permission to
query
desktops.

list desktop * -

- ● g:RequestTag/
<tag-key>

● g:TagKeys
● g:EnterprisePro

jectId
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Action Description Acces
s
Level

Resource Type (*:
Required)

Condition Key

workspace:de
sktops:update

Grants
permission to
update
desktop
information.

write desktop * ● g:ResourceTag/
<tag-key>

● g:EnterprisePro
jectId

workspace:de
sktops:delete

Grants
permission to
delete a
desktop.

write desktop * ● g:ResourceTag/
<tag-key>

● g:EnterprisePro
jectId

workspace:de
sktops:get

Grants
permission to
query desktop
details.

read desktop * ● g:ResourceTag/
<tag-key>

● g:EnterprisePro
jectId

workspace:de
sktops:batchD
elete

Grants
permission to
delete
desktops in
batches.

write desktop * ● g:ResourceTag/
<tag-key>

● g:EnterprisePro
jectId

workspace:de
sktops:logoff

Grants
permission to
log out of
desktops in
batches.

write desktop * ● g:ResourceTag/
<tag-key>

● g:EnterprisePro
jectId

workspace:de
sktops:listDet
ail

Grants
permission to
query desktop
details.

list desktop * -

- ● g:RequestTag/
<tag-key>

● g:TagKeys
● g:EnterprisePro

jectId

workspace:de
sktops:operat
e

Grants
permission to
perform
operations on
a desktop.

write desktop * ● g:ResourceTag/
<tag-key>

● g:EnterprisePro
jectId

workspace:de
sktops:resize

Grants
permission to
change
specifications.

write desktop * ● g:ResourceTag/
<tag-key>

● g:EnterprisePro
jectId
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Action Description Acces
s
Level

Resource Type (*:
Required)

Condition Key

workspace:de
sktops:getCon
nectStatus

Grants
permission to
query desktop
login status
statistics.

read - -

workspace:de
sktops:ListStat
us

Grants
permission to
query desktop
login statuses.

list - -

workspace:de
sktops:rebuild

Grants
permission to
recompose
desktops.

write desktop * ● g:ResourceTag/
<tag-key>

● g:EnterprisePro
jectId

workspace:de
sktops:getActi
ons

Grants
permission to
query desktop
power-on/off
information.

read desktop * ● g:ResourceTag/
<tag-key>

● g:EnterprisePro
jectId

workspace:de
sktops:createC
onsole

Grants
permission to
obtain the
URL for
remote login
to the
console.

write desktop * ● g:ResourceTag/
<tag-key>

● g:EnterprisePro
jectId

workspace:de
sktops:update
Sids

Grants
permission to
update a
desktop SID.

write desktop * ● g:ResourceTag/
<tag-key>

● g:EnterprisePro
jectId

workspace:de
sktops:rejoinD
omain

Grants
permission to
rejoin the AD
domain.

write desktop * ● g:ResourceTag/
<tag-key>

● g:EnterprisePro
jectId

workspace:de
sktops:createI
mage

Grants
permission to
convert a
desktop to an
image.

write desktop * ● g:ResourceTag/
<tag-key>

● g:EnterprisePro
jectId

workspace:de
sktops:batchD
etach

Grants
permission to
unbind users
in batches.

write desktop * ● g:ResourceTag/
<tag-key>

● g:EnterprisePro
jectId
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Action Description Acces
s
Level

Resource Type (*:
Required)

Condition Key

workspace:de
sktops:detach

Grants
permission to
unbind a user.

write desktop * ● g:ResourceTag/
<tag-key>

● g:EnterprisePro
jectId

workspace:de
sktops:attach

Grants
permission to
assign a
desktop to a
user.

write desktop * ● g:ResourceTag/
<tag-key>

● g:EnterprisePro
jectId

workspace:de
sktops:getNet
work

Grants
permission to
query desktop
network
information.

read desktop * ● g:ResourceTag/
<tag-key>

● g:EnterprisePro
jectId

workspace:de
sktops:change
Network

Grants
permission to
switch the
desktop
network.

write desktop * ● g:ResourceTag/
<tag-key>

● g:EnterprisePro
jectId

workspace:exc
lusiveHosts:lis
tDesktops

Grants
permission to
query
exclusive
desktop
details.

list exclusiveHost * -

- g:EnterpriseProjec
tId

workspace:de
sktops:listAll

Grants
permission to
query
general-
purpose
desktops and
rendering
desktops.

list desktop * -

workspace:de
sktopAssociat
e:listDiscover
VmInfo

Grants
permission to
query the list
of VMs that
can be
managed.

list - -

Organizations
User Guide 5 Managing SCPs

Issue 01 (2025-02-25) Copyright © Huawei Cloud Computing Technologies Co., Ltd. 1063



Action Description Acces
s
Level

Resource Type (*:
Required)

Condition Key

workspace:de
sktopAssociat
e:startTask

Grants
permission to
start a VM
management
task.

write - -

workspace:de
sktopAssociat
e:switchScanT
ask

Grants
permission to
enable a
management
scanning task.

write - -

workspace:de
sktopAssociat
e:getScanTask
Switch

Grants
permission to
query
management
scanning
tasks.

read - -

workspace:de
sktops:setMai
ntenanceMod
e

Grants
permission to
set the
desktop
administrator
maintenance
mode in
batches.

write desktop * ● g:ResourceTag/
<tag-key>

● g:EnterprisePro
jectId

workspace:de
sktops:prepAtt
achUsers

Grants
permission to
pre-assign
desktops to
users in
batches.

write desktop * ● g:ResourceTag/
<tag-key>

● g:EnterprisePro
jectId

workspace:de
sktops:batchA
ttachUsers

Grants
permission to
assign
desktops to
users in
batches.

write desktop * ● g:ResourceTag/
<tag-key>

● g:EnterprisePro
jectId

workspace:de
sktops:change
Username

Grants
permission to
change
usernames
associated
with desktops
in Windows
AD.

write - -
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Action Description Acces
s
Level

Resource Type (*:
Required)

Condition Key

workspace:de
sktops:sendN
otifications

Grants
permission to
send
notifications.

write desktop * ● g:ResourceTag/
<tag-key>

● g:EnterprisePro
jectId

workspace:de
sktops:migrat
e

Grants
permission to
migrate
desktops.

write desktop * ● g:ResourceTag/
<tag-key>

● g:EnterprisePro
jectId

workspace:de
sktops:listAge
nts

Grants
permission to
query the list
of desktops
with installed
agents.

list desktop * ● g:ResourceTag/
<tag-key>

● g:EnterprisePro
jectId

workspace:de
sktops:batchIn
stallAgents

Grants
permission to
install agents
for desktops
in batches.

write desktop * ● g:ResourceTag/
<tag-key>

● g:EnterprisePro
jectId

workspace:de
sktops:listTags

Grants
permission to
query desktop
tags.

list desktop * ● g:ResourceTag/
<tag-key>

● g:EnterprisePro
jectId

workspace:de
sktops:tag

Grants
permission to
create a
desktop tag.

taggi
ng

desktop * ● g:ResourceTag/
<tag-key>

● g:EnterprisePro
jectId

- ● g:RequestTag/
<tag-key>

● g:TagKeys

workspace:de
sktops:untag

Grants
permission to
delete a
desktop tag.

taggi
ng

desktop * ● g:ResourceTag/
<tag-key>

● g:EnterprisePro
jectId

- ● g:RequestTag/
<tag-key>

● g:TagKeys
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Action Description Acces
s
Level

Resource Type (*:
Required)

Condition Key

workspace:de
sktops:listProj
ectTags

Grants
permission to
query project
tags.

list - -

workspace:de
sktops:operat
eTags

Grants
permission to
add or delete
tags in
batches.

taggi
ng

desktop * ● g:ResourceTag/
<tag-key>

● g:EnterprisePro
jectId

- ● g:RequestTag/
<tag-key>

● g:TagKeys

workspace:de
sktops:listByT
ags

Grants
permission to
filter desktops
by tag.

list - -

workspace:exc
lusiveHosts:cr
eate

Grants
permission to
create an
exclusive host.

write exclusiveHost * -

- g:EnterpriseProjec
tId

workspace:exc
lusiveHosts:lis
t

Grants
permission to
query
exclusive
hosts.

list exclusiveHost * -

- g:EnterpriseProjec
tId

workspace:exc
lusiveHosts:ch
eck

Grants
permission to
check
whether
exclusive
hosts can be
created.

write - -

workspace:exc
lusiveHosts:ge
t

Grants
permission to
query
exclusive host
details.

read exclusiveHost * g:EnterpriseProjec
tId

workspace:exc
lusiveHosts:up
date

Grants
permission to
update
exclusive host
information.

write exclusiveHost * g:EnterpriseProjec
tId
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Action Description Acces
s
Level

Resource Type (*:
Required)

Condition Key

workspace:exc
lusiveHosts:de
lete

Grants
permission to
delete an
exclusive host.

write exclusiveHost * g:EnterpriseProjec
tId

workspace:mk
p:listImages

Grants
permission to
query images
in KooGallery.

list - -

workspace:mk
p:listCommodi
tyInfos

Grants
permission to
query product
information in
KooGallery.

list - -

workspace:mk
p:createOrder

Grants
permission to
create a
product order
in KooGallery.

write - -

workspace:mk
p:listListProdu
ctReserve

Grants
permission to
query the
KooGallery
inventory.

list - -

workspace:mk
p:listCommodi
tyDetails

Grants
permission to
query product
details in
KooGallery.

list - -

workspace:mk
p:listRelationC
ommodityDet
ails

Grants
permission to
query
associated
products.

list - -

workspace:mk
p:listCommodi
tyAgreements

Grants
permission to
query product
agreements in
KooGallery.

list - -

workspace:net
works:listEips

Grants
permission to
query EIPs.

list - -
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Action Description Acces
s
Level

Resource Type (*:
Required)

Condition Key

workspace:net
works:createEi
ps

Grants
permission to
create an EIP.

write - -

workspace:net
works:bindEip
s

Grants
permission to
bind an EIP.

write - -

workspace:net
works:unbind
Eips

Grants
permission to
unbind an EIP.

write - -

workspace:net
works:getEip
Quota

Grants
permission to
query EIP
quotas.

read - -

workspace:net
works:ListNat
Gateways

Grants
permission to
query NAT
gateways.

list - -

workspace:ord
ers:create

Grants
permission to
place a
yearly/
monthly
order.

write - ● workspace:Crea
teOrderType

● workspace:Ass
ociatePublicIp

● workspace:Acc
essMode

workspace:ord
ers:change

Grants
permission to
create a
change order.

write - workspace:Chang
eOrderType

workspace:ord
ers:batchInqui
ry

Grants
permission to
inquire prices
in batches.

write - -

workspace:qu
otas:check

Grants
permission to
verify quotas.

write - -

workspace:ren
derDesktops:c
reate

Grants
permission to
create a
rendering
desktop.

write - -
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Action Description Acces
s
Level

Resource Type (*:
Required)

Condition Key

workspace:ren
derDesktops:d
elete

Grants
permission to
delete a
rendering
desktop.

write - -

workspace:ren
derDesktops:li
st

Grants
permission to
query
rendering
desktops.

list - -

workspace:ren
derDesktops:a
ction

Grants
permission to
perform
operations on
a rendering
desktop.

write - -

workspace:sch
eduledTasks:li
st

Grants
permission to
query
scheduled
tasks.

list scheduledTask * -

workspace:sch
eduledTasks:c
reate

Grants
permission to
create a
scheduled
task.

write scheduledTask * -

desktop -

desktopPool -

server -

serverGroup -

workspace:sch
eduledTasks:g
et

Grants
permission to
query
scheduled
task details.

read scheduledTask * -

workspace:sch
eduledTasks:u
pdate

Grants
permission to
update a
scheduled
task.

write scheduledTask * -

desktop -

desktopPool -

server -

serverGroup -
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Action Description Acces
s
Level

Resource Type (*:
Required)

Condition Key

workspace:sch
eduledTasks:d
elete

Grants
permission to
delete a
scheduled
task.

write scheduledTask * -

workspace:sch
eduledTasks:g
etFuture

Grants
permission to
query the
future
execution
time of a
scheduled
task.

read - -

workspace:sch
eduledTasks:b
atchDelete

Grants
permission to
delete
scheduled
tasks in
batches.

write scheduledTask * -

workspace:sch
eduledTasks:li
stRecords

Grants
permission to
query the
execution
records of a
scheduled
task.

list scheduledTask * -

workspace:sch
eduledTasks:g
etRecord

Grants
permission to
query details
about
scheduled
task execution
records.

read scheduledTask * -

workspace:sch
eduledTasks:e
xportRecords

Grants
permission to
export details
about
scheduled
task execution
records.

list scheduledTask * -
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Action Description Acces
s
Level

Resource Type (*:
Required)

Condition Key

workspace:us
ers:subscribeS
harer

Grants
permission to
subscribe to
collaborative
resources.

write user * -

workspace:de
sktops:addSub
Resources

Grants
permission to
purchase
depended
desktop
resources.

write desktop * ● g:ResourceTag/
<tag-key>

● g:EnterprisePro
jectId

workspace:de
sktops:deleteS
ubResources

Grants
permission to
delete
depended
desktop
resources.

write desktop * ● g:ResourceTag/
<tag-key>

● g:EnterprisePro
jectId

workspace:de
sktops:createS
napshots

Grants
permission to
create a
desktop
snapshot.

write desktop * ● g:ResourceTag/
<tag-key>

● g:EnterprisePro
jectId

workspace:de
sktops:getSna
pshots

Grants
permission to
query desktop
snapshots.

read desktop * ● g:ResourceTag/
<tag-key>

● g:EnterprisePro
jectId

workspace:de
sktops:deleteS
napshots

Grants
permission to
delete a
desktop
snapshot.

write desktop * ● g:ResourceTag/
<tag-key>

● g:EnterprisePro
jectId

workspace:de
sktops:restore
BySnapshot

Grants
permission to
restore
desktops
using desktop
snapshots.

write desktop * ● g:ResourceTag/
<tag-key>

● g:EnterprisePro
jectId

workspace:sta
tistics:listDesk
topStatus

Grants
permission to
collect
statistics on
desktop
statuses.

list - -
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Action Description Acces
s
Level

Resource Type (*:
Required)

Condition Key

workspace:sta
tistics:getUnu
sed

Grants
permission to
query
desktops that
are not in use
in a specified
period.

read - -

workspace:sta
tistics:getUsed

Grants
permission to
query the
desktop
usage
duration.

read - -

workspace:bin
dingPolicies:e
xport

Grants
permission to
export
information
about
terminal-
desktop
binding to an
Excel file.

list - -

workspace:bin
dingPolicies:g
etConfig

Grants
permission to
query a
terminal-
desktop
binding
configuration.

read - -

workspace:bin
dingPolicies:cr
eateConfig

Grants
permission to
configure
terminal-
desktop
binding.

write - -

workspace:bin
dingPolicies:g
et

Grants
permission to
query
terminal-
desktop
binding
configurations
.

read - -
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Action Description Acces
s
Level

Resource Type (*:
Required)

Condition Key

workspace:bin
dingPolicies:a
dd

Grants
permission to
add a
terminal-
desktop
binding
configuration.

write - -

workspace:bin
dingPolicies:u
pdate

Grants
permission to
modify a
terminal-
desktop
binding
configuration.

write - -

workspace:bin
dingPolicies:d
elete

Grants
permission to
delete a
terminal-
desktop
binding
configuration.

write - -

workspace:vol
umes:delete

Grants
permission to
delete a
desktop data
disk.

write desktop ● g:ResourceTag/
<tag-key>

● g:EnterprisePro
jectId

workspace:vol
umes:batchAd
d

Grants
permission to
add a desktop
disk.

write desktop ● g:ResourceTag/
<tag-key>

● g:EnterprisePro
jectId

workspace:vol
umes:batchEx
pand

Grants
permission to
expand a
desktop disk.

write desktop ● g:ResourceTag/
<tag-key>

● g:EnterprisePro
jectId

workspace:wd
h:getType

Grants
permission to
query
Workspace
host types.

read wdh * g:EnterpriseProjec
tId
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Action Description Acces
s
Level

Resource Type (*:
Required)

Condition Key

workspace:wd
h:get

Grants
permission to
query
Workspace
hosts.

read wdh * g:EnterpriseProjec
tId

workspace:de
sktops:getRe
moteAssistanc
e

Grants
permission to
query remote
assistance
information.

read desktop * ● g:ResourceTag/
<tag-key>

● g:EnterprisePro
jectId

workspace:de
sktops:createR
emoteAssista
nce

Grants
permission to
create remote
assistance.

write desktop * ● g:ResourceTag/
<tag-key>

● g:EnterprisePro
jectId

workspace:de
sktops:cancel
RemoteAssist
ance

Grants
permission to
cancel remote
assistance.

write desktop * ● g:ResourceTag/
<tag-key>

● g:EnterprisePro
jectId

workspace:vol
umes:add

Grants
permission to
add disks to a
single
desktop.

write desktop ● g:ResourceTag/
<tag-key>

● g:EnterprisePro
jectId

workspace:vol
umes:expand

Grants
permission to
expand disk
capacity.

write desktop ● g:ResourceTag/
<tag-key>

● g:EnterprisePro
jectId

workspace:vol
umes:listDssP
oolsDetail

Grants
permission to
obtain the
dedicated
distributed
storage pool
list.

list - -

workspace:co
mmon:listTim
ezones

Grants
permission to
query the
time zone
configuration.

list - -
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Action Description Acces
s
Level

Resource Type (*:
Required)

Condition Key

workspace:co
nnections:sec
urityExport

Grants
permission to
export
connection
records.

list - -

workspace:im
ages:list

Grants
permission to
query
supported
images.

list - -

workspace:pol
icyGroups:imp
ort

Grants
permission to
import a
policy group.

write - -

workspace:acc
essPolicies:cre
ate

Grants
permission to
create an
access policy.

write - -

workspace:acc
essPolicies:get

Grants
permission to
query access
policies.

read - -

workspace:acc
essPolicies:del
ete

Grants
permission to
delete a
specified
access policy.

write - -

workspace:acc
essPolicies:get
Target

Grants
permission to
query objects
to which a
specified
access policy
is applied.

read - -

workspace:acc
essPolicies:up
dateTarget

Grants
permission to
update
objects to
which a
specified
access policy
is applied.

write - -
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Action Description Acces
s
Level

Resource Type (*:
Required)

Condition Key

workspace:pro
ducts:listDeskt
opProducts

Grants
permission to
query the list
of available
product
packages.

list - -

workspace:pro
ducts:listShare
rProducts

Grants
permission to
query the list
of
collaboration
packages.

list - -

workspace:pro
ducts:listInter
netProducts

Grants
permission to
query the list
of Internet
access
packages.

list - -

workspace:av
ailabilityZone
s:list

Grants
permission to
query AZs
where
Workspace is
available.

list - -

workspace:us
erGroups:expo
rt

Grants
permission to
export a user
group.

list userGroup * -

workspace:us
ers:export

Grants
permission to
export a user.

list user * -

workspace:us
ers:import

Grants
permission to
import a user.

write user * -

workspace:us
erGroups:expo
rtUsers

Grants
permission to
export users
in a user
group.

list userGroup * -
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Action Description Acces
s
Level

Resource Type (*:
Required)

Condition Key

workspace:us
ers:operate

Grants
permission to
operators
(locking,
unlocking,
and resetting
passwords).

write user * -

workspace:us
ers:randomPa
ssword

Grants
permission to
reset a
random
password for
a user.

write user * -

workspace:us
ers:deleteOtps

Grants
permission to
unbind an
OTP device.

write user * -

workspace:us
ers:resendEm
ail

Grants
permission to
resend an
email.

write user * -

workspace:co
nnections:sec
urityList

Grants
permission to
query
connection
information.

list - -

workspace:co
nnections:list
OnlineUsers

Grants
permission to
query the
number of
login users.

list - -

workspace:us
erGroups:list

Grants
permission to
query user
groups.

list userGroup * -

workspace:us
erGroups:crea
te

Grants
permission to
create a user
group.

write userGroup * -
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Action Description Acces
s
Level

Resource Type (*:
Required)

Condition Key

workspace:us
erGroups:batc
hDelete

Grants
permission to
delete user
groups in
batches.

write userGroup * -

workspace:us
erGroups:dele
te

Grants
permission to
delete a
desktop user
group.

write userGroup * -

workspace:us
erGroups:upd
ate

Grants
permission to
modify user
group
information.

write userGroup * -

workspace:us
erGroups:oper
ate

Grants
permission to
perform
operations on
a user group.

write userGroup * -

user * -

workspace:us
erGroups:get
Users

Grants
permission to
query users in
a user group.

list userGroup * -

workspace:job
s:listSubJobs

Grants
permission to
query
subtasks.

list - -

workspace:job
s:deleteSubJo
bRecords

Grants
permission to
delete a
subtask
record.

write - -

workspace:ou:
get

Grants
permission to
query OU
information.

list - -

workspace:ou:
create

Grants
permission to
add OU
information.

write - -
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Action Description Acces
s
Level

Resource Type (*:
Required)

Condition Key

workspace:ou:
delete

Grants
permission to
delete OU
information.

write - -

workspace:ou:
update

Grants
permission to
update OU
information.

write - -

workspace:pol
icyGroups:list

Grants
permission to
query policy
groups.

list policyGroup * -

workspace:pol
icyGroups:cre
ate

Grants
permission to
add a policy
group.

write policyGroup * -

desktop -

desktopPool -

user -

userGroup -

appGroup -

workspace:pol
icyGroups:del
ete

Grants
permission to
delete a
policy group.

write policyGroup * -

workspace:pol
icyGroups:get

Grants
permission to
query policy
groups.

read policyGroup * -

workspace:pol
icyGroups:upd
ate

Grants
permission to
modify a
policy group.

write policyGroup * -

user -

userGroup -

appGroup -

workspace:pol
icyGroups:exp
ort

Grants
permission to
export a
policy group.

list policyGroup * -
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Action Description Acces
s
Level

Resource Type (*:
Required)

Condition Key

workspace:pol
icyGroups:list
Policies

Grants
permission to
query policy
items of a
policy group.

list policyGroup * -

workspace:pol
icyGroups:upd
atePolicies

Grants
permission to
modify policy
items of a
policy group.

write policyGroup * -

workspace:pol
icyGroups:list
Targets

Grants
permission to
query objects
to which the
policy group
is applied.

list policyGroup * -

workspace:pol
icyGroups:upd
ateTargets

Grants
permission to
modify
objects to
which the
policy group
is applied.

write policyGroup * -

desktop -

desktopPool -

user -

userGroup -

appGroup -

workspace:pol
icyGroups:list
Detail

Grants
permission to
query details
about policy
groups.

list policyGroup * -

workspace:pol
icyGroups:get
OriginalPolici
es

Grants
permission to
query initial
policy items.

read policyGroup * -

workspace:us
ers:list

Grants
permission to
query users.

list user * -

workspace:us
ers:create

Grants
permission to
create a user.

write user * -
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Action Description Acces
s
Level

Resource Type (*:
Required)

Condition Key

workspace:us
ers:delete

Grants
permission to
delete a
specified user.

write user * -

workspace:us
ers:get

Grants
permission to
query user
details.

read user * -

workspace:us
ers:update

Grants
permission to
modify user
information.

write user * -

workspace:us
ers:batchDelet
e

Grants
permission to
delete users
in batches.

write user * -

workspace:us
ers:resetPassw
ord

Grants
permission to
reset a user
password.

write user * -

workspace:us
ers:checkRese
tPasswordTok
en

Grants
permission to
verify tokens
for resetting
passwords of
domain users.

write user * -

workspace:us
ers:getTempla
te

Grants
permission to
download a
user
template.

read - -

workspace:us
ers:checkExist

Grants
permission to
check
whether the
user exists.

write user * -

workspace:us
ers:listOtps

Grants
permission to
query OTP
devices.

list user * -
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Action Description Acces
s
Level

Resource Type (*:
Required)

Condition Key

workspace:us
ers:getImport
Template

Grants
permission to
download a
created user
template.

read - -

workspace:us
ers:batchCreat
e

Grants
permission to
create users
in batches.

write user * -

workspace:pro
ducts:listVolu
meProducts

Grants
permission to
query disk
products.

list - -

workspace:ten
ants:listExport
Tasks

Grants
permission to
query export
tasks.

list - -

workspace:ten
ants:deleteEx
portTasks

Grants
permission to
delete export
task records
in batches.

write - -

workspace:ten
ants:exportDa
ta

Grants
permission to
download an
exported file.

read - -

workspace:sta
tistics:listAlar
m

Grants
permission to
query alarms.

list - -

workspace:sta
tistics:getAlar
m

Grants
permission to
query the
number of
alarms.

read - -

workspace:sta
tistics:getGro
wthRate

Grants
permission to
query the
chain value of
a metric.

read - -

workspace:sta
tistics:getMetr
ic

Grants
permission to
query metrics.

read - -
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Action Description Acces
s
Level

Resource Type (*:
Required)

Condition Key

workspace:sta
tistics:getMetr
icTrend

Grants
permission to
query the
metric trend.

read - -

workspace:sta
tistics:update
NotificationR
ules

Grants
permission to
update a
metric
notification
rule.

write - -

workspace:sta
tistics:deleteN
otificationRul
es

Grants
permission to
delete a
metric
notification
rule.

write - -

workspace:sta
tistics:createN
otifyRules

Grants
permission to
add a metric
notification
rule.

write - -

workspace:sta
tistics:listNotif
icationRules

Grants
permission to
query metric
notification
rules.

list - -

workspace:sta
tistics:listNotif
icationRecord
s

Grants
permission to
query metric
notification
records.

list - -

workspace:sta
tistics:listDesk
topMetrics

Grants
permission to
query desktop
usage
statistics.

list - -

workspace:sta
tistics:exportD
esktopMetrics

Grants
permission to
export
desktop
usage
statistics.

list - -
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Action Description Acces
s
Level

Resource Type (*:
Required)

Condition Key

workspace:sta
tistics:listUser
Metrics

Grants
permission to
query user
usage
statistics.

list - -

workspace:sta
tistics:exportU
serMetrics

Grants
permission to
export user
usage
statistics.

list - -

workspace:ap
pcenter:create
BucketCreden
tial

Grants
permission to
generate OBS
bucket
credential
information.

write - -

workspace:ap
pcenter:create
AndAuthorize
Bucket

Grants
permission to
add a default
OBS bucket
and access
the bucket.

write - -

workspace:ap
pcenter:listAp
ps

Grants
permission to
query
applications
by name.

list - -

workspace:ap
pcenter:create
App

Grants
permission to
upload an
application.

write - -

workspace:ap
pcenter:updat
eApp

Grants
permission to
modify an
application.

write - -

workspace:ap
pcenter:delete
App

Grants
permission to
delete an
application.

write - -
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Action Description Acces
s
Level

Resource Type (*:
Required)

Condition Key

workspace:ap
pcenter:install
App

Grants
permission to
automatically
install an
application.

write - -

workspace:ap
pcenter:listAp
pAuthorizatio
ns

Grants
permission to
query
application
authorization
information.

list - -

workspace:ap
pcenter:batch
UpdateAppAu
thorizations

Grants
permission to
set
application
authorization.

write - -

workspace:ap
pcenter:batch
DeleteApps

Grants
permission to
delete
applications
in batches.

write - -

workspace:ap
pcenter:batch
DisableApps

Grants
permission to
set
applications
to be invisible
in batches.

write - -

workspace:ap
pcenter:batch
EnableApps

Grants
permission to
set
applications
to be visible
in batches.

write - -

workspace:ap
pcenter:batchI
nstallApps

Grants
permission to
automatically
install
applications
in batches.

write - -

workspace:ap
pcenter:listAp
pCatalogs

Grants
permission to
query
application
categories.

list - -
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Action Description Acces
s
Level

Resource Type (*:
Required)

Condition Key

workspace:ap
pcenter:listJob
s

Grants
permission to
query
application
installation
job
information.

list - -

workspace:ap
pcenter:batch
DeleteJobs

Grants
permission to
delete jobs in
batches.

write - -

workspace:ap
pcenter:retryJ
obs

Grants
permission to
retry a failed
job.

write - -

workspace:ap
pcenter:create
AppRule

Grants
permission to
create an
application
rule.

write - -

workspace:ap
pcenter:listAp
pRule

Grants
permission to
query
application
rules.

list - -

workspace:ap
pcenter:updat
eAppRule

Grants
permission to
modify an
application
rule.

write - -

workspace:ap
pcenter:delete
AppRule

Grants
permission to
delete an
application
rule.

write - -

workspace:ap
pcenter:batch
DeleteAppRul
es

Grants
permission to
delete
application
rules in
batches.

write - -
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Action Description Acces
s
Level

Resource Type (*:
Required)

Condition Key

workspace:ap
pcenter:enabl
eRuleRestricti
on

Grants
permission to
enable rule
control.

write - -

workspace:ap
pcenter:disabl
eRuleRestricti
on

Grants
permission to
disable rule
control.

write - -

workspace:ap
pcenter:addRe
strictedRule

Grants
permission to
add a control
rule.

write - -

workspace:ap
pcenter:listRes
trictedRule

Grants
permission to
query control
rules.

list - -

workspace:ap
pcenter:delete
RestrictedRule

Grants
permission to
delete control
rules in
batches.

write - -

workspace:ap
pcenter:updat
eTenantProfile

Grants
permission to
enable or
disable the
tenant
function.

write - -

workspace:ap
pcenter:listTe
nantProfiles

Grants
permission to
query the
tenant
function
status.

list - -

workspace:scri
pts:create

Grants
permission to
create a
script.

write script * -

workspace:scri
pts:list

Grants
permission to
query the
script list.

list script * -
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Action Description Acces
s
Level

Resource Type (*:
Required)

Condition Key

workspace:scri
pts:get

Grants
permission to
query script
details.

read script * -

workspace:scri
pts:put

Grants
permission to
update a
script.

write script * -

workspace:scri
pts:delete

Grants
permission to
delete a
script.

write script * -

workspace:scri
pts:execute

Grants
permission to
run scripts or
commands in
batches.

write script * -

desktop * -

workspace:scri
pts:getRecord
Detail

Grants
permission to
query script
or command
execution
record details.

read script * -

workspace:scri
pts:listRecords

Grants
permission to
query script
execution
records.

list script * -

workspace:scri
pts:listTasks

Grants
permission to
query script
tasks.

list script * -

workspace:scri
pts:retry

Grants
permission to
retry a script.

write script * -

workspace:scri
pts:stop

Grants
permission to
stop a script
or command
execution
task.

write script * -
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Action Description Acces
s
Level

Resource Type (*:
Required)

Condition Key

workspace:scri
pts:download

Grants
permission to
download a
script output
record.

write script * -

workspace:ten
ants:getShare
SpaceConfig

Grants
permission to
query
collaboration
configurations
.

read - -

workspace:ten
ants:updateSh
areSpaceConfi
g

Grants
permission to
modify
collaboration
configurations
.

write - -

workspace:aut
hConfigs:getS
tatus

Grants
permission to
query the
authenticatio
n status.

read - -

workspace:pri
vacystatemen
ts:sign

Grants
permission to
sign the
privacy
statement.

write - -

workspace:sit
es:get

Grants
permission to
query site
information.

read - -

workspace:sit
es:add

Grants
permission to
add a site.

write - workspace:Access
Mode

workspace:sit
es:delete

Grants
permission to
delete a site.

write - -

workspace:sit
es:updateAcce
ssMode

Grants
permission to
change the
site access
mode.

write - workspace:Access
Mode
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Action Description Acces
s
Level

Resource Type (*:
Required)

Condition Key

workspace:sit
es:updateSub
nets

Grants
permission to
change the
site service
subnet.

write - -

workspace:ten
ants:checkEnt
erpriseIds

Grants
permission to
check
whether the
enterprise ID
has been
used.

write - -

workspace:ten
ants:updateEn
terpriseId

Grants
permission to
change the
enterprise ID.

write - -

workspace:ba
ndwidth:creat
e

Grants
permission to
enable the
Workspace
bandwidth.

write - -

workspace:ba
ndwidth:list

Grants
permission to
query the
Workspace
bandwidth
list.

list - -

workspace:ba
ndwidth:upda
te

Grants
permission to
modify the
Workspace
bandwidth.

write - -

workspace:ba
ndwidth:delet
e

Grants
permission to
cancel the
Workspace
bandwidth.

write - -
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Action Description Acces
s
Level

Resource Type (*:
Required)

Condition Key

workspace:ba
ndwidth:getC
ontrolConfig

Grants
permission to
query the
control
configuration
of the
Workspace
bandwidth.

read - -

workspace:ba
ndwidth:upda
teControlConf
ig

Grants
permission to
modify the
control
configuration
of the
Workspace
bandwidth.

write - -

workspace:ba
ndwidth:creat
eChangeOrde
r

Grants
permission to
create a
Workspace
bandwidth
change order.

write - -

workspace:de
sktops:batchC
reateSnapshot
s

Grants
permission to
create
desktop
snapshots in
batches.

write desktop * ● g:ResourceTag/
<tag-key>

● g:EnterprisePro
jectId

workspace:de
sktops:batchD
eleteSnapshot
s

Grants
permission to
delete
desktop
snapshots in
batches.

write desktop * ● g:ResourceTag/
<tag-key>

● g:EnterprisePro
jectId

workspace:de
sktops:batchR
estoreSnapsh
ots

Grants
permission to
restore
desktop
snapshots in
batches.

write desktop * ● g:ResourceTag/
<tag-key>

● g:EnterprisePro
jectId

workspace:de
sktops:listSna
pshots

Grants
permission to
query desktop
snapshots.

list - -
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Action Description Acces
s
Level

Resource Type (*:
Required)

Condition Key

workspace:de
sktops:verifyD
esktopName

Grants
permission to
verify the
desktop
name.

write - -

workspace:net
works:getAvai
lableIp

Grants
permission to
query
available IP
addresses of a
subnet by
subnet ID.

read - -

workspace:de
sktops:getAdS
tatus

Grants
permission to
query the AD
network
status.

read - -

workspace:net
works:checkIp
IfExist

Grants
permission to
check
whether the
IP address
exists.

write - -

workspace:im
ages:checkIfEx
ist

Grants
permission to
check
whether the
image exists.

write - -

workspace:wd
h:listDesktops

Grants
permission to
query
desktops of a
Workspace
host.

list wdh * -

- g:EnterpriseProjec
tId

workspace:wd
h:update

Grants
permission to
update
Workspace
host
information.

write wdh * g:EnterpriseProjec
tId
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Action Description Acces
s
Level

Resource Type (*:
Required)

Condition Key

workspace:bin
dingPolicies:g
etTemplate

Grants
permission to
download the
template for
terminal-
desktop
binding.

read - -

workspace:bin
dingPolicies:i
mport

Grants
permission to
import
terminal-
desktop
binding in
batches.

write - -

workspace:sta
tistics:getRun
State

Grants
permission to
collect
statistics on
running
statuses.

read - -

workspace:sta
tistics:getLogi
nState

Grants
permission to
collect
statistics on
login statuses.

read - -

workspace:net
works:getUsin
gSubnets

Grants
permission to
query subnets
being used.

read - -

workspace:net
works:listPorts

Grants
permission to
query ports.

list - -

workspace:ren
derDesktops:c
reateConsole

Grants
permission to
obtain the
URL for
remote login
to the
console.

write - -
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Action Description Acces
s
Level

Resource Type (*:
Required)

Condition Key

workspace:ren
derDesktops:r
esize

Grants
permission to
change
rendering
desktop
specifications.

write - -

workspace:exc
lusiveHosts:re
sizeLites

Grants
permission to
modify
exclusive host
specifications.

write exclusiveHost * g:EnterpriseProjec
tId

workspace:de
sktops:getMo
nitor

Grants
permission to
query desktop
monitoring
information.

read desktop * ● g:ResourceTag/
<tag-key>

● g:EnterprisePro
jectId

workspace:de
sktops:listDet
achInfo

Grants
permission to
query users
unbound
from the
desktop.

list desktop * -

- ● g:RequestTag/
<tag-key>

● g:TagKeys
● g:EnterprisePro

jectId

workspace:de
sktops:getSys
prepVersion

Grants
permission to
query Sysprep
version
information.

read desktop * ● g:ResourceTag/
<tag-key>

● g:EnterprisePro
jectId

workspace:net
works:createN
at

Grants
permission to
enable the
Internet
access
function of
the NAT
Gateway.

write - -

workspace:net
works:listNats

Grants
permission to
query the
Internet
access
function of
the NAT
Gateway.

list - -
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Action Description Acces
s
Level

Resource Type (*:
Required)

Condition Key

workspace:net
works:listSubn
ets

Grants
permission to
query
subnets.

list - -

workspace:net
works:listVpcs

Grants
permission to
query VPCs.

list - -

workspace:pol
icyGroups:cre
ateTemplate

Grants
permission to
create a
policy
template.

write - -

workspace:pol
icyGroups:list
Template

Grants
permission to
query policy
templates.

list - -

workspace:pol
icyGroups:upd
ateTemplate

Grants
permission to
update a
policy
template.

write - -

workspace:net
works:listSecu
rityGroups

Grants
permission to
query security
groups.

list - -

workspace:av
ailabilityZone
s:getSummary

Grants
permission to
query AZ
summary.

read - -

workspace:av
ailabilityZone
s:get

Grants
permission to
query AZ
details.

read - -

workspace:us
ers:importUse
r

Grants
permission to
import a user
list.

write user * -

workspace:us
ers:uploadTe
mplate

Grants
permission to
import a
desktop user
list.

write user * -
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Action Description Acces
s
Level

Resource Type (*:
Required)

Condition Key

workspace:acc
essPolicies:up
date

Grants
permission to
update a
specified
access policy.

write - -

workspace:de
sktops:verifyS
ource

Grants
permission to
verify desktop
sources.

write desktop * ● g:ResourceTag/
<tag-key>

● g:EnterprisePro
jectId

workspace:de
sktops:listDes
ktopNetworks

Grants
permission to
query desktop
network
information in
batches.

list desktop * -

workspace:de
sktops:batchC
hangeNetwor
k

Grants
permission to
switch
desktop
networks in
batches.

write desktop * ● g:ResourceTag/
<tag-key>

● g:EnterprisePro
jectId

workspace:job
s:get

Grants
permission to
query task
details.

read - -

workspace:acc
essPolicies:im
portIp

Grants
permission to
import the IP
address list.

write - -

workspace:acc
essPolicies:get
IpImportTemp
late

Grants
permission to
download the
template for
importing IP
addresses.

read - -

workspace:sit
es:listEdgeSite
s

Grants
permission to
query edge
sites.

list - -

workspace:sit
es:checkEdgeS
iteResources

Grants
permission to
verify edge
site resources.

write - -
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Action Description Acces
s
Level

Resource Type (*:
Required)

Condition Key

workspace:ou:
listAdOus

Grants
permission to
query OU
information in
the AD
domain.

list - -

workspace:ou:
listOuUsers

Grants
permission to
query user
information in
the OU.

list - -

workspace:ou:
importUsersB
yOU

Grants
permission to
import OU
users.

write - -

workspace:ap
pGroup:list

Grants
permission to
query
application
groups.

list appGroup * -

workspace:ap
pGroup:create

Grants
permission to
create an
application
group.

write appGroup * -

serverGroup -

workspace:ap
pGroup:delete

Grants
permission to
delete an
application
group.

write appGroup * -

workspace:ap
pGroup:get

Grants
permission to
query
application
group details.

read appGroup * -

workspace:ap
pGroup:updat
e

Grants
permission to
modify an
application
group.

write appGroup * -

serverGroup -
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Action Description Acces
s
Level

Resource Type (*:
Required)

Condition Key

workspace:ap
p:listPublished
App

Grants
permission to
query
published
applications.

list app * -

appGroup * -

workspace:ap
p:publish

Grants
permission to
publish an
application.

write app * -

appGroup * -

workspace:ap
p:get

Grants
permission to
query
application
details.

read app * -

appGroup * -

workspace:ap
p:update

Grants
permission to
modify
application
information.

write app * -

appGroup * -

workspace:ap
p:deleteIcon

Grants
permission to
delete a
custom
application
icon.

write app * -

appGroup * -

workspace:ap
p:uploadIcon

Grants
permission to
modify a
custom
application
icon.

write app * -

appGroup * -

workspace:ap
p:check

Grants
permission to
verify
applications.

write app * -

appGroup * -

workspace:ap
p:batchDisabl
e

Grants
permission to
disable
applications
in batches.

write app * -

appGroup * -
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Action Description Acces
s
Level

Resource Type (*:
Required)

Condition Key

workspace:ap
p:batchEnable

Grants
permission to
enable
applications
in batches.

write app * -

appGroup * -

workspace:ap
p:unpublish

Grants
permission to
unpublish
applications
in batches.

write app * -

appGroup * -

workspace:ap
pGroup:listPu
blishableApp

Grants
permission to
query
applications
that can be
published.

list appGroup * -

workspace:ap
pGroup:batch
DeleteAuthori
zation

Grants
permission to
remove
application
group
authorization.

write appGroup * -

user -

userGroup -

workspace:ap
pGroup:disass
ociate

Grants
permission to
disassociate a
service group
from all
application
groups.

write - -

workspace:ap
pGroup:listAut
horization

Grants
permission to
query
application
group
authorization
records.

list appGroup * -

workspace:ap
pGroup:addA
uthorization

Grants
permission to
add
application
group
authorization.

write appGroup * -

user -

userGroup -
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Action Description Acces
s
Level

Resource Type (*:
Required)

Condition Key

workspace:ap
pGroup:batch
Delete

Grants
permission to
delete
application
groups in
batches.

write appGroup * -

workspace:ap
pGroup:check

Grants
permission to
verify an
application
group.

write - -

workspace:ser
verGroup:list

Grants
permission to
query server
groups.

list serverGroup * -

- ● g:RequestTag/
<tag-key>

● g:TagKeys
● g:EnterprisePro

jectId

workspace:ser
verGroup:crea
te

Grants
permission to
create a
server group.

write serverGroup * -

- ● g:RequestTag/
<tag-key>

● g:TagKeys
● g:EnterprisePro

jectId

workspace:ser
verGroup:dele
te

Grants
permission to
delete a
server group.

write serverGroup * ● g:ResourceTag/
<tag-key>

● g:EnterprisePro
jectId

workspace:ser
verGroup:get

Grants
permission to
query a
specified
server group.

read serverGroup * ● g:ResourceTag/
<tag-key>

● g:EnterprisePro
jectId

workspace:ser
verGroup:upd
ate

Grants
permission to
modify a
server group.

write serverGroup * ● g:ResourceTag/
<tag-key>

● g:EnterprisePro
jectId
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Action Description Acces
s
Level

Resource Type (*:
Required)

Condition Key

workspace:ser
verGroup:getS
erverState

Grants
permission to
query server
statuses in a
specified
server group.

read serverGroup * ● g:ResourceTag/
<tag-key>

● g:EnterprisePro
jectId

workspace:ser
verGroup:listD
etail

Grants
permission to
query basic
information
about a
tenant server
group.

list serverGroup * -

workspace:ser
verGroup:getR
estrict

Grants
permission to
query
specified
tenant server
groups.

read serverGroup * -

workspace:ser
verGroup:vali
date

Grants
permission to
verify a server
group.

write serverGroup * -

workspace:ser
verGroup:tagR
esource

Grants
permission to
add a tag to a
server group.

taggi
ng

serverGroup * ● g:ResourceTag/
<tag-key>

● g:EnterprisePro
jectId

- ● g:RequestTag/
<tag-key>

● g:TagKeys

workspace:ser
verGroup:unT
agResource

Grants
permission to
delete a tag
from a server
group.

taggi
ng

serverGroup * ● g:ResourceTag/
<tag-key>

● g:EnterprisePro
jectId

- ● g:RequestTag/
<tag-key>

● g:TagKeys

workspace:ser
verGroup:listT
agsForResour
ce

Grants
permission to
query server
group tags.

list serverGroup * -

- g:EnterpriseProjec
tId
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Action Description Acces
s
Level

Resource Type (*:
Required)

Condition Key

workspace:ser
verGroup:listT
ags

Grants
permission to
query tags on
all servers of
a tenant.

list serverGroup * -

workspace:ser
verGroup:batc
hCreateTags

Grants
permission to
add server
group tags in
batches.

taggi
ng

serverGroup * ● g:ResourceTag/
<tag-key>

● g:EnterprisePro
jectId

- ● g:RequestTag/
<tag-key>

● g:TagKeys

workspace:ser
verGroup:batc
hDeleteTags

Grants
permission to
delete server
group tags in
batches.

taggi
ng

serverGroup * ● g:ResourceTag/
<tag-key>

● g:EnterprisePro
jectId

- ● g:RequestTag/
<tag-key>

● g:TagKeys

workspace:ser
ver:list

Grants
permission to
query servers.

list server * -

workspace:ser
ver:delete

Grants
permission to
delete a
server.

write server * ● g:ResourceTag/
<tag-key>

● g:EnterprisePro
jectId

workspace:ser
ver:get

Grants
permission to
query a
specified
server.

read server * ● g:ResourceTag/
<tag-key>

● g:EnterprisePro
jectId

workspace:ser
ver:update

Grants
permission to
modify a
server.

write server * ● g:ResourceTag/
<tag-key>

● g:EnterprisePro
jectId

workspace:ser
ver:changeIm
age

Grants
permission to
modify a
server image.

write server * ● g:ResourceTag/
<tag-key>

● g:EnterprisePro
jectId
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Action Description Acces
s
Level

Resource Type (*:
Required)

Condition Key

workspace:ser
ver:reinstall

Grants
permission to
reinstall a
server.

write server * ● g:ResourceTag/
<tag-key>

● g:EnterprisePro
jectId

workspace:ser
ver:getVncUrl

Grants
permission to
obtain a VNC
login address.

write server * ● g:ResourceTag/
<tag-key>

● g:EnterprisePro
jectId

workspace:acc
essAgent:list

Grants
permission to
query the
latest versions
of all HDAs of
a tenant.

list - -

workspace:acc
essAgent:batc
hUpgrade

Grants
permission to
upgrade the
HDA version
of servers in
batches.

write server * ● g:ResourceTag/
<tag-key>

● g:EnterprisePro
jectId

workspace:acc
essAgent:listL
atestVersion

Grants
permission to
query the
latest HDA
version of a
tenant.

list - -

workspace:ser
ver:listAccessA
gentDetails

Grants
permission to
query HDA
information
of a server.

list server * -

workspace:acc
essAgent:getU
pgradeFlag

Grants
permission to
query HDA
upgrade
notification
flags.

read - -

workspace:acc
essAgent:upd
ateUpgradeFl
ag

Grants
permission to
update an
HDA upgrade
notification
flag.

write - -
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Action Description Acces
s
Level

Resource Type (*:
Required)

Condition Key

workspace:acc
essAgent:listU
pgradeRecord
s

Grants
permission to
query HDA
upgrade
tracing
records of a
server.

list - -

workspace:ser
ver:batchDele
te

Grants
permission to
delete servers
in batches.

write server * ● g:ResourceTag/
<tag-key>

● g:EnterprisePro
jectId

workspace:ser
ver:batchChan
geMaintainM
ode

Grants
permission to
mark the
server
maintenance
status.

write server * ● g:ResourceTag/
<tag-key>

● g:EnterprisePro
jectId

workspace:ser
ver:batchRebo
ot

Grants
permission to
restart a
server.

write server * ● g:ResourceTag/
<tag-key>

● g:EnterprisePro
jectId

workspace:ser
ver:batchRejoi
nDomain

Grants
permission to
add servers to
a domain
again in
batches.

write server * ● g:ResourceTag/
<tag-key>

● g:EnterprisePro
jectId

workspace:ser
ver:batchStart

Grants
permission to
start a server.

write server * ● g:ResourceTag/
<tag-key>

● g:EnterprisePro
jectId

workspace:ser
ver:batchStop

Grants
permission to
stop a server.

write server * ● g:ResourceTag/
<tag-key>

● g:EnterprisePro
jectId

workspace:ser
ver:batchUpd
ateTsvi

Grants
permission to
update virtual
session IP
configurations
of servers in
batches.

write server * ● g:ResourceTag/
<tag-key>

● g:EnterprisePro
jectId
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Action Description Acces
s
Level

Resource Type (*:
Required)

Condition Key

workspace:ser
ver:create

Grants
permission to
create an APS.

write server * -

serverGroup * -

- ● g:RequestTag/
<tag-key>

● g:TagKeys
● g:EnterprisePro

jectId

workspace:ser
ver:batchMigr
ateHosts

Grants
permission to
migrate
servers at the
source
Workspace
host to the
destination
one.

write server * ● g:ResourceTag/
<tag-key>

● g:EnterprisePro
jectId

wdh * -

workspace:ser
ver:getMetric
Data

Grants
permission to
query
monitoring
information
of an APS.

read server * ● g:ResourceTag/
<tag-key>

● g:EnterprisePro
jectId

workspace:job
s:batchDelete
SubJobs

Grants
permission to
delete
subtasks in
batches.

write - -

workspace:job
s:countSubJob
s

Grants
permission to
query the
number of
subtasks.

list - -

workspace:ap
pWarehouse:a
uthorizeObs

Grants
permission to
obtain the
AK/SK
uploaded to
an OBS
bucket.

write - -
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Action Description Acces
s
Level

Resource Type (*:
Required)

Condition Key

workspace:ap
pWarehouse:b
atchDeleteAp
p

Grants
permission to
delete
specified
applications
from the
application
repository in
batches.

write - -

workspace:ap
pWarehouse:L
istWarehouse
Apps

Grants
permission to
query
applications
in a tenant
application
repository.

list - -

workspace:ap
pWarehouse:c
reateApp

Grants
permission to
add an
application to
the
application
repository.

write - -

workspace:ap
pWarehouse:d
eleteApp

Grants
permission to
delete a
specified
application
from the
application
repository.

write - -

workspace:ap
pWarehouse:u
ploadAppIcon

Grants
permission to
upload an
icon file to
the
application
repository.

write - -

workspace:ap
pWarehouse:c
reateBucketO
rAcl

Grants
permission to
add a bucket
or authorize
access to a
bucket.

write - -
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Action Description Acces
s
Level

Resource Type (*:
Required)

Condition Key

workspace:im
ages:listImage
Jobs

Grants
permission to
query tasks of
a tenant.

list - -

workspace:im
ages:getImag
eJob

Grants
permission to
query task
details.

read - -

workspace:im
ageServer:list

Grants
permission to
query image
instances.

list imageServer * -

- g:EnterpriseProjec
tId

workspace:im
ageServer:cre
ate

Grants
permission to
create an
image
instance.

write imageServer * -

- g:EnterpriseProjec
tId

workspace:im
ageServer:get

Grants
permission to
query a
specified
image
instance.

read imageServer * g:EnterpriseProjec
tId

workspace:im
ageServer:upd
ate

Grants
permission to
modify an
image
instance.

write imageServer * g:EnterpriseProjec
tId

workspace:im
ageServer:att
achApp

Grants
permission to
distribute
software
information
to image
instances.

write imageServer * g:EnterpriseProjec
tId

workspace:im
ageServer:list
LatestAttache
dApp

Grants
permission to
query
information
about the
latest
distributed
software.

list imageServer * -
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Action Description Acces
s
Level

Resource Type (*:
Required)

Condition Key

workspace:im
ageServer:recr
eate

Grants
permission to
build an
Application
Streaming
image.

write imageServer * g:EnterpriseProjec
tId

workspace:im
ageServer:bat
chDelete

Grants
permission to
delete image
instances in
batches.

write imageServer * g:EnterpriseProjec
tId

workspace:im
ageServer:listI
mageSubJobs

Grants
permission to
query
subtasks.

list - -

workspace:im
ageServer:bat
chDeleteImag
eSubJobs

Grants
permission to
delete
subtasks in
batches.

write - -

workspace:im
ageServer:cou
ntImageSubJo
bs

Grants
permission to
query the
number of
subtasks.

read - -

workspace:ap
pGroup:listMa
ilRecord

Grants
permission to
query records
of sending
emails on
application
group
authorization.

list - -

workspace:ap
pGroup:resen
dMail

Grants
permission to
resend an
email on
application
group
authorization
(based on
authorization
email
records).

write - -
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Action Description Acces
s
Level

Resource Type (*:
Required)

Condition Key

workspace:sto
rage:listPersist
entStorage

Grants
permission to
query
Workspace
storage space.

list storage * -

workspace:sto
rage:createPer
sistentStorage

Grants
permission to
create
Workspace
storage space.

write storage * -

workspace:sto
rage:deletePer
sistentStorage

Grants
permission to
delete
Workspace
storage space.

write storage * -

workspace:sto
rage:updateU
serFolderAssig
nment

Grants
permission to
create a
personal
storage
directory.

write storage * -

workspace:sto
rage:updateSh
areFolderAssi
gnment

Grants
permission to
change
members of a
shared
directory.

write storage * -

workspace:sto
rage:createSh
areFolder

Grants
permission to
create a
shared
storage
directory.

write storage * -

workspace:sto
rage:deleteSto
rageClaim

Grants
permission to
delete a
shared
directory.

write storage * -

workspace:sto
rage:deleteUs
erStorageAtta
chment

Grants
permission to
delete a
personal
storage
directory.

write storage * -
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Action Description Acces
s
Level

Resource Type (*:
Required)

Condition Key

workspace:sto
rage:batchDel
etePersistentS
torage

Grants
permission to
delete
Workspace
storage space
in batches.

write storage * -

workspace:sto
rage:listStorag
eAssignment

Grants
permission to
query
personal
storage
directories.

list storage * -

workspace:sto
rage:listShare
Folder

Grants
permission to
query shared
storage
directories.

list storage * -

workspace:pol
icyGroups:del
eteTemplate

Grants
permission to
delete a
policy
template.

write - -

workspace:pri
vacystatemen
ts:get

Grants
permission to
query the
latest privacy
statement.

read - -

workspace:sca
lingPolicy:dele
te

Grants
permission to
delete an
auto scaling
policy.

write - -

workspace:sca
lingPolicy:list

Grants
permission to
query auto
scaling
policies of a
server group.

read - -

workspace:sca
lingPolicy:crea
te

Grants
permission to
add or modify
an auto
scaling policy.

write - -
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Action Description Acces
s
Level

Resource Type (*:
Required)

Condition Key

workspace:ses
sion:listAppCo
nnection

Grants
permission to
query
application
usage records.

write - -

workspace:ses
sion:logoffUse
rSession

Grants
permission to
log out of a
session.

write - -

workspace:ses
sion:listUserC
onnection

Grants
permission to
query user
login records.

write - -

workspace:ses
sion:listSessio
nByUserName

Grants
permission to
query current
sessions by
username.

list - -

workspace:sto
ragePolicy:cre
ate

Grants
permission to
add or update
a custom
policy for
storage
directory
access.

write storage * -

workspace:sto
ragePolicy:list

Grants
permission to
query policies
for storage
directory
access.

list storage * -

workspace:sto
rage:listSfs3St
orage

Grants
permission to
query SFS 3.0.

list storage * -

workspace:ba
seResource:lis
t

Grants
permission to
query AZs.

list - -
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Action Description Acces
s
Level

Resource Type (*:
Required)

Condition Key

workspace:ten
ants:listConfig
Info

Grants
permission to
query
enterprise
system
configurations
.

list - -

workspace:ten
ants:active

Grants
permission to
activate and
initialize a
tenant
service.

write - -

workspace:ten
ants:listTenan
tProfile

Grants
permission to
query tenant
information.

list - -

workspace:ser
ver:listServer
MetricData

Grants
permission to
query server
monitoring
data.

list server * ● g:ResourceTag/
<tag-key>

● g:EnterprisePro
jectId

workspace:ses
sion:listSessio
ns

Grants
permission to
query
enterprise
sessions.

list - -

workspace:ap
pWarehouse:u
pdateApp

Grants
permission to
update an
application in
the
application
repository.

write - -

workspace:ser
ver:batchChan
geImage

Grants
permission to
switch server
images in
batches.

write server * ● g:ResourceTag/
<tag-key>

● g:EnterprisePro
jectId

workspace:ser
ver:batchRein
stall

Grants
permission to
reinstall
servers in
batches.

write server * ● g:ResourceTag/
<tag-key>

● g:EnterprisePro
jectId
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Action Description Acces
s
Level

Resource Type (*:
Required)

Condition Key

workspace:aut
hConfigs:get

Grants
permission to
query the
configuration
of the
authenticatio
n login mode.

read - -

workspace:aut
hConfigs:upda
te

Grants
permission to
update
authenticatio
n policy
configurations
.

write - -

workspace:ass
istAuthConfig
s:get

Grants
permission to
query
auxiliary
authenticatio
n
configurations
.

read - -

workspace:ass
istAuthConfig
s:update

Grants
permission to
update
auxiliary
authenticatio
n
configurations
.

write - -

workspace:job
s:retry

Grants
permission to
retry a task.

write - -

workspace:qu
otas:get

Grants
permission to
query tenant
quotas.

read - -

workspace:ten
ants:getRoles

Grants
permission to
query tenant
roles.

read - -
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Action Description Acces
s
Level

Resource Type (*:
Required)

Condition Key

workspace:ten
ants:ListConfi
g

Grants
permission to
query
customized
tenant
configurations
.

list - -

workspace:ten
ants:updateCo
nfig

Grants
permission to
modify
customized
tenant
configurations
.

write - -

workspace:nat
Mappings:get
Config

Grants
permission to
query NAT
mapping
configuration
items of a
tenant.

read - -

workspace:nat
Mappings:upd
ateConfig

Grants
permission to
modify NAT
mapping
configuration
items of a
tenant.

write - -

workspace:ten
ants:get

Grants
permission to
query Huawei
Cloud
Workspace
details.

read - -

workspace:ten
ants:open

Grants
permission to
subscribe to
Huawei Cloud
Workspace.

write - workspace:Access
Mode
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Action Description Acces
s
Level

Resource Type (*:
Required)

Condition Key

workspace:ten
ants:delete

Grants
permission to
unsubscribe
from Huawei
Cloud
Workspace.

write - -

workspace:ten
ants:update

Grants
permission to
modify
attributes of
Huawei Cloud
Workspace.

write - workspace:Access
Mode

workspace:ten
ants:getLockS
tatus

Grants
permission to
query
whether
Huawei Cloud
Workspace is
locked.

read - -

workspace:ten
ants:unlock

Grants
permission to
unlock
Huawei Cloud
Workspace.

write - -

workspace:ag
encies:create

Grants
permission to
create an
agency.

write - -

workspace:ag
encies:get

Grants
permission to
query
agencies.

read - -

workspace:de
sktops:commi
tAiAccelerateJ
ob

Grants
permission to
create a
rendering
acceleration
task.

write - -

workspace:de
sktops:getAiA
ccelerateJob

Grants
permission to
query
rendering
acceleration
tasks.

read - -
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Action Description Acces
s
Level

Resource Type (*:
Required)

Condition Key

workspace:de
sktops:getSys
PrepInfo

Grants
permission to
query Sysprep
details.

read desktop * ● g:ResourceTag/
<tag-key>

● g:EnterprisePro
jectId

workspace:de
sktops:checkB
atchChangeI
mage

Grants
permission to
verify batch
image
switchover.

write desktop * ● g:ResourceTag/
<tag-key>

● g:EnterprisePro
jectId

workspace:ten
ants:listDeskt
opNamePolici
es

Grants
permission to
query desktop
naming
policies.

list - -

workspace:ten
ants:createDe
sktopNamePo
licy

Grants
permission to
create a
desktop
naming
policy.

write - -

workspace:ten
ants:updateD
esktopNameP
olicy

Grants
permission to
update a
desktop
naming
policy.

write - -

workspace:ten
ants:batchDel
eteDesktopNa
mePolicies

Grants
permission to
delete
desktop
naming
policies in
batches.

write - -

workspace:de
sktopPools:cre
ate

Grants
permission to
create a
desktop pool.

write desktopPool * -

user -

userGroup -

- ● g:RequestTag/
<tag-key>

● g:TagKeys
● g:EnterprisePro

jectId
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Action Description Acces
s
Level

Resource Type (*:
Required)

Condition Key

workspace:de
sktopPools:list

Grants
permission to
query desktop
pools.

list desktopPool * -

workspace:de
sktopPools:up
date

Grants
permission to
modify
desktop pool
attributes.

write desktopPool * -

workspace:de
sktopPools:del
ete

Grants
permission to
delete a
desktop pool.

write desktopPool * -

workspace:de
sktopPools:ge
t

Grants
permission to
query desktop
pool details.

read desktopPool * -

workspace:de
sktopPools:ex
pand

Grants
permission to
expand the
desktop pool
capacity.

write desktopPool * -

workspace:de
sktopPools:res
ize

Grants
permission to
change
desktop pool
specifications.

write desktopPool * -

workspace:de
sktopPools:re
build

Grants
permission to
recompose
the system
disk of a
desktop pool.

write desktopPool * -

workspace:de
sktopPools:ba
tchAddVolum
es

Grants
permission to
add disks to
desktop pools
in batches.

write desktopPool * -
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Action Description Acces
s
Level

Resource Type (*:
Required)

Condition Key

workspace:de
sktopPools:ba
tchDeleteVolu
mes

Grants
permission to
delete disks
from desktop
pools in
batches.

write desktopPool * -

workspace:de
sktopPools:ba
tchExpandVol
umes

Grants
permission to
expand the
capacity of
disks in
batches in a
desktop pool.

write desktopPool * -

workspace:de
sktopPools:op
erate

Grants
permission to
perform
operations on
a desktop
pool.

write desktopPool * -

workspace:de
sktopPools:list
Users

Grants
permission to
query users
and user
groups
authorized by
the desktop
pool.

list desktopPool * -

workspace:de
sktopPools:au
thorizeUsers

Grants
permission to
authorize
users and
user groups
to access a
desktop pool.

write desktopPool * -

user -

userGroup -

workspace:de
sktopPools:list
Desktops

Grants
permission to
query desktop
information in
desktop pools.

list desktopPool * -
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Action Description Acces
s
Level

Resource Type (*:
Required)

Condition Key

workspace:de
sktopPools:list
ScriptTasks

Grants
permission to
query the
script
execution task
list of a
desktop pool.

list desktopPool * -

workspace:de
sktopPools:ex
ecuteScripts

Grants
permission to
execute
desktop pool
scripts in
batches.

write desktopPool * -

script -

workspace:de
sktopPools:se
ndNotification
s

Grants
permission to
send
notifications.

write desktopPool * -

workspace:de
sktops:export

Grants
permission to
export a
desktop list.

list desktop * -

- ● g:RequestTag/
<tag-key>

● g:TagKeys
● g:EnterprisePro

jectId

workspace:de
sktops:create

Grants
permission to
create a
desktop.

write desktop * -

- ● g:RequestTag/
<tag-key>

● g:TagKeys
● g:EnterprisePro

jectId
● workspace:Ass

ociatePublicIp
● workspace:Acc

essMode

workspace:de
sktops:list

Grants
permission to
query
desktops.

list desktop * -

- ● g:RequestTag/
<tag-key>

● g:TagKeys
● g:EnterprisePro

jectId
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Action Description Acces
s
Level

Resource Type (*:
Required)

Condition Key

workspace:de
sktops:update

Grants
permission to
update
desktop
information.

write desktop * ● g:ResourceTag/
<tag-key>

● g:EnterprisePro
jectId

workspace:de
sktops:delete

Grants
permission to
delete a
desktop.

write desktop * ● g:ResourceTag/
<tag-key>

● g:EnterprisePro
jectId

workspace:de
sktops:get

Grants
permission to
query desktop
details.

read desktop * ● g:ResourceTag/
<tag-key>

● g:EnterprisePro
jectId

workspace:de
sktops:batchD
elete

Grants
permission to
delete
desktops in
batches.

write desktop * ● g:ResourceTag/
<tag-key>

● g:EnterprisePro
jectId

workspace:de
sktops:logoff

Grants
permission to
log out of
desktops in
batches.

write desktop * ● g:ResourceTag/
<tag-key>

● g:EnterprisePro
jectId

workspace:de
sktops:listDet
ail

Grants
permission to
query desktop
details.

list desktop * -

- ● g:RequestTag/
<tag-key>

● g:TagKeys
● g:EnterprisePro

jectId

workspace:de
sktops:operat
e

Grants
permission to
perform
operations on
a desktop.

write desktop * ● g:ResourceTag/
<tag-key>

● g:EnterprisePro
jectId

workspace:de
sktops:resize

Grants
permission to
change
specifications.

write desktop * ● g:ResourceTag/
<tag-key>

● g:EnterprisePro
jectId
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Action Description Acces
s
Level

Resource Type (*:
Required)

Condition Key

workspace:de
sktops:getCon
nectStatus

Grants
permission to
query desktop
login status
statistics.

read - -

workspace:de
sktops:ListStat
us

Grants
permission to
query desktop
login statuses.

list - -

workspace:de
sktops:rebuild

Grants
permission to
recompose
desktops.

write desktop * ● g:ResourceTag/
<tag-key>

● g:EnterprisePro
jectId

workspace:de
sktops:getActi
ons

Grants
permission to
query desktop
power-on/off
information.

read desktop * ● g:ResourceTag/
<tag-key>

● g:EnterprisePro
jectId

workspace:de
sktops:createC
onsole

Grants
permission to
obtain the
URL for
remote login
to the
console.

write desktop * ● g:ResourceTag/
<tag-key>

● g:EnterprisePro
jectId

workspace:de
sktops:update
Sids

Grants
permission to
update a
desktop SID.

write desktop * ● g:ResourceTag/
<tag-key>

● g:EnterprisePro
jectId

workspace:de
sktops:rejoinD
omain

Grants
permission to
rejoin the AD
domain.

write desktop * ● g:ResourceTag/
<tag-key>

● g:EnterprisePro
jectId

workspace:de
sktops:createI
mage

Grants
permission to
convert a
desktop to an
image.

write desktop * ● g:ResourceTag/
<tag-key>

● g:EnterprisePro
jectId

workspace:de
sktops:batchD
etach

Grants
permission to
unbind users
in batches.

write desktop * ● g:ResourceTag/
<tag-key>

● g:EnterprisePro
jectId
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Action Description Acces
s
Level

Resource Type (*:
Required)

Condition Key

workspace:de
sktops:detach

Grants
permission to
unbind a user.

write desktop * ● g:ResourceTag/
<tag-key>

● g:EnterprisePro
jectId

workspace:de
sktops:attach

Grants
permission to
assign a
desktop to a
user.

write desktop * ● g:ResourceTag/
<tag-key>

● g:EnterprisePro
jectId

workspace:de
sktops:getNet
work

Grants
permission to
query desktop
network
information.

read desktop * ● g:ResourceTag/
<tag-key>

● g:EnterprisePro
jectId

workspace:de
sktops:change
Network

Grants
permission to
switch the
desktop
network.

write desktop * ● g:ResourceTag/
<tag-key>

● g:EnterprisePro
jectId

workspace:exc
lusiveHosts:lis
tDesktops

Grants
permission to
query
exclusive
desktop
details.

list exclusiveHost * -

- g:EnterpriseProjec
tId

workspace:de
sktops:listAll

Grants
permission to
query
general-
purpose
desktops and
rendering
desktops.

list desktop * -

workspace:de
sktopAssociat
e:listDiscover
VmInfo

Grants
permission to
query the list
of VMs that
can be
managed.

list - -
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Action Description Acces
s
Level

Resource Type (*:
Required)

Condition Key

workspace:de
sktopAssociat
e:startTask

Grants
permission to
start a VM
management
task.

write - -

workspace:de
sktopAssociat
e:switchScanT
ask

Grants
permission to
enable a
management
scanning task.

write - -

workspace:de
sktopAssociat
e:getScanTask
Switch

Grants
permission to
query
management
scanning
tasks.

read - -

workspace:de
sktops:setMai
ntenanceMod
e

Grants
permission to
set the
desktop
administrator
maintenance
mode in
batches.

write desktop * ● g:ResourceTag/
<tag-key>

● g:EnterprisePro
jectId

workspace:de
sktops:prepAtt
achUsers

Grants
permission to
pre-assign
desktops to
users in
batches.

write desktop * ● g:ResourceTag/
<tag-key>

● g:EnterprisePro
jectId

workspace:de
sktops:batchA
ttachUsers

Grants
permission to
assign
desktops to
users in
batches.

write desktop * ● g:ResourceTag/
<tag-key>

● g:EnterprisePro
jectId

workspace:de
sktops:change
Username

Grants
permission to
change
usernames
associated
with desktops
in Windows
AD.

write - -

Organizations
User Guide 5 Managing SCPs

Issue 01 (2025-02-25) Copyright © Huawei Cloud Computing Technologies Co., Ltd. 1123



Action Description Acces
s
Level

Resource Type (*:
Required)

Condition Key

workspace:de
sktops:sendN
otifications

Grants
permission to
send
notifications.

write desktop * ● g:ResourceTag/
<tag-key>

● g:EnterprisePro
jectId

workspace:de
sktops:migrat
e

Grants
permission to
migrate
desktops.

write desktop * ● g:ResourceTag/
<tag-key>

● g:EnterprisePro
jectId

workspace:de
sktops:listAge
nts

Grants
permission to
query the list
of desktops
with installed
agents.

list desktop * ● g:ResourceTag/
<tag-key>

● g:EnterprisePro
jectId

workspace:de
sktops:batchIn
stallAgents

Grants
permission to
install agents
for desktops
in batches.

write desktop * ● g:ResourceTag/
<tag-key>

● g:EnterprisePro
jectId

workspace:de
sktops:listTags

Grants
permission to
query desktop
tags.

list desktop * ● g:ResourceTag/
<tag-key>

● g:EnterprisePro
jectId

workspace:de
sktops:tag

Grants
permission to
create a
desktop tag.

taggi
ng

desktop * ● g:ResourceTag/
<tag-key>

● g:EnterprisePro
jectId

- ● g:RequestTag/
<tag-key>

● g:TagKeys

workspace:de
sktops:untag

Grants
permission to
delete a
desktop tag.

taggi
ng

desktop * ● g:ResourceTag/
<tag-key>

● g:EnterprisePro
jectId

- ● g:RequestTag/
<tag-key>

● g:TagKeys
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Action Description Acces
s
Level

Resource Type (*:
Required)

Condition Key

workspace:de
sktops:listProj
ectTags

Grants
permission to
query project
tags.

list - -

workspace:de
sktops:operat
eTags

Grants
permission to
add or delete
tags in
batches.

taggi
ng

desktop * ● g:ResourceTag/
<tag-key>

● g:EnterprisePro
jectId

- ● g:RequestTag/
<tag-key>

● g:TagKeys

workspace:de
sktops:listByT
ags

Grants
permission to
filter desktops
by tag.

list - -

workspace:exc
lusiveHosts:cr
eate

Grants
permission to
create an
exclusive host.

write exclusiveHost * -

- g:EnterpriseProjec
tId

workspace:exc
lusiveHosts:lis
t

Grants
permission to
query
exclusive
hosts.

list exclusiveHost * -

- g:EnterpriseProjec
tId

workspace:exc
lusiveHosts:ch
eck

Grants
permission to
check
whether
exclusive
hosts can be
created.

write - -

workspace:exc
lusiveHosts:ge
t

Grants
permission to
query
exclusive host
details.

read exclusiveHost * g:EnterpriseProjec
tId

workspace:exc
lusiveHosts:up
date

Grants
permission to
update
exclusive host
information.

write exclusiveHost * g:EnterpriseProjec
tId

Organizations
User Guide 5 Managing SCPs

Issue 01 (2025-02-25) Copyright © Huawei Cloud Computing Technologies Co., Ltd. 1125



Action Description Acces
s
Level

Resource Type (*:
Required)

Condition Key

workspace:exc
lusiveHosts:de
lete

Grants
permission to
delete an
exclusive host.

write exclusiveHost * g:EnterpriseProjec
tId

workspace:mk
p:listImages

Grants
permission to
query images
in KooGallery.

list - -

workspace:mk
p:listCommodi
tyInfos

Grants
permission to
query product
information in
KooGallery.

list - -

workspace:mk
p:createOrder

Grants
permission to
create a
product order
in KooGallery.

write - -

workspace:mk
p:listListProdu
ctReserve

Grants
permission to
query the
KooGallery
inventory.

list - -

workspace:mk
p:listCommodi
tyDetails

Grants
permission to
query product
details in
KooGallery.

list - -

workspace:mk
p:listRelationC
ommodityDet
ails

Grants
permission to
query
associated
products.

list - -

workspace:mk
p:listCommodi
tyAgreements

Grants
permission to
query product
agreements in
KooGallery.

list - -

workspace:net
works:listEips

Grants
permission to
query EIPs.

list - -
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Action Description Acces
s
Level

Resource Type (*:
Required)

Condition Key

workspace:net
works:createEi
ps

Grants
permission to
create an EIP.

write - -

workspace:net
works:bindEip
s

Grants
permission to
bind an EIP.

write - -

workspace:net
works:unbind
Eips

Grants
permission to
unbind an EIP.

write - -

workspace:net
works:getEip
Quota

Grants
permission to
query EIP
quotas.

read - -

workspace:net
works:ListNat
Gateways

Grants
permission to
query NAT
gateways.

list - -

workspace:ord
ers:create

Grants
permission to
place a
yearly/
monthly
order.

write - ● workspace:Crea
teOrderType

● workspace:Ass
ociatePublicIp

● workspace:Acc
essMode

workspace:ord
ers:change

Grants
permission to
create a
change order.

write - workspace:Chang
eOrderType

workspace:ord
ers:batchInqui
ry

Grants
permission to
inquire prices
in batches.

write - -

workspace:qu
otas:check

Grants
permission to
verify quotas.

write - -

workspace:ren
derDesktops:c
reate

Grants
permission to
create a
rendering
desktop.

write - -
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Action Description Acces
s
Level

Resource Type (*:
Required)

Condition Key

workspace:ren
derDesktops:d
elete

Grants
permission to
delete a
rendering
desktop.

write - -

workspace:ren
derDesktops:li
st

Grants
permission to
query
rendering
desktops.

list - -

workspace:ren
derDesktops:a
ction

Grants
permission to
perform
operations on
a rendering
desktop.

write - -

workspace:sch
eduledTasks:li
st

Grants
permission to
query
scheduled
tasks.

list scheduledTask * -

workspace:sch
eduledTasks:c
reate

Grants
permission to
create a
scheduled
task.

write scheduledTask * -

desktop -

desktopPool -

server -

serverGroup -

workspace:sch
eduledTasks:g
et

Grants
permission to
query
scheduled
task details.

read scheduledTask * -

workspace:sch
eduledTasks:u
pdate

Grants
permission to
update a
scheduled
task.

write scheduledTask * -

desktop -

desktopPool -

server -

serverGroup -
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Action Description Acces
s
Level

Resource Type (*:
Required)

Condition Key

workspace:sch
eduledTasks:d
elete

Grants
permission to
delete a
scheduled
task.

write scheduledTask * -

workspace:sch
eduledTasks:g
etFuture

Grants
permission to
query the
future
execution
time of a
scheduled
task.

read - -

workspace:sch
eduledTasks:b
atchDelete

Grants
permission to
delete
scheduled
tasks in
batches.

write scheduledTask * -

workspace:sch
eduledTasks:li
stRecords

Grants
permission to
query the
execution
records of a
scheduled
task.

list scheduledTask * -

workspace:sch
eduledTasks:g
etRecord

Grants
permission to
query details
about
scheduled
task execution
records.

read scheduledTask * -

workspace:sch
eduledTasks:e
xportRecords

Grants
permission to
export details
about
scheduled
task execution
records.

list scheduledTask * -
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Action Description Acces
s
Level

Resource Type (*:
Required)

Condition Key

workspace:us
ers:subscribeS
harer

Grants
permission to
subscribe to
collaborative
resources.

write user * -

workspace:de
sktops:addSub
Resources

Grants
permission to
purchase
depended
desktop
resources.

write desktop * ● g:ResourceTag/
<tag-key>

● g:EnterprisePro
jectId

workspace:de
sktops:deleteS
ubResources

Grants
permission to
delete
depended
desktop
resources.

write desktop * ● g:ResourceTag/
<tag-key>

● g:EnterprisePro
jectId

workspace:de
sktops:createS
napshots

Grants
permission to
create a
desktop
snapshot.

write desktop * ● g:ResourceTag/
<tag-key>

● g:EnterprisePro
jectId

workspace:de
sktops:getSna
pshots

Grants
permission to
query desktop
snapshots.

read desktop * ● g:ResourceTag/
<tag-key>

● g:EnterprisePro
jectId

workspace:de
sktops:deleteS
napshots

Grants
permission to
delete a
desktop
snapshot.

write desktop * ● g:ResourceTag/
<tag-key>

● g:EnterprisePro
jectId

workspace:de
sktops:restore
BySnapshot

Grants
permission to
restore
desktops
using desktop
snapshots.

write desktop * ● g:ResourceTag/
<tag-key>

● g:EnterprisePro
jectId

workspace:sta
tistics:listDesk
topStatus

Grants
permission to
collect
statistics on
desktop
statuses.

list - -
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Action Description Acces
s
Level

Resource Type (*:
Required)

Condition Key

workspace:sta
tistics:getUnu
sed

Grants
permission to
query
desktops that
are not in use
in a specified
period.

read - -

workspace:sta
tistics:getUsed

Grants
permission to
query the
desktop
usage
duration.

read - -

workspace:bin
dingPolicies:e
xport

Grants
permission to
export
information
about
terminal-
desktop
binding to an
Excel file.

list - -

workspace:bin
dingPolicies:g
etConfig

Grants
permission to
query a
terminal-
desktop
binding
configuration.

read - -

workspace:bin
dingPolicies:cr
eateConfig

Grants
permission to
configure
terminal-
desktop
binding.

write - -

workspace:bin
dingPolicies:g
et

Grants
permission to
query
terminal-
desktop
binding
configurations
.

read - -
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Action Description Acces
s
Level

Resource Type (*:
Required)

Condition Key

workspace:bin
dingPolicies:a
dd

Grants
permission to
add a
terminal-
desktop
binding
configuration.

write - -

workspace:bin
dingPolicies:u
pdate

Grants
permission to
modify a
terminal-
desktop
binding
configuration.

write - -

workspace:bin
dingPolicies:d
elete

Grants
permission to
delete a
terminal-
desktop
binding
configuration.

write - -

workspace:vol
umes:delete

Grants
permission to
delete a
desktop data
disk.

write desktop ● g:ResourceTag/
<tag-key>

● g:EnterprisePro
jectId

workspace:vol
umes:batchAd
d

Grants
permission to
add a desktop
disk.

write desktop ● g:ResourceTag/
<tag-key>

● g:EnterprisePro
jectId

workspace:vol
umes:batchEx
pand

Grants
permission to
expand a
desktop disk.

write desktop ● g:ResourceTag/
<tag-key>

● g:EnterprisePro
jectId

workspace:wd
h:getType

Grants
permission to
query
Workspace
host types.

read wdh * g:EnterpriseProjec
tId
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Action Description Acces
s
Level

Resource Type (*:
Required)

Condition Key

workspace:wd
h:get

Grants
permission to
query
Workspace
hosts.

read wdh * g:EnterpriseProjec
tId

workspace:de
sktops:getRe
moteAssistanc
e

Grants
permission to
query remote
assistance
information.

read desktop * ● g:ResourceTag/
<tag-key>

● g:EnterprisePro
jectId

workspace:de
sktops:createR
emoteAssista
nce

Grants
permission to
create remote
assistance.

write desktop * ● g:ResourceTag/
<tag-key>

● g:EnterprisePro
jectId

workspace:de
sktops:cancel
RemoteAssist
ance

Grants
permission to
cancel remote
assistance.

write desktop * ● g:ResourceTag/
<tag-key>

● g:EnterprisePro
jectId

workspace:vol
umes:add

Grants
permission to
add disks to a
single
desktop.

write desktop ● g:ResourceTag/
<tag-key>

● g:EnterprisePro
jectId

workspace:vol
umes:expand

Grants
permission to
expand disk
capacity.

write desktop ● g:ResourceTag/
<tag-key>

● g:EnterprisePro
jectId

workspace:vol
umes:listDssP
oolsDetail

Grants
permission to
obtain the
dedicated
distributed
storage pool
list.

list - -

workspace:co
mmon:listTim
ezones

Grants
permission to
query the
time zone
configuration.

list - -
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Action Description Acces
s
Level

Resource Type (*:
Required)

Condition Key

workspace:co
nnections:sec
urityExport

Grants
permission to
export
connection
records.

list - -

workspace:im
ages:list

Grants
permission to
query
supported
images.

list - -

workspace:pol
icyGroups:imp
ort

Grants
permission to
import a
policy group.

write - -

workspace:acc
essPolicies:cre
ate

Grants
permission to
create an
access policy.

write - -

workspace:acc
essPolicies:get

Grants
permission to
query access
policies.

read - -

workspace:acc
essPolicies:del
ete

Grants
permission to
delete a
specified
access policy.

write - -

workspace:acc
essPolicies:get
Target

Grants
permission to
query objects
to which a
specified
access policy
is applied.

read - -

workspace:acc
essPolicies:up
dateTarget

Grants
permission to
update
objects to
which a
specified
access policy
is applied.

write - -
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Action Description Acces
s
Level

Resource Type (*:
Required)

Condition Key

workspace:pro
ducts:listDeskt
opProducts

Grants
permission to
query the list
of available
product
packages.

list - -

workspace:pro
ducts:listShare
rProducts

Grants
permission to
query the list
of
collaboration
packages.

list - -

workspace:pro
ducts:listInter
netProducts

Grants
permission to
query the list
of Internet
access
packages.

list - -

workspace:av
ailabilityZone
s:list

Grants
permission to
query AZs
where
Workspace is
available.

list - -

workspace:us
erGroups:expo
rt

Grants
permission to
export a user
group.

list userGroup * -

workspace:us
ers:export

Grants
permission to
export a user.

list user * -

workspace:us
ers:import

Grants
permission to
import a user.

write user * -

workspace:us
erGroups:expo
rtUsers

Grants
permission to
export users
in a user
group.

list userGroup * -
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Action Description Acces
s
Level

Resource Type (*:
Required)

Condition Key

workspace:us
ers:operate

Grants
permission to
operators
(locking,
unlocking,
and resetting
passwords).

write user * -

workspace:us
ers:randomPa
ssword

Grants
permission to
reset a
random
password for
a user.

write user * -

workspace:us
ers:deleteOtps

Grants
permission to
unbind an
OTP device.

write user * -

workspace:us
ers:resendEm
ail

Grants
permission to
resend an
email.

write user * -

workspace:co
nnections:sec
urityList

Grants
permission to
query
connection
information.

list - -

workspace:co
nnections:list
OnlineUsers

Grants
permission to
query the
number of
login users.

list - -

workspace:us
erGroups:list

Grants
permission to
query user
groups.

list userGroup * -

workspace:us
erGroups:crea
te

Grants
permission to
create a user
group.

write userGroup * -
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Action Description Acces
s
Level

Resource Type (*:
Required)

Condition Key

workspace:us
erGroups:batc
hDelete

Grants
permission to
delete user
groups in
batches.

write userGroup * -

workspace:us
erGroups:dele
te

Grants
permission to
delete a
desktop user
group.

write userGroup * -

workspace:us
erGroups:upd
ate

Grants
permission to
modify user
group
information.

write userGroup * -

workspace:us
erGroups:oper
ate

Grants
permission to
perform
operations on
a user group.

write userGroup * -

user * -

workspace:us
erGroups:get
Users

Grants
permission to
query users in
a user group.

list userGroup * -

workspace:job
s:listSubJobs

Grants
permission to
query
subtasks.

list - -

workspace:job
s:deleteSubJo
bRecords

Grants
permission to
delete a
subtask
record.

write - -

workspace:ou:
get

Grants
permission to
query OU
information.

list - -

workspace:ou:
create

Grants
permission to
add OU
information.

write - -
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Action Description Acces
s
Level

Resource Type (*:
Required)

Condition Key

workspace:ou:
delete

Grants
permission to
delete OU
information.

write - -

workspace:ou:
update

Grants
permission to
update OU
information.

write - -

workspace:pol
icyGroups:list

Grants
permission to
query policy
groups.

list policyGroup * -

workspace:pol
icyGroups:cre
ate

Grants
permission to
add a policy
group.

write policyGroup * -

desktop -

desktopPool -

user -

userGroup -

appGroup -

workspace:pol
icyGroups:del
ete

Grants
permission to
delete a
policy group.

write policyGroup * -

workspace:pol
icyGroups:get

Grants
permission to
query policy
groups.

read policyGroup * -

workspace:pol
icyGroups:upd
ate

Grants
permission to
modify a
policy group.

write policyGroup * -

user -

userGroup -

appGroup -

workspace:pol
icyGroups:exp
ort

Grants
permission to
export a
policy group.

list policyGroup * -
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Action Description Acces
s
Level

Resource Type (*:
Required)

Condition Key

workspace:pol
icyGroups:list
Policies

Grants
permission to
query policy
items of a
policy group.

list policyGroup * -

workspace:pol
icyGroups:upd
atePolicies

Grants
permission to
modify policy
items of a
policy group.

write policyGroup * -

workspace:pol
icyGroups:list
Targets

Grants
permission to
query objects
to which the
policy group
is applied.

list policyGroup * -

workspace:pol
icyGroups:upd
ateTargets

Grants
permission to
modify
objects to
which the
policy group
is applied.

write policyGroup * -

desktop -

desktopPool -

user -

userGroup -

appGroup -

workspace:pol
icyGroups:list
Detail

Grants
permission to
query details
about policy
groups.

list policyGroup * -

workspace:pol
icyGroups:get
OriginalPolici
es

Grants
permission to
query initial
policy items.

read policyGroup * -

workspace:us
ers:list

Grants
permission to
query users.

list user * -

workspace:us
ers:create

Grants
permission to
create a user.

write user * -
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Action Description Acces
s
Level

Resource Type (*:
Required)

Condition Key

workspace:us
ers:delete

Grants
permission to
delete a
specified user.

write user * -

workspace:us
ers:get

Grants
permission to
query user
details.

read user * -

workspace:us
ers:update

Grants
permission to
modify user
information.

write user * -

workspace:us
ers:batchDelet
e

Grants
permission to
delete users
in batches.

write user * -

workspace:us
ers:resetPassw
ord

Grants
permission to
reset a user
password.

write user * -

workspace:us
ers:checkRese
tPasswordTok
en

Grants
permission to
verify tokens
for resetting
passwords of
domain users.

write user * -

workspace:us
ers:getTempla
te

Grants
permission to
download a
user
template.

read - -

workspace:us
ers:checkExist

Grants
permission to
check
whether the
user exists.

write user * -

workspace:us
ers:listOtps

Grants
permission to
query OTP
devices.

list user * -
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Action Description Acces
s
Level

Resource Type (*:
Required)

Condition Key

workspace:us
ers:getImport
Template

Grants
permission to
download a
created user
template.

read - -

workspace:us
ers:batchCreat
e

Grants
permission to
create users
in batches.

write user * -

workspace:pro
ducts:listVolu
meProducts

Grants
permission to
query disk
products.

list - -

workspace:ten
ants:listExport
Tasks

Grants
permission to
query export
tasks.

list - -

workspace:ten
ants:deleteEx
portTasks

Grants
permission to
delete export
task records
in batches.

write - -

workspace:ten
ants:exportDa
ta

Grants
permission to
download an
exported file.

read - -

workspace:sta
tistics:listAlar
m

Grants
permission to
query alarms.

list - -

workspace:sta
tistics:getAlar
m

Grants
permission to
query the
number of
alarms.

read - -

workspace:sta
tistics:getGro
wthRate

Grants
permission to
query the
chain value of
a metric.

read - -

workspace:sta
tistics:getMetr
ic

Grants
permission to
query metrics.

read - -
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Action Description Acces
s
Level

Resource Type (*:
Required)

Condition Key

workspace:sta
tistics:getMetr
icTrend

Grants
permission to
query the
metric trend.

read - -

workspace:sta
tistics:update
NotificationR
ules

Grants
permission to
update a
metric
notification
rule.

write - -

workspace:sta
tistics:deleteN
otificationRul
es

Grants
permission to
delete a
metric
notification
rule.

write - -

workspace:sta
tistics:createN
otifyRules

Grants
permission to
add a metric
notification
rule.

write - -

workspace:sta
tistics:listNotif
icationRules

Grants
permission to
query metric
notification
rules.

list - -

workspace:sta
tistics:listNotif
icationRecord
s

Grants
permission to
query metric
notification
records.

list - -

workspace:sta
tistics:listDesk
topMetrics

Grants
permission to
query desktop
usage
statistics.

list - -

workspace:sta
tistics:exportD
esktopMetrics

Grants
permission to
export
desktop
usage
statistics.

list - -
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Action Description Acces
s
Level

Resource Type (*:
Required)

Condition Key

workspace:sta
tistics:listUser
Metrics

Grants
permission to
query user
usage
statistics.

list - -

workspace:sta
tistics:exportU
serMetrics

Grants
permission to
export user
usage
statistics.

list - -

workspace:ap
pcenter:create
BucketCreden
tial

Grants
permission to
generate OBS
bucket
credential
information.

write - -

workspace:ap
pcenter:create
AndAuthorize
Bucket

Grants
permission to
add a default
OBS bucket
and access
the bucket.

write - -

workspace:ap
pcenter:listAp
ps

Grants
permission to
query
applications
by name.

list - -

workspace:ap
pcenter:create
App

Grants
permission to
upload an
application.

write - -

workspace:ap
pcenter:updat
eApp

Grants
permission to
modify an
application.

write - -

workspace:ap
pcenter:delete
App

Grants
permission to
delete an
application.

write - -
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Action Description Acces
s
Level

Resource Type (*:
Required)

Condition Key

workspace:ap
pcenter:install
App

Grants
permission to
automatically
install an
application.

write - -

workspace:ap
pcenter:listAp
pAuthorizatio
ns

Grants
permission to
query
application
authorization
information.

list - -

workspace:ap
pcenter:batch
UpdateAppAu
thorizations

Grants
permission to
set
application
authorization.

write - -

workspace:ap
pcenter:batch
DeleteApps

Grants
permission to
delete
applications
in batches.

write - -

workspace:ap
pcenter:batch
DisableApps

Grants
permission to
set
applications
to be invisible
in batches.

write - -

workspace:ap
pcenter:batch
EnableApps

Grants
permission to
set
applications
to be visible
in batches.

write - -

workspace:ap
pcenter:batchI
nstallApps

Grants
permission to
automatically
install
applications
in batches.

write - -

workspace:ap
pcenter:listAp
pCatalogs

Grants
permission to
query
application
categories.

list - -
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Action Description Acces
s
Level

Resource Type (*:
Required)

Condition Key

workspace:ap
pcenter:listJob
s

Grants
permission to
query
application
installation
job
information.

list - -

workspace:ap
pcenter:batch
DeleteJobs

Grants
permission to
delete jobs in
batches.

write - -

workspace:ap
pcenter:retryJ
obs

Grants
permission to
retry a failed
job.

write - -

workspace:ap
pcenter:create
AppRule

Grants
permission to
create an
application
rule.

write - -

workspace:ap
pcenter:listAp
pRule

Grants
permission to
query
application
rules.

list - -

workspace:ap
pcenter:updat
eAppRule

Grants
permission to
modify an
application
rule.

write - -

workspace:ap
pcenter:delete
AppRule

Grants
permission to
delete an
application
rule.

write - -

workspace:ap
pcenter:batch
DeleteAppRul
es

Grants
permission to
delete
application
rules in
batches.

write - -
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Action Description Acces
s
Level

Resource Type (*:
Required)

Condition Key

workspace:ap
pcenter:enabl
eRuleRestricti
on

Grants
permission to
enable rule
control.

write - -

workspace:ap
pcenter:disabl
eRuleRestricti
on

Grants
permission to
disable rule
control.

write - -

workspace:ap
pcenter:addRe
strictedRule

Grants
permission to
add a control
rule.

write - -

workspace:ap
pcenter:listRes
trictedRule

Grants
permission to
query control
rules.

list - -

workspace:ap
pcenter:delete
RestrictedRule

Grants
permission to
delete control
rules in
batches.

write - -

workspace:ap
pcenter:updat
eTenantProfile

Grants
permission to
disable the
tenant
function.

write - -

workspace:ap
pcenter:listTe
nantProfiles

Grants
permission to
query the
tenant
function
status.

list - -

workspace:scri
pts:create

Grants
permission to
create a
script.

write script * -

workspace:scri
pts:list

Grants
permission to
query the
script list.

list script * -
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Action Description Acces
s
Level

Resource Type (*:
Required)

Condition Key

workspace:scri
pts:get

Grants
permission to
query script
details.

read script * -

workspace:scri
pts:put

Grants
permission to
update a
script.

write script * -

workspace:scri
pts:delete

Grants
permission to
delete a
script.

write script * -

workspace:scri
pts:execute

Grants
permission to
run scripts or
commands in
batches.

write script * -

desktop * -

workspace:scri
pts:getRecord
Detail

Grants
permission to
query script
or command
execution
record details.

read script * -

workspace:scri
pts:listRecords

Grants
permission to
query script
execution
records.

list script * -

workspace:scri
pts:listTasks

Grants
permission to
query script
tasks.

list script * -

workspace:scri
pts:retry

Grants
permission to
retry a script.

write script * -

workspace:scri
pts:stop

Grants
permission to
stop a script
or command
execution
task.

write script * -

Organizations
User Guide 5 Managing SCPs

Issue 01 (2025-02-25) Copyright © Huawei Cloud Computing Technologies Co., Ltd. 1147



Action Description Acces
s
Level

Resource Type (*:
Required)

Condition Key

workspace:scri
pts:download

Grants
permission to
download a
script output
record.

write script * -

workspace:ten
ants:getShare
SpaceConfig

Grants
permission to
query
collaboration
configurations
.

read - -

workspace:ten
ants:updateSh
areSpaceConfi
g

Grants
permission to
modify
collaboration
configurations
.

write - -

workspace:aut
hConfigs:getS
tatus

Grants
permission to
query the
authenticatio
n status.

read - -

workspace:pri
vacystatemen
ts:sign

Grants
permission to
sign the
privacy
statement.

write - -

workspace:sit
es:get

Grants
permission to
query site
information.

read - -

workspace:sit
es:add

Grants
permission to
add a site.

write - workspace:Access
Mode

workspace:sit
es:delete

Grants
permission to
delete a site.

write - -

workspace:sit
es:updateAcce
ssMode

Grants
permission to
change the
site access
mode.

write - workspace:Access
Mode
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Action Description Acces
s
Level

Resource Type (*:
Required)

Condition Key

workspace:sit
es:updateSub
nets

Grants
permission to
change the
site service
subnet.

write - -

workspace:ten
ants:checkEnt
erpriseIds

Grants
permission to
check
whether the
enterprise ID
has been
used.

write - -

workspace:ten
ants:updateEn
terpriseId

Grants
permission to
change the
enterprise ID.

write - -

workspace:ba
ndwidth:creat
e

Grants
permission to
enable the
Workspace
bandwidth.

write - -

workspace:ba
ndwidth:list

Grants
permission to
query the
Workspace
bandwidth
list.

list - -

workspace:ba
ndwidth:upda
te

Grants
permission to
modify the
Workspace
bandwidth.

write - -

workspace:ba
ndwidth:delet
e

Grants
permission to
cancel the
Workspace
bandwidth.

write - -
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Action Description Acces
s
Level

Resource Type (*:
Required)

Condition Key

workspace:ba
ndwidth:getC
ontrolConfig

Grants
permission to
query the
control
configuration
of the
Workspace
bandwidth.

read - -

workspace:ba
ndwidth:upda
teControlConf
ig

Grants
permission to
modify the
control
configuration
of the
Workspace
bandwidth.

write - -

workspace:ba
ndwidth:creat
eChangeOrde
r

Grants
permission to
create a
Workspace
bandwidth
change order.

write - -

workspace:de
sktops:batchC
reateSnapshot
s

Grants
permission to
create
desktop
snapshots in
batches.

write desktop * ● g:ResourceTag/
<tag-key>

● g:EnterprisePro
jectId

workspace:de
sktops:batchD
eleteSnapshot
s

Grants
permission to
delete
desktop
snapshots in
batches.

write desktop * ● g:ResourceTag/
<tag-key>

● g:EnterprisePro
jectId

workspace:de
sktops:batchR
estoreSnapsh
ots

Grants
permission to
restore
desktop
snapshots in
batches.

write desktop * ● g:ResourceTag/
<tag-key>

● g:EnterprisePro
jectId

workspace:de
sktops:listSna
pshots

Grants
permission to
query desktop
snapshots.

list - -
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Action Description Acces
s
Level

Resource Type (*:
Required)

Condition Key

workspace:de
sktops:verifyD
esktopName

Grants
permission to
verify the
desktop
name.

write - -

workspace:net
works:getAvai
lableIp

Grants
permission to
query
available IP
addresses of a
subnet by
subnet ID.

read - -

workspace:de
sktops:getAdS
tatus

Grants
permission to
query the AD
network
status.

read - -

workspace:net
works:checkIp
IfExist

Grants
permission to
check
whether the
IP address
exists.

write - -

workspace:im
ages:checkIfEx
ist

Grants
permission to
check
whether the
image exists.

write - -

workspace:wd
h:listDesktops

Grants
permission to
query
desktops of a
Workspace
host.

list wdh * -

- g:EnterpriseProjec
tId

workspace:wd
h:update

Grants
permission to
update
Workspace
host
information.

write wdh * g:EnterpriseProjec
tId
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Action Description Acces
s
Level

Resource Type (*:
Required)

Condition Key

workspace:bin
dingPolicies:g
etTemplate

Grants
permission to
download the
template for
terminal-
desktop
binding.

read - -

workspace:bin
dingPolicies:i
mport

Grants
permission to
import
terminal-
desktop
binding in
batches.

write - -

workspace:sta
tistics:getRun
State

Grants
permission to
collect
statistics on
running
statuses.

read - -

workspace:sta
tistics:getLogi
nState

Grants
permission to
collect
statistics on
login statuses.

read - -

workspace:net
works:getUsin
gSubnets

Grants
permission to
query subnets
being used.

read - -

workspace:net
works:listPorts

Grants
permission to
query ports.

list - -

workspace:ren
derDesktops:c
reateConsole

Grants
permission to
obtain the
URL for
remote login
to the
console.

write - -

Organizations
User Guide 5 Managing SCPs

Issue 01 (2025-02-25) Copyright © Huawei Cloud Computing Technologies Co., Ltd. 1152



Action Description Acces
s
Level

Resource Type (*:
Required)

Condition Key

workspace:ren
derDesktops:r
esize

Grants
permission to
change
rendering
desktop
specifications.

write - -

workspace:exc
lusiveHosts:re
sizeLites

Grants
permission to
modify
exclusive host
specifications.

write exclusiveHost * g:EnterpriseProjec
tId

workspace:de
sktops:getMo
nitor

Grants
permission to
query desktop
monitoring
information.

read desktop * ● g:ResourceTag/
<tag-key>

● g:EnterprisePro
jectId

workspace:de
sktops:listDet
achInfo

Grants
permission to
query users
unbound
from the
desktop.

list desktop * -

- ● g:RequestTag/
<tag-key>

● g:TagKeys
● g:EnterprisePro

jectId

workspace:de
sktops:getSys
prepVersion

Grants
permission to
query Sysprep
version
information.

read desktop * ● g:ResourceTag/
<tag-key>

● g:EnterprisePro
jectId

workspace:net
works:createN
at

Grants
permission to
enable the
Internet
access
function of
the NAT
Gateway.

write - -

workspace:net
works:listNats

Grants
permission to
query the
Internet
access
function of
the NAT
Gateway.

list - -
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Action Description Acces
s
Level

Resource Type (*:
Required)

Condition Key

workspace:net
works:listSubn
ets

Grants
permission to
query
subnets.

list - -

workspace:net
works:listVpcs

Grants
permission to
query VPCs.

list - -

workspace:pol
icyGroups:cre
ateTemplate

Grants
permission to
create a
policy
template.

write - -

workspace:pol
icyGroups:list
Template

Grants
permission to
query policy
templates.

list - -

workspace:pol
icyGroups:upd
ateTemplate

Grants
permission to
update a
policy
template.

write - -

workspace:net
works:listSecu
rityGroups

Grants
permission to
query security
groups.

list - -

workspace:av
ailabilityZone
s:getSummary

Grants
permission to
query AZ
summary.

read - -

workspace:av
ailabilityZone
s:get

Grants
permission to
query AZ
details.

read - -

workspace:us
ers:importUse
r

Grants
permission to
import a user
list.

write user * -

workspace:us
ers:uploadTe
mplate

Grants
permission to
import a
desktop user
list.

write user * -
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Action Description Acces
s
Level

Resource Type (*:
Required)

Condition Key

workspace:acc
essPolicies:up
date

Grants
permission to
update a
specified
access policy.

write - -

workspace:de
sktops:verifyS
ource

Grants
permission to
verify desktop
sources.

write desktop * ● g:ResourceTag/
<tag-key>

● g:EnterprisePro
jectId

workspace:de
sktops:listDes
ktopNetworks

Grants
permission to
query desktop
network
information in
batches.

list desktop * -

workspace:de
sktops:batchC
hangeNetwor
k

Grants
permission to
switch
desktop
networks in
batches.

write desktop * ● g:ResourceTag/
<tag-key>

● g:EnterprisePro
jectId

workspace:job
s:get

Grants
permission to
query task
details.

read - -

workspace:acc
essPolicies:im
portIp

Grants
permission to
import the IP
address list.

write - -

workspace:acc
essPolicies:get
IpImportTemp
late

Grants
permission to
download the
template for
importing IP
addresses.

read - -

workspace:sit
es:listEdgeSite
s

Grants
permission to
query edge
sites.

list - -

workspace:sit
es:checkEdgeS
iteResources

Grants
permission to
verify edge
site resources.

write - -
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Action Description Acces
s
Level

Resource Type (*:
Required)

Condition Key

workspace:ou:
listAdOus

Grants
permission to
query OU
information in
the AD
domain.

list - -

workspace:ou:
listOuUsers

Grants
permission to
query user
information in
the OU.

list - -

workspace:ou:
importUsersB
yOU

Grants
permission to
import OU
users.

write - -

workspace:ap
pGroup:list

Grants
permission to
query
application
groups.

list appGroup * -

workspace:ap
pGroup:create

Grants
permission to
create an
application
group.

write appGroup * -

serverGroup -

workspace:ap
pGroup:delete

Grants
permission to
delete an
application
group.

write appGroup * -

workspace:ap
pGroup:get

Grants
permission to
query
application
group details.

read appGroup * -

workspace:ap
pGroup:updat
e

Grants
permission to
modify an
application
group.

write appGroup * -

serverGroup -
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Action Description Acces
s
Level

Resource Type (*:
Required)

Condition Key

workspace:ap
p:listPublished
App

Grants
permission to
query
published
applications.

list app * -

appGroup * -

workspace:ap
p:publish

Grants
permission to
publish an
application.

write app * -

appGroup * -

workspace:ap
p:get

Grants
permission to
query
application
details.

read app * -

appGroup * -

workspace:ap
p:update

Grants
permission to
modify
application
information.

write app * -

appGroup * -

workspace:ap
p:deleteIcon

Grants
permission to
delete a
custom
application
icon.

write app * -

appGroup * -

workspace:ap
p:uploadIcon

Grants
permission to
modify a
custom
application
icon.

write app * -

appGroup * -

workspace:ap
p:check

Grants
permission to
verify
applications.

write app * -

appGroup * -

workspace:ap
p:batchDisabl
e

Grants
permission to
disable
applications
in batches.

write app * -

appGroup * -
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Action Description Acces
s
Level

Resource Type (*:
Required)

Condition Key

workspace:ap
p:batchEnable

Grants
permission to
enable
applications
in batches.

write app * -

appGroup * -

workspace:ap
p:unpublish

Grants
permission to
unpublish
applications
in batches.

write app * -

appGroup * -

workspace:ap
pGroup:listPu
blishableApp

Grants
permission to
query
applications
that can be
published.

list appGroup * -

workspace:ap
pGroup:batch
DeleteAuthori
zation

Grants
permission to
remove
application
group
authorization.

write appGroup * -

user -

userGroup -

workspace:ap
pGroup:disass
ociate

Grants
permission to
disassociate a
service group
from all
application
groups.

write - -

workspace:ap
pGroup:listAut
horization

Grants
permission to
query
application
group
authorization
records.

list appGroup * -

workspace:ap
pGroup:addA
uthorization

Grants
permission to
add
application
group
authorization.

write appGroup * -

user -

userGroup -
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Action Description Acces
s
Level

Resource Type (*:
Required)

Condition Key

workspace:ap
pGroup:batch
Delete

Grants
permission to
delete
application
groups in
batches.

write appGroup * -

workspace:ap
pGroup:check

Grants
permission to
verify an
application
group.

write - -

workspace:ser
verGroup:list

Grants
permission to
query server
groups.

list serverGroup * -

- ● g:RequestTag/
<tag-key>

● g:TagKeys
● g:EnterprisePro

jectId

workspace:ser
verGroup:crea
te

Grants
permission to
create a
server group.

write serverGroup * -

- ● g:RequestTag/
<tag-key>

● g:TagKeys
● g:EnterprisePro

jectId

workspace:ser
verGroup:dele
te

Grants
permission to
delete a
server group.

write serverGroup * ● g:ResourceTag/
<tag-key>

● g:EnterprisePro
jectId

workspace:ser
verGroup:get

Grants
permission to
query a
specified
server group.

read serverGroup * ● g:ResourceTag/
<tag-key>

● g:EnterprisePro
jectId

workspace:ser
verGroup:upd
ate

Grants
permission to
modify a
server group.

write serverGroup * ● g:ResourceTag/
<tag-key>

● g:EnterprisePro
jectId
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Action Description Acces
s
Level

Resource Type (*:
Required)

Condition Key

workspace:ser
verGroup:getS
erverState

Grants
permission to
query server
statuses in a
specified
server group.

read serverGroup * ● g:ResourceTag/
<tag-key>

● g:EnterprisePro
jectId

workspace:ser
verGroup:listD
etail

Grants
permission to
query basic
information
about a
tenant server
group.

list serverGroup * -

workspace:ser
verGroup:getR
estrict

Grants
permission to
query
specified
tenant server
groups.

read serverGroup * -

workspace:ser
verGroup:vali
date

Grants
permission to
verify a server
group.

write serverGroup * -

workspace:ser
verGroup:tagR
esource

Grants
permission to
add a tag to a
server group.

taggi
ng

serverGroup * ● g:ResourceTag/
<tag-key>

● g:EnterprisePro
jectId

- ● g:RequestTag/
<tag-key>

● g:TagKeys

workspace:ser
verGroup:unT
agResource

Grants
permission to
delete a tag
from a server
group.

taggi
ng

serverGroup * ● g:ResourceTag/
<tag-key>

● g:EnterprisePro
jectId

- ● g:RequestTag/
<tag-key>

● g:TagKeys

workspace:ser
verGroup:listT
agsForResour
ce

Grants
permission to
query server
group tags.

list serverGroup * -

- g:EnterpriseProjec
tId
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Action Description Acces
s
Level

Resource Type (*:
Required)

Condition Key

workspace:ser
verGroup:listT
ags

Grants
permission to
query tags on
all servers of
a tenant.

list serverGroup * -

workspace:ser
verGroup:batc
hCreateTags

Grants
permission to
add server
group tags in
batches.

taggi
ng

serverGroup * ● g:ResourceTag/
<tag-key>

● g:EnterprisePro
jectId

- ● g:RequestTag/
<tag-key>

● g:TagKeys

workspace:ser
verGroup:batc
hDeleteTags

Grants
permission to
delete server
group tags in
batches.

taggi
ng

serverGroup * ● g:ResourceTag/
<tag-key>

● g:EnterprisePro
jectId

- ● g:RequestTag/
<tag-key>

● g:TagKeys

workspace:ser
ver:list

Grants
permission to
query servers.

list server * -

workspace:ser
ver:delete

Grants
permission to
delete a
server.

write server * ● g:ResourceTag/
<tag-key>

● g:EnterprisePro
jectId

workspace:ser
ver:get

Grants
permission to
query a
specified
server.

read server * ● g:ResourceTag/
<tag-key>

● g:EnterprisePro
jectId

workspace:ser
ver:update

Grants
permission to
modify a
server.

write server * ● g:ResourceTag/
<tag-key>

● g:EnterprisePro
jectId

workspace:ser
ver:changeIm
age

Grants
permission to
modify a
server image.

write server * ● g:ResourceTag/
<tag-key>

● g:EnterprisePro
jectId
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Action Description Acces
s
Level

Resource Type (*:
Required)

Condition Key

workspace:ser
ver:reinstall

Grants
permission to
reinstall a
server.

write server * ● g:ResourceTag/
<tag-key>

● g:EnterprisePro
jectId

workspace:ser
ver:getVncUrl

Grants
permission to
obtain a VNC
login address.

write server * ● g:ResourceTag/
<tag-key>

● g:EnterprisePro
jectId

workspace:acc
essAgent:list

Grants
permission to
query the
latest versions
of all HDAs of
a tenant.

list - -

workspace:acc
essAgent:batc
hUpgrade

Grants
permission to
upgrade the
HDA version
of servers in
batches.

write server * ● g:ResourceTag/
<tag-key>

● g:EnterprisePro
jectId

workspace:acc
essAgent:listL
atestVersion

Grants
permission to
query the
latest HDA
version of a
tenant.

list - -

workspace:ser
ver:listAccessA
gentDetails

Grants
permission to
query HDA
information
of a server.

list server * -

workspace:acc
essAgent:getU
pgradeFlag

Grants
permission to
query HDA
upgrade
notification
flags.

read - -

workspace:acc
essAgent:upd
ateUpgradeFl
ag

Grants
permission to
update an
HDA upgrade
notification
flag.

write - -
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Action Description Acces
s
Level

Resource Type (*:
Required)

Condition Key

workspace:acc
essAgent:listU
pgradeRecord
s

Grants
permission to
query HDA
upgrade
tracing
records of a
server.

list - -

workspace:ser
ver:batchDele
te

Grants
permission to
delete servers
in batches.

write server * ● g:ResourceTag/
<tag-key>

● g:EnterprisePro
jectId

workspace:ser
ver:batchChan
geMaintainM
ode

Grants
permission to
mark the
server
maintenance
status.

write server * ● g:ResourceTag/
<tag-key>

● g:EnterprisePro
jectId

workspace:ser
ver:batchRebo
ot

Grants
permission to
restart a
server.

write server * ● g:ResourceTag/
<tag-key>

● g:EnterprisePro
jectId

workspace:ser
ver:batchRejoi
nDomain

Grants
permission to
add servers to
a domain
again in
batches.

write server * ● g:ResourceTag/
<tag-key>

● g:EnterprisePro
jectId

workspace:ser
ver:batchStart

Grants
permission to
start a server.

write server * ● g:ResourceTag/
<tag-key>

● g:EnterprisePro
jectId

workspace:ser
ver:batchStop

Grants
permission to
stop a server.

write server * ● g:ResourceTag/
<tag-key>

● g:EnterprisePro
jectId

workspace:ser
ver:batchUpd
ateTsvi

Grants
permission to
update virtual
session IP
configurations
of servers in
batches.

write server * ● g:ResourceTag/
<tag-key>

● g:EnterprisePro
jectId
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Action Description Acces
s
Level

Resource Type (*:
Required)

Condition Key

workspace:ser
ver:create

Grants
permission to
create an APS.

write server * -

serverGroup * -

- ● g:RequestTag/
<tag-key>

● g:TagKeys
● g:EnterprisePro

jectId

workspace:ser
ver:batchMigr
ateHosts

Grants
permission to
migrate
servers at the
source
Workspace
host to the
destination
one.

write server * ● g:ResourceTag/
<tag-key>

● g:EnterprisePro
jectId

wdh * -

workspace:ser
ver:getMetric
Data

Grants
permission to
query
monitoring
information
of an APS.

read server * ● g:ResourceTag/
<tag-key>

● g:EnterprisePro
jectId

workspace:job
s:batchDelete
SubJobs

Grants
permission to
delete
subtasks in
batches.

write - -

workspace:job
s:countSubJob
s

Grants
permission to
query the
number of
subtasks.

list - -

workspace:ap
pWarehouse:a
uthorizeObs

Grants
permission to
obtain the
AK/SK
uploaded to
an OBS
bucket.

write - -
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Action Description Acces
s
Level

Resource Type (*:
Required)

Condition Key

workspace:ap
pWarehouse:b
atchDeleteAp
p

Grants
permission to
delete
specified
applications
from the
application
repository in
batches.

write - -

workspace:ap
pWarehouse:L
istWarehouse
Apps

Grants
permission to
query
applications
in a tenant
application
repository.

list - -

workspace:ap
pWarehouse:c
reateApp

Grants
permission to
add an
application to
the
application
repository.

write - -

workspace:ap
pWarehouse:d
eleteApp

Grants
permission to
delete a
specified
application
from the
application
repository.

write - -

workspace:ap
pWarehouse:u
ploadAppIcon

Grants
permission to
upload an
icon file to
the
application
repository.

write - -

workspace:ap
pWarehouse:c
reateBucketO
rAcl

Grants
permission to
add a bucket
or authorize
access to a
bucket.

write - -

Organizations
User Guide 5 Managing SCPs

Issue 01 (2025-02-25) Copyright © Huawei Cloud Computing Technologies Co., Ltd. 1165



Action Description Acces
s
Level

Resource Type (*:
Required)

Condition Key

workspace:im
ages:listImage
Jobs

Grants
permission to
query tasks of
a tenant.

list - -

workspace:im
ages:getImag
eJob

Grants
permission to
query task
details.

read - -

workspace:im
ageServer:list

Grants
permission to
query image
instances.

list imageServer * -

- g:EnterpriseProjec
tId

workspace:im
ageServer:cre
ate

Grants
permission to
create an
image
instance.

write imageServer * -

- g:EnterpriseProjec
tId

workspace:im
ageServer:get

Grants
permission to
query a
specified
image
instance.

read imageServer * g:EnterpriseProjec
tId

workspace:im
ageServer:upd
ate

Grants
permission to
modify an
image
instance.

write imageServer * g:EnterpriseProjec
tId

workspace:im
ageServer:att
achApp

Grants
permission to
distribute
software
information
to image
instances.

write imageServer * g:EnterpriseProjec
tId

workspace:im
ageServer:list
LatestAttache
dApp

Grants
permission to
query
information
about the
latest
distributed
software.

list imageServer * -
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Action Description Acces
s
Level

Resource Type (*:
Required)

Condition Key

workspace:im
ageServer:recr
eate

Grants
permission to
build an
Application
Streaming
image.

write imageServer * g:EnterpriseProjec
tId

workspace:im
ageServer:bat
chDelete

Grants
permission to
delete image
instances in
batches.

write imageServer * g:EnterpriseProjec
tId

workspace:im
ageServer:listI
mageSubJobs

Grants
permission to
query
subtasks.

list - -

workspace:im
ageServer:bat
chDeleteImag
eSubJobs

Grants
permission to
delete
subtasks in
batches.

write - -

workspace:im
ageServer:cou
ntImageSubJo
bs

Grants
permission to
query the
number of
subtasks.

read - -

workspace:ap
pGroup:listMa
ilRecord

Grants
permission to
query records
of sending
emails on
application
group
authorization.

list - -

workspace:ap
pGroup:resen
dMail

Grants
permission to
resend an
email on
application
group
authorization
(based on
authorization
email
records).

write - -
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Action Description Acces
s
Level

Resource Type (*:
Required)

Condition Key

workspace:sto
rage:listPersist
entStorage

Grants
permission to
query
Workspace
storage space.

list storage * -

workspace:sto
rage:createPer
sistentStorage

Grants
permission to
create
Workspace
storage space.

write storage * -

workspace:sto
rage:deletePer
sistentStorage

Grants
permission to
delete
Workspace
storage space.

write storage * -

workspace:sto
rage:updateU
serFolderAssig
nment

Grants
permission to
create a
personal
storage
directory.

write storage * -

workspace:sto
rage:updateSh
areFolderAssi
gnment

Grants
permission to
change
members of a
shared
directory.

write storage * -

workspace:sto
rage:createSh
areFolder

Grants
permission to
create a
shared
storage
directory.

write storage * -

workspace:sto
rage:deleteSto
rageClaim

Grants
permission to
delete a
shared
directory.

write storage * -

workspace:sto
rage:deleteUs
erStorageAtta
chment

Grants
permission to
delete a
personal
storage
directory.

write storage * -
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Action Description Acces
s
Level

Resource Type (*:
Required)

Condition Key

workspace:sto
rage:batchDel
etePersistentS
torage

Grants
permission to
delete
Workspace
storage space
in batches.

write storage * -

workspace:sto
rage:listStorag
eAssignment

Grants
permission to
query
personal
storage
directories.

list storage * -

workspace:sto
rage:listShare
Folder

Grants
permission to
query shared
storage
directories.

list storage * -

workspace:pol
icyGroups:del
eteTemplate

Grants
permission to
delete a
policy
template.

write - -

workspace:pri
vacystatemen
ts:get

Grants
permission to
query the
latest privacy
statement.

read - -

workspace:sca
lingPolicy:dele
te

Grants
permission to
delete an
auto scaling
policy.

write - -

workspace:sca
lingPolicy:list

Grants
permission to
query auto
scaling
policies of a
server group.

read - -

workspace:sca
lingPolicy:crea
te

Grants
permission to
add or modify
an auto
scaling policy.

write - -
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Action Description Acces
s
Level

Resource Type (*:
Required)

Condition Key

workspace:ses
sion:listAppCo
nnection

Grants
permission to
query
application
usage records.

write - -

workspace:ses
sion:logoffUse
rSession

Grants
permission to
log out of a
session.

write - -

workspace:ses
sion:listUserC
onnection

Grants
permission to
query user
login records.

write - -

workspace:ses
sion:listSessio
nByUserName

Grants
permission to
query current
sessions by
username.

list - -

workspace:sto
ragePolicy:cre
ate

Grants
permission to
add or update
a custom
policy for
storage
directory
access.

write storage * -

workspace:sto
ragePolicy:list

Grants
permission to
query policies
for storage
directory
access.

list storage * -

workspace:sto
rage:listSfs3St
orage

Grants
permission to
query SFS 3.0.

list storage * -

workspace:ba
seResource:lis
t

Grants
permission to
query AZs.

list - -
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Action Description Acces
s
Level

Resource Type (*:
Required)

Condition Key

workspace:ten
ants:listConfig
Info

Grants
permission to
query
enterprise
system
configurations
.

list - -

workspace:ten
ants:active

Grants
permission to
activate and
initialize a
tenant
service.

write - -

workspace:ten
ants:listTenan
tProfile

Grants
permission to
query tenant
information.

list - -

workspace:ser
ver:listServer
MetricData

Grants
permission to
query server
monitoring
data.

list server * ● g:ResourceTag/
<tag-key>

● g:EnterprisePro
jectId

workspace:ses
sion:listSessio
ns

Grants
permission to
query
enterprise
sessions.

list - -

workspace:ap
pWarehouse:u
pdateApp

Grants
permission to
update an
application in
the
application
repository.

write - -

workspace:ser
ver:batchChan
geImage

Grants
permission to
switch server
images in
batches.

write server * ● g:ResourceTag/
<tag-key>

● g:EnterprisePro
jectId

workspace:ser
ver:batchRein
stall

Grants
permission to
reinstall
servers in
batches.

write server * ● g:ResourceTag/
<tag-key>

● g:EnterprisePro
jectId
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Action Description Acces
s
Level

Resource Type (*:
Required)

Condition Key

workspace:ten
ants:updateAc
cessAddressBa
ckupConfig

Grants
permission to
modify the
backup
configuration
of the
Workspace
access
address.

write - -

workspace:ten
ants:listAccess
AddressBacku
pConfig

Grants
permission to
obtain the
backup
configuration
of the
Workspace
access
address.

list - -

workspace:de
sktops:listWit
hConnectStat
us

Grants
permission to
query desktop
connection
statuses.

list - -

workspace:ord
ers:createDes
ktopOrder

Grants
permission to
create a
desktop order.

write - -

workspace:pro
ducts:listHour
PackageProdu
cts

Grants
permission to
query
available
hourly
packages.

list - -

 

Each API of Workspace supports one or more actions. Table 5-205 lists the
supported actions and dependencies.

Table 5-205 Actions and dependencies supported by Workspace APIs

API Action Dependency

GET /v2/{project_id}/
auth-config/method-
config

workspace:authConfi
gs:get

-
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API Action Dependency

PUT /v2/{project_id}/
auth-config/method-
config

workspace:authConfi
gs:update

-

GET /v2/{project_id}/
assist-auth-config/
method-config

workspace:assistAuth
Configs:get

-

PUT /v2/{project_id}/
assist-auth-config/
method-config

workspace:assistAuth
Configs:update

-

POST /v2/{project_id}/
workspace-jobs/
{job_id}/actions

workspace:jobs:retry -

GET /v2/{project_id}/
quotas

workspace:quotas:ge
t

-

GET /v2/{project_id}/
tenants/roles

workspace:tenants:g
etRoles

-

GET /v2/{project_id}/
tenant-configs

workspace:tenants:Li
stConfig

-

PUT /v2/{project_id}/
tenant-configs

workspace:tenants:u
pdateConfig

-

GET /v2/{project_id}/
nat-mapping-configs

workspace:natMappi
ngs:getConfig

-

PUT /v2/{project_id}/
nat-mapping-configs

workspace:natMappi
ngs:updateConfig

-

GET /v2/{project_id}/
workspaces

workspace:tenants:g
et

● vpc:vpcs:get
● vpc:subnets:get
● vpc:securityGroups:get
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API Action Dependency

POST /v2/{project_id}/
workspaces

workspace:tenants:o
pen

● eip:bandwidths:create
● eip:publicIps:create
● elb:healthmonitors:create
● elb:healthmonitors:show
● elb:listeners:create
● elb:listeners:update
● elb:listeners:show
● elb:listeners:list
● elb:loadbalancers:create
● elb:loadbalancers:update
● elb:loadbalancers:show
● elb:members:create
● elb:members:list
● elb:members:update
● elb:pools:create
● elb:pools:update
● elb:pools:show
● vpc:ports:create
● vpc:ports:delete
● vpc:securityGroupRules:crea

te
● vpc:securityGroupRules:dele

te
● vpc:securityGroupRules:get
● vpc:securityGroups:create
● vpc:subnets:get
● vpc:subnets:update
● vpc:vpcs:get
● vpcep:endpoints:create
● vpcep:endpoints:get
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API Action Dependency

DELETE /v2/
{project_id}/workspaces

workspace:tenants:d
elete

● elb:healthmonitors:delete
● elb:healthmonitors:show
● elb:listeners:delete
● elb:listeners:show
● elb:loadbalancers:delete
● elb:loadbalancers:show
● elb:members:delete
● elb:members:list
● elb:pools:delete
● elb:pools:show
● vpc:ports:delete
● vpc:securityGroups:delete
● vpcep:endpoints:delete
● vpcep:endpoints:get
● eip:publicIps:disassociateIns

tance
● eip:bandwidths:delete
● eip:publicIps:delete
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API Action Dependency

PUT /v2/{project_id}/
workspaces

workspace:tenants:u
pdate

● eip:bandwidths:create
● eip:bandwidths:delete
● eip:publicIps:create
● eip:publicIps:delete
● eip:publicIps:disassociateIns

tance
● elb:healthmonitors:create
● elb:healthmonitors:delete
● elb:healthmonitors:show
● elb:listeners:create
● elb:listeners:delete
● elb:listeners:update
● elb:listeners:show
● elb:loadbalancers:create
● elb:loadbalancers:delete
● elb:loadbalancers:update
● elb:loadbalancers:show
● elb:members:create
● elb:members:delete
● elb:members:list
● elb:members:update
● elb:pools:create
● elb:pools:delete
● elb:pools:update
● elb:pools:show
● vpc:subnets:get
● vpc:subnets:update
● vpc:vpcs:get
● vpcep:endpoints:create
● vpcep:endpoints:delete
● vpcep:endpoints:get

GET /v2/{project_id}/
workspaces/lock-status

workspace:tenants:g
etLockStatus

-

PUT /v2/{project_id}/
workspaces/lock-status

workspace:tenants:u
nlock

-
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API Action Dependency

POST /v2/{project_id}/
agencies

workspace:agencies:c
reate

● iam:agencies:listV5
● iam:agencies:getV5
● iam:agencies:createServiceL

inkedAgencyV5
● iam:roles:getRole
● iam:roles:listRoles
● iam:agencies:getAgency
● iam:agencies:listAgencies
● iam:agencies:createAgency
● iam:permissions:listRolesFo

rAgencyOnProject
● iam:permissions:grantRoleT

oAgencyOnProject

GET /v2/{project_id}/
agencies

workspace:agencies:
get

● iam:agencies:listV5
● iam:agencies:getV5
● iam:agencies:getAgency
● iam:agencies:listAgencies
● iam:permissions:listRolesFo

rAgencyOnProject

POST /v3/{project_id}/
desktops/
{desktop_id}/ai-
accelerate-job

workspace:desktops:
commitAiAccelerate-
Job

-

POST /v2/{project_id}/
desktops/
{desktop_id}/ai-
accelerate-job

workspace:desktops:
createAiAccelerate-
Job

-

GET /v2/{project_id}/ai-
accelerate-job/{job_id}

workspace:desktops:
getAiAccelerateJob

-

POST /v2/{project_id}/
sysprep

workspace:desktops:
getSysPrepInfo

-

POST /v2/{project_id}/
verification/batch-
change-image

workspace:desktops:
checkBatchChange-
Image

ims:images:list

GET /v2/{project_id}/
desktop-name-policies

workspace:tenants:lis
tDesktopNamePoli-
cies

-

POST /v2/{project_id}/
desktop-name-policies

workspace:tenants:cr
eateDesktopName-
Policy

-
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API Action Dependency

PUT /v2/{project_id}/
desktop-name-policies/
{policy_id}

workspace:tenants:u
pdateDesktopName-
Policy

-

POST /v2/{project_id}/
desktop-name-policies/
batch-delete

workspace:tenants:b
atchDeleteDesktop-
NamePolicies

-

POST /v2/{project_id}/
desktop-pools

workspace:desktopP
ools:create

● ims:images:get
● ims:images:list
● ims:images:share
● ims:images:updateMember

Status
● ims:images:deleteMember
● ims:images:addMember
● vpc:networks:get
● vpc:ports:create
● vpc:ports:delete
● vpc:ports:get
● vpc:ports:update
● vpc:securityGroups:get
● vpc:subnets:get
● vpc:vpcs:get
● dss:pools:list

GET /v2/{project_id}/
desktop-pools

workspace:desktopP
ools:list

ims:images:list

PUT /v2/{project_id}/
desktop-pools/{pool_id}

workspace:desktopP
ools:update

-

DELETE /v2/
{project_id}/desktop-
pools/{pool_id}

workspace:desktopP
ools:delete

-

GET /v2/{project_id}/
desktop-pools/{pool_id}

workspace:desktopP
ools:get

ims:images:list
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API Action Dependency

POST /v2/{project_id}/
desktop-pools/
{pool_id}/expand

workspace:desktopP
ools:expand

● ims:images:get
● ims:images:list
● ims:images:share
● ims:images:updateMember

Status
● ims:images:deleteMember
● ims:images:addMember
● vpc:networks:get
● vpc:ports:create
● vpc:ports:delete
● vpc:ports:get
● vpc:ports:update
● vpc:securityGroups:get
● vpc:subnets:get
● vpc:vpcs:get
● dss:pools:list

POST /v2/{project_id}/
desktop-pools/
{pool_id}/resize

workspace:desktopP
ools:resize

● vpc:subnets:get
● ims:images:list

POST /v2/{project_id}/
desktop-pools/
{pool_id}/rebuild

workspace:desktopP
ools:rebuild

● vpc:ports:get
● ims:images:get
● ims:images:list
● ims:images:share
● ims:images:updateMember

Status
● ims:images:deleteMember
● ims:images:addMember

POST /v2/{project_id}/
desktop-pools/
{pool_id}/volumes/
batch-add

workspace:desktopP
ools:batchAddVolum
es

-

POST /v2/{project_id}/
desktop-pools/
{pool_id}/volumes/
batch-delete

workspace:desktopP
ools:batchDeleteVolu
mes

-

POST /v2/{project_id}/
desktop-pools/
{pool_id}/volumes/
batch-expand

workspace:desktopP
ools:batchExpandVol
umes

-
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API Action Dependency

POST /v2/{project_id}/
desktop-pools/
{pool_id}/action

workspace:desktopP
ools:operate

-

GET /v2/{project_id}/
desktop-pools/
{pool_id}/users

workspace:desktopP
ools:listUsers

-

POST /v2/{project_id}/
desktop-pools/
{pool_id}/users

workspace:desktopP
ools:authorizeUsers

ims:images:list

GET /v2/{project_id}/
desktop-pools/
{pool_id}/desktops

workspace:desktopP
ools:listDesktops

● vpc:ports:get
● vpc:ports:list
● vpc:securityGroups:get
● eip:publicIps:list
● nat:snatRules:list

GET /v2/{project_id}/
desktop-pools/script-
execution-tasks/detail

workspace:desktopP
ools:listScriptTasks

-

POST /v2/{project_id}/
desktop-pools/
{pool_id}/script-
executions

workspace:desktopP
ools:executeScripts

-

POST /v2/{project_id}/
desktop-pools/
{pool_id}/notifications

workspace:desktopP
ools:sendNotification
s

-

GET /v3/{project_id}/
desktops/export

workspace:desktops:
export

● vpc:ports:get
● vpc:ports:list
● vpc:securityGroups:get
● eip:publicIps:list
● nat:snatRules:list
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API Action Dependency

POST /v2/{project_id}/
desktops

workspace:desktops:
create

● ims:images:get
● ims:images:list
● ims:images:share
● ims:images:updateMember

Status
● ims:images:deleteMember
● ims:images:addMember
● vpc:networks:get
● vpc:ports:create
● vpc:ports:delete
● vpc:ports:get
● vpc:ports:update
● eip:publicIps:get
● eip:publicIps:list
● eip:publicIps:create
● eip:publicIps:associateInsta

nce
● eip:publicIps:delete
● eip:publicIps:createTags
● vpc:quotas:list
● vpc:securityGroups:get
● vpc:subnets:get
● vpc:vpcs:get
● dss:pools:list

GET /v2/{project_id}/
desktops

workspace:desktops:l
ist

-

PUT /v2/{project_id}/
desktops/{desktop_id}

workspace:desktops:
update

-

DELETE /v2/
{project_id}/desktops/
{desktop_id}

workspace:desktops:
delete

● vpc:ports:get
● vpc:ports:delete

GET /v2/{project_id}/
desktops/{desktop_id}

workspace:desktops:
get

● vpc:ports:get
● vpc:ports:list
● vpc:securityGroups:get
● eip:publicIps:list
● nat:snatRules:list

POST /v2/{project_id}/
desktops/batch-delete

workspace:desktops:
batchDelete

● vpc:ports:get
● vpc:ports:delete
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API Action Dependency

POST /v2/{project_id}/
desktops/logoff

workspace:desktops:l
ogoff

-

GET /v2/{project_id}/
desktops/detail

workspace:desktops:l
istDetail

● vpc:ports:get
● vpc:ports:list
● vpc:securityGroups:get
● eip:publicIps:list
● nat:snatRules:list

POST /v2/{project_id}/
desktops/action

workspace:desktops:
operate

-

POST /v2/{project_id}/
desktops/resize

workspace:desktops:r
esize

● vpc:subnets:get
● ims:images:list

GET /v2/{project_id}/
connections/status

workspace:desktops:
getConnectStatus

-

GET /v2/{project_id}/
desktops/status

workspace:desktops:
ListStatus

-

POST /v2/{project_id}/
desktops/rebuild

workspace:desktops:r
ebuild

● vpc:ports:get
● ims:images:get
● ims:images:list
● ims:images:share
● ims:images:updateMember

Status
● ims:images:deleteMember
● ims:images:addMember

GET /v2/{project_id}/
desktops/{desktop_id}/
actions

workspace:desktops:
getActions

-

GET /v2/{project_id}/
desktops/{desktop_id}/
remote-consoles

workspace:desktops:
createConsole

-

PUT /v2/{project_id}/
desktops/sids

workspace:desktops:
updateSids

-

POST /v2/{project_id}/
desktops/{desktop_id}/
rejoin-domain

workspace:desktops:r
ejoinDomain

-
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API Action Dependency

POST /v2/{project_id}/
desktops/desktop-to-
image

workspace:desktops:
createImage

● ims:quotas:get
● ims:images:get
● ims:images:list
● ims:images:setTags
● ims:images:setOrDeleteTag

s
● ims:images:updateMember

Status
● ims:images:copyInRegion
● ims:serverImages:create

POST /v2/{project_id}/
desktops/batch-detach

workspace:desktops:
batchDetach

vpc:ports:get

POST /v2/{project_id}/
desktops/detach

workspace:desktops:
detach

vpc:ports:get

POST /v2/{project_id}/
desktops/attach

workspace:desktops:
attach

● vpc:ports:get
● ims:images:get
● ims:images:list
● ims:images:share
● ims:images:updateMember

Status
● ims:images:deleteMember
● ims:images:addMember

GET /v2/{project_id}/
desktops/{desktop_id}/
networks

workspace:desktops:
getNetwork

● vpc:vpcs:get
● vpc:networks:get
● vpc:subnets:get
● vpc:ports:get
● vpc:securityGroups:get
● eip:publicIps:list
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API Action Dependency

PUT /v2/{project_id}/
desktops/{desktop_id}/
networks

workspace:desktops:
changeNetwork

● vpc:vpcs:get
● vpc:subnets:get
● vpc:networks:get
● vpc:ports:get
● vpc:ports:create
● vpc:ports:update
● vpc:ports:delete
● vpc:securityGroups:get
● eip:publicIps:list
● eip:publicIps:associateInsta

nce
● eip:publicIps:disassociateIns

tance

GET /v2/{project_id}/
exclusive-hosts/
{host_id}/desktops

workspace:exclusive
Hosts:listDesktops

-

GET /v2/{project_id}/all-
desktops

workspace:desktops:l
istAll

-

GET /v2/{project_id}/
desktop-associate/
discover-vm/infos

workspace:desktopAs
sociate:listDiscoverV
mInfo

-

POST /v2/{project_id}/
desktop-associate/tasks

workspace:desktopAs
sociate:startTask

-

POST /v2/{project_id}/
desktop-associate/
discover-vm/switch

workspace:desktopAs
sociate:switchScanTa
sk

-

GET /v2/{project_id}/
desktop-associate/
discover-vm/switch

workspace:desktopAs
sociate:getScanTaskS
witch

-

PUT /v2/{project_id}/
desktops/maintenance-
mode

workspace:desktops:s
etMaintenanceMode

-

POST /v2/{project_id}/
desktops/pre-batch-
attach

workspace:desktops:
prepAttachUsers

-
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API Action Dependency

POST /v2/{project_id}/
desktops/batch-attach

workspace:desktops:
batchAttachUsers

● vpc:ports:get
● ims:images:get
● ims:images:list
● ims:images:share
● ims:images:updateMember

Status
● ims:images:deleteMember
● ims:images:addMember

PUT /v2/{project_id}/
desktops/change-
username

workspace:desktops:
changeUsername

-

POST /v2/{project_id}/
desktops/notifications

workspace:desktops:s
endNotifications

-

POST /v2/{project_id}/
desktops/{desktop_id}/
migrate

workspace:desktops:
migrate

● vpc:networks:get
● vpc:subnets:get
● vpc:ports:create
● vpc:ports:delete
● vpc:ports:update
● vpc:ports:get

GET /v2/{project_id}/
desktops/agents

workspace:desktops:l
istAgents

-

POST /v2/{project_id}/
desktops/agents

workspace:desktops:
batchInstallAgents

-

GET /v2/{project_id}/
desktops/{desktop_id}/
tags

workspace:desktops:l
istTags

-

POST /v2/{project_id}/
desktops/{desktop_id}/
tags

workspace:desktops:t
ag

-

DELETE /v2/
{project_id}/desktops/
{desktop_id}/tags/{key}

workspace:desktops:
untag

-

GET /v2/{project_id}/
desktops/tags

workspace:desktops:l
istProjectTags

-

POST /v2/{project_id}/
desktops/{desktop_id}/
tags/action

workspace:desktops:
operateTags

-
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API Action Dependency

POST /v2/{project_id}/
desktops/
resource_instances/
action

workspace:desktops:l
istByTags

-

POST /v2/{project_id}/
desktops/batch-tags

workspace:desktops:t
ag

-

DELETE /v2/
{project_id}/desktops/
batch-tags

workspace:desktops:
untag

-

POST /v2/{project_id}/
exclusive-hosts

workspace:exclusive
Hosts:create

● vpc:networks:get
● vpc:ports:create
● vpc:ports:delete
● vpc:ports:get
● vpc:ports:update
● vpc:subnets:get
● vpc:vpcs:get

GET /v2/{project_id}/
exclusive-hosts

workspace:exclusive
Hosts:list

-

POST /v2/{project_id}/
exclusive-hosts/check-
limits

workspace:exclusive
Hosts:check

-

GET /v2/{project_id}/
exclusive-hosts/
{host_id}

workspace:exclusive
Hosts:get

● nat:snatRules:list
● eip:publicIps:list

PUT /v2/{project_id}/
exclusive-hosts/
{host_id}

workspace:exclusive
Hosts:update

-

DELETE /v2/
{project_id}/exclusive-
hosts/{host_id}

workspace:exclusive
Hosts:delete

-

GET /v2/{project_id}/
market-images

workspace:mkp:listI
mages

ims:images:list

GET /v2/
{project_id}/mkp/
commodities/
commodity-ids

workspace:mkp:listC
ommodityInfos

-

POST /v2/
{project_id}/mkp/order

workspace:mkp:creat
eOrder

-
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API Action Dependency

POST /v2/
{project_id}/mkp/
product-reserve

workspace:mkp:listLi
stProductReserve

-

GET /v2/
{project_id}/mkp/
commodities

workspace:mkp:listC
ommodityDetails

-

GET /v2/
{project_id}/mkp/
commodities/
{commodity_id}/
relation-commodities

workspace:mkp:listR
elationCommodity-
Details

-

GET /v2/
{project_id}/mkp/
commodities/
agreements

workspace:mkp:listC
ommodityAgreement
s

-

GET /v2/{project_id}/
eips

workspace:networks:
listEips

● eip:publicIps:list
● eip:bandwidths:list

POST /v2/{project_id}/
eips

workspace:networks:
createEips

● vpc:quotas:list
● eip:publicIps:create
● eip:publicIps:associateInsta

nce

POST /v2/{project_id}/
eips/binding

workspace:networks:
bindEips

● eip:publicIps:associateInsta
nce

● eip:publicIps:get

POST /v2/{project_id}/
eips/unbinding

workspace:networks:
unbindEips

● eip:publicIps:list
● eip:publicIps:disassociateIns

tance

GET /v2/{project_id}/
eips/quotas

workspace:networks:
getEipQuota

vpc:quotas:list

GET /v2/{project_id}/
nat-gateways

workspace:networks:
ListNatGateways

● vpc:subnets:get
● vpc:vpcs:get
● nat:snatRules:list
● nat:natGateways:list

POST /v2/{project_id}/
periodic/subscribe/order

workspace:orders:cre
ate

● ims:images:list
● vpc:vpcs:get
● vpc:networks:get
● vpc:subnets:get
● vpc:ports:get
● bss:order:update
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API Action Dependency

POST /v2/{project_id}/
periodic/{desktop_id}/
change/order

workspace:orders:cha
nge

● ims:images:list
● bss:order:update

POST /v2/{project_id}/
periodic/change/batch-
order

workspace:orders:cha
nge

● ims:images:list
● bss:order:update

POST /v2/{project_id}/
periodic/inquiry/
change-image

workspace:orders:bat
chInquiry

ims:images:list

POST /v2/{project_id}/
desktop-pool/periodic/
change/order

workspace:orders:cha
nge

● ims:images:list
● bss:order:update

POST /v2/{project_id}/
desktop-pool/periodic/
inquiry/add-volume

workspace:orders:bat
chInquiry

ims:images:list

POST /v2/{project_id}/
desktop-pool/periodic/
inquiry/change-image

workspace:orders:bat
chInquiry

ims:images:list

POST /v2/{project_id}/
desktop-pool/periodic/
inquiry/extend-volume

workspace:orders:bat
chInquiry

ims:images:list

POST /v2/{project_id}/
desktop-pool/periodic/
inquiry/resize

workspace:orders:bat
chInquiry

ims:images:list

POST /v2/{project_id}/
periodic/inquiry/add-
resources

workspace:orders:bat
chInquiry

ims:images:list

GET /v2/{project_id}/
checkOrderLimits

workspace:quotas:ch
eck

-

POST /v2/{project_id}/
render-desktops

workspace:renderDes
ktops:create

● ims:images:list
● ims:images:share
● vpc:networks:get
● vpc:ports:create
● vpc:ports:delete
● vpc:ports:get
● vpc:ports:update
● vpc:securityGroups:get
● vpc:subnets:get
● vpc:vpcs:get
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API Action Dependency

DELETE /v2/
{project_id}/render-
desktops

workspace:renderDes
ktops:delete

● vpc:ports:get
● vpc:ports:delete

GET /v2/{project_id}/
render-desktops

workspace:renderDes
ktops:list

-

POST /v2/{project_id}/
render-desktops/action

workspace:renderDes
ktops:action

-

GET /v2/{project_id}/
scheduled-tasks

workspace:scheduled
Tasks:list

-

POST /v2/{project_id}/
scheduled-tasks

workspace:scheduled
Tasks:create

-

GET /v2/{project_id}/
scheduled-tasks/
{task_id}

workspace:scheduled
Tasks:get

-

PUT /v2/{project_id}/
scheduled-tasks/
{task_id}

workspace:scheduled
Tasks:update

-

DELETE /v2/
{project_id}/scheduled-
tasks/{task_id}

workspace:scheduled
Tasks:delete

-

POST /v2/{project_id}/
scheduled-tasks/future-
executions

workspace:scheduled
Tasks:getFuture

-

POST /v2/{project_id}/
scheduled-tasks/batch-
delete

workspace:scheduled
Tasks:batchDelete

-

GET /v2/{project_id}/
scheduled-tasks/
{task_id}/records

workspace:scheduled
Tasks:listRecords

-

GET /v2/{project_id}/
scheduled-tasks/
{task_id}/records/
{record_id}

workspace:scheduled
Tasks:getRecord

-

POST /v2/{project_id}/
scheduled-tasks/
{task_id}/records/export

workspace:scheduled
Tasks:exportRecords

-

POST /v2/{project_id}/
user/share-resources

workspace:users:subs
cribeSharer

-

POST /v2/{project_id}/
desktop/sub-resources

workspace:desktops:
addSubResources

-
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API Action Dependency

POST /v2/{project_id}/
desktop/delete-sub-
resources

workspace:desktops:
deleteSubResources

-

POST /v2/{project_id}/
desktops/{desktop_id}/
snapshots

workspace:desktops:
createSnapshots

-

GET /v2/{project_id}/
desktops/{desktop_id}/
snapshots

workspace:desktops:
getSnapshots

-

DELETE /v2/
{project_id}/desktops/
{desktop_id}/snapshots

workspace:desktops:
deleteSnapshots

-

POST /v2/{project_id}/
desktops/{desktop_id}/
snapshots/restore

workspace:desktops:r
estoreBySnapshot

-

GET /v2/{project_id}/
statistics

workspace:statistics:li
stDesktopStatus

-

GET /v2/{project_id}/
desktops/statistics/
unused

workspace:statistics:
getUnused

-

POST /v2/{project_id}/
desktops/statistics/used

workspace:statistics:
getUsed

-

GET /v3/{project_id}/
terminals/binding-
desktops/template/
export

workspace:bindingPo
licies:export

-

GET /v2/{project_id}/
terminals/binding-
desktops/config

workspace:bindingPo
licies:getConfig

-

POST /v2/{project_id}/
terminals/binding-
desktops/config

workspace:bindingPo
licies:createConfig

-

GET /v2/{project_id}/
terminals/binding-
desktops

workspace:bindingPo
licies:get

-

POST /v2/{project_id}/
terminals/binding-
desktops

workspace:bindingPo
licies:add

-

PUT /v2/{project_id}/
terminals/binding-
desktops

workspace:bindingPo
licies:update

-
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POST /v2/{project_id}/
terminals/binding-
desktops/batch-delete

workspace:bindingPo
licies:delete

-

POST /v2/{project_id}/
desktops/{desktop_id}/
volumes/batch-delete

workspace:volumes:d
elete

-

POST /v2/{project_id}/
volumes

workspace:volumes:b
atchAdd

-

POST /v2/{project_id}/
volumes/expand

workspace:volumes:b
atchExpand

-

GET /v2/{project_id}/
hosts/types

workspace:wdh:getTy
pe

-

GET /v2/{project_id}/
hosts

workspace:wdh:get -

GET /v2/{project_id}/
desktops/{desktop_id}/
remote-assistance

workspace:desktops:
getRemoteAssistance

-

POST /v2/{project_id}/
desktops/{desktop_id}/
remote-assistance

workspace:desktops:
createRemoteAssist-
ance

-

DELETE /v2/
{project_id}/desktops/
{desktop_id}/remote-
assistance

workspace:desktops:
cancelRemoteAssist-
ance

-

POST /v2/{project_id}/
desktops/{desktop_id}/
volumes

workspace:volumes:a
dd

-

POST /v2/{project_id}/
desktops/{desktop_id}/
volumes/{volume_id}/
expand

workspace:volumes:e
xpand

-

GET /v2/{project_id}/
dss-pools/detail

workspace:volumes:li
stDssPoolsDetail

dss:pools:list

GET /v2/{project_id}/
common/timezones

workspace:common:l
istTimezones

-

GET /v3/{project_id}/
desktops/connections/
export

workspace:connectio
ns:securityExport

-

GET /v2/{project_id}/
images

workspace:images:lis
t

ims:images:list
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POST /v2/{project_id}/
policy-groups/import

workspace:policyGro
ups:import

-

POST /v2/{project_id}/
access-policy

workspace:accessPoli
cies:create

-

GET /v2/{project_id}/
access-policy

workspace:accessPoli
cies:get

-

DELETE /v2/
{project_id}/access-
policy

workspace:accessPoli
cies:delete

-

GET /v2/{project_id}/
access-policy/
{access_policy_id}/
objects

workspace:accessPoli
cies:getTarget

-

PUT /v2/{project_id}/
access-policy/
{access_policy_id}/
objects

workspace:accessPoli
cies:updateTarget

-

GET /v2/{project_id}/
products

workspace:products:li
stDesktopProducts

ecs:cloudServerFlavors:get

GET /v2/{project_id}/
products/sharer

workspace:products:li
stSharerProducts

-

GET /v2/{project_id}/
products/adninternet

workspace:products:li
stInternetProducts

-

GET /v2/{project_id}/
availability-zones

workspace:availabilit
yZones:list

-

GET /v2/{project_id}/
groups/export

workspace:userGrou
ps:export

-

POST /v3/{project_id}/
users/export

workspace:users:exp
ort

-

POST /v2/{project_id}/
users/import

workspace:users:imp
ort

-

GET /v3/{project_id}/
groups/{group_id}/
users/export

workspace:userGrou
ps:exportUsers

-

GET /v2/{project_id}/
groups/{group_id}/
users/export

workspace:userGrou
ps:exportUsers

-

POST /v2/{project_id}/
users/{user_id}/actions

workspace:users:oper
ate

-
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GET /v2/{project_id}/
users/{user_id}/random-
password

workspace:users:rand
omPassword

-

DELETE /v2/
{project_id}/users/
{user_id}/otp-devices

workspace:users:dele
teOtps

-

POST /v2/{project_id}/
users/{user_id}/resend-
email

workspace:users:rese
ndEmail

-

GET /v2/{project_id}/
connections/desktops

workspace:connectio
ns:securityList

-

GET /v2/{project_id}/
connections/desktops/
export

workspace:connectio
ns:securityExport

-

GET /v2/{project_id}/
connections/online-
users

workspace:connectio
ns:listOnlineUsers

-

GET /v2/{project_id}/
desktops/connections

workspace:connectio
ns:securityList

-

GET /v2/{project_id}/
desktops/connections/
export

workspace:connectio
ns:securityExport

-

GET /v2/{project_id}/
desktops/online-users

workspace:connectio
ns:listOnlineUsers

-

GET /v2/{project_id}/
groups

workspace:userGrou
ps:list

-

POST /v2/{project_id}/
groups

workspace:userGrou
ps:create

-

POST /v2/{project_id}/
groups/batch-delete

workspace:userGrou
ps:batchDelete

-

DELETE /v2/
{project_id}/groups/
{group_id}

workspace:userGrou
ps:delete

-

PUT /v2/{project_id}/
groups/{group_id}

workspace:userGrou
ps:update

-

POST /v2/{project_id}/
groups/{group_id}/
actions

workspace:userGrou
ps:operate

-

GET /v2/{project_id}/
groups/{group_id}/users

workspace:userGrou
ps:getUsers

-
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API Action Dependency

GET /v2/{project_id}/
workspace-sub-jobs

workspace:jobs:listSu
bJobs

-

POST /v2/{project_id}/
workspace-sub-jobs/
batch-delete

workspace:jobs:delet
eSubJobRecords

-

GET /v2/
{project_id}/ous

workspace:ou:get -

POST /v2/
{project_id}/ous

workspace:ou:create -

DELETE /v2/
{project_id}/ous/{ou_id}

workspace:ou:delete -

PUT /v2/
{project_id}/ous/{ou_id}

workspace:ou:update -

GET /v2/{project_id}/
policy-groups

workspace:policyGro
ups:list

-

POST /v2/{project_id}/
policy-groups

workspace:policyGro
ups:create

-

DELETE /v2/
{project_id}/policy-
groups/
{policy_group_id}

workspace:policyGro
ups:delete

-

GET /v2/{project_id}/
policy-groups/
{policy_group_id}

workspace:policyGro
ups:get

-

PUT /v2/{project_id}/
policy-groups/
{policy_group_id}

workspace:policyGro
ups:update

-

POST /v2/{project_id}/
policy-groups/export

workspace:policyGro
ups:export

-

GET /v2/{project_id}/
policy-groups/
{policy_group_id}/
policies

workspace:policyGro
ups:listPolicies

-

PUT /v2/{project_id}/
policy-groups/
{policy_group_id}/
policies

workspace:policyGro
ups:updatePolicies

-

GET /v2/{project_id}/
policy-groups/
{policy_group_id}/
targets

workspace:policyGro
ups:listTargets

-
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API Action Dependency

PUT /v2/{project_id}/
policy-groups/
{policy_group_id}/
targets

workspace:policyGro
ups:updateTargets

-

GET /v2/{project_id}/
policy-groups/detail

workspace:policyGro
ups:listDetail

-

GET /v2/{project_id}/
policy-groups/original-
policies

workspace:policyGro
ups:getOriginalPoli-
cies

-

GET /v2/{project_id}/
users

workspace:users:list -

POST /v2/{project_id}/
users

workspace:users:crea
te

-

DELETE /v2/
{project_id}/users/
{user_id}

workspace:users:dele
te

-

GET /v2/{project_id}/
users/{user_id}

workspace:users:get -

PUT /v2/{project_id}/
users/{user_id}

workspace:users:upd
ate

-

POST /v2/{project_id}/
users/batch-delete

workspace:users:batc
hDelete

-

POST /v2/{project_id}/
users/password

workspace:users:rese
tPassword

-

POST /v2/{project_id}/
users/password-token

workspace:users:chec
kResetPasswordTo-
ken

-

GET /v2/{project_id}/
users/desktop-users/
template

workspace:users:getT
emplate

-

POST /v2/{project_id}/
users/exist

workspace:users:chec
kExist

-

GET /v2/{project_id}/
users/{user_id}/otp-
devices

workspace:users:listO
tps

-

GET /v2/{project_id}/
users/template/
download

workspace:users:getI
mportTemplate

-

POST /v2/{project_id}/
users/export

workspace:users:exp
ort

-
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POST /v2/{project_id}/
users/batch-create

workspace:users:batc
hCreate

-

GET /v2/{project_id}/
volume/products

workspace:products:li
stVolumeProducts

-

GET /v2/{project_id}/
export-tasks

workspace:tenants:lis
tExportTasks

-

POST /v2/{project_id}/
export-tasks/batch-
delete

workspace:tenants:d
eleteExportTasks

-

GET /v2/{project_id}/
export-tasks/{task_id}/
download

workspace:tenants:ex
portData

-

GET /v2/{project_id}/
alarms

workspace:statistics:li
stAlarm

ces:alarmHistory:list

GET /v2/{project_id}/
statistics/alarms

workspace:statistics:
getAlarm

ces:alarmHistory:list

GET /v2/{project_id}/
statistics/growth-rate

workspace:statistics:
getGrowthRate

-

GET /v2/{project_id}/
statistics/metrics

workspace:statistics:
getMetric

-

GET /v2/{project_id}/
statistics/metrics/trend

workspace:statistics:
getMetricTrend

-

PUT /v2/{project_id}/
statistics/notify-rules/
{rule_id}

workspace:statistics:
updateNotification-
Rules

smn:topic:get

DELETE /v2/
{project_id}/statistics/
notify-rules/{rule_id}

workspace:statistics:
deleteNotification-
Rules

-

POST /v2/{project_id}/
statistics/notify-rules

workspace:statistics:c
reateNotifyRules

smn:topic:get

GET /v2/{project_id}/
statistics/notify-rules

workspace:statistics:li
stNotificationRules

-

GET /v2/{project_id}/
statistics/notification-
records

workspace:statistics:li
stNotificationRecords

-

GET /v2/{project_id}/
statistics/metrics/
desktops

workspace:statistics:li
stDesktopMetrics

-
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GET /v2/{project_id}/
statistics/metrics/
desktops/export

workspace:statistics:e
xportDesktopMetrics

-

GET /v2/{project_id}/
statistics/metrics/users

workspace:statistics:li
stUserMetrics

-

GET /v2/{project_id}/
statistics/metrics/users/
export

workspace:statistics:e
xportUserMetrics

-

GET /v3/{project_id}/
statistics/metrics/
desktops/export

workspace:statistics:e
xportDesktopMetrics

-

GET /v3/{project_id}/
statistics/metrics/users/
export

workspace:statistics:e
xportUserMetrics

-

POST /v1/{project_id}/
app-center/buckets/
actions/create-
credential

workspace:appcenter
:createBucketCreden-
tial

● obs:bucket:GetBucketAcl
● obs:object:PutObject
● obs:object:DeleteObject

POST /v1/{project_id}/
app-center/buckets

workspace:appcenter
:createAndAuthorize-
Bucket

● obs:bucket:HeadBucket
● obs:bucket:PutBucketAcl
● obs:bucket:PutReplicationC

onfiguration
● obs:bucket:CreateBucket
● obs:bucket:PutBucketCORS

GET /v1/{project_id}/
app-center/apps

workspace:appcenter
:listApps

-

POST /v1/{project_id}/
app-center/apps

workspace:appcenter
:createApp

-

PATCH /v1/{project_id}/
app-center/apps/
{app_id}

workspace:appcenter
:updateApp

-

DELETE /v1/
{project_id}/app-center/
apps/{app_id}

workspace:appcenter
:deleteApp

-

POST /v1/{project_id}/
app-center/apps/
{app_id}/actions/auto-
install

workspace:appcenter
:installApp

-

GET /v1/{project_id}/
app-center/apps/
{app_id}/authorizations

workspace:appcenter
:listAppAuthoriza-
tions

-
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POST /v1/{project_id}/
app-center/apps/
{app_id}/actions/assign-
authorizations

workspace:appcenter
:batchUpdateAppAu-
thorizations

-

POST /v1/{project_id}/
app-center/apps/
actions/batch-delete

workspace:appcenter
:batchDeleteApps

-

POST /v1/{project_id}/
app-center/apps/
actions/batch-disable

workspace:appcenter
:batchDisableApps

-

POST /v1/{project_id}/
app-center/apps/
actions/batch-enable

workspace:appcenter
:batchEnableApps

-

POST /v1/{project_id}/
app-center/apps/
actions/batch-assign-
authorization

workspace:appcenter
:batchUpdateAppAu-
thorizations

-

POST /v1/{project_id}/
app-center/apps/
actions/batch-auto-
install

workspace:appcenter
:batchInstallApps

-

GET /v1/{project_id}/
app-center/app-
catalogs

workspace:appcenter
:listAppCatalogs

-

GET /v1/{project_id}/
app-center/jobs

workspace:appcenter
:listJobs

-

POST /v1/{project_id}/
app-center/jobs/
actions/batch-delete

workspace:appcenter
:batchDeleteJobs

-

POST /v1/{project_id}/
app-center/jobs/
actions/retry

workspace:appcenter
:retryJobs

-

POST /v1/{project_id}/
app-center/app-rules

workspace:appcenter
:createAppRule

-

GET /v1/{project_id}/
app-center/app-rules

workspace:appcenter
:listAppRule

-

PATCH /v1/{project_id}/
app-center/app-rules/
{rule_id}

workspace:appcenter
:updateAppRule

-
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DELETE /v1/
{project_id}/app-center/
app-rules/{rule_id}

workspace:appcenter
:deleteAppRule

-

POST /v1/{project_id}/
app-center/app-rules/
batch-delete

workspace:appcenter
:batchDeleteAppRule
s

-

POST /v1/{project_id}/
app-center/app-rules/
actions/enable-rule-
restriction

workspace:appcenter
:enableRuleRestric-
tion

-

POST /v1/{project_id}/
app-center/app-rules/
actions/disable-rule-
restriction

workspace:appcenter
:disableRuleRestric-
tion

-

POST /v1/{project_id}/
app-center/app-
restricted-rules

workspace:appcenter
:addRestrictedRule

-

GET /v1/{project_id}/
app-center/app-
restricted-rules

workspace:appcenter
:listRestrictedRule

-

POST /v1/{project_id}/
app-center/app-
restricted-rules/actions/
batch-delete

workspace:appcenter
:deleteRestrictedRule

-

PATCH /v1/{project_id}/
app-center/profiles

workspace:appcenter
:updateTenantProfile

-

GET /v1/{project_id}/
app-center/profiles

workspace:appcenter
:listTenantProfiles

-

POST /v2/{project_id}/
scripts

workspace:scripts:cre
ate

-

GET /v2/{project_id}/
scripts

workspace:scripts:list -

GET /v2/{project_id}/
scripts/{script_id}

workspace:scripts:get -

PUT /v2/{project_id}/
scripts/{script_id}

workspace:scripts:put -

DELETE /v2/
{project_id}/scripts/
{script_id}

workspace:scripts:del
ete

-

POST /v2/{project_id}/
script-executions

workspace:scripts:exe
cute

-
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GET /v2/{project_id}/
script-execution-
records/{record_id}

workspace:scripts:get
RecordDetail

-

GET /v2/{project_id}/
script-execution-records

workspace:scripts:list
Records

-

GET /v2/{project_id}/
script-execution-tasks

workspace:scripts:list
Tasks

-

POST /v2/{project_id}/
script-executions/retry

workspace:scripts:ret
ry

-

POST /v2/{project_id}/
script-executions/stop

workspace:scripts:sto
p

-

POST /v2/{project_id}/
script-execution-
records/{record_id}/
download

workspace:scripts:do
wnload

-

GET /v2/{project_id}/
share-space/
configuration

workspace:tenants:g
etShareSpaceConfig

-

PUT /v2/{project_id}/
share-space/
configuration

workspace:tenants:u
pdateShareSpace-
Config

-

GET /v2/{project_id}/
auth-config/status

workspace:authConfi
gs:getStatus

-

POST /v2/{project_id}/
privacystatement

workspace:privacysta
tements:sign

-

GET /v2/{project_id}/
quotas/detail

workspace:quotas:ge
t

-

GET /v2/{project_id}/
sites

workspace:sites:get -

Organizations
User Guide 5 Managing SCPs

Issue 01 (2025-02-25) Copyright © Huawei Cloud Computing Technologies Co., Ltd. 1200



API Action Dependency

POST /v2/{project_id}/
sites

workspace:sites:add ● eip:bandwidths:create
● eip:publicIps:create
● elb:healthmonitors:create
● elb:healthmonitors:show
● elb:listeners:create
● elb:listeners:update
● elb:listeners:show
● elb:listeners:list
● elb:loadbalancers:create
● elb:loadbalancers:update
● elb:loadbalancers:show
● elb:members:create
● elb:members:list
● elb:members:update
● elb:pools:create
● elb:pools:update
● elb:pools:show
● vpc:ports:create
● vpc:ports:delete
● vpc:securityGroupRules:crea

te
● vpc:securityGroupRules:dele

te
● vpc:securityGroupRules:get
● vpc:securityGroups:create
● vpc:subnets:get
● vpc:subnets:update
● vpc:vpcs:get
● vpcep:endpoints:create
● vpcep:endpoints:get
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DELETE /v2/
{project_id}/sites/
{site_id}

workspace:sites:delet
e

● elb:healthmonitors:delete
● elb:healthmonitors:show
● elb:listeners:delete
● elb:listeners:show
● elb:loadbalancers:delete
● elb:loadbalancers:show
● elb:members:delete
● elb:members:list
● elb:pools:delete
● elb:pools:show
● vpc:ports:delete
● vpc:securityGroups:delete
● vpcep:endpoints:delete
● vpcep:endpoints:get
● eip:publicIps:disassociateIns

tance
● eip:bandwidths:delete
● eip:publicIps:delete
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API Action Dependency

PUT /v2/{project_id}/
sites/{site_id}/access-
mode

workspace:sites:upda
teAccessMode

● eip:bandwidths:create
● eip:bandwidths:delete
● eip:publicIps:create
● eip:publicIps:delete
● eip:publicIps:disassociateIns

tance
● elb:healthmonitors:create
● elb:healthmonitors:delete
● elb:healthmonitors:show
● elb:listeners:create
● elb:listeners:delete
● elb:listeners:update
● elb:listeners:show
● elb:loadbalancers:create
● elb:loadbalancers:delete
● elb:loadbalancers:update
● elb:loadbalancers:show
● elb:members:create
● elb:members:delete
● elb:members:list
● elb:members:update
● elb:pools:create
● elb:pools:delete
● elb:pools:update
● elb:pools:show
● vpc:subnets:get
● vpc:subnets:update
● vpc:vpcs:get
● vpcep:endpoints:create
● vpcep:endpoints:delete
● vpcep:endpoints:get

PUT /v2/{project_id}/
sites/{site_id}/subnet-
ids

workspace:sites:upda
teSubnets

● vpc:subnets:get
● vpc:subnets:update
● vpc:vpcs:get

GET /v2/{project_id}/
tenants/lock-status

workspace:tenants:g
etLockStatus

-

PUT /v2/{project_id}/
tenants/lock-status

workspace:tenants:u
nlock

-
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POST /v2/{project_id}/
workspaces/enterprise-
ids/check

workspace:tenants:ch
eckEnterpriseIds

-

PUT /v2/{project_id}/
workspaces/enterprise-
id

workspace:tenants:u
pdateEnterpriseId

-

POST /v2/{project_id}/
bandwidths

workspace:bandwidt
h:create

-

GET /v2/{project_id}/
bandwidths

workspace:bandwidt
h:list

-

POST /v2/{project_id}/
bandwidths/
{bandwidth_id}/update

workspace:bandwidt
h:update

-

DELETE /v2/
{project_id}/
bandwidths/
{bandwidth_id}

workspace:bandwidt
h:delete

-

GET /v2/{project_id}/
bandwidths/
{bandwidth_id}/control-
list

workspace:bandwidt
h:getControlConfig

-

PUT /v2/{project_id}/
bandwidths/
{bandwidth_id}/control-
list

workspace:bandwidt
h:updateControlCon-
fig

-

POST /v2/{project_id}/
bandwidths/
{bandwidth_id}/
periodic/change/order

workspace:bandwidt
h:createChangeOrder

-

POST /v2/{project_id}/
adns

workspace:bandwidt
h:create

-

GET /v2/{project_id}/
adns

workspace:bandwidt
h:list

-

POST /v2/{project_id}/
desktops-adn/batch-
delete

workspace:bandwidt
h:delete

-

POST /v2/{project_id}/
snapshots/batch-create

workspace:desktops:
batchCreateSnap-
shots

-
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POST /v2/{project_id}/
snapshots/batch-delete

workspace:desktops:
batchDeleteSnap-
shots

-

POST /v2/{project_id}/
snapshots/batch-restore

workspace:desktops:
batchRestoreSnap-
shots

-

GET /v2/{project_id}/
snapshots

workspace:desktops:l
istSnapshots

-

POST /v2/{project_id}/
verification/desktop-
name

workspace:desktops:
verifyDesktopName

-

GET /v2/{project_id}/
subnets/{subnet_id}/
available-ip

workspace:networks:
getAvailableIp

-

GET /v2/{project_id}/ad/
status

workspace:desktops:
getAdStatus

-

GET /v2/{project_id}/ip-
exist

workspace:networks:
checkIpIfExist

-

POST /v2/{project_id}/
desktops/check-images

workspace:images:ch
eckIfExist

ims:images:list

GET /v2/{project_id}/
hosts/{host_id}/servers

workspace:wdh:listD
esktops

-

PUT /v2/{project_id}/
hosts

workspace:wdh:upda
te

-

GET /v2/{project_id}/
terminals/binding-
desktops/template

workspace:bindingPo
licies:getTemplate

-

POST /v2/{project_id}/
terminals/binding-
desktops/template/
import

workspace:bindingPo
licies:import

-

GET /v2/{project_id}/
terminals/binding-
desktops/template/
export

workspace:bindingPo
licies:export

-

GET /v2/{project_id}/
desktops/statistics/run-
state

workspace:statistics:
getRunState

-

GET /v2/{project_id}/
desktops/statistics/
login-state

workspace:statistics:
getLoginState

-
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GET /v2/{project_id}/
subnets/using-subnets

workspace:networks:
getUsingSubnets

-

GET /v2/{project_id}/
ports

workspace:networks:
listPorts

-

GET /v2/{project_id}/
render-desktops/
{desktop_id}/remote-
consoles

workspace:renderDes
ktops:createConsole

-

PUT /v2/{project_id}/
render-desktops/resize

workspace:renderDes
ktops:resize

-

POST /v2/{project_id}/
exclusive-hosts/
{host_id}/resize-lites

workspace:exclusive
Hosts:resizeLites

-

GET /services/v2/
{project_id}/desktops/
{desktop_id}

workspace:desktops:
get

● vpc:ports:get
● vpc:ports:list
● vpc:securityGroups:get
● eip:publicIps:list
● nat:snatRules:list

GET /v2/{project_id}/
desktop-monitor/
{desktop_id}

workspace:desktops:
getMonitor

ces:metricData:get

GET /v2/{project_id}/
desktops/export

workspace:desktops:
export

● vpc:ports:get
● vpc:ports:list
● vpc:securityGroups:get
● eip:publicIps:list
● nat:snatRules:list

GET /v2/{project_id}/
desktops/{desktop_id}/
detach-info

workspace:desktops:l
istDetachInfo

-

GET /v2/{project_id}/
desktops/{desktop_id}/
sysprep

workspace:desktops:
getSysprepVersion

-
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POST /v2/{project_id}/
internet

workspace:networks:
createNat

● vpc:ports:delete
● vpc:ports:get
● vpc:networks:get
● eip:publicIps:create
● eip:publicIps:update
● eip:publicIps:delete
● nat:snatRules:list
● nat:snatRules:create
● nat:natGateways:list
● nat:natGateways:create

GET /v2/{project_id}/
internet

workspace:networks:
listNats

● vpc:subnets:get
● vpc:vpcs:get
● nat:snatRules:list
● nat:natGateways:list

POST /v2/{project_id}/
quotas/check

workspace:quotas:ch
eck

-

GET /v2/{project_id}/
subnets

workspace:networks:
listSubnets

● vpc:subnets:list
● vpc:subnets:get

GET /v2/{project_id}/
vpcs

workspace:networks:
listVpcs

vpc:vpcs:list

POST /v2/{project_id}/
policy-groups/policy-
template

workspace:policyGro
ups:createTemplate

-

GET /v1/{project_id}/
policy-templates

workspace:policyGro
ups:listTemplate

-

PUT /v2/{project_id}/
policy-groups/policy-
template/
{policy_group_id}

workspace:policyGro
ups:updateTemplate

-

GET /v2/{project_id}/
security-groups

workspace:networks:
listSecurityGroups

-

GET /v2/{project_id}/
availability-zones/
summary

workspace:availabilit
yZones:getSummary

-

GET /v2/{project_id}/
availability-zones/detail

workspace:availabilit
yZones:get

-

POST /v2/{project_id}/
users/desktop-users/
action/import

workspace:users:imp
ortUser

-
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POST /v2/{project_id}/
users/template-upload

workspace:users:uplo
adTemplate

-

PUT /v2/{project_id}/
access-policy/
{access_policy_id}

workspace:accessPoli
cies:update

-

POST /v2/{project_id}/
desktops/{desktop_id}/
verify-source

workspace:desktops:
verifySource

-

GET /v2/{project_id}/
desktops/networks

workspace:desktops:l
istDesktopNetworks

● vpc:vpcs:get
● vpc:subnets:get
● vpc:networks:get
● vpc:ports:get
● vpc:securityGroups:get
● eip:publicIps:list

POST /v2/{project_id}/
desktops/networks/
batch-change

workspace:desktops:
batchChangeNetwor
k

● vpc:vpcs:get
● vpc:subnets:get
● vpc:networks:get
● vpc:ports:get
● vpc:ports:create
● vpc:ports:update
● vpc:ports:delete
● vpc:securityGroups:get
● eip:publicIps:list
● eip:publicIps:associateInsta

nce
● eip:publicIps:disassociateIns

tance

GET /v2/{project_id}/
workspace-jobs/{job_id}

workspace:jobs:get -

POST /v2/
{project_id}/ip/import

workspace:accessPoli
cies:importIp

-

GET /v2/{project_id}/ip/
template/download

workspace:accessPoli
cies:getIpImportTem
plate

-

GET /v2/{project_id}/
wks-edge-sites

workspace:sites:listEd
geSites

● ies:edgeSite:list
● ies:edgeSite:getMetricData

POST /v2/{project_id}/
check-edge-site-
resources

workspace:sites:chec
kEdgeSiteResources

● ies:edgeSite:list
● ies:edgeSite:getMetricData
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GET /v2/
{project_id}/ad-ous

workspace:ou:listAd
Ous

-

GET /v2/
{project_id}/ou-users

workspace:ou:listOu
Users

-

POST /v2/
{project_id}/ou-users/
import

workspace:ou:import
UsersByOU

-

GET /v1/{project_id}/
app-groups

workspace:appGroup
:list

-

POST /v1/{project_id}/
app-groups

workspace:appGroup
:create

-

DELETE /v1/
{project_id}/app-
groups/{app_group_id}

workspace:appGroup
:delete

-

GET /v1/{project_id}/
app-groups/
{app_group_id}

workspace:appGroup
:get

-

PATCH /v1/{project_id}/
app-groups/
{app_group_id}

workspace:appGroup
:update

-

GET /v1/{project_id}/
app-groups/
{app_group_id}/apps

workspace:app:listPu
blishedApp

-

POST /v1/{project_id}/
app-groups/
{app_group_id}/apps

workspace:app:publis
h

-

GET /v1/{project_id}/
app-groups/
{app_group_id}/apps/
{app_id}

workspace:app:get -

PATCH /v1/{project_id}/
app-groups/
{app_group_id}/apps/
{app_id}

workspace:app:updat
e

-

DELETE /v1/
{project_id}/app-
groups/{app_group_id}/
apps/{app_id}/icon

workspace:app:delet
eIcon

-
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POST /v1/{project_id}/
app-groups/
{app_group_id}/apps/
{app_id}/icon

workspace:app:uploa
dIcon

-

POST /v1/{project_id}/
app-groups/
{app_group_id}/apps/
actions/check

workspace:app:check -

POST /v1/{project_id}/
app-groups/
{app_group_id}/apps/
actions/disable

workspace:app:batch
Disable

-

POST /v1/{project_id}/
app-groups/
{app_group_id}/apps/
actions/enable

workspace:app:batch
Enable

-

POST /v1/{project_id}/
app-groups/
{app_group_id}/apps/
batch-unpublish

workspace:app:unpu
blish

-

GET /v1/{project_id}/
app-groups/
{app_group_id}/
publishable-app

workspace:appGroup
:listPublishableApp

-

POST /v1/{project_id}/
app-groups/actions/
batch-delete-
authorization

workspace:appGroup
:batchDeleteAuthori-
zation

-

POST /v1/{project_id}/
app-groups/actions/
disassociate-app-group

workspace:appGroup
:disassociate

-

GET /v1/{project_id}/
app-groups/actions/list-
authorizations

workspace:appGroup
:listAuthorization

-

POST /v1/{project_id}/
app-groups/
authorizations

workspace:appGroup
:addAuthorization

-

POST /v1/{project_id}/
app-groups/batch-
delete

workspace:appGroup
:batchDelete

-

POST /v1/{project_id}/
app-groups/rules/
validate

workspace:appGroup
:check

-
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GET /v1/{project_id}/
app-server-groups

workspace:serverGro
up:list

-

POST /v1/{project_id}/
app-server-groups

workspace:serverGro
up:create

● ims:images:list
● vpc:ports:get
● vpc:subnets:get

DELETE /v1/
{project_id}/app-server-
groups/
{server_group_id}

workspace:serverGro
up:delete

-

GET /v1/{project_id}/
app-server-groups/
{server_group_id}

workspace:serverGro
up:get

-

PATCH /v1/{project_id}/
app-server-groups/
{server_group_id}

workspace:serverGro
up:update

ims:images:list

GET /v1/{project_id}/
app-server-groups/
{server_group_id}/state

workspace:serverGro
up:getServerState

-

GET /v1/{project_id}/
app-server-groups/
actions/list

workspace:serverGro
up:listDetail

-

GET /v1/{project_id}/
app-server-groups/
resources/restrict

workspace:serverGro
up:getRestrict

-

POST /v1/{project_id}/
app-server-groups/
rules/validate

workspace:serverGro
up:validate

-

POST /v1/{project_id}/
server-group/
{server_group_id}/tags/
create

workspace:serverGro
up:tagResource

-

DELETE /v1/
{project_id}/server-
group/
{server_group_id}/tags/
delete

workspace:serverGro
up:unTagResource

-

GET /v1/{project_id}/
server-group/
{server_group_id}/tags

workspace:serverGro
up:listTagsForResour
ce

-

GET /v1/{project_id}/
server-group/tags

workspace:serverGro
up:listTags

-
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POST /v1/{project_id}/
server-group/tags/
batch-create

workspace:serverGro
up:batchCreateTags

-

DELETE /v1/
{project_id}/server-
group/tags/batch-
delete

workspace:serverGro
up:batchDeleteTags

-

GET /v1/{project_id}/
app-servers

workspace:server:list -

DELETE /v1/
{project_id}/app-
servers/{server_id}

workspace:server:del
ete

● iam:roles:listRoles
● vpc:ports:delete
● vpc:ports:get

GET /v1/{project_id}/
app-servers/{server_id}

workspace:server:get -

PATCH /v1/{project_id}/
app-servers/{server_id}

workspace:server:up
date

-

POST /v1/{project_id}/
app-servers/{server_id}/
actions/change-image

workspace:server:cha
ngeImage

● ims:images:list
● vpc:ports:get
● vpc:subnets:get

POST /v1/{project_id}/
app-servers/{server_id}/
actions/reinstall

workspace:server:rei
nstall

● ims:images:list
● vpc:ports:get
● vpc:subnets:get

GET /v1/{project_id}/
app-servers/{server_id}/
actions/vnc

workspace:server:get
VncUrl

-

GET /v1/{project_id}/
app-servers/access-
agent/latest-version

workspace:accessAge
nt:list

-

PATCH /v1/{project_id}/
app-servers/access-
agent/actions/upgrade

workspace:accessAge
nt:batchUpgrade

-

GET /v1/{project_id}/
app-servers/access-
agent/latest-version

workspace:accessAge
nt:listLatestVersion

-

GET /v1/{project_id}/
app-servers/access-
agent/list

workspace:server:list
AccessAgentDetails

-
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GET /v1/{project_id}/
app-servers/access-
agent/upgrade-flag

workspace:accessAge
nt:getUpgradeFlag

-

PATCH /v1/{project_id}/
app-servers/access-
agent/upgrade-flag

workspace:accessAge
nt:updateUpgradeFla
g

-

GET /v1/{project_id}/
app-servers/access-
agent/upgrade-record

workspace:accessAge
nt:listUpgradeRecord
s

-

POST /v1/{project_id}/
app-servers/actions/
batch-delete

workspace:server:bat
chDelete

● iam:roles:listRoles
● vpc:ports:delete
● vpc:ports:get

PATCH /v1/{project_id}/
app-servers/actions/
batch-maint

workspace:server:bat
chChangeMaintain-
Mode

-

PATCH /v1/{project_id}/
app-servers/actions/
batch-reboot

workspace:server:bat
chReboot

-

PATCH /v1/{project_id}/
app-servers/actions/
batch-rejoin-domain

workspace:server:bat
chRejoinDomain

-

PATCH /v1/{project_id}/
app-servers/actions/
batch-start

workspace:server:bat
chStart

-

PATCH /v1/{project_id}/
app-servers/actions/
batch-stop

workspace:server:bat
chStop

-

PATCH /v1/{project_id}/
app-servers/actions/
batch-update-tsvi

workspace:server:bat
chUpdateTsvi

● vpc:subnets:get
● vpc:ports:update
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POST /v1/{project_id}/
app-servers/actions/
create

workspace:server:cre
ate

● ims:images:list
● ims:images:updateMember

Status
● ims:images:share
● ims:images:get
● vpc:securityGroups:get
● vpc:securityGroupRules:get
● vpc:networks:get
● vpc:subnets:get
● vpc:ports:create
● vpc:ports:get
● vpc:ports:delete
● vpc:vpcs:get
● dss:pools:list

PATCH /v1/{project_id}/
app-servers/hosts/
batch-migrate

workspace:server:bat
chMigrateHosts

-

GET /v1/{project_id}/
app-servers/metric-
data/{server_id}

workspace:server:get
MetricData

-

GET /v1/{project_id}/
app-server-sub-jobs

workspace:jobs:listSu
bJobs

-

POST /v1/{project_id}/
app-server-sub-jobs/
actions/batch-delete

workspace:jobs:batch
DeleteSubJobs

-

GET /v1/{project_id}/
app-server-sub-jobs/
actions/count

workspace:jobs:count
SubJobs

-

POST /v1/{project_id}/
app-warehouse/action/
authorize

workspace:appWareh
ouse:authorizeObs

● obs:bucket:GetBucketAcl
● obs:object:PutObject
● obs:object:DeleteObject

POST /v1/{project_id}/
app-warehouse/actions/
batch-delete

workspace:appWareh
ouse:batchDeleteApp

● obs:bucket:HeadBucket
● obs:object:DeleteObject

GET /v1/{project_id}/
app-warehouse/apps

workspace:appWareh
ouse:ListWarehouseA
pps

-

POST /v1/{project_id}/
app-warehouse/apps

workspace:appWareh
ouse:createApp

-
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DELETE /v1/
{project_id}/app-
warehouse/apps/{id}

workspace:appWareh
ouse:deleteApp

● obs:bucket:HeadBucket
● obs:object:DeleteObject

POST /v1/{project_id}/
app-warehouse/apps/
icon

workspace:appWareh
ouse:uploadAppIcon

obs:object:PutObject

POST /v1/{project_id}/
app-warehouse/bucket-
and-acl/create

workspace:appWareh
ouse:createBucketOr
Acl

● obs:bucket:GetBucketAcl
● obs:bucket:HeadBucket
● obs:bucket:PutBucketAcl
● obs:bucket:PutReplicationC

onfiguration
● obs:bucket:CreateBucket
● obs:bucket:PutBucketCORS

GET /v1/{project_id}/
check/quota

workspace:quotas:ge
t

-

GET /v1/{project_id}/
image-server-jobs

workspace:images:lis
tImageJobs

-

GET /v1/{project_id}/
image-server-jobs/
{job_id}

workspace:images:ge
tImageJob

-

GET /v1/{project_id}/
image-servers

workspace:imageSer
ver:list

-

POST /v1/{project_id}/
image-servers

workspace:imageSer
ver:create

● ims:images:list
● vpc:ports:get
● vpc:subnets:get

GET /v1/{project_id}/
image-servers/
{server_id}

workspace:imageSer
ver:get

-

PATCH /v1/{project_id}/
image-servers/
{server_id}

workspace:imageSer
ver:update

-

POST /v1/{project_id}/
image-servers/
{server_id}/actions/
attach-app

workspace:imageSer
ver:attachApp

-

GET /v1/{project_id}/
image-servers/
{server_id}/actions/
latest-attached-app

workspace:imageSer
ver:listLatestAttache-
dApp

-
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POST /v1/{project_id}/
image-servers/
{server_id}/actions/
recreate-image

workspace:imageSer
ver:recreate

● vpc:ports:get
● vpc:subnets:get
● ims:quotas:get
● ims:images:get
● ims:images:list
● ims:images:setTags
● ims:images:setOrDeleteTag

s
● ims:images:updateMember

Status
● ims:images:copyInRegion
● ims:serverImages:create

PATCH /v1/{project_id}/
image-servers/actions/
batch-delete

workspace:imageSer
ver:batchDelete

-

GET /v1/{project_id}/
image-server-sub-jobs

workspace:imageSer
ver:listImageSubJobs

-

PATCH /v1/{project_id}/
image-server-sub-jobs/
actions/batch-delete

workspace:imageSer
ver:batchDeleteImag
eSubJobs

-

GET /v1/{project_id}/
image-server-sub-jobs/
actions/count

workspace:imageSer
ver:countImageSubJo
bs

-

GET /v2/
{project_id}/job/{job_id}

workspace:jobs:get -

GET /v1/{project_id}/
mails

workspace:appGroup
:listMailRecord

-

POST /v1/{project_id}/
mails/actions/send

workspace:appGroup
:resendMail

-

POST /v1/{project_id}/
mails/actions/send-by-
authorization

workspace:appGroup
:resendMail

-

GET /v1/{project_id}/
persistent-storages

workspace:storage:lis
tPersistentStorage

-

POST /v1/{project_id}/
persistent-storages

workspace:storage:cr
eatePersistentStor-
age

● obs:bucket:HeadBucket
● obs:bucket:PutBucketPolicy
● obs:bucket:PutBucketAcl
● obs:bucket:PutBucketCORS
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DELETE /v1/
{project_id}/persistent-
storages/{storage_id}

workspace:storage:d
eletePersistentStor-
age

● obs:object:GetObject
● obs:object:DeleteObject

POST /v1/{project_id}/
persistent-storages/
{storage_id}/actions/
assign-folder

workspace:storage:u
pdateUserFolderAs-
signment

-

POST /v1/{project_id}/
persistent-storages/
{storage_id}/actions/
assign-share-folder

workspace:storage:u
pdateShareFolderAs-
signment

-

POST /v1/{project_id}/
persistent-storages/
{storage_id}/actions/
create-share-folder

workspace:storage:cr
eateShareFolder

● obs:object:GetObject
● obs:object:PutObject

POST /v1/{project_id}/
persistent-storages/
{storage_id}/actions/
delete-storage-claim

workspace:storage:d
eleteStorageClaim

obs:object:DeleteObject

POST /v1/{project_id}/
persistent-storages/
{storage_id}/actions/
delete-user-attachment

workspace:storage:d
eleteUserStorageAt-
tachment

obs:object:DeleteObject

POST /v1/{project_id}/
persistent-storages/
actions/batch-delete

workspace:storage:b
atchDeletePersistent-
Storage

-

GET /v1/{project_id}/
persistent-storages/
actions/list-attachments

workspace:storage:lis
tStorageAssignment

-

GET /v1/{project_id}/
persistent-storages/
actions/list-share-
folders

workspace:storage:lis
tShareFolder

-

GET /v1/{project_id}/
policy-groups/
{policy_group_id}

workspace:policyGro
ups:get

-

GET /v1/{project_id}/
policy-groups/
{policy_group_id}/policy

workspace:policyGro
ups:listPolicies

-

GET /v1/{project_id}/
policy-groups/
{policy_group_id}/target

workspace:policyGro
ups:listTargets

-
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API Action Dependency

GET /v1/{project_id}/
policy-groups/show/
detail

workspace:policyGro
ups:listDetail

-

GET /v1/{project_id}/
policy-templates

workspace:policyGro
ups:listTemplate

-

DELETE /v1/
{project_id}/policy-
templates/
{policy_template_id}

workspace:policyGro
ups:deleteTemplate

-

PATCH /v1/{project_id}/
policy-templates/
{policy_template_id}

workspace:policyGro
ups:updateTemplate

-

GET /v1/{project_id}/
privacy-statement

workspace:privacysta
tements:get

-

DELETE /v1/
{project_id}/scaling-
policy

workspace:scalingPol
icy:delete

-

GET /v1/{project_id}/
scaling-policy

workspace:scalingPol
icy:list

-

PUT /v1/{project_id}/
scaling-policy

workspace:scalingPol
icy:create

-

GET /v1/{project_id}/
schedule-task/{task_id}/
execute-history

workspace:scheduled
Tasks:list

-

POST /v1/{project_id}/
schedule-task

workspace:scheduled
Tasks:create

-

GET /v1/{project_id}/
schedule-task/
{execute_history_id}/
execute-detail

workspace:scheduled
Tasks:getRecord

-

DELETE /v1/
{project_id}/schedule-
task/{task_id}

workspace:scheduled
Tasks:delete

-

POST /v1/{project_id}/
schedule-task/future-
executions

workspace:scheduled
Tasks:get

-

PATCH /v1/{project_id}/
schedule-task/{task_id}

workspace:scheduled
Tasks:update

-

GET /v1/{project_id}/
schedule-task/{task_id}/
execute-history

workspace:scheduled
Tasks:listRecords

-
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API Action Dependency

POST /v1/{project_id}/
schedule-task/actions/
batch-delete

workspace:scheduled
Tasks:batchDelete

-

POST /v1/{project_id}/
session/app-connection

workspace:session:lis
tAppConnection

-

POST /v1/{project_id}/
session/logoff

workspace:session:lo
goffUserSession

-

POST /v1/{project_id}/
session/user-connection

workspace:session:lis
tUserConnection

-

GET /v1/{project_id}/
session/user-session-
info

workspace:session:lis
tSessionByUserName

-

PUT /v1/{project_id}/
storages-policy/actions/
create-statements

workspace:storagePo
licy:create

-

GET /v1/{project_id}/
storages-policy/actions/
list-statements

workspace:storagePo
licy:list

-

GET /v1/{project_id}/
users

workspace:users:list -

GET /v1/persistent-
storages/actions/list-sfs-
storages

workspace:storage:lis
tSfs3Storage

● obs:bucket:ListBucket
● obs:bucket:GetBucketStora

ge
● obs:bucket:ListAllMyBucket

s

GET /v1/{project_id}/
product

workspace:baseReso
urce:list

ecs:availabilityZones:list

POST /v1/{project_id}/
bundles/batch-query-
config-info

workspace:tenants:lis
tConfigInfo

-

GET /v1/{project_id}/
product

workspace:baseReso
urce:list

-

GET /v1/{project_id}/
volume-type

workspace:baseReso
urce:list

-

POST /v1/{project_id}/
tenant/action/active

workspace:tenants:ac
tive

-

GET /v1/{project_id}/
tenant/profile

workspace:tenants:lis
tTenantProfile

-
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API Action Dependency

GET /v1/{project_id}/
volume-type

workspace:baseReso
urce:list

-

GET /v1/{project_id}/
app-servers/server-
metric-data/{server_id}

workspace:server:list
ServerMetricData

-

GET /v1/{project_id}/
session/list-sessions

workspace:session:lis
tSessions

-

PATCH /v1/{project_id}/
app-warehouse/apps/
{id}

workspace:appWareh
ouse:updateApp

-

POST /v1/{project_id}/
app-servers/actions/
batch-change-image

workspace:server:bat
chChangeImage

● ims:images:list
● vpc:ports:get
● vpc:subnets:get

POST /v1/{project_id}/
app-servers/actions/
batch-reinstall

workspace:server:bat
chReinstall

● ims:images:list
● vpc:ports:get
● vpc:subnets:get

GET /v2/{project_id}/
auth-config/method-
config

workspace:authConfi
gs:get

-

PUT /v2/{project_id}/
auth-config/method-
config

workspace:authConfi
gs:update

-

GET /v2/{project_id}/
assist-auth-config/
method-config

workspace:assistAuth
Configs:get

-

PUT /v2/{project_id}/
assist-auth-config/
method-config

workspace:assistAuth
Configs:update

-

POST /v2/{project_id}/
workspace-jobs/
{job_id}/actions

workspace:jobs:retry -

GET /v2/{project_id}/
quotas

workspace:quotas:ge
t

-

GET /v2/{project_id}/
tenants/roles

workspace:tenants:g
etRoles

-

GET /v2/{project_id}/
tenant-configs

workspace:tenants:Li
stConfig

-

PUT /v2/{project_id}/
tenant-configs

workspace:tenants:u
pdateConfig

-
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API Action Dependency

GET /v2/{project_id}/
nat-mapping-configs

workspace:natMappi
ngs:getConfig

-

PUT /v2/{project_id}/
nat-mapping-configs

workspace:natMappi
ngs:updateConfig

-

GET /v2/{project_id}/
workspaces

workspace:tenants:g
et

● vpc:vpcs:get
● vpc:subnets:get
● vpc:securityGroups:get

POST /v2/{project_id}/
workspaces

workspace:tenants:o
pen

● eip:bandwidths:create
● eip:publicIps:create
● elb:healthmonitors:create
● elb:healthmonitors:show
● elb:listeners:create
● elb:listeners:update
● elb:listeners:show
● elb:listeners:list
● elb:loadbalancers:create
● elb:loadbalancers:update
● elb:loadbalancers:show
● elb:members:create
● elb:members:list
● elb:members:update
● elb:pools:create
● elb:pools:update
● elb:pools:show
● vpc:ports:create
● vpc:ports:delete
● vpc:securityGroupRules:crea

te
● vpc:securityGroupRules:dele

te
● vpc:securityGroupRules:get
● vpc:securityGroups:create
● vpc:subnets:get
● vpc:subnets:update
● vpc:vpcs:get
● vpcep:endpoints:create
● vpcep:endpoints:get
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API Action Dependency

DELETE /v2/
{project_id}/workspaces

workspace:tenants:d
elete

● elb:healthmonitors:delete
● elb:healthmonitors:show
● elb:listeners:delete
● elb:listeners:show
● elb:loadbalancers:delete
● elb:loadbalancers:show
● elb:members:delete
● elb:members:list
● elb:pools:delete
● elb:pools:show
● vpc:ports:delete
● vpc:securityGroups:delete
● vpcep:endpoints:delete
● vpcep:endpoints:get
● eip:publicIps:disassociateIns

tance
● eip:bandwidths:delete
● eip:publicIps:delete
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PUT /v2/{project_id}/
workspaces

workspace:tenants:u
pdate

● eip:bandwidths:create
● eip:bandwidths:delete
● eip:publicIps:create
● eip:publicIps:delete
● eip:publicIps:disassociateIns

tance
● elb:healthmonitors:create
● elb:healthmonitors:delete
● elb:healthmonitors:show
● elb:listeners:create
● elb:listeners:delete
● elb:listeners:update
● elb:listeners:show
● elb:loadbalancers:create
● elb:loadbalancers:delete
● elb:loadbalancers:update
● elb:loadbalancers:show
● elb:members:create
● elb:members:delete
● elb:members:list
● elb:members:update
● elb:pools:create
● elb:pools:delete
● elb:pools:update
● elb:pools:show
● vpc:subnets:get
● vpc:subnets:update
● vpc:vpcs:get
● vpcep:endpoints:create
● vpcep:endpoints:delete
● vpcep:endpoints:get

GET /v2/{project_id}/
workspaces/lock-status

workspace:tenants:g
etLockStatus

-

PUT /v2/{project_id}/
workspaces/lock-status

workspace:tenants:u
nlock

-
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API Action Dependency

POST /v2/{project_id}/
agencies

workspace:agencies:c
reate

● iam:agencies:listV5
● iam:agencies:getV5
● iam:agencies:createServiceL

inkedAgencyV5
● iam:roles:getRole
● iam:roles:listRoles
● iam:agencies:getAgency
● iam:agencies:listAgencies
● iam:agencies:createAgency
● iam:permissions:listRolesFo

rAgencyOnProject
● iam:permissions:grantRoleT

oAgencyOnProject

GET /v2/{project_id}/
agencies

workspace:agencies:
get

● iam:agencies:listV5
● iam:agencies:getV5
● iam:agencies:getAgency
● iam:agencies:listAgencies
● iam:permissions:listRolesFo

rAgencyOnProject

POST /v3/{project_id}/
desktops/
{desktop_id}/ai-
accelerate-job

workspace:desktops:
commitAiAccelerate-
Job

-

POST /v2/{project_id}/
desktops/
{desktop_id}/ai-
accelerate-job

workspace:desktops:
createAiAccelerate-
Job

-

GET /v2/{project_id}/ai-
accelerate-job/{job_id}

workspace:desktops:
getAiAccelerateJob

-

POST /v2/{project_id}/
sysprep

workspace:desktops:
getSysPrepInfo

-

POST /v2/{project_id}/
verification/batch-
change-image

workspace:desktops:
checkBatchChange-
Image

ims:images:list

GET /v2/{project_id}/
desktop-name-policies

workspace:tenants:lis
tDesktopNamePoli-
cies

-

POST /v2/{project_id}/
desktop-name-policies

workspace:tenants:cr
eateDesktopName-
Policy

-
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API Action Dependency

PUT /v2/{project_id}/
desktop-name-policies/
{policy_id}

workspace:tenants:u
pdateDesktopName-
Policy

-

POST /v2/{project_id}/
desktop-name-policies/
batch-delete

workspace:tenants:b
atchDeleteDesktop-
NamePolicies

-

POST /v2/{project_id}/
desktop-pools

workspace:desktopP
ools:create

● ims:images:get
● ims:images:list
● ims:images:share
● ims:images:updateMember

Status
● ims:images:deleteMember
● ims:images:addMember
● vpc:networks:get
● vpc:ports:create
● vpc:ports:delete
● vpc:ports:get
● vpc:ports:update
● vpc:securityGroups:get
● vpc:subnets:get
● vpc:vpcs:get
● dss:pools:list

GET /v2/{project_id}/
desktop-pools

workspace:desktopP
ools:list

ims:images:list

PUT /v2/{project_id}/
desktop-pools/{pool_id}

workspace:desktopP
ools:update

-

DELETE /v2/
{project_id}/desktop-
pools/{pool_id}

workspace:desktopP
ools:delete

-

GET /v2/{project_id}/
desktop-pools/{pool_id}

workspace:desktopP
ools:get

ims:images:list
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API Action Dependency

POST /v2/{project_id}/
desktop-pools/
{pool_id}/expand

workspace:desktopP
ools:expand

● ims:images:get
● ims:images:list
● ims:images:share
● ims:images:updateMember

Status
● ims:images:deleteMember
● ims:images:addMember
● vpc:networks:get
● vpc:ports:create
● vpc:ports:delete
● vpc:ports:get
● vpc:ports:update
● vpc:securityGroups:get
● vpc:subnets:get
● vpc:vpcs:get
● dss:pools:list

POST /v2/{project_id}/
desktop-pools/
{pool_id}/resize

workspace:desktopP
ools:resize

● vpc:subnets:get
● ims:images:list

POST /v2/{project_id}/
desktop-pools/
{pool_id}/rebuild

workspace:desktopP
ools:rebuild

● vpc:ports:get
● ims:images:get
● ims:images:list
● ims:images:share
● ims:images:updateMember

Status
● ims:images:deleteMember
● ims:images:addMember

POST /v2/{project_id}/
desktop-pools/
{pool_id}/volumes/
batch-add

workspace:desktopP
ools:batchAddVolum
es

-

POST /v2/{project_id}/
desktop-pools/
{pool_id}/volumes/
batch-delete

workspace:desktopP
ools:batchDeleteVolu
mes

-

POST /v2/{project_id}/
desktop-pools/
{pool_id}/volumes/
batch-expand

workspace:desktopP
ools:batchExpandVol
umes

-

Organizations
User Guide 5 Managing SCPs

Issue 01 (2025-02-25) Copyright © Huawei Cloud Computing Technologies Co., Ltd. 1226
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POST /v2/{project_id}/
desktop-pools/
{pool_id}/action

workspace:desktopP
ools:operate

-

GET /v2/{project_id}/
desktop-pools/
{pool_id}/users

workspace:desktopP
ools:listUsers

-

POST /v2/{project_id}/
desktop-pools/
{pool_id}/users

workspace:desktopP
ools:authorizeUsers

ims:images:list

GET /v2/{project_id}/
desktop-pools/
{pool_id}/desktops

workspace:desktopP
ools:listDesktops

● vpc:ports:get
● vpc:ports:list
● vpc:securityGroups:get
● eip:publicIps:list
● nat:snatRules:list

GET /v2/{project_id}/
desktop-pools/script-
execution-tasks/detail

workspace:desktopP
ools:listScriptTasks

-

POST /v2/{project_id}/
desktop-pools/
{pool_id}/script-
executions

workspace:desktopP
ools:executeScripts

-

POST /v2/{project_id}/
desktop-pools/
{pool_id}/notifications

workspace:desktopP
ools:sendNotification
s

-

GET /v3/{project_id}/
desktops/export

workspace:desktops:
export

● vpc:ports:get
● vpc:ports:list
● vpc:securityGroups:get
● eip:publicIps:list
● nat:snatRules:list
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API Action Dependency

POST /v2/{project_id}/
desktops

workspace:desktops:
create

● ims:images:get
● ims:images:list
● ims:images:share
● ims:images:updateMember

Status
● ims:images:deleteMember
● ims:images:addMember
● vpc:networks:get
● vpc:ports:create
● vpc:ports:delete
● vpc:ports:get
● vpc:ports:update
● eip:publicIps:get
● eip:publicIps:list
● eip:publicIps:create
● eip:publicIps:associateInsta

nce
● eip:publicIps:delete
● eip:publicIps:createTags
● vpc:quotas:list
● vpc:securityGroups:get
● vpc:subnets:get
● vpc:vpcs:get
● dss:pools:list

GET /v2/{project_id}/
desktops

workspace:desktops:l
ist

-

PUT /v2/{project_id}/
desktops/{desktop_id}

workspace:desktops:
update

-

DELETE /v2/
{project_id}/desktops/
{desktop_id}

workspace:desktops:
delete

● vpc:ports:get
● vpc:ports:delete

GET /v2/{project_id}/
desktops/{desktop_id}

workspace:desktops:
get

● vpc:ports:get
● vpc:ports:list
● vpc:securityGroups:get
● eip:publicIps:list
● nat:snatRules:list

POST /v2/{project_id}/
desktops/batch-delete

workspace:desktops:
batchDelete

● vpc:ports:get
● vpc:ports:delete
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API Action Dependency

POST /v2/{project_id}/
desktops/logoff

workspace:desktops:l
ogoff

-

GET /v2/{project_id}/
desktops/detail

workspace:desktops:l
istDetail

● vpc:ports:get
● vpc:ports:list
● vpc:securityGroups:get
● eip:publicIps:list
● nat:snatRules:list

POST /v2/{project_id}/
desktops/action

workspace:desktops:
operate

-

POST /v2/{project_id}/
desktops/resize

workspace:desktops:r
esize

● vpc:subnets:get
● ims:images:list

GET /v2/{project_id}/
connections/status

workspace:desktops:
getConnectStatus

-

GET /v2/{project_id}/
desktops/status

workspace:desktops:
ListStatus

-

POST /v2/{project_id}/
desktops/rebuild

workspace:desktops:r
ebuild

● vpc:ports:get
● ims:images:get
● ims:images:list
● ims:images:share
● ims:images:updateMember

Status
● ims:images:deleteMember
● ims:images:addMember

GET /v2/{project_id}/
desktops/{desktop_id}/
actions

workspace:desktops:
getActions

-

GET /v2/{project_id}/
desktops/{desktop_id}/
remote-consoles

workspace:desktops:
createConsole

-

PUT /v2/{project_id}/
desktops/sids

workspace:desktops:
updateSids

-

POST /v2/{project_id}/
desktops/{desktop_id}/
rejoin-domain

workspace:desktops:r
ejoinDomain

-
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POST /v2/{project_id}/
desktops/desktop-to-
image

workspace:desktops:
createImage

● ims:quotas:get
● ims:images:get
● ims:images:list
● ims:images:setTags
● ims:images:setOrDeleteTag

s
● ims:images:updateMember

Status
● ims:images:copyInRegion
● ims:serverImages:create

POST /v2/{project_id}/
desktops/batch-detach

workspace:desktops:
batchDetach

vpc:ports:get

POST /v2/{project_id}/
desktops/detach

workspace:desktops:
detach

vpc:ports:get

POST /v2/{project_id}/
desktops/attach

workspace:desktops:
attach

● vpc:ports:get
● ims:images:get
● ims:images:list
● ims:images:share
● ims:images:updateMember

Status
● ims:images:deleteMember
● ims:images:addMember

GET /v2/{project_id}/
desktops/{desktop_id}/
networks

workspace:desktops:
getNetwork

● vpc:vpcs:get
● vpc:networks:get
● vpc:subnets:get
● vpc:ports:get
● vpc:securityGroups:get
● eip:publicIps:list
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PUT /v2/{project_id}/
desktops/{desktop_id}/
networks

workspace:desktops:
changeNetwork

● vpc:vpcs:get
● vpc:subnets:get
● vpc:networks:get
● vpc:ports:get
● vpc:ports:create
● vpc:ports:update
● vpc:ports:delete
● vpc:securityGroups:get
● eip:publicIps:list
● eip:publicIps:associateInsta

nce
● eip:publicIps:disassociateIns

tance

GET /v2/{project_id}/
exclusive-hosts/
{host_id}/desktops

workspace:exclusive
Hosts:listDesktops

-

GET /v2/{project_id}/all-
desktops

workspace:desktops:l
istAll

-

GET /v2/{project_id}/
desktop-associate/
discover-vm/infos

workspace:desktopAs
sociate:listDiscoverV
mInfo

-

POST /v2/{project_id}/
desktop-associate/tasks

workspace:desktopAs
sociate:startTask

-

POST /v2/{project_id}/
desktop-associate/
discover-vm/switch

workspace:desktopAs
sociate:switchScanTa
sk

-

GET /v2/{project_id}/
desktop-associate/
discover-vm/switch

workspace:desktopAs
sociate:getScanTaskS
witch

-

PUT /v2/{project_id}/
desktops/maintenance-
mode

workspace:desktops:s
etMaintenanceMode

-

POST /v2/{project_id}/
desktops/pre-batch-
attach

workspace:desktops:
prepAttachUsers

-
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POST /v2/{project_id}/
desktops/batch-attach

workspace:desktops:
batchAttachUsers

● vpc:ports:get
● ims:images:get
● ims:images:list
● ims:images:share
● ims:images:updateMember

Status
● ims:images:deleteMember
● ims:images:addMember

PUT /v2/{project_id}/
desktops/change-
username

workspace:desktops:
changeUsername

-

POST /v2/{project_id}/
desktops/notifications

workspace:desktops:s
endNotifications

-

POST /v2/{project_id}/
desktops/{desktop_id}/
migrate

workspace:desktops:
migrate

● vpc:networks:get
● vpc:subnets:get
● vpc:ports:create
● vpc:ports:delete
● vpc:ports:update
● vpc:ports:get

GET /v2/{project_id}/
desktops/agents

workspace:desktops:l
istAgents

-

POST /v2/{project_id}/
desktops/agents

workspace:desktops:
batchInstallAgents

-

GET /v2/{project_id}/
desktops/{desktop_id}/
tags

workspace:desktops:l
istTags

-

POST /v2/{project_id}/
desktops/{desktop_id}/
tags

workspace:desktops:t
ag

-

DELETE /v2/
{project_id}/desktops/
{desktop_id}/tags/{key}

workspace:desktops:
untag

-

GET /v2/{project_id}/
desktops/tags

workspace:desktops:l
istProjectTags

-

POST /v2/{project_id}/
desktops/{desktop_id}/
tags/action

workspace:desktops:
operateTags

-
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POST /v2/{project_id}/
desktops/
resource_instances/
action

workspace:desktops:l
istByTags

-

POST /v2/{project_id}/
desktops/batch-tags

workspace:desktops:t
ag

-

DELETE /v2/
{project_id}/desktops/
batch-tags

workspace:desktops:
untag

-

POST /v2/{project_id}/
exclusive-hosts

workspace:exclusive
Hosts:create

● vpc:networks:get
● vpc:ports:create
● vpc:ports:delete
● vpc:ports:get
● vpc:ports:update
● vpc:subnets:get
● vpc:vpcs:get

GET /v2/{project_id}/
exclusive-hosts

workspace:exclusive
Hosts:list

-

POST /v2/{project_id}/
exclusive-hosts/check-
limits

workspace:exclusive
Hosts:check

-

GET /v2/{project_id}/
exclusive-hosts/
{host_id}

workspace:exclusive
Hosts:get

● nat:snatRules:list
● eip:publicIps:list

PUT /v2/{project_id}/
exclusive-hosts/
{host_id}

workspace:exclusive
Hosts:update

-

DELETE /v2/
{project_id}/exclusive-
hosts/{host_id}

workspace:exclusive
Hosts:delete

-

GET /v2/{project_id}/
market-images

workspace:mkp:listI
mages

ims:images:list

GET /v2/
{project_id}/mkp/
commodities/
commodity-ids

workspace:mkp:listC
ommodityInfos

-

POST /v2/
{project_id}/mkp/order

workspace:mkp:creat
eOrder

-
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POST /v2/
{project_id}/mkp/
product-reserve

workspace:mkp:listLi
stProductReserve

-

GET /v2/
{project_id}/mkp/
commodities

workspace:mkp:listC
ommodityDetails

-

GET /v2/
{project_id}/mkp/
commodities/
{commodity_id}/
relation-commodities

workspace:mkp:listR
elationCommodity-
Details

-

GET /v2/
{project_id}/mkp/
commodities/
agreements

workspace:mkp:listC
ommodityAgreement
s

-

GET /v2/{project_id}/
eips

workspace:networks:
listEips

● eip:publicIps:list
● eip:bandwidths:list

POST /v2/{project_id}/
eips

workspace:networks:
createEips

● vpc:quotas:list
● eip:publicIps:create
● eip:publicIps:associateInsta

nce

POST /v2/{project_id}/
eips/binding

workspace:networks:
bindEips

● eip:publicIps:associateInsta
nce

● eip:publicIps:get

POST /v2/{project_id}/
eips/unbinding

workspace:networks:
unbindEips

● eip:publicIps:list
● eip:publicIps:disassociateIns

tance

GET /v2/{project_id}/
eips/quotas

workspace:networks:
getEipQuota

vpc:quotas:list

GET /v2/{project_id}/
nat-gateways

workspace:networks:
ListNatGateways

● vpc:subnets:get
● vpc:vpcs:get
● nat:snatRules:list
● nat:natGateways:list

POST /v2/{project_id}/
periodic/subscribe/order

workspace:orders:cre
ate

● ims:images:list
● vpc:vpcs:get
● vpc:networks:get
● vpc:subnets:get
● vpc:ports:get
● bss:order:update
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POST /v2/{project_id}/
periodic/{desktop_id}/
change/order

workspace:orders:cha
nge

● ims:images:list
● bss:order:update

POST /v2/{project_id}/
periodic/change/batch-
order

workspace:orders:cha
nge

● ims:images:list
● bss:order:update

POST /v2/{project_id}/
periodic/inquiry/
change-image

workspace:orders:bat
chInquiry

ims:images:list

POST /v2/{project_id}/
desktop-pool/periodic/
change/order

workspace:orders:cha
nge

● ims:images:list
● bss:order:update

POST /v2/{project_id}/
desktop-pool/periodic/
inquiry/add-volume

workspace:orders:bat
chInquiry

ims:images:list

POST /v2/{project_id}/
desktop-pool/periodic/
inquiry/change-image

workspace:orders:bat
chInquiry

ims:images:list

POST /v2/{project_id}/
desktop-pool/periodic/
inquiry/extend-volume

workspace:orders:bat
chInquiry

ims:images:list

POST /v2/{project_id}/
desktop-pool/periodic/
inquiry/resize

workspace:orders:bat
chInquiry

ims:images:list

POST /v2/{project_id}/
periodic/inquiry/add-
resources

workspace:orders:bat
chInquiry

ims:images:list

GET /v2/{project_id}/
checkOrderLimits

workspace:quotas:ch
eck

-

POST /v2/{project_id}/
render-desktops

workspace:renderDes
ktops:create

● ims:images:list
● ims:images:share
● vpc:networks:get
● vpc:ports:create
● vpc:ports:delete
● vpc:ports:get
● vpc:ports:update
● vpc:securityGroups:get
● vpc:subnets:get
● vpc:vpcs:get
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DELETE /v2/
{project_id}/render-
desktops

workspace:renderDes
ktops:delete

● vpc:ports:get
● vpc:ports:delete

GET /v2/{project_id}/
render-desktops

workspace:renderDes
ktops:list

-

POST /v2/{project_id}/
render-desktops/action

workspace:renderDes
ktops:action

-

GET /v2/{project_id}/
scheduled-tasks

workspace:scheduled
Tasks:list

-

POST /v2/{project_id}/
scheduled-tasks

workspace:scheduled
Tasks:create

-

GET /v2/{project_id}/
scheduled-tasks/
{task_id}

workspace:scheduled
Tasks:get

-

PUT /v2/{project_id}/
scheduled-tasks/
{task_id}

workspace:scheduled
Tasks:update

-

DELETE /v2/
{project_id}/scheduled-
tasks/{task_id}

workspace:scheduled
Tasks:delete

-

POST /v2/{project_id}/
scheduled-tasks/future-
executions

workspace:scheduled
Tasks:getFuture

-

POST /v2/{project_id}/
scheduled-tasks/batch-
delete

workspace:scheduled
Tasks:batchDelete

-

GET /v2/{project_id}/
scheduled-tasks/
{task_id}/records

workspace:scheduled
Tasks:listRecords

-

GET /v2/{project_id}/
scheduled-tasks/
{task_id}/records/
{record_id}

workspace:scheduled
Tasks:getRecord

-

POST /v2/{project_id}/
scheduled-tasks/
{task_id}/records/export

workspace:scheduled
Tasks:exportRecords

-

POST /v2/{project_id}/
user/share-resources

workspace:users:subs
cribeSharer

-

POST /v2/{project_id}/
desktop/sub-resources

workspace:desktops:
addSubResources

-
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POST /v2/{project_id}/
desktop/delete-sub-
resources

workspace:desktops:
deleteSubResources

-

POST /v2/{project_id}/
desktops/{desktop_id}/
snapshots

workspace:desktops:
createSnapshots

-

GET /v2/{project_id}/
desktops/{desktop_id}/
snapshots

workspace:desktops:
getSnapshots

-

DELETE /v2/
{project_id}/desktops/
{desktop_id}/snapshots

workspace:desktops:
deleteSnapshots

-

POST /v2/{project_id}/
desktops/{desktop_id}/
snapshots/restore

workspace:desktops:r
estoreBySnapshot

-

GET /v2/{project_id}/
statistics

workspace:statistics:li
stDesktopStatus

-

GET /v2/{project_id}/
desktops/statistics/
unused

workspace:statistics:
getUnused

-

POST /v2/{project_id}/
desktops/statistics/used

workspace:statistics:
getUsed

-

GET /v3/{project_id}/
terminals/binding-
desktops/template/
export

workspace:bindingPo
licies:export

-

GET /v2/{project_id}/
terminals/binding-
desktops/config

workspace:bindingPo
licies:getConfig

-

POST /v2/{project_id}/
terminals/binding-
desktops/config

workspace:bindingPo
licies:createConfig

-

GET /v2/{project_id}/
terminals/binding-
desktops

workspace:bindingPo
licies:get

-

POST /v2/{project_id}/
terminals/binding-
desktops

workspace:bindingPo
licies:add

-

PUT /v2/{project_id}/
terminals/binding-
desktops

workspace:bindingPo
licies:update

-
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POST /v2/{project_id}/
terminals/binding-
desktops/batch-delete

workspace:bindingPo
licies:delete

-

POST /v2/{project_id}/
desktops/{desktop_id}/
volumes/batch-delete

workspace:volumes:d
elete

-

POST /v2/{project_id}/
volumes

workspace:volumes:b
atchAdd

-

POST /v2/{project_id}/
volumes/expand

workspace:volumes:b
atchExpand

-

GET /v2/{project_id}/
hosts/types

workspace:wdh:getTy
pe

-

GET /v2/{project_id}/
hosts

workspace:wdh:get -

GET /v2/{project_id}/
desktops/{desktop_id}/
remote-assistance

workspace:desktops:
getRemoteAssistance

-

POST /v2/{project_id}/
desktops/{desktop_id}/
remote-assistance

workspace:desktops:
createRemoteAssist-
ance

-

DELETE /v2/
{project_id}/desktops/
{desktop_id}/remote-
assistance

workspace:desktops:
cancelRemoteAssist-
ance

-

POST /v2/{project_id}/
desktops/{desktop_id}/
volumes

workspace:volumes:a
dd

-

POST /v2/{project_id}/
desktops/{desktop_id}/
volumes/{volume_id}/
expand

workspace:volumes:e
xpand

-

GET /v2/{project_id}/
dss-pools/detail

workspace:volumes:li
stDssPoolsDetail

dss:pools:list

GET /v2/{project_id}/
common/timezones

workspace:common:l
istTimezones

-

GET /v3/{project_id}/
desktops/connections/
export

workspace:connectio
ns:securityExport

-

GET /v2/{project_id}/
images

workspace:images:lis
t

ims:images:list
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POST /v2/{project_id}/
policy-groups/import

workspace:policyGro
ups:import

-

POST /v2/{project_id}/
access-policy

workspace:accessPoli
cies:create

-

GET /v2/{project_id}/
access-policy

workspace:accessPoli
cies:get

-

DELETE /v2/
{project_id}/access-
policy

workspace:accessPoli
cies:delete

-

GET /v2/{project_id}/
access-policy/
{access_policy_id}/
objects

workspace:accessPoli
cies:getTarget

-

PUT /v2/{project_id}/
access-policy/
{access_policy_id}/
objects

workspace:accessPoli
cies:updateTarget

-

GET /v2/{project_id}/
products

workspace:products:li
stDesktopProducts

ecs:cloudServerFlavors:get

GET /v2/{project_id}/
products/sharer

workspace:products:li
stSharerProducts

-

GET /v2/{project_id}/
products/adninternet

workspace:products:li
stInternetProducts

-

GET /v2/{project_id}/
availability-zones

workspace:availabilit
yZones:list

-

GET /v2/{project_id}/
groups/export

workspace:userGrou
ps:export

-

POST /v3/{project_id}/
users/export

workspace:users:exp
ort

-

POST /v2/{project_id}/
users/import

workspace:users:imp
ort

-

GET /v3/{project_id}/
groups/{group_id}/
users/export

workspace:userGrou
ps:exportUsers

-

GET /v2/{project_id}/
groups/{group_id}/
users/export

workspace:userGrou
ps:exportUsers

-

POST /v2/{project_id}/
users/{user_id}/actions

workspace:users:oper
ate

-
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GET /v2/{project_id}/
users/{user_id}/random-
password

workspace:users:rand
omPassword

-

DELETE /v2/
{project_id}/users/
{user_id}/otp-devices

workspace:users:dele
teOtps

-

POST /v2/{project_id}/
users/{user_id}/resend-
email

workspace:users:rese
ndEmail

-

GET /v2/{project_id}/
connections/desktops

workspace:connectio
ns:securityList

-

GET /v2/{project_id}/
connections/desktops/
export

workspace:connectio
ns:securityExport

-

GET /v2/{project_id}/
connections/online-
users

workspace:connectio
ns:listOnlineUsers

-

GET /v2/{project_id}/
desktops/connections

workspace:connectio
ns:securityList

-

GET /v2/{project_id}/
desktops/connections/
export

workspace:connectio
ns:securityExport

-

GET /v2/{project_id}/
desktops/online-users

workspace:connectio
ns:listOnlineUsers

-

GET /v2/{project_id}/
groups

workspace:userGrou
ps:list

-

POST /v2/{project_id}/
groups

workspace:userGrou
ps:create

-

POST /v2/{project_id}/
groups/batch-delete

workspace:userGrou
ps:batchDelete

-

DELETE /v2/
{project_id}/groups/
{group_id}

workspace:userGrou
ps:delete

-

PUT /v2/{project_id}/
groups/{group_id}

workspace:userGrou
ps:update

-

POST /v2/{project_id}/
groups/{group_id}/
actions

workspace:userGrou
ps:operate

-

GET /v2/{project_id}/
groups/{group_id}/users

workspace:userGrou
ps:getUsers

-
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GET /v2/{project_id}/
workspace-sub-jobs

workspace:jobs:listSu
bJobs

-

POST /v2/{project_id}/
workspace-sub-jobs/
batch-delete

workspace:jobs:delet
eSubJobRecords

-

GET /v2/
{project_id}/ous

workspace:ou:get -

POST /v2/
{project_id}/ous

workspace:ou:create -

DELETE /v2/
{project_id}/ous/{ou_id}

workspace:ou:delete -

PUT /v2/
{project_id}/ous/{ou_id}

workspace:ou:update -

GET /v2/{project_id}/
policy-groups

workspace:policyGro
ups:list

-

POST /v2/{project_id}/
policy-groups

workspace:policyGro
ups:create

-

DELETE /v2/
{project_id}/policy-
groups/
{policy_group_id}

workspace:policyGro
ups:delete

-

GET /v2/{project_id}/
policy-groups/
{policy_group_id}

workspace:policyGro
ups:get

-

PUT /v2/{project_id}/
policy-groups/
{policy_group_id}

workspace:policyGro
ups:update

-

POST /v2/{project_id}/
policy-groups/export

workspace:policyGro
ups:export

-

GET /v2/{project_id}/
policy-groups/
{policy_group_id}/
policies

workspace:policyGro
ups:listPolicies

-

PUT /v2/{project_id}/
policy-groups/
{policy_group_id}/
policies

workspace:policyGro
ups:updatePolicies

-

GET /v2/{project_id}/
policy-groups/
{policy_group_id}/
targets

workspace:policyGro
ups:listTargets

-
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PUT /v2/{project_id}/
policy-groups/
{policy_group_id}/
targets

workspace:policyGro
ups:updateTargets

-

GET /v2/{project_id}/
policy-groups/detail

workspace:policyGro
ups:listDetail

-

GET /v2/{project_id}/
policy-groups/original-
policies

workspace:policyGro
ups:getOriginalPoli-
cies

-

GET /v2/{project_id}/
users

workspace:users:list -

POST /v2/{project_id}/
users

workspace:users:crea
te

-

DELETE /v2/
{project_id}/users/
{user_id}

workspace:users:dele
te

-

GET /v2/{project_id}/
users/{user_id}

workspace:users:get -

PUT /v2/{project_id}/
users/{user_id}

workspace:users:upd
ate

-

POST /v2/{project_id}/
users/batch-delete

workspace:users:batc
hDelete

-

POST /v2/{project_id}/
users/password

workspace:users:rese
tPassword

-

POST /v2/{project_id}/
users/password-token

workspace:users:chec
kResetPasswordTo-
ken

-

GET /v2/{project_id}/
users/desktop-users/
template

workspace:users:getT
emplate

-

POST /v2/{project_id}/
users/exist

workspace:users:chec
kExist

-

GET /v2/{project_id}/
users/{user_id}/otp-
devices

workspace:users:listO
tps

-

GET /v2/{project_id}/
users/template/
download

workspace:users:getI
mportTemplate

-

POST /v2/{project_id}/
users/export

workspace:users:exp
ort

-
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POST /v2/{project_id}/
users/batch-create

workspace:users:batc
hCreate

-

GET /v2/{project_id}/
volume/products

workspace:products:li
stVolumeProducts

-

GET /v2/{project_id}/
export-tasks

workspace:tenants:lis
tExportTasks

-

POST /v2/{project_id}/
export-tasks/batch-
delete

workspace:tenants:d
eleteExportTasks

-

GET /v2/{project_id}/
export-tasks/{task_id}/
download

workspace:tenants:ex
portData

-

GET /v2/{project_id}/
alarms

workspace:statistics:li
stAlarm

ces:alarmHistory:list

GET /v2/{project_id}/
statistics/alarms

workspace:statistics:
getAlarm

ces:alarmHistory:list

GET /v2/{project_id}/
statistics/growth-rate

workspace:statistics:
getGrowthRate

-

GET /v2/{project_id}/
statistics/metrics

workspace:statistics:
getMetric

-

GET /v2/{project_id}/
statistics/metrics/trend

workspace:statistics:
getMetricTrend

-

PUT /v2/{project_id}/
statistics/notify-rules/
{rule_id}

workspace:statistics:
updateNotification-
Rules

smn:topic:get

DELETE /v2/
{project_id}/statistics/
notify-rules/{rule_id}

workspace:statistics:
deleteNotification-
Rules

-

POST /v2/{project_id}/
statistics/notify-rules

workspace:statistics:c
reateNotifyRules

smn:topic:get

GET /v2/{project_id}/
statistics/notify-rules

workspace:statistics:li
stNotificationRules

-

GET /v2/{project_id}/
statistics/notification-
records

workspace:statistics:li
stNotificationRecords

-

GET /v2/{project_id}/
statistics/metrics/
desktops

workspace:statistics:li
stDesktopMetrics

-
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GET /v2/{project_id}/
statistics/metrics/
desktops/export

workspace:statistics:e
xportDesktopMetrics

-

GET /v2/{project_id}/
statistics/metrics/users

workspace:statistics:li
stUserMetrics

-

GET /v2/{project_id}/
statistics/metrics/users/
export

workspace:statistics:e
xportUserMetrics

-

GET /v3/{project_id}/
statistics/metrics/
desktops/export

workspace:statistics:e
xportDesktopMetrics

-

GET /v3/{project_id}/
statistics/metrics/users/
export

workspace:statistics:e
xportUserMetrics

-

POST /v1/{project_id}/
app-center/buckets/
actions/create-
credential

workspace:appcenter
:createBucketCreden-
tial

● obs:bucket:GetBucketAcl
● obs:object:PutObject
● obs:object:DeleteObject

POST /v1/{project_id}/
app-center/buckets

workspace:appcenter
:createAndAuthorize-
Bucket

● obs:bucket:HeadBucket
● obs:bucket:PutBucketAcl
● obs:bucket:PutReplicationC

onfiguration
● obs:bucket:CreateBucket
● obs:bucket:PutBucketCORS

GET /v1/{project_id}/
app-center/apps

workspace:appcenter
:listApps

-

POST /v1/{project_id}/
app-center/apps

workspace:appcenter
:createApp

-

PATCH /v1/{project_id}/
app-center/apps/
{app_id}

workspace:appcenter
:updateApp

-

DELETE /v1/
{project_id}/app-center/
apps/{app_id}

workspace:appcenter
:deleteApp

-

POST /v1/{project_id}/
app-center/apps/
{app_id}/actions/auto-
install

workspace:appcenter
:installApp

-

GET /v1/{project_id}/
app-center/apps/
{app_id}/authorizations

workspace:appcenter
:listAppAuthoriza-
tions

-
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POST /v1/{project_id}/
app-center/apps/
{app_id}/actions/assign-
authorizations

workspace:appcenter
:batchUpdateAppAu-
thorizations

-

POST /v1/{project_id}/
app-center/apps/
actions/batch-delete

workspace:appcenter
:batchDeleteApps

-

POST /v1/{project_id}/
app-center/apps/
actions/batch-disable

workspace:appcenter
:batchDisableApps

-

POST /v1/{project_id}/
app-center/apps/
actions/batch-enable

workspace:appcenter
:batchEnableApps

-

POST /v1/{project_id}/
app-center/apps/
actions/batch-assign-
authorization

workspace:appcenter
:batchUpdateAppAu-
thorizations

-

POST /v1/{project_id}/
app-center/apps/
actions/batch-auto-
install

workspace:appcenter
:batchInstallApps

-

GET /v1/{project_id}/
app-center/app-
catalogs

workspace:appcenter
:listAppCatalogs

-

GET /v1/{project_id}/
app-center/jobs

workspace:appcenter
:listJobs

-

POST /v1/{project_id}/
app-center/jobs/
actions/batch-delete

workspace:appcenter
:batchDeleteJobs

-

POST /v1/{project_id}/
app-center/jobs/
actions/retry

workspace:appcenter
:retryJobs

-

POST /v1/{project_id}/
app-center/app-rules

workspace:appcenter
:createAppRule

-

GET /v1/{project_id}/
app-center/app-rules

workspace:appcenter
:listAppRule

-

PATCH /v1/{project_id}/
app-center/app-rules/
{rule_id}

workspace:appcenter
:updateAppRule

-
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DELETE /v1/
{project_id}/app-center/
app-rules/{rule_id}

workspace:appcenter
:deleteAppRule

-

POST /v1/{project_id}/
app-center/app-rules/
batch-delete

workspace:appcenter
:batchDeleteAppRule
s

-

POST /v1/{project_id}/
app-center/app-rules/
actions/enable-rule-
restriction

workspace:appcenter
:enableRuleRestric-
tion

-

POST /v1/{project_id}/
app-center/app-rules/
actions/disable-rule-
restriction

workspace:appcenter
:disableRuleRestric-
tion

-

POST /v1/{project_id}/
app-center/app-
restricted-rules

workspace:appcenter
:addRestrictedRule

-

GET /v1/{project_id}/
app-center/app-
restricted-rules

workspace:appcenter
:listRestrictedRule

-

POST /v1/{project_id}/
app-center/app-
restricted-rules/actions/
batch-delete

workspace:appcenter
:deleteRestrictedRule

-

PATCH /v1/{project_id}/
app-center/profiles

workspace:appcenter
:updateTenantProfile

-

GET /v1/{project_id}/
app-center/profiles

workspace:appcenter
:listTenantProfiles

-

POST /v2/{project_id}/
scripts

workspace:scripts:cre
ate

-

GET /v2/{project_id}/
scripts

workspace:scripts:list -

GET /v2/{project_id}/
scripts/{script_id}

workspace:scripts:get -

PUT /v2/{project_id}/
scripts/{script_id}

workspace:scripts:put -

DELETE /v2/
{project_id}/scripts/
{script_id}

workspace:scripts:del
ete

-

POST /v2/{project_id}/
script-executions

workspace:scripts:exe
cute

-
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GET /v2/{project_id}/
script-execution-
records/{record_id}

workspace:scripts:get
RecordDetail

-

GET /v2/{project_id}/
script-execution-records

workspace:scripts:list
Records

-

GET /v2/{project_id}/
script-execution-tasks

workspace:scripts:list
Tasks

-

POST /v2/{project_id}/
script-executions/retry

workspace:scripts:ret
ry

-

POST /v2/{project_id}/
script-executions/stop

workspace:scripts:sto
p

-

POST /v2/{project_id}/
script-execution-
records/{record_id}/
download

workspace:scripts:do
wnload

-

GET /v2/{project_id}/
share-space/
configuration

workspace:tenants:g
etShareSpaceConfig

-

PUT /v2/{project_id}/
share-space/
configuration

workspace:tenants:u
pdateShareSpace-
Config

-

GET /v2/{project_id}/
auth-config/status

workspace:authConfi
gs:getStatus

-

POST /v2/{project_id}/
privacystatement

workspace:privacysta
tements:sign

-

GET /v2/{project_id}/
quotas/detail

workspace:quotas:ge
t

-

GET /v2/{project_id}/
sites

workspace:sites:get -
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POST /v2/{project_id}/
sites

workspace:sites:add ● eip:bandwidths:create
● eip:publicIps:create
● elb:healthmonitors:create
● elb:healthmonitors:show
● elb:listeners:create
● elb:listeners:update
● elb:listeners:show
● elb:listeners:list
● elb:loadbalancers:create
● elb:loadbalancers:update
● elb:loadbalancers:show
● elb:members:create
● elb:members:list
● elb:members:update
● elb:pools:create
● elb:pools:update
● elb:pools:show
● vpc:ports:create
● vpc:ports:delete
● vpc:securityGroupRules:crea

te
● vpc:securityGroupRules:dele

te
● vpc:securityGroupRules:get
● vpc:securityGroups:create
● vpc:subnets:get
● vpc:subnets:update
● vpc:vpcs:get
● vpcep:endpoints:create
● vpcep:endpoints:get
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DELETE /v2/
{project_id}/sites/
{site_id}

workspace:sites:delet
e

● elb:healthmonitors:delete
● elb:healthmonitors:show
● elb:listeners:delete
● elb:listeners:show
● elb:loadbalancers:delete
● elb:loadbalancers:show
● elb:members:delete
● elb:members:list
● elb:pools:delete
● elb:pools:show
● vpc:ports:delete
● vpc:securityGroups:delete
● vpcep:endpoints:delete
● vpcep:endpoints:get
● eip:publicIps:disassociateIns

tance
● eip:bandwidths:delete
● eip:publicIps:delete
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PUT /v2/{project_id}/
sites/{site_id}/access-
mode

workspace:sites:upda
teAccessMode

● eip:bandwidths:create
● eip:bandwidths:delete
● eip:publicIps:create
● eip:publicIps:delete
● eip:publicIps:disassociateIns

tance
● elb:healthmonitors:create
● elb:healthmonitors:delete
● elb:healthmonitors:show
● elb:listeners:create
● elb:listeners:delete
● elb:listeners:update
● elb:listeners:show
● elb:loadbalancers:create
● elb:loadbalancers:delete
● elb:loadbalancers:update
● elb:loadbalancers:show
● elb:members:create
● elb:members:delete
● elb:members:list
● elb:members:update
● elb:pools:create
● elb:pools:delete
● elb:pools:update
● elb:pools:show
● vpc:subnets:get
● vpc:subnets:update
● vpc:vpcs:get
● vpcep:endpoints:create
● vpcep:endpoints:delete
● vpcep:endpoints:get

PUT /v2/{project_id}/
sites/{site_id}/subnet-
ids

workspace:sites:upda
teSubnets

● vpc:subnets:get
● vpc:subnets:update
● vpc:vpcs:get

GET /v2/{project_id}/
tenants/lock-status

workspace:tenants:g
etLockStatus

-

PUT /v2/{project_id}/
tenants/lock-status

workspace:tenants:u
nlock

-
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POST /v2/{project_id}/
workspaces/enterprise-
ids/check

workspace:tenants:ch
eckEnterpriseIds

-

PUT /v2/{project_id}/
workspaces/enterprise-
id

workspace:tenants:u
pdateEnterpriseId

-

POST /v2/{project_id}/
bandwidths

workspace:bandwidt
h:create

-

GET /v2/{project_id}/
bandwidths

workspace:bandwidt
h:list

-

POST /v2/{project_id}/
bandwidths/
{bandwidth_id}/update

workspace:bandwidt
h:update

-

DELETE /v2/
{project_id}/
bandwidths/
{bandwidth_id}

workspace:bandwidt
h:delete

-

GET /v2/{project_id}/
bandwidths/
{bandwidth_id}/control-
list

workspace:bandwidt
h:getControlConfig

-

PUT /v2/{project_id}/
bandwidths/
{bandwidth_id}/control-
list

workspace:bandwidt
h:updateControlCon-
fig

-

POST /v2/{project_id}/
bandwidths/
{bandwidth_id}/
periodic/change/order

workspace:bandwidt
h:createChangeOrder

-

POST /v2/{project_id}/
adns

workspace:bandwidt
h:create

-

GET /v2/{project_id}/
adns

workspace:bandwidt
h:list

-

POST /v2/{project_id}/
desktops-adn/batch-
delete

workspace:bandwidt
h:delete

-

POST /v2/{project_id}/
snapshots/batch-create

workspace:desktops:
batchCreateSnap-
shots

-
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POST /v2/{project_id}/
snapshots/batch-delete

workspace:desktops:
batchDeleteSnap-
shots

-

POST /v2/{project_id}/
snapshots/batch-restore

workspace:desktops:
batchRestoreSnap-
shots

-

GET /v2/{project_id}/
snapshots

workspace:desktops:l
istSnapshots

-

POST /v2/{project_id}/
verification/desktop-
name

workspace:desktops:
verifyDesktopName

-

GET /v2/{project_id}/
subnets/{subnet_id}/
available-ip

workspace:networks:
getAvailableIp

-

GET /v2/{project_id}/ad/
status

workspace:desktops:
getAdStatus

-

GET /v2/{project_id}/ip-
exist

workspace:networks:
checkIpIfExist

-

POST /v2/{project_id}/
desktops/check-images

workspace:images:ch
eckIfExist

ims:images:list

GET /v2/{project_id}/
hosts/{host_id}/servers

workspace:wdh:listD
esktops

-

PUT /v2/{project_id}/
hosts

workspace:wdh:upda
te

-

GET /v2/{project_id}/
terminals/binding-
desktops/template

workspace:bindingPo
licies:getTemplate

-

POST /v2/{project_id}/
terminals/binding-
desktops/template/
import

workspace:bindingPo
licies:import

-

GET /v2/{project_id}/
terminals/binding-
desktops/template/
export

workspace:bindingPo
licies:export

-

GET /v2/{project_id}/
desktops/statistics/run-
state

workspace:statistics:
getRunState

-

GET /v2/{project_id}/
desktops/statistics/
login-state

workspace:statistics:
getLoginState

-
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GET /v2/{project_id}/
subnets/using-subnets

workspace:networks:
getUsingSubnets

-

GET /v2/{project_id}/
ports

workspace:networks:
listPorts

-

GET /v2/{project_id}/
render-desktops/
{desktop_id}/remote-
consoles

workspace:renderDes
ktops:createConsole

-

PUT /v2/{project_id}/
render-desktops/resize

workspace:renderDes
ktops:resize

-

POST /v2/{project_id}/
exclusive-hosts/
{host_id}/resize-lites

workspace:exclusive
Hosts:resizeLites

-

GET /services/v2/
{project_id}/desktops/
{desktop_id}

workspace:desktops:
get

● vpc:ports:get
● vpc:ports:list
● vpc:securityGroups:get
● eip:publicIps:list
● nat:snatRules:list

GET /v2/{project_id}/
desktop-monitor/
{desktop_id}

workspace:desktops:
getMonitor

ces:metricData:get

GET /v2/{project_id}/
desktops/export

workspace:desktops:
export

● vpc:ports:get
● vpc:ports:list
● vpc:securityGroups:get
● eip:publicIps:list
● nat:snatRules:list

GET /v2/{project_id}/
desktops/{desktop_id}/
detach-info

workspace:desktops:l
istDetachInfo

-

GET /v2/{project_id}/
desktops/{desktop_id}/
sysprep

workspace:desktops:
getSysprepVersion

-
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POST /v2/{project_id}/
internet

workspace:networks:
createNat

● vpc:ports:delete
● vpc:ports:get
● vpc:networks:get
● eip:publicIps:create
● eip:publicIps:update
● eip:publicIps:delete
● nat:snatRules:list
● nat:snatRules:create
● nat:natGateways:list
● nat:natGateways:create

GET /v2/{project_id}/
internet

workspace:networks:
listNats

● vpc:subnets:get
● vpc:vpcs:get
● nat:snatRules:list
● nat:natGateways:list

POST /v2/{project_id}/
quotas/check

workspace:quotas:ch
eck

-

GET /v2/{project_id}/
subnets

workspace:networks:
listSubnets

● vpc:subnets:list
● vpc:subnets:get

GET /v2/{project_id}/
vpcs

workspace:networks:
listVpcs

vpc:vpcs:list

POST /v2/{project_id}/
policy-groups/policy-
template

workspace:policyGro
ups:createTemplate

-

GET /v1/{project_id}/
policy-templates

workspace:policyGro
ups:listTemplate

-

PUT /v2/{project_id}/
policy-groups/policy-
template/
{policy_group_id}

workspace:policyGro
ups:updateTemplate

-

GET /v2/{project_id}/
security-groups

workspace:networks:
listSecurityGroups

-

GET /v2/{project_id}/
availability-zones/
summary

workspace:availabilit
yZones:getSummary

-

GET /v2/{project_id}/
availability-zones/detail

workspace:availabilit
yZones:get

-

POST /v2/{project_id}/
users/desktop-users/
action/import

workspace:users:imp
ortUser

-
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POST /v2/{project_id}/
users/template-upload

workspace:users:uplo
adTemplate

-

PUT /v2/{project_id}/
access-policy/
{access_policy_id}

workspace:accessPoli
cies:update

-

POST /v2/{project_id}/
desktops/{desktop_id}/
verify-source

workspace:desktops:
verifySource

-

GET /v2/{project_id}/
desktops/networks

workspace:desktops:l
istDesktopNetworks

● vpc:vpcs:get
● vpc:subnets:get
● vpc:networks:get
● vpc:ports:get
● vpc:securityGroups:get
● eip:publicIps:list

POST /v2/{project_id}/
desktops/networks/
batch-change

workspace:desktops:
batchChangeNetwor
k

● vpc:vpcs:get
● vpc:subnets:get
● vpc:networks:get
● vpc:ports:get
● vpc:ports:create
● vpc:ports:update
● vpc:ports:delete
● vpc:securityGroups:get
● eip:publicIps:list
● eip:publicIps:associateInsta

nce
● eip:publicIps:disassociateIns

tance

GET /v2/{project_id}/
workspace-jobs/{job_id}

workspace:jobs:get -

POST /v2/
{project_id}/ip/import

workspace:accessPoli
cies:importIp

-

GET /v2/{project_id}/ip/
template/download

workspace:accessPoli
cies:getIpImportTem
plate

-

GET /v2/{project_id}/
wks-edge-sites

workspace:sites:listEd
geSites

● ies:edgeSite:list
● ies:edgeSite:getMetricData

POST /v2/{project_id}/
check-edge-site-
resources

workspace:sites:chec
kEdgeSiteResources

● ies:edgeSite:list
● ies:edgeSite:getMetricData
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GET /v2/
{project_id}/ad-ous

workspace:ou:listAd
Ous

-

GET /v2/
{project_id}/ou-users

workspace:ou:listOu
Users

-

POST /v2/
{project_id}/ou-users/
import

workspace:ou:import
UsersByOU

-

GET /v1/{project_id}/
app-groups

workspace:appGroup
:list

-

POST /v1/{project_id}/
app-groups

workspace:appGroup
:create

-

DELETE /v1/
{project_id}/app-
groups/{app_group_id}

workspace:appGroup
:delete

-

GET /v1/{project_id}/
app-groups/
{app_group_id}

workspace:appGroup
:get

-

PATCH /v1/{project_id}/
app-groups/
{app_group_id}

workspace:appGroup
:update

-

GET /v1/{project_id}/
app-groups/
{app_group_id}/apps

workspace:app:listPu
blishedApp

-

POST /v1/{project_id}/
app-groups/
{app_group_id}/apps

workspace:app:publis
h

-

GET /v1/{project_id}/
app-groups/
{app_group_id}/apps/
{app_id}

workspace:app:get -

PATCH /v1/{project_id}/
app-groups/
{app_group_id}/apps/
{app_id}

workspace:app:updat
e

-

DELETE /v1/
{project_id}/app-
groups/{app_group_id}/
apps/{app_id}/icon

workspace:app:delet
eIcon

-
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POST /v1/{project_id}/
app-groups/
{app_group_id}/apps/
{app_id}/icon

workspace:app:uploa
dIcon

-

POST /v1/{project_id}/
app-groups/
{app_group_id}/apps/
actions/check

workspace:app:check -

POST /v1/{project_id}/
app-groups/
{app_group_id}/apps/
actions/disable

workspace:app:batch
Disable

-

POST /v1/{project_id}/
app-groups/
{app_group_id}/apps/
actions/enable

workspace:app:batch
Enable

-

POST /v1/{project_id}/
app-groups/
{app_group_id}/apps/
batch-unpublish

workspace:app:unpu
blish

-

GET /v1/{project_id}/
app-groups/
{app_group_id}/
publishable-app

workspace:appGroup
:listPublishableApp

-

POST /v1/{project_id}/
app-groups/actions/
batch-delete-
authorization

workspace:appGroup
:batchDeleteAuthori-
zation

-

POST /v1/{project_id}/
app-groups/actions/
disassociate-app-group

workspace:appGroup
:disassociate

-

GET /v1/{project_id}/
app-groups/actions/list-
authorizations

workspace:appGroup
:listAuthorization

-

POST /v1/{project_id}/
app-groups/
authorizations

workspace:appGroup
:addAuthorization

-

POST /v1/{project_id}/
app-groups/batch-
delete

workspace:appGroup
:batchDelete

-

POST /v1/{project_id}/
app-groups/rules/
validate

workspace:appGroup
:check

-
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GET /v1/{project_id}/
app-server-groups

workspace:serverGro
up:list

-

POST /v1/{project_id}/
app-server-groups

workspace:serverGro
up:create

● ims:images:list
● vpc:ports:get
● vpc:subnets:get

DELETE /v1/
{project_id}/app-server-
groups/
{server_group_id}

workspace:serverGro
up:delete

-

GET /v1/{project_id}/
app-server-groups/
{server_group_id}

workspace:serverGro
up:get

-

PATCH /v1/{project_id}/
app-server-groups/
{server_group_id}

workspace:serverGro
up:update

ims:images:list

GET /v1/{project_id}/
app-server-groups/
{server_group_id}/state

workspace:serverGro
up:getServerState

-

GET /v1/{project_id}/
app-server-groups/
actions/list

workspace:serverGro
up:listDetail

-

GET /v1/{project_id}/
app-server-groups/
resources/restrict

workspace:serverGro
up:getRestrict

-

POST /v1/{project_id}/
app-server-groups/
rules/validate

workspace:serverGro
up:validate

-

POST /v1/{project_id}/
server-group/
{server_group_id}/tags/
create

workspace:serverGro
up:tagResource

-

DELETE /v1/
{project_id}/server-
group/
{server_group_id}/tags/
delete

workspace:serverGro
up:unTagResource

-

GET /v1/{project_id}/
server-group/
{server_group_id}/tags

workspace:serverGro
up:listTagsForResour
ce

-

GET /v1/{project_id}/
server-group/tags

workspace:serverGro
up:listTags

-
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POST /v1/{project_id}/
server-group/tags/
batch-create

workspace:serverGro
up:batchCreateTags

-

DELETE /v1/
{project_id}/server-
group/tags/batch-
delete

workspace:serverGro
up:batchDeleteTags

-

GET /v1/{project_id}/
app-servers

workspace:server:list -

DELETE /v1/
{project_id}/app-
servers/{server_id}

workspace:server:del
ete

● iam:roles:listRoles
● vpc:ports:delete
● vpc:ports:get

GET /v1/{project_id}/
app-servers/{server_id}

workspace:server:get -

PATCH /v1/{project_id}/
app-servers/{server_id}

workspace:server:up
date

-

POST /v1/{project_id}/
app-servers/{server_id}/
actions/change-image

workspace:server:cha
ngeImage

● ims:images:list
● vpc:ports:get
● vpc:subnets:get

POST /v1/{project_id}/
app-servers/{server_id}/
actions/reinstall

workspace:server:rei
nstall

● ims:images:list
● vpc:ports:get
● vpc:subnets:get

GET /v1/{project_id}/
app-servers/{server_id}/
actions/vnc

workspace:server:get
VncUrl

-

GET /v1/{project_id}/
app-servers/access-
agent/upgrade-record

workspace:accessAge
nt:list

-

PATCH /v1/{project_id}/
app-servers/access-
agent/actions/upgrade

workspace:accessAge
nt:batchUpgrade

-

GET /v1/{project_id}/
app-servers/access-
agent/latest-version

workspace:accessAge
nt:listLatestVersion

-

GET /v1/{project_id}/
app-servers/access-
agent/list

workspace:server:list
AccessAgentDetails

-
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GET /v1/{project_id}/
app-servers/access-
agent/upgrade-flag

workspace:accessAge
nt:getUpgradeFlag

-

PATCH /v1/{project_id}/
app-servers/access-
agent/upgrade-flag

workspace:accessAge
nt:updateUpgradeFla
g

-

GET /v1/{project_id}/
app-servers/access-
agent/upgrade-record

workspace:accessAge
nt:listUpgradeRecord
s

-

POST /v1/{project_id}/
app-servers/actions/
batch-delete

workspace:server:bat
chDelete

● iam:roles:listRoles
● vpc:ports:delete
● vpc:ports:get

PATCH /v1/{project_id}/
app-servers/actions/
batch-maint

workspace:server:bat
chChangeMaintain-
Mode

-

PATCH /v1/{project_id}/
app-servers/actions/
batch-reboot

workspace:server:bat
chReboot

-

PATCH /v1/{project_id}/
app-servers/actions/
batch-rejoin-domain

workspace:server:bat
chRejoinDomain

-

PATCH /v1/{project_id}/
app-servers/actions/
batch-start

workspace:server:bat
chStart

-

PATCH /v1/{project_id}/
app-servers/actions/
batch-stop

workspace:server:bat
chStop

-

PATCH /v1/{project_id}/
app-servers/actions/
batch-update-tsvi

workspace:server:bat
chUpdateTsvi

● vpc:subnets:get
● vpc:ports:update
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POST /v1/{project_id}/
app-servers/actions/
create

workspace:server:cre
ate

● ims:images:list
● ims:images:updateMember

Status
● ims:images:share
● ims:images:get
● vpc:securityGroups:get
● vpc:securityGroupRules:get
● vpc:networks:get
● vpc:subnets:get
● vpc:ports:create
● vpc:ports:get
● vpc:ports:delete
● vpc:vpcs:get
● dss:pools:list

PATCH /v1/{project_id}/
app-servers/hosts/
batch-migrate

workspace:server:bat
chMigrateHosts

-

GET /v1/{project_id}/
app-servers/metric-
data/{server_id}

workspace:server:get
MetricData

-

GET /v1/{project_id}/
app-server-sub-jobs

workspace:jobs:listSu
bJobs

-

POST /v1/{project_id}/
app-server-sub-jobs/
actions/batch-delete

workspace:jobs:batch
DeleteSubJobs

-

GET /v1/{project_id}/
app-server-sub-jobs/
actions/count

workspace:jobs:count
SubJobs

-

POST /v1/{project_id}/
app-warehouse/action/
authorize

workspace:appWareh
ouse:authorizeObs

● obs:bucket:GetBucketAcl
● obs:object:PutObject
● obs:object:DeleteObject

POST /v1/{project_id}/
app-warehouse/actions/
batch-delete

workspace:appWareh
ouse:batchDeleteApp

● obs:bucket:HeadBucket
● obs:object:DeleteObject

GET /v1/{project_id}/
app-warehouse/apps

workspace:appWareh
ouse:ListWarehouseA
pps

-

POST /v1/{project_id}/
app-warehouse/apps

workspace:appWareh
ouse:createApp

-
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DELETE /v1/
{project_id}/app-
warehouse/apps/{id}

workspace:appWareh
ouse:deleteApp

● obs:bucket:HeadBucket
● obs:object:DeleteObject

POST /v1/{project_id}/
app-warehouse/apps/
icon

workspace:appWareh
ouse:uploadAppIcon

obs:object:PutObject

POST /v1/{project_id}/
app-warehouse/bucket-
and-acl/create

workspace:appWareh
ouse:createBucketOr
Acl

● obs:bucket:GetBucketAcl
● obs:bucket:HeadBucket
● obs:bucket:PutBucketAcl
● obs:bucket:PutReplicationC

onfiguration
● obs:bucket:CreateBucket
● obs:bucket:PutBucketCORS

GET /v1/{project_id}/
check/quota

workspace:quotas:ge
t

-

GET /v1/{project_id}/
image-server-jobs

workspace:images:lis
tImageJobs

-

GET /v1/{project_id}/
image-server-jobs/
{job_id}

workspace:images:ge
tImageJob

-

GET /v1/{project_id}/
image-servers

workspace:imageSer
ver:list

-

POST /v1/{project_id}/
image-servers

workspace:imageSer
ver:create

● ims:images:list
● vpc:ports:get
● vpc:subnets:get

GET /v1/{project_id}/
image-servers/
{server_id}

workspace:imageSer
ver:get

-

PATCH /v1/{project_id}/
image-servers/
{server_id}

workspace:imageSer
ver:update

-

POST /v1/{project_id}/
image-servers/
{server_id}/actions/
attach-app

workspace:imageSer
ver:attachApp

-

GET /v1/{project_id}/
image-servers/
{server_id}/actions/
latest-attached-app

workspace:imageSer
ver:listLatestAttache-
dApp

-
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API Action Dependency

POST /v1/{project_id}/
image-servers/
{server_id}/actions/
recreate-image

workspace:imageSer
ver:recreate

● vpc:ports:get
● vpc:subnets:get
● ims:quotas:get
● ims:images:get
● ims:images:list
● ims:images:setTags
● ims:images:setOrDeleteTag

s
● ims:images:updateMember

Status
● ims:images:copyInRegion
● ims:serverImages:create

PATCH /v1/{project_id}/
image-servers/actions/
batch-delete

workspace:imageSer
ver:batchDelete

-

GET /v1/{project_id}/
image-server-sub-jobs

workspace:imageSer
ver:listImageSubJobs

-

PATCH /v1/{project_id}/
image-server-sub-jobs/
actions/batch-delete

workspace:imageSer
ver:batchDeleteImag
eSubJobs

-

GET /v1/{project_id}/
image-server-sub-jobs/
actions/count

workspace:imageSer
ver:countImageSubJo
bs

-

GET /v2/
{project_id}/job/{job_id}

workspace:jobs:get -

GET /v1/{project_id}/
mails

workspace:appGroup
:listMailRecord

-

POST /v1/{project_id}/
mails/actions/send

workspace:appGroup
:resendMail

-

POST /v1/{project_id}/
mails/actions/send

workspace:appGroup
:resendMail

-

GET /v1/{project_id}/
persistent-storages

workspace:storage:lis
tPersistentStorage

-

POST /v1/{project_id}/
persistent-storages

workspace:storage:cr
eatePersistentStor-
age

● obs:bucket:HeadBucket
● obs:bucket:PutBucketPolicy
● obs:bucket:PutBucketAcl
● obs:bucket:PutBucketCORS
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API Action Dependency

DELETE /v1/
{project_id}/persistent-
storages/{storage_id}

workspace:storage:d
eletePersistentStor-
age

● obs:object:GetObject
● obs:object:DeleteObject

POST /v1/{project_id}/
persistent-storages/
{storage_id}/actions/
assign-folder

workspace:storage:u
pdateUserFolderAs-
signment

-

POST /v1/{project_id}/
persistent-storages/
{storage_id}/actions/
assign-share-folder

workspace:storage:u
pdateShareFolderAs-
signment

-

POST /v1/{project_id}/
persistent-storages/
{storage_id}/actions/
create-share-folder

workspace:storage:cr
eateShareFolder

● obs:object:GetObject
● obs:object:PutObject

POST /v1/{project_id}/
persistent-storages/
{storage_id}/actions/
delete-storage-claim

workspace:storage:d
eleteStorageClaim

obs:object:DeleteObject

POST /v1/{project_id}/
persistent-storages/
{storage_id}/actions/
delete-user-attachment

workspace:storage:d
eleteUserStorageAt-
tachment

obs:object:DeleteObject

POST /v1/{project_id}/
persistent-storages/
actions/batch-delete

workspace:storage:b
atchDeletePersistent-
Storage

-

GET /v1/{project_id}/
persistent-storages/
actions/list-attachments

workspace:storage:lis
tStorageAssignment

-

GET /v1/{project_id}/
persistent-storages/
actions/list-share-
folders

workspace:storage:lis
tShareFolder

-

GET /v1/{project_id}/
policy-groups/
{policy_group_id}

workspace:policyGro
ups:get

-

GET /v2/{project_id}/
policy-groups/
{policy_group_id}/
policies

workspace:policyGro
ups:listPolicies

-

GET /v1/{project_id}/
policy-groups/
{policy_group_id}/target

workspace:policyGro
ups:listTargets

-
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API Action Dependency

GET /v2/{project_id}/
policy-groups/detail

workspace:policyGro
ups:listDetail

-

GET /v1/{project_id}/
policy-templates

workspace:policyGro
ups:listTemplate

-

DELETE /v1/
{project_id}/policy-
templates/
{policy_template_id}

workspace:policyGro
ups:deleteTemplate

-

PATCH /v1/{project_id}/
policy-templates/
{policy_template_id}

workspace:policyGro
ups:updateTemplate

-

GET /v1/{project_id}/
privacy-statement

workspace:privacysta
tements:get

-

DELETE /v1/
{project_id}/scaling-
policy

workspace:scalingPol
icy:delete

-

GET /v1/{project_id}/
scaling-policy

workspace:scalingPol
icy:list

-

PUT /v1/{project_id}/
scaling-policy

workspace:scalingPol
icy:create

-

GET /v2/{project_id}/
scheduled-tasks/
{task_id}/records

workspace:scheduled
Tasks:list

-

POST /v2/{project_id}/
scheduled-tasks

workspace:scheduled
Tasks:create

-

GET /v2/{project_id}/
scheduled-tasks/
{task_id}/records/
{record_id}

workspace:scheduled
Tasks:getRecord

-

DELETE /v2/
{project_id}/scheduled-
tasks/{task_id}

workspace:scheduled
Tasks:delete

-

POST /v2/{project_id}/
scheduled-tasks/future-
executions

workspace:scheduled
Tasks:get

-

PUT /v2/{project_id}/
scheduled-tasks/
{task_id}

workspace:scheduled
Tasks:update

-

GET /v2/{project_id}/
scheduled-tasks/
{task_id}/records

workspace:scheduled
Tasks:listRecords

-
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POST /v2/{project_id}/
scheduled-tasks/batch-
delete

workspace:scheduled
Tasks:batchDelete

-

POST /v1/{project_id}/
session/app-connection

workspace:session:lis
tAppConnection

-

POST /v1/{project_id}/
session/logoff

workspace:session:lo
goffUserSession

-

POST /v1/{project_id}/
session/user-connection

workspace:session:lis
tUserConnection

-

GET /v1/{project_id}/
session/user-session-
info

workspace:session:lis
tSessionByUserName

-

PUT /v1/{project_id}/
storages-policy/actions/
create-statements

workspace:storagePo
licy:create

-

GET /v1/{project_id}/
storages-policy/actions/
list-statements

workspace:storagePo
licy:list

-

GET /v2/{project_id}/
users

workspace:users:list -

GET /v1/persistent-
storages/actions/list-sfs-
storages

workspace:storage:lis
tSfs3Storage

● obs:bucket:ListBucket
● obs:bucket:GetBucketStora

ge
● obs:bucket:ListAllMyBucket

s

GET /v1/{project_id}/
availability-zone

workspace:baseReso
urce:list

ecs:availabilityZones:list

POST /v1/{project_id}/
bundles/batch-query-
config-info

workspace:tenants:lis
tConfigInfo

-

GET /v1/{project_id}/
product

workspace:baseReso
urce:list

-

GET /v1/{project_id}/
product

workspace:baseReso
urce:list

-

POST /v1/{project_id}/
tenant/action/active

workspace:tenants:ac
tive

-

GET /v1/{project_id}/
tenant/profile

workspace:tenants:lis
tTenantProfile

-

Organizations
User Guide 5 Managing SCPs

Issue 01 (2025-02-25) Copyright © Huawei Cloud Computing Technologies Co., Ltd. 1266



API Action Dependency

GET /v1/{project_id}/
volume-type

workspace:baseReso
urce:list

-

GET /v1/{project_id}/
app-servers/server-
metric-data/{server_id}

workspace:server:list
ServerMetricData

-

GET /v1/{project_id}/
session/list-sessions

workspace:session:lis
tSessions

-

PATCH /v1/{project_id}/
app-warehouse/apps/
{id}

workspace:appWareh
ouse:updateApp

-

POST /v1/{project_id}/
app-servers/actions/
batch-change-image

workspace:server:bat
chChangeImage

● ims:images:list
● vpc:ports:get
● vpc:subnets:get

POST /v1/{project_id}/
app-servers/actions/
batch-reinstall

workspace:server:bat
chReinstall

● ims:images:list
● vpc:ports:get
● vpc:subnets:get

 

Resources

A resource type indicates the resources that an SCP policy applies to. If you specify
a resource type for any action in Table 5-206, the resource URN must be specified
in the SCP statements using that action, and the SCP applies only to resources of
this type. If no resource type is specified, the Resource element is marked with an
asterisk (*) and the SCP applies to all resources. You can also set condition keys in
an SCP to define resource types.

The following table lists the resource types that you can define in SCP statements
for Workspace.

Table 5-206 Resource types supported by Workspace

Resource Type Descrip
tion

URN

desktop Desktop workspace:<region>:<account-
id>:desktop:<desktop-id>

desktopPool Desktop
pool

workspace:<region>:<account-
id>:desktopPool:<pool-id>

wdh Worksp
ace host

workspace:<region>:<account-
id>:wdh:<wdh-id>

exclusiveHost Exclusiv
e host

workspace:<region>:<account-
id>:exclusiveHost:<host-id>
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Resource Type Descrip
tion

URN

user User workspace:<region>:<account-
id>:user:<user-id>

userGroup User
group

workspace:<region>:<account-
id>:userGroup:<group-id>

policyGroup Policy
group

workspace:<region>:<account-
id>:policyGroup:<policy-group-id>

script Script workspace:<region>:<account-
id>:script:<script-id>

scheduledTask Schedul
ed task

workspace:<region>:<account-
id>:scheduledTask:<task-id>

server APS workspace:<region>:<account-
id>:server:<server-id>

serverGroup APS
group

workspace:<region>:<account-
id>:serverGroup:<server-group-id>

app Applicat
ion

workspace:<region>:<account-id>:app:<app-
id>

appGroup Applicat
ion
group

workspace:<region>:<account-
id>:appGroup:<app-group-id>

imageServer Applicat
ion
image
server

workspace:<region>:<account-
id>:imageServer:<image-server-id>

storage Storage workspace:<region>:<account-
id>:storage:<storage-id>

 

Conditions

A Condition element lets you specify conditions for an SCP to take effect. It
contains condition keys and operators.

● The condition key that you specify can be a global condition key or a service-
specific condition key.

– Global condition keys (with the g: prefix) apply to all actions. Cloud
services do not need to provide user identity information. Instead, the
system automatically obtains such information and authenticates users.
For details, see Global Condition Keys.

– Service-specific condition keys (with the abbreviation of a service name
plus a colon as the prefix, for example, workspace:) only apply to
operations of Workspace. For details, see Table 5-207.
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– The number of values associated with a condition key in the request
context of an API call makes the condition key single-valued or
multivalued. Single-valued condition keys have at most one value in the
request context of an API call. Multivalued condition keys can have
multiple values in the request context of an API call. For example, a
request can originate from at most one VPC endpoint, so g:SourceVpce is
a single-valued condition key. You can tag resources and include multiple
tag key-value pairs in a request, so g:TagKeys is a multivalued condition
key.

● A condition operator, condition key, and condition value together constitute a
complete condition statement. An SCP can be applied only when its request
conditions are met. See supported operators.

The following table lists the condition keys that you can define in SCPs for
Workspace. You can include these condition keys to specify conditions for an SCP
to take effect.

Table 5-207 Service-specific condition keys supported by Workspace

Condition Key Type Single-
valued/
Multivalued

Description

workspace:Acces
sMode

string Multivalued Access is filtered based
on the access mode
specified in the request
parameter. The valid
condition values are
INTERNET,
DEDICATED, and
BOTH.

workspace:Creat
eOrderType

string FALSE Access is filtered based
on the created order
types specified in the
request parameter. The
valid condition values
are createDesktops,
addVolumes,
createDehHosts,
rebuildDesktops,
createDesktopPool,
expandDesktopPool,
applyDesktopsInter-
net, createExclusive-
Hosts,
subscribeUserSharer,
and createApps.
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Condition Key Type Single-
valued/
Multivalued

Description

workspace:Chan
geOrderType

string FALSE Access is filtered based
on the changed order
types specified in the
request parameter. The
valid condition values
are resizeDesktops,
expandVolumes,
meteredToPeriod,
ADD_VOLUME,
EXTEND_VOLUME,
RESIZE,
CHANGE_IMAGE,
ADD_SUB_RESOURCES
, and
DELETE_SUB_RESOUR
CES.

workspace:Assoc
iatePublicIp

boolean FALSE Permissions for binding
EIPs to desktops are
filtered based on
whether the associated
EIP is enabled.

 

5.10.13 Management & Governance

5.10.13.1 Simple Message Notification (SMN)

The Organizations service provides Service Control Policies (SCPs) to set access
control policies.

SCPs do not actually grant any permissions to a principal. They only set the
permissions boundary for the principal. When SCPs are attached to a member
account or an organizational unit (OU), they do not directly grant permissions to
that member account or OU. Instead, the SCPs just determine what permissions
are available for that member account or the member accounts under that OU.

This section describes the elements used by Organizations SCPs. The elements
include actions, resources, and conditions.

For details about how to use these elements to create a custom SCP, see Creating
an SCP.

Actions

Actions are specific operations that are allowed or denied in an SCP.
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● The Access Level column describes how the action is classified (List, Read, or
Write). This classification helps you understand the level of access that an
action grants when you use it in an SCP.

● The Resource Type column indicates whether the action supports resource-
level permissions.
– You can use a wildcard (*) to indicate all resource types. If this column is

empty (-), the action does not support resource-level permissions, and
you must specify all resources ("*") in your SCP statements.

– If this column includes a resource type, you must specify the URN in the
Resource element of your statements.

– Required resources are marked with asterisks (*) in the table. If you
specify a resource in a statement using this action, then it must be of this
type.

For details about the resource types defined by SMN, see Resources.
● The Condition Key column contains keys that you can specify in the

Condition element of an SCP statement.
– If the Resource Type column has values for an action, the condition key

takes effect only for the listed resource types.
– If the Resource Type column is empty (-) for an action, the condition key

takes effect for all resources that action supports.
– If the Condition Key column is empty (-) for an action, the action does

not support any condition keys.
For details about the condition keys defined by SMN, see Conditions.

The following table lists the actions that you can define in SCP statements for
SMN.

Table 5-208 Actions supported by SMN

Action Description Access
Level

Resour
ce Type
(*:
require
d)

Condition Key

smn:topic:create Grants permission
to create a topic.

write topic * N/A

N/A ● g:EnterprisePro
jectId

● g:RequestTag/
<tag-key>

● g:TagKeys

smn:topic:listTopic Grants permission
to query topics.

list topic * N/A

N/A g:EnterpriseProjec
tId
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Action Description Access
Level

Resour
ce Type
(*:
require
d)

Condition Key

smn:topic:updateT
opic

Grants permission
to update a topic.

write topic * ● g:EnterprisePro
jectId

● g:ResourceTag/
<tag-key>

smn:topic:get Grants permission
to query details of
a topic.

read topic * ● g:EnterprisePro
jectId

● g:ResourceTag/
<tag-key>

smn:topic:delete Grants permission
to delete a topic.

write topic * ● g:EnterprisePro
jectId

● g:ResourceTag/
<tag-key>

smn:topic:listAttri
butes

Grants permission
to query a topic
policy.

list topic * ● g:EnterprisePro
jectId

● g:ResourceTag/
<tag-key>

smn:topic:deleteAt
tribute

Grants permission
to delete a topic
policy.

write topic * ● g:EnterprisePro
jectId

● g:ResourceTag/
<tag-key>

smn:topic:update
Attribute

Grants permission
to update a topic
policy.

write topic * ● g:EnterprisePro
jectId

● g:ResourceTag/
<tag-key>

N/A ● smn:TargetOrg
Path

● smn:TargetOrgI
d

● smn:TargetAcc
ountId

smn:topic:subscrib
e

Grants permission
to add a
subscription to a
topic.

write topic * ● g:EnterprisePro
jectId

● g:ResourceTag/
<tag-key>

N/A ● smn:Protocol
● smn:Endpoint
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Action Description Access
Level

Resour
ce Type
(*:
require
d)

Condition Key

smn:topic:listSubs
criptionsByTopic

Grants permission
to query
subscriptions of a
topic.

list topic * ● g:EnterprisePro
jectId

● g:ResourceTag/
<tag-key>

smn:topic:listSubs
criptions

Grants permission
to query
subscriptions of
all topics.

list topic * N/A

smn:topic:deleteS
ubscription

Grants permission
to delete a
subscription from
a topic.

write topic * ● g:EnterprisePro
jectId

● g:ResourceTag/
<tag-key>

smn:topic:updateS
ubscription

Grants permission
to update a
subscription of a
topic.

write topic * ● g:EnterprisePro
jectId

● g:ResourceTag/
<tag-key>

smn:topic:publish Grants permission
to publish a
message.

write topic * ● g:EnterprisePro
jectId

● g:ResourceTag/
<tag-key>

smn:template:crea
te

Grants permission
to create a
message
template.

write templat
e *

N/A

smn:template:listT
emplates

Grants permission
to query message
templates.

list templat
e *

N/A

smn:template:upd
ate

Grants permission
to modify a
message
template.

write templat
e *

N/A

smn:template:get Grants permission
to query details of
a message
template.

read templat
e *

N/A

smn:template:dele
te

Grants permission
to delete a
message
template.

write templat
e *

N/A
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Action Description Access
Level

Resour
ce Type
(*:
require
d)

Condition Key

smn:tag:create Grants permission
to add a tag to a
topic.

write topic * ● g:EnterprisePro
jectId

● g:ResourceTag/
<tag-key>

N/A ● g:RequestTag/
<tag-key>

● g:TagKeys

smn:tag:delete Grants permission
to delete a tag of
a topic.

write topic * ● g:EnterprisePro
jectId

● g:ResourceTag/
<tag-key>

N/A ● g:RequestTag/
<tag-key>

● g:TagKeys

smn:tag:batchMo
dify

Grants permission
to batch modify
tags of a topic.

write topic * ● g:EnterprisePro
jectId

● g:ResourceTag/
<tag-key>

N/A ● g:RequestTag/
<tag-key>

● g:TagKeys

smn:tag:list Grants permission
to query tags of a
topic.

read topic * g:ResourceTag/
<tag-key>

smn:topic:createL
ogTank

Grants permission
to associate a
topic with a log
stream.

write topic * ● g:EnterprisePro
jectId

● g:ResourceTag/
<tag-key>

smn:topic:listLogT
ank

Grants permission
to query the log
stream associated
with a topic.

list topic * ● g:EnterprisePro
jectId

● g:ResourceTag/
<tag-key>

smn:topic:updateL
ogTank

Grants permission
to update the log
stream associated
with a topic.

write topic * ● g:EnterprisePro
jectId

● g:ResourceTag/
<tag-key>
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Action Description Access
Level

Resour
ce Type
(*:
require
d)

Condition Key

smn:topic:deleteL
ogTank

Grants permission
to disassociate a
topic from a log
stream.

write topic * ● g:EnterprisePro
jectId

● g:ResourceTag/
<tag-key>

smn:topic:createN
otifyPolicy

Grants permission
to create a
notification policy.

write topic * N/A

smn:topic:update
NotifyPolicy

Grants permission
to modify a
notification policy.

write topic * N/A

smn:topic:getNotif
yPolicy

Grants permission
to query a
notification policy.

read topic * N/A

smn:topic:deleteN
otifyPolicy

Grants permission
to delete a
notification policy.

write topic * N/A

 

Each API of SMN usually supports one or more actions. Table 5-209 lists the
supported actions and dependencies.

Table 5-209 Actions and dependencies supported by SMN APIs

API Action Dependencies

POST /v2/
{project_id}/
notifications/topics

smn:topic:create N/A

GET /v2/
{project_id}/
notifications/topics

smn:topic:listTopic N/A

PUT /v2/
{project_id}/
notifications/topics/
{topic_urn}

smn:topic:updateTopic N/A

GET /v2/
{project_id}/
notifications/topics/
{topic_urn}

smn:topic:get N/A
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API Action Dependencies

DELETE /v2/
{project_id}/
notifications/topics/
{topic_urn}

smn:topic:delete N/A

GET /v2/
{project_id}/
notifications/topics/
{topic_urn}/
attributes

smn:topic:listAttributes N/A

DELETE /v2/
{project_id}/
notifications/topics/
{topic_urn}/
attributes

smn:topic:deleteAttribute N/A

PUT /v2/
{project_id}/
notifications/topics/
{topic_urn}/
attributes/{name}

smn:topic:updateAttribute N/A

DELETE /v2/
{project_id}/
notifications/topics/
{topic_urn}/
attributes/{name}

smn:topic:deleteAttribute N/A

POST /v2/
{project_id}/
notifications/topics/
{topic_urn}/
subscriptions

smn:topic:subscribe N/A

GET /v2/
{project_id}/
notifications/topics/
{topic_urn}/
subscriptions

smn:topic:listSubscriptions-
ByTopic

N/A

PUT /v2/
{project_id}/
notifications/topics/
{topic_urn}/
subscriptions/
{subscription_urn}

smn:topic:updateSubscripti
on

N/A

DELETE /v2/
{project_id}/
notifications/
subscriptions/
{subscription_urn}

smn:topic:deleteSubscriptio
n

N/A
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GET /v2/
{project_id}/
notifications/
subscriptions

smn:topic:listSubscriptions N/A

POST /v2/
{project_id}/
notifications/topics/
{topic_urn}/publish

smn:topic:publish N/A

POST /v2/
{project_id}/
notifications/
message_template

smn:template:create N/A

GET /v2/
{project_id}/
notifications/
message_template

smn:template:listTemplates N/A

PUT /v2/
{project_id}/
notifications/
message_template/
{message_template
_id}

smn:template:update N/A

GET /v2/
{project_id}/
notifications/
message_template/
{message_template
_id}

smn:template:get N/A

DELETE /v2/
{project_id}/
notifications/
message_template/
{message_template
_id}

smn:template:delete N/A

POST /v2/
{project_id}/
{resource_type}/
{resource_id}/tags

smn:tag:create N/A

GET /v2/
{project_id}/
{resource_type}/
{resource_id}/tags

smn:tag:list N/A
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API Action Dependencies

POST /v2/
{project_id}/
{resource_type}/
{resource_id}/tags/
action

smn:tag:batchModify ● smn:tag:create
● smn:tag:delete

DELETE /v2/
{project_id}/
{resource_type}/
{resource_id}/tags/
{key}

smn:tag:delete N/A

GET /v2/
{project_id}/
{resource_type}/
tags

smn:tag:list N/A

POST /v2/
{project_id}/
{resource_type}/
resource_instances/
action

smn:tag:list N/A

GET /v2/
{project_id}/
notifications/topics/
{topic_urn}/
logtanks

smn:topic:listLogTank N/A

POST /v2/
{project_id}/
notifications/topics/
{topic_urn}/
logtanks

smn:topic:createLogTank N/A

PUT /v2/
{project_id}/
notifications/topics/
{topic_urn}/
logtanks/
{logtank_id}

smn:topic:updateLogTank N/A

DELETE /v2/
{project_id}/
notifications/topics/
{topic_urn}/
logtanks/
{logtank_id}

smn:topic:deleteLogTank N/A
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API Action Dependencies

POST /v2/
{project_id}/
notifications/
subscriptions/
filter_polices

smn:topic:updateSubscripti
on

N/A

PUT /v2/
{project_id}/
notifications/
subscriptions/
filter_polices

smn:topic:updateSubscripti
on

N/A

DELETE /v2/
{project_id}/
notifications/
subscriptions/
filter_polices

smn:topic:updateSubscripti
on

N/A

POST /v2/
{project_id}/
notifications/topics/
{topic_urn}/
subscriptions/from-
subscription-users

smn:topic:subscribe N/A

POST /v2/
{project_id}/
notifications/topics/
{topic_urn}/notify-
policy

smn:topic:createNotifyPoli-
cy

smn:topic:listSubscriptions-
ByTopic

PUT /v2/
{project_id}/
notifications/topics/
{topic_urn}/notify-
policy/
{notify_policy_id}

smn:topic:updateNotifyPoli-
cy

smn:topic:listSubscriptions-
ByTopic

GET /v2/
{project_id}/
notifications/topics/
{topic_urn}/notify-
policy

smn:topic:getNotifyPolicy N/A

DELETE /v2/
{project_id}/
notifications/topics/
{topic_urn}/notify-
policy/
{notify_policy_id}

smn:topic:deleteNotifyPoli-
cy

N/A
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Resources

A resource type indicates the resources that an SCP applies to. If you specify a
resource type for any action in Table 5-210, a resource URN must be specified in
the SCP statements using that action, and the SCP applies only to resources of this
type. If no resource type is specified, the Resource element is marked with an
asterisk (*) and the SCP applies to all resources. You can also set condition keys in
an SCP to define resource types.

The following table lists the resource types that you can define in SCP statements
for SMN.

Table 5-210 Resource types supported by SMN

Resource Type URN

topic smn:<region>:<account-id>:topic:<topic-
id>

template smn:<region>:<account-
id>:template:<template-id>

 

Conditions

A Condition element lets you specify conditions for when an SCP is in effect. It
contains condition keys and condition operators.

● The condition key that you specify can be a global condition key or a service-
specific condition key.

– Global condition keys (with the g: prefix) apply to all actions. Cloud
services do not need to provide user identity information. Instead, the
system automatically obtains such information and authenticates users.
For details, see Global Condition Keys.

– Service-specific condition keys (with the abbreviation of a service name
plus a colon as the prefix, for example, smn:) apply only to operations of
the SMN service. For details, see Table 5-211.

– The number of values associated with a condition key in the request
context of an API call makes the condition key single-valued or
multivalued. Single-valued condition keys have at most one value in the
request context of an API call. Multivalued condition keys can have
multiple values in the request context of an API call. For example, a
request can originate from at most one VPC endpoint, so g:SourceVpce is
a single-valued condition key. You can tag resources and include multiple
tag key-value pairs in a request, so g:TagKeys is a multivalued condition
key.

● A condition operator, condition key, and a condition value together constitute
a complete condition statement. An SCP can be applied only when its request
conditions are met. For supported condition operators, see Condition
operators.
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The following table lists the condition keys that you can define in SCPs for SMN.
You can include these condition keys to specify conditions for when your SCP is in
effect.

Table 5-211 Service-specific condition keys supported by SMN

Service-specific
Condition Key

Type Single-
valued/
Multivalued

Description

smn:TargetOrgPath string Single-valued The organization path
authorized in a topic
policy.

smn:TargetOrgId string Single-valued The organization ID
authorized in a topic
policy.

smn:TargetAccountId string Single-valued The account ID
authorized in a topic
policy.

smn:Protocol string Single-valued The subscription
protocol.

smn:Endpoint string Single-valued The subscription
endpoint address.

 

5.10.13.2 Log Tank Service (LTS)
The Organizations service provides Service Control Policies (SCPs) to set access
control policies.

SCPs do not actually grant any permissions to a principal. They only set the
permissions boundary for the principal. When SCPs are attached to a member
account or an organizational unit (OU), they do not directly grant permissions to
that member account or OU. Instead, the SCPs just determine what permissions
are available for that member account or the member accounts under that OU.

This section describes the elements used by Organizations SCPs. The elements
include actions, resources, and conditions.

For details about how to use these elements to create a custom SCP, see Creating
an SCP.

Actions
Actions are specific operations that are allowed or denied in an SCP.

● The Access Level column describes how the action is classified (List, Read, or
Write). This classification helps you understand the level of access that an
action grants when you use it in an SCP.

● The Resource Type column indicates whether the action supports resource-
level permissions.
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– You can use a wildcard (*) to indicate all resource types. If this column is
empty (-), the action does not support resource-level permissions, and
you must specify all resources ("*") in your SCP statements.

– If this column includes a resource type, you must specify the URN in the
Resource element of your statements.

– Required resources are marked with asterisks (*) in the table. If you
specify a resource in a statement using this action, then it must be of this
type.

For details about the resource types defined by LTS, see Resources.
● The Condition Key column contains keys that you can specify in the

Condition element of an SCP statement.
– If the Resource Type column has values for an action, the condition key

takes effect only for the listed resource types.
– If the Resource Type column is empty (-) for an action, the condition key

takes effect for all resources that action supports.
– If the Condition Key column is empty (-) for an action, the action does

not support any condition keys.
For details about the condition keys defined by LTS, see Conditions.

The following table lists the actions that you can define in SCP statements for LTS.

Table 5-212 Actions supported by LTS

Action Description Access
Level

Resource Type
(*: required)

Condition
Key

lts:logGroup:delet
eLogGroup

Grants permission
to delete a log
group.

write logGroup * -

lts:logGroup:listLo
gGroup

Grants permission
to query the log
group list.

list - -

lts:logGroup:creat
eLogGroup

Grants permission
to create a log
group.

write - -

lts:logGroup:updat
eLogGroup

Grants permission
to modify a log
group.

write logGroup * -

lts:logStream:listL
ogStream

Grants permission
to query the log
stream list.

list logGroup * -

lts:logStream:dele
teLogStream

Grants permission
to delete a log
stream.

write logStream * -

lts:logStream:crea
teLogStream

Grants permission
to create a log
stream.

write logGroup * -
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Action Description Access
Level

Resource Type
(*: required)

Condition
Key

lts:logStream:sear
chLog

Grants permission
to query logs.

list logStream * -

lts:logStream:sear
chStructLog

Grants permission
to query
structured logs.

list logStream * -

lts:logStream:sear
chLogHistogram

Grants permission
to query the log
histogram.

list logStream * -

lts:transfer:createT
ransfer

Grants permission
to create a log
transfer task.

write - -

lts:transfer:deleteT
ransfer

Grants permission
to delete a log
transfer task.

write transfer * -

lts:transfer:listTran
sfer

Grants permission
to query the log
transfer task list.

list - -

lts:transfer:update
Transfer

Grants permission
to modify a log
transfer task.

write transfer * -

lts:transfer:register
DmsKafkaInstance

Grants permission
to register a DMS
Kafka instance.

write - -

lts:configCenter:u
pdateOverCollectS
witch

Grants permission
to enable or
disable log
collection beyond
free quota.

write - -

lts:structConfig:cre
ateStructConfig

Grants permission
to create
structuring
configurations.

write logStream * -

lts:structConfig:del
eteStructConfig

Grants permission
to delete
structuring
configurations.

write logStream * -

lts:structConfig:ge
tStructConfig

Grants permission
to query
structuring
configurations.

read logStream * -
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Action Description Access
Level

Resource Type
(*: required)

Condition
Key

lts:structConfig:list
StructTemplate

Grants permission
to query the
structuring
template list.

list - -

lts:structConfig:up
dateStructConfig

Grants permission
to modify
structuring
configurations.

write logStream * -

lts:mappingRule:cr
eate

Grants permission
to create a
mapping rule.

write - -

lts:mappingRule:d
elete

Grants permission
to delete a
mapping rule.

write - -

lts:mappingRule:g
et

Grants permission
to query mapping
rule details.

read - -

lts:mappingRule:li
st

Grants permission
to query the
mapping rule list.

list - -

lts:mappingRule:u
pdate

Grants permission
to modify a
mapping rule.

write - -

lts:logStream:getH
istorySql

Grants permission
to query historical
SQL statements of
a log stream.

read logStream * -

lts:alarmRule:crea
teSqlAlarmRule

Grants permission
to create a SQL
alarm rule.

write - -

lts:alarmRule:dele
teSqlAlarmRule

Grants permission
to delete a SQL
alarm rule.

write alarmRule * -

lts:alarmRule:upd
ateSqlAlarmRule

Grants permission
to modify a SQL
alarm rule.

write alarmRule * -

lts:alarmRule:listS
qlAlarmRule

Grants permission
to query SQL
alarm rules.

list - -
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Action Description Access
Level

Resource Type
(*: required)

Condition
Key

lts:alarmRule:crea
teWordAlarmRule

Grants permission
to create a
keyword alarm
rule.

write - -

lts:alarmRule:dele
teWordAlarmRule

Grants permission
to delete a
keyword alarm
rule.

write alarmRule * -

lts:alarmRule:upd
ateWordAlarmRul
e

Grants permission
to modify a
keyword alarm
rule.

write alarmRule * -

lts:alarmRule:list
WordAlarmRule

Grants permission
to query keyword
alarm rules.

list - -

lts:alarm:cleanAla
rm

Grants permission
to delete an
alarm.

write - -

lts:alarm:listAlarm Grants permission
to query the
alarm list.

list - -

lts:logStream:listC
hart

Grants permission
to query log
stream charts.

list - -

lts:alarmNoticeTe
mplate:create

Grants permission
to create an
alarm notification
template.

write - -

lts:alarmNoticeTe
mplate:update

Grants permission
to modify an
alarm notification
template.

write - -

lts:alarmNoticeTe
mplate:delete

Grants permission
to delete an
alarm notification
template.

write - -

lts:alarmNoticeTe
mplate:list

Grants permission
to query the
alarm notification
template list.

list - -
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Action Description Access
Level

Resource Type
(*: required)

Condition
Key

lts:alarmNoticeTe
mplate:get

Grants permission
to query alarm
notification
template details.

read - -

lts:hostGroup:crea
te

Grants permission
to create a host
group.

write - -

lts:hostGroup:dele
te

Grants permission
to delete a host
group.

write hostGroup * -

lts:host:list Grants permission
to query the host
list.

list - -

lts:hostGroup:list Grants permission
to query the host
group list.

list accessConfig * -

lts:hostGroup:upd
ate

Grants permission
to modify a host
group.

write hostGroup * -

lts:accessConfig:cr
eate

Grants permission
to create a log
ingestion
configuration.

write logStream * -

lts:accessConfig:de
lete

Grants permission
to delete a log
ingestion
configuration.

write accessConfig * -

lts:accessConfig:lis
t

Grants permission
to query log
ingestion
configurations.

list - -

lts:accessConfig:u
pdate

Grants permission
to modify a log
ingestion
configuration.

write accessConfig * -

hostGroup -

lts:tag:create Grants permission
to create a tag.

write - -

lts:tag:delete Grants permission
to delete a tag.

write - -
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Action Description Access
Level

Resource Type
(*: required)

Condition
Key

lts:logStream:crea
teQuickQuery

Grants permission
to create a quick
search.

write logStream * -

lts:logStream:dele
teQuickQuery

Grants permission
to delete a quick
search.

write logStream * -

lts:logStream:listQ
uickQuery

Grants permission
to query quick
searches.

list logGroup * -

lts:logFavorite:cre
ate

Grants permission
to add a log to
favorites.

write logStream * -

lts:logFavorite:del
ete

Grants permission
to remove a log
from favorites.

write - -

lts:dashboardGrou
p:create

Grants permission
to create a
dashboard group.

write - -

lts:dashboard:crea
te

Grants permission
to create a
dashboard.

write - -

lts:trafficStatistic:g
et

Grants permission
to query resource
statistics details.

read - -

lts:tokenizer:get Grants permission
to query
configured
delimiters.

read - -

lts:tokenizer:creat
e

Grants permission
to save delimiters.

write - -

lts:tokenizer:previ
ew

Grants permission
to preview
delimiters.

read - -

lts:usageAlarm:up
date

Grants permission
to enable or
disable quota
alarms.

write - -
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Action Description Access
Level

Resource Type
(*: required)

Condition
Key

lts:csvTable:list Grants permission
to query the
associated data
source
configuration
table.

list - -

lts:csvTable:uploa
d

Grants permission
to upload a CSV
file.

write - -

lts:csvTable:get Grants permission
to preview
associated data
and query
associated data
source
information.

read - -

lts:csvTable:create Grants permission
to create an
associated data
source.

write - -

lts:csvTable:updat
e

Grants permission
to update an
associated data
source.

write - -

lts:csvTable:delete Grants permission
to delete an
associated data
source.

write - -

lts:scheduledSql:cr
eate

Grants permission
to create a SQL
scheduled job.

write - -

lts:scheduledSql:d
elete

Grants permission
to delete a SQL
scheduled job.

write - -

lts:scheduledSql:u
pdate

Grants permission
to modify a SQL
scheduled job.

write - -

lts:scheduledSql:lis
t

Grants permission
to query SQL
scheduled jobs.

list - -
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Action Description Access
Level

Resource Type
(*: required)

Condition
Key

lts:scheduledSql:g
et

Grants permission
to query SQL
scheduled job
details.

read - -

lts:scheduledSql:re
try

Grants permission
to re-execute the
instance.

write - -

lts:transfer:getDisL
ist

Grants permission
to query DIS
streams.

list - -

lts:transfer:listKafk
aInstance

Grants permission
to query the
Kafka list.

list - -

lts:transfer:update
KafkaInstance

Grants permission
to update Kafka
information.

write - -

lts:transfer:delete
KafkaInstance

Grants permission
to delete Kafka
information.

write - -

lts:transfer:listKafk
aAuthorization

Grants permission
to query the
configured Kafka
authorization list.

list - -

lts:transfer:createK
afkaAuthorization

Grants permission
to add configured
Kafka
authorization.

write - -

lts:transfer:delete
KafkaAuthorizatio
n

Grants permission
to delete
configured Kafka
authorization.

write - -

lts:transfer:getTra
nsfer

Grants permission
to query transfer
task information.

read transfer * -

lts:transfer:getDw
sInfo

Grants permission
to query the DWS
information of a
tenant.

read - -

lts:transfer:register
DwsCluster

Grants permission
to register a DMS
cluster.

write - -
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Action Description Access
Level

Resource Type
(*: required)

Condition
Key

lts:hostGroup:get
Host

Grants permission
to query all hosts
based on query
criteria.

read - -

lts:hostGroup:get Grants permission
to query all
configurations of
a host group
based on query
criteria.

read - -

lts:accessConfig:ge
t

Grants permission
to query a
collection
configuration.

read accessConfig * -

lts:logFavorite:list Grants permission
to query the
favorites list.

list - -

lts:logFavorite:upd
ate

Grants permission
to modify
favorites.

write logStream * -

lts:logGroup:getLo
gGroup

Grants permission
to query a log
group.

read logGroup * -

lts:IndexConfig:list Grants permission
to query indexes.

list logGroup * -

lts:IndexConfig:cre
ate

Grants permission
to create an
index.

write logGroup * -

lts:structConfig:list
StructConfig

Grants permission
to query log
stream structuring
information.

list logStream * -

lts:logStream:upd
ateLogStream

Grants permission
to modify a log
stream.

write logStream * -

lts:logStream:getR
ealtimeLog

Grants permission
to query real-time
logs.

read logStream * -

lts:logStream:getL
ogStream

Grants permission
to query log
stream
information.

read logStream * -
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Action Description Access
Level

Resource Type
(*: required)

Condition
Key

lts:logStream:crea
teLogFilterRules

Grants permission
to create a log
cleaning rule.

write logStream * -

lts:logStream:upd
ateLogFilterRules

Grants permission
to modify a log
cleaning rule.

write logStream * -

lts:logStream:dele
teLogFilterRules

Grants permission
to delete a log
cleaning rule.

write logStream * -

lts:logStream:listL
ogFilterRules

Grants permission
to query log
cleaning rules.

list logStream * -

lts:logStream:get
QuickQuery

Grants permission
to query a quick
search.

list logStream * -

lts:logStream:upd
ateQuickQuery

Grants permission
to modify a quick
search.

write logStream * -

lts:logStream:sear
chLogContext

Grants permission
to query log
context.

read logStream * -

lts:structConfig:ge
tCustomTemplate

Grants permission
to query a custom
template.

read - -

lts:structConfig:cre
ateCustomTempla
te

Grants permission
to create a
custom template.

write - -

lts:structConfig:up
dateCustomTempl
ate

Grants permission
to modify a
custom template.

write - -

lts:structConfig:del
eteCustomTempla
te

Grants permission
to delete a
custom template.

write - -

lts:structConfig:list
CustomTemplate

Grants permission
to query the
custom template
list.

read - -

lts:structConfig:sm
artExtra

Grants permission
to intelligently
extract structured
fields.

write - -
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Action Description Access
Level

Resource Type
(*: required)

Condition
Key

lts:logStream:getA
ggrResult

Grants permission
to query quick
analysis results.

read logStream * -

lts:logStream:getA
ggr

Grants permission
to query a quick
analysis
aggregator.

read - -

lts:logStream:crea
teAggr

Grants permission
to create a quick
analysis
aggregator.

write - -

lts:logStream:dele
teAggr

Grants permission
to delete a quick
analysis
aggregator.

write - -

lts:logStream:get
QuickAnalysisAgg
Value

Grants permission
to query quick
analysis results of
numeric types.

read logStream * -

lts:logStream:get
WordFreqConfig

Grants permission
to query the quick
analysis fields
created by a user.

read logStream * -

lts:logStream:refre
shWordFreqConfig

Grants permission
to modify a quick
analysis field.

write logStream * -

lts:logCrux:list Grants permission
to query
LogReduce
information.

list - -

lts:logCrux:get Grants permission
to query the
LogReduce switch
status.

read - -

lts:logCrux:enable Grants permission
to enable
LogReduce.

write - -

lts:logCrux:disable Grants permission
to disable
LogReduce.

write - -

Organizations
User Guide 5 Managing SCPs

Issue 01 (2025-02-25) Copyright © Huawei Cloud Computing Technologies Co., Ltd. 1292



Action Description Access
Level

Resource Type
(*: required)

Condition
Key

lts:logStream:upd
ateChart

Grants permission
to update a user
log statistical
chart.

write - -

lts:logStream:crea
teChart

Grants permission
to create a user
log statistical
chart.

write - -

lts:logStream:dele
teChart

Grants permission
to delete a user
log statistical
chart.

write logStream * -

lts:logStream:getC
hart

Grants permission
to query a user
log statistical
chart.

read logStream * -

lts:dashboard:dele
teChart

Grants permission
to delete a chart.

write dashboard * -

lts:dashboard:listC
harts

Grants permission
to display
dashboard-level
charts.

list - -

lts:dashboard:upd
ateChart

Grants permission
to move a chart.

write dashboard * -

lts:dashboard:get
Dashboard

Grants permission
to query a user
log dashboard.

read - -

lts:dashboardGrou
p:getDashboardsG
roup

Grants permission
to query a user
log dashboard
group.

read - -

lts:dashboardGrou
p:updateDashboar
dsGroup

Grants permission
to modify a user
log dashboard
group.

write - -

lts:dashboardGrou
p:deleteDashboar
dsGroup

Grants permission
to update a user
log dashboard
group.

write - -
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Action Description Access
Level

Resource Type
(*: required)

Condition
Key

lts:dashboard:Crea
teDashBoard

Grants permission
to create
dashboards in
batches based on
a log dashboard
template.

write - -

lts:dashboard:Crea
teDashBoardTemp
late

Grants permission
to create a user
log dashboard
template.

write - -

lts:dashboard:get
DashBoardTempla
te

Grants permission
to query a user
log dashboard
template.

read - -

lts:dashboard:upd
ateDashBoardTem
plate

Grants permission
to modify a user
log dashboard
template.

write - -

lts:dashboard:dele
teDashBoardTemp
late

Grants permission
to delete a user
log dashboard
template.

write - -

lts:dashboardGrou
p:createLogDashb
oardTemplateGro
up

Grants permission
to create a
dashboard
template group.

write - -

lts:dashboardGrou
p:updateLogDash
boardTemplateGr
oup

Grants permission
to modify a
dashboard
template group.

write - -

lts:dashboardGrou
p:deleteLogDashb
oardTemplateGro
up

Grants permission
to delete a user
log dashboard
template group.

write - -

lts:dashboard:listFi
lter

Grants permission
to query
dashboard filters.

list dashboard * -

lts:dashboard:crea
teFilter

Grants permission
to create a
dashboard filter.

write dashboard * -
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Action Description Access
Level

Resource Type
(*: required)

Condition
Key

lts:dashboard:upd
ateFilter

Grants permission
to modify a
dashboard filter.

write dashboard * -

lts:dashboard:dele
teFilter

Grants permission
to delete a
dashboard filter.

write dashboard * -

lts:alarmRule:listAl
armRules

Grants permission
to query the
alarm rule list.

list - -

lts:alarmRule:getK
eywordsAlarmRul
e

Grants permission
to query a
keyword alarm
rule.

read alarmRule * -

lts:alarmRule:getS
qlAlarmRule

Grants permission
to query a SQL
alarm rule.

read alarmRule * -

lts:alarm:listAlarm
Statistic

Grants permission
to query SQL
alarm data.

list - -

lts:dashboard:upd
ate

Grants permission
to modify a user
log dashboard.

write - -

lts:dashboard:dele
te

Grants permission
to delete a user
log dashboard.

write - -

lts:logSearch:list Grants permission
to obtain the
cluster,
namespace,
component,
instance, log,
node, log file
page component,
and file lists.

list - -

lts:logSearch:getTi
me

Grants permission
to query the
current time of a
backend node.

read - -

lts:logSearch:getL
ogContext

Grants permission
to obtain log
context.

read - -

Organizations
User Guide 5 Managing SCPs

Issue 01 (2025-02-25) Copyright © Huawei Cloud Computing Technologies Co., Ltd. 1295



Action Description Access
Level

Resource Type
(*: required)

Condition
Key

lts:logSearch:expo
rtLogs

Grants permission
to download logs.

write - -

lts:ageingTime:get Grants permission
to obtain quota
management.

list - -

lts:ageingTime:up
date

Grants permission
to modify quota
management.

write - -

lts:logConfigPath:l
ist

Grants permission
to query VM log
path
configurations.

list - -

lts:logConfigPath:c
reate

Grants permission
to create a VM
log path
configuration.

write - -

lts:structRule:get Grants permission
to obtain a
structuring rule.

read - -

lts:structRule:creat
e

Grants permission
to create a
structuring rule.

write - -

lts:structRule:delet
e

Grants permission
to delete a
structuring rule.

write - -

lts:structRule:rege
x

Grants permission
to extract data in
a structured
manner.

write - -

lts:logPail:list Grants permission
to query log
buckets, logs in
buckets, and log
bar charts.

list - -

lts:structSql:list Grants permission
to query
structured logs.

list - -

lts:logPail:create Grants permission
to add a log
bucket.

write - -
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Action Description Access
Level

Resource Type
(*: required)

Condition
Key

lts:logPail:update Grants permission
to modify a log
bucket.

list - -

lts:logPail:delete Grants permission
to delete a log
bucket.

write - -

lts:storageRelation
:list

Grants permission
to query transfer
relationships of
the current
tenant.

list - -

lts:storageRelation
:delete

Grants permission
to delete transfer
relationships of
the current
tenant.

write - -

lts:storage:batchA
ction

Grants permission
to periodically
start and stop
tasks in batches.

write - -

lts:logPailDump:cr
eate

Grants permission
to add a log
transfer task.

write - -

lts:statisticsRule:lis
t

Grants permission
to query a
statistical rule.

list - -

lts:statisticsRule:cr
eate

Grants permission
to create a
statistical rule.

write - -

lts:statisticsRule:u
pdate

Grants permission
to modify a
statistical rule.

write - -

lts:statisticsRule:d
elete

Grants permission
to delete a
statistical rule.

write - -

lts:transfer:listKafk
aInstanceTopic

Grants permission
to query all topics
of a Kafka
instance.

list - -
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Action Description Access
Level

Resource Type
(*: required)

Condition
Key

lts:logPackage:cre
ate

Grants permission
to purchase
resource
packages.

write - -

lts:consumerGrou
p:create

Grants permission
to create a
consumer group.

write - -

lts:consumerGrou
p:delete

Grants permission
to delete a
consumer group.

write - -

lts:consumerGrou
p:list

Grants permission
to query the
consumer group
list.

list - -

lts:consumerGrou
p:get

Grants permission
to query the
consumer group
details.

read - -

lts:consumerGrou
p:update

Grants permission
to modify a
consumer group.

write - -

lts:logStream:get Grants permission
to obtain log
stream details.

read - -

lts:agency:listGrou
pAndStream

Grants permission
to obtain the log
stream list of the
delegator's log
group.

list - -

lts:agency:listEps Grants permission
to obtain the EPS
list of the
delegator.

list - -

lts:agency:listStruc
tConfig

Grants permission
to obtain the
structuring
configurations of
the delegator.

list - -
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Action Description Access
Level

Resource Type
(*: required)

Condition
Key

lts:logConverge:ge
t

Grants permission
to obtain the
multi-account log
center
configurations.

read - -

lts:logConverge:up
date

Grants permission
to update the
multi-account log
center
configurations.

write - -

lts:logManager:cre
ateAggr

Grants permission
to create a quick
analysis
aggregator.

write logStream * -

lts:logManager:cre
ateAggrs

Grants permission
to create quick
analysis
aggregators in
batches.

write logStream * -

lts:logManager:del
eteAggr

Grants permission
to delete a quick
analysis
aggregator.

write logStream * -

lts:logManager:del
eteAggrs

Grants permission
to delete quick
analysis
aggregators in
batches.

write logStream * -

lts:logmanager:cre
ateLogFilter

Grants permission
to create a log
cleaning rule.

write logStream * -

lts:logmanager:list
LogFilters

Grants permission
to query a log
cleaning rule.

read logStream * -

lts:logmanager:up
dateLogFilters

Grants permission
to modify a log
cleaning rule.

write logStream * -

lts:logmanager:del
eteLogFilters

Grants permission
to delete a log
cleaning rule.

write logStream * -
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Action Description Access
Level

Resource Type
(*: required)

Condition
Key

lts:structConfig:re
gex

Grants permission
to structure the
example log using
regular
expressions.

write - -

 

Each API of LTS usually supports one or more actions. Table 5-213 lists the
supported actions and dependencies.

Table 5-213 Actions and dependencies supported by LTS APIs

API Action Dependencies

POST /v2/
{project_id}/groups

lts:logGroup:createLogGrou
p

-

DELETE /v2/
{project_id}/groups/
{log_group_id}

lts:logGroup:deleteLogGrou
p

-

GET /v2/
{project_id}/groups

lts:logGroup:listLogGroup -

POST /v2/
{project_id}/groups/
{log_group_id}

lts:logGroup:updateLogGro
up

-

POST /v2/
{project_id}/groups/
{log_group_id}/
streams

lts:logStream:createLogStre
am

-

PUT /v2/
{project_id}/groups/
{log_group_id}/
streams-ttl/
{log_stream_id}

lts:logStream:updateLogStr
eam

-

DELETE /v2/
{project_id}/groups/
{log_group_id}/
streams/
{log_stream_id}

lts:logStream:deleteLogStre
am

-

GET /v2/
{project_id}/groups/
{log_group_id}/
streams

lts:logStream:listLogStream -
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API Action Dependencies

GET /v2/
{project_id}/log-
streams

lts:logStream:listLogStream -

POST /v2/
{project_id}/lts/
keyword-count

lts:logStream:searchLogHist
ogram

-

POST /v2/
{project_id}/groups/
{log_group_id}/
streams/
{log_stream_id}/
content/query

lts:logStream:searchLog -

POST /v2/
{project_id}/groups/
{log_group_id}/
streams/
{log_stream_id}/
struct-content/
query

lts:logStream:searchStructL
og

-

POST /v2/
{project_id}/
streams/
{log_stream_id}/
struct-content/
query

lts:logStream:searchStructL
og

-

POST /v2/
{project_id}/log-
dump/obs

lts:transfer:createTransfer ● obs:bucket:PutBucketAcl
● obs:bucket:GetBucketAcl
● obs:bucket:HeadBucket

POST /v2/
{project_id}/
transfers

lts:transfer:createTransfer ● obs:bucket:PutBucketAcl
● obs:bucket:GetBucketAcl
● obs:bucket:GetEncryptio

nConfiguration
● obs:bucket:HeadBucket
● dis:streams:list
● dis:streamPolicies:list

DELETE /v2/
{project_id}/
transfers

lts:transfer:deleteTransfer -

GET /v2/
{project_id}/
transfers

lts:transfer:listTransfer -
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API Action Dependencies

POST /v2/
{project_id}/lts/dms
/kafka-instance

lts:transfer:registerDmsKafk
aInstance

dms:instance:list

PUT /v2/
{project_id}/
transfers

lts:transfer:updateTransfer ● obs:bucket:PutBucketAcl
● obs:bucket:GetBucketAcl
● obs:bucket:GetEncryptio

nConfiguration
● obs:bucket:HeadBucket
● dis:streams:list
● dis:streamPolicies:list

POST /v2/
{project_id}/
collection/disable

lts:configCenter:updateOver
CollectSwitch

-

POST /v2/
{project_id}/
collection/enable

lts:configCenter:updateOver
CollectSwitch

-

POST /v3/
{project_id}/lts/
struct/template

lts:structConfig:createStruct
Config

-

POST /v2/
{project_id}/lts/
struct/template

lts:structConfig:createStruct
Config

-

DELETE /v2/
{project_id}/lts/
struct/template

lts:structConfig:deleteStruct
Config

-

GET /v3/
{project_id}/lts/
struct/
customtemplate/list

lts:structConfig:listStructTe
mplate

-

GET /v3/
{project_id}/lts/
struct/
customtemplate

lts:structConfig:listStructTe
mplate

-

GET /v2/
{project_id}/lts/
struct/template

lts:structConfig:getStructCo
nfig

-

PUT /v3/
{project_id}/lts/
struct/template

lts:structConfig:updateStruc
tConfig

-
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API Action Dependencies

PUT /v2/
{project_id}/lts/
struct/template

lts:structConfig:updateStruc
tConfig

-

POST /v2/
{project_id}/lts/
aom-mapping

lts:mappingRule:create -

DELETE /v2/
{project_id}/lts/
aom-mapping

lts:mappingRule:delete -

GET /v2/
{project_id}/lts/
aom-mapping/
{rule_id}

lts:mappingRule:get -

GET /v2/
{project_id}/lts/
aom-mapping

lts:mappingRule:list -

PUT /v2/
{project_id}/lts/
aom-mapping

lts:mappingRule:update -

GET /v2/
{project_id}/lts/
notifications/topics

lts:alarmNoticeTemplate:list smn:topic:list

POST /v2/
{project_id}/lts/
alarms/sql-alarm-
rule

lts:alarmRule:createSqlAlar
mRule

-

DELETE /v2/
{project_id}/lts/
alarms/sql-alarm-
rule/
{sql_alarm_rule_id}

lts:alarmRule:deleteSqlAlar
mRule

-

GET /v2/
{project_id}/lts/
alarms/sql-alarm-
rule

lts:alarmRule:listSqlAlarmR
ule

-

PUT /v2/
{project_id}/lts/
alarms/status

lts:alarmRule:updateSqlAlar
mRule

-

PUT /v2/
{project_id}/lts/
alarms/sql-alarm-
rule

lts:alarmRule:updateSqlAlar
mRule

-
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API Action Dependencies

POST /v2/
{project_id}/lts/
alarms/keywords-
alarm-rule

lts:alarmRule:createWordAl
armRule

-

DELETE /v2/
{project_id}/lts/
alarms/keywords-
alarm-rule/
{keywords_alarm_ru
le_id}

lts:alarmRule:deleteWordAl
armRule

-

GET /v2/
{project_id}/lts/
alarms/keywords-
alarm-rule

lts:alarmRule:listWordAlarm
Rule

-

PUT /v2/
{project_id}/lts/
alarms/keywords-
alarm-rule

lts:alarmRule:updateWordA
larmRule

-

POST /v2/
{project_id}/
{domain_id}/lts/
alarms/sql-alarm/
clear

lts:alarm:cleanAlarm -

POST /v2/
{project_id}/
{domain_id}/lts/
alarms/sql-alarm/
query

lts:alarm:listAlarm -

GET /v2/
{project_id}/groups/
{log_group_id}/
streams/
{log_stream_id}/
charts

lts:logStream:listChart -

POST /v2/
{project_id}/
{domain_id}/lts/
events/notification/
templates

lts:alarmNoticeTemplate:cre
ate

-

DELETE /v2/
{project_id}/
{domain_id}/lts/
events/notification/
templates

lts:alarmNoticeTemplate:del
ete

-
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API Action Dependencies

POST /v2/
{project_id}/
{domain_id}/lts/
events/notification/
templates/view

lts:alarmNoticeTemplate:list -

GET /v2/
{project_id}/
{domain_id}/lts/
events/notification/
templates

lts:alarmNoticeTemplate:list -

GET /v2/
{project_id}/
{domain_id}/lts/
events/notification/
template/
{template_name}

lts:alarmNoticeTemplate:ge
t

-

PUT /v2/
{project_id}/
{domain_id}/lts/
events/notification/
templates

lts:alarmNoticeTemplate:up
date

-

POST /v3/
{project_id}/lts/
host-group

lts:hostGroup:create -

DELETE /v3/
{project_id}/lts/
host-group

lts:hostGroup:delete -

POST /v3/
{project_id}/lts/
host-list

lts:host:list ● aom:icmgr:get
● aom:icmgr:list

POST /v3/
{project_id}/lts/
host-group-list

lts:hostGroup:list -

PUT /v3/
{project_id}/lts/
host-group

lts:hostGroup:update -

POST /v3/
{project_id}/lts/
access-config

lts:accessConfig:create -

DELETE /v3/
{project_id}/lts/
access-config

lts:accessConfig:delete -
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API Action Dependencies

POST /v3/
{project_id}/lts/
access-config-list

lts:accessConfig:list -

PUT /v3/
{project_id}/lts/
access-config

lts:accessConfig:update -

POST /v1/
{project_id}/
{resource_type}/
{resource_id}/tags/
action

lts:tag:create -

POST /v1.0/
{project_id}/groups/
{group_id}/topics/
{topic_id}/search-
criterias

lts:logStream:createQuickQ
uery

-

DELETE /v1.0/
{project_id}/groups/
{group_id}/topics/
{topic_id}/search-
criterias

lts:logStream:deleteQuickQ
uery

-

GET /v1.0/
{project_id}/groups/
{group_id}/topics/
{topic_id}/search-
criterias

lts:logStream:listQuickQuer
y

-

GET /v2/
{project_id}/lts/
history-sql

lts:logStream:getHistorySql -

GET /v1.0/
{project_id}/lts/
groups/{group_id}/
search-criterias

lts:logStream:listQuickQuer
y

-

POST /v1.0/
{project_id}/lts/
favorite

lts:logFavorite:create -

DELETE /v1.0/
{project_id}/lts/
favorite/{fav_res_id}

lts:logFavorite:delete -

POST /v2/
{project_id}/
dashboard

lts:dashboard:create -
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API Action Dependencies

POST /v2/
{project_id}/lts/
dashboard-group

lts:dashboardGroup:create -

POST /v2/
{project_id}/lts/
timeline-traffic-
statistics

lts:trafficStatistic:get -

POST /v2/
{project_id}/lts/
topn-traffic-
statistics

lts:trafficStatistic:get -

 

Resources

A resource type indicates the resources that an SCP applies to. If you specify a
resource type for any action in Table 5-214, the resource URN must be specified in
the SCP statements using that action, and the SCP applies only to resources of this
type. If no resource type is specified, the Resource element is marked with an
asterisk (*) and the SCP applies to all resources. You can also set condition keys in
an SCP to define resource types.

The following table lists the resource types that you can define in SCP statements
for LTS.

Table 5-214 Resource types supported by LTS

Resource Type URN

logStream lts:<region>:<account-id>:logStream:<group_id>/
<stream_id>

logGroup lts:<region>:<account-id>:logGroup:<group_id>

dashboard lts:<region>:<account-id>:dashboard:<dashboard_id>

accessConfig lts:<region>:<account-id>:accessConfig:<config_id>

alarmRule lts:<region>:<account-id>:alarmRule:<alarm_rule_id>

transfer lts:<region>:<account-id>:transfer:<transfer_id>

hostGroup lts:<region>:<account-id>:hostGroup:<host_group_id>

 

Conditions

LTS does not support service-specific condition keys in SCPs. It can only use global
condition keys applicable to all services. For details, see Global Condition Keys.
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5.10.13.3 Identity and Access Management (IAM)

The Organizations service provides Service Control Policies (SCPs) to set access
control policies.

SCPs do not actually grant any permissions to a principal. They only set the
permissions boundary for the principal. When SCPs are attached to a member
account or an organizational unit (OU), they do not directly grant permissions to
that member account or OU. Instead, the SCPs just determine what permissions
are available for that member account or the member accounts under that OU.

This section describes the elements used by Organizations SCPs. The elements
include actions, resources, and conditions.

For details about how to use these elements to create a custom SCP, see Creating
an SCP.

Actions

Actions are specific operations that are allowed or denied in an SCP.

● The Access Level column describes how the action is classified (List, Read, or
Write). This classification helps you understand the level of access that an
action grants when you use it in an SCP.

● The Resource Type column indicates whether the action supports resource-
level permissions.

– You can use a wildcard (*) to indicate all resource types. If this column is
empty (-), the action does not support resource-level permissions, and
you must specify all resources ("*") in your SCP statements.

– If this column includes a resource type, you must specify the URN in the
Resource element of your statements.

– Required resources are marked with asterisks (*) in the table. If you
specify a resource in a statement using this action, then it must be of this
type.

For details about the resource types defined by IAM, see Resources.

● The Condition Key column contains keys that you can specify in the
Condition element of an SCP statement.

– If the Resource Type column has values for an action, the condition key
takes effect only for the listed resource types.

– If the Resource Type column is empty (-) for an action, the condition key
takes effect for all resources that action supports.

– If the Condition Key column is empty (-) for an action, the action does
not support any condition keys.

For details about the condition keys defined by IAM, see Conditions.

The following table lists the actions that you can define in SCP statements for
IAM. The actions without the V5 suffix are used to control access to the old IAM
console, and the actions with the V5 suffix are used to control access to the new
IAM console.
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Table 5-215 Actions supported by IAM

Action Description Access
Level

Resourc
e Type
(*:
required
)

Condition Key

iam::listAccessKey
s

Grants permission
to list permanent
access keys.

List - -

iam::createAccess
Key

Grants permission
to create a
permanent access
key.

Write - -

iam::getAccessKey Grants permission
to query a
permanent access
key.

Read - -

iam::updateAccess
Key

Grants permission
to update a
permanent access
key.

Write - -

iam::deleteAccess
Key

Grants permission
to delete a
permanent access
key.

Write - -

iam:projects:list Grants permission
to list projects.

List - -

iam:projects:creat
e

Grants permission
to create a
project.

Write - -

iam:projects:listFo
rUser

Grants permission
to list projects of
a specified user.

List - -

iam:projects:updat
e

Grants permission
to update a
project.

Write - -

iam:groups:list Grants permission
to list groups.

List - -

iam:groups:create Grants permission
to create a group.

Write - -

iam:groups:get Grants permission
to query a group.

Read - -
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Action Description Access
Level

Resourc
e Type
(*:
required
)

Condition Key

iam:groups:delete Grants permission
to delete a group.

Write - -

iam:groups:updat
e

Grants permission
to update a
group.

Write - -

iam:groups:remov
eUser

Grants permission
to remove a user
from a group.

Write - -

iam:groups:listUse
rs

Grants permission
to list users of a
specified group.

List - -

iam:groups:check
User

Grants permission
to query whether
a user is in the
group.

Read - -

iam:groups:addUs
er

Grants permission
to add a user to a
group.

Write - -

iam:users:create Grants permission
to create a user.

Write - -

iam:users:get Grants permission
to query a user.

Read - -

iam:users:update Grants permission
to update a user.

Write - -

iam:users:list Grants permission
to list users.

List - -

iam:users:delete Grants permission
to delete a user.

Write - -

iam:users:listGrou
ps

Grants permission
to list groups of a
specified user.

List - -

iam:users:listVirtu
alMFADevices

Grants permission
to list virtual MFA
devices of a
specified user.

List - -
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Action Description Access
Level

Resourc
e Type
(*:
required
)

Condition Key

iam:users:createVi
rtualMFADevice

Grants permission
to create a secret
key for a virtual
MFA device.

Write - -

iam:users:deleteVi
rtualMFADevice

Grants permission
to delete a virtual
MFA device.

Write - -

iam:users:getVirtu
alMFADevice

Grants permission
to query a virtual
MFA device.

Read - -

iam:users:bindVirt
ualMFADevice

Grants permission
to bind a virtual
MFA device.

Write - -

iam:users:unbindV
irtualMFADevice

Grants permission
to unbind a
virtual MFA
device.

Write - -

iam:identityProvid
ers:list

Grants permission
to list identity
providers.

List - -

iam:identityProvid
ers:get

Grants permission
to query an
identity provider.

Read - -

iam:identityProvid
ers:create

Grants permission
to create an
identity provider.

Write - -

iam:identityProvid
ers:delete

Grants permission
to delete an
identity provider.

Write - -

iam:identityProvid
ers:update

Grants permission
to update an
identity provider.

Write - -

iam:identityProvid
ers:listMappings

Grants permission
to list mappings
of an identity
provider.

List - -
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Action Description Access
Level

Resourc
e Type
(*:
required
)

Condition Key

iam:identityProvid
ers:getMapping

Grants permission
to query a
mapping of an
identity provider.

Read - -

iam:identityProvid
ers:createMapping

Grants permission
to create a
mapping for an
identity provider.

Write - -

iam:identityProvid
ers:deleteMapping

Grants permission
to delete a
mapping of an
identity provider.

Write - -

iam:identityProvid
ers:updateMappin
g

Grants permission
to update a
mapping of an
identity provider.

Write - -

iam:identityProvid
ers:listProtocols

Grants permission
to list protocols of
an identity
provider.

List - -

iam:identityProvid
ers:getProtocol

Grants permission
to query a
protocol of an
identity provider.

Read - -

iam:identityProvid
ers:createProtocol

Grants permission
to create a
protocol for an
identity provider.

Write - -

iam:identityProvid
ers:deleteProtocol

Grants permission
to delete a
protocol of an
identity provider.

Write - -

iam:identityProvid
ers:updateProtoco
l

Grants permission
to update a
protocol of an
identity provider.

Write - -
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Action Description Access
Level

Resourc
e Type
(*:
required
)

Condition Key

iam:identityProvid
ers:getSAMLMeta
data

Grants permission
to query a SAML
metadata file of
an identity
provider.

Read - -

iam:identityProvid
ers:createSAMLMe
tadata

Grants permission
to create a SAML
metadata file for
an identity
provider.

Write - -

iam:identityProvid
ers:getOIDCConfig

Grants permission
to query the OIDC
configuration of
an identity
provider.

Read - -

iam:identityProvid
ers:createOIDCCo
nfig

Grants permission
to create the
OIDC
configuration of
an identity
provider.

Write - -

iam:identityProvid
ers:updateOIDCCo
nfig

Grants permission
to update the
OIDC
configuration of
an identity
provider.

Write - -

iam:securityPolicie
s:getProtectPolicy

Grants permission
to query an
operation
protection policy.

Read - -

iam:securityPolicie
s:updateProtectPo
licy

Grants permission
to update an
operation
protection policy.

Write - -

iam:securityPolicie
s:getPasswordPoli
cy

Grants permission
to query a
password policy.

Read - -

iam:securityPolicie
s:updatePassword
Policy

Grants permission
to update a
password policy.

Write - -
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Action Description Access
Level

Resourc
e Type
(*:
required
)

Condition Key

iam:securityPolicie
s:getLoginPolicy

Grants permission
to query a login
policy.

Read - -

iam:securityPolicie
s:updateLoginPoli-
cy

Grants permission
to update a login
policy.

Write - -

iam:securityPolicie
s:getConsoleAclPo
licy

Grants permission
to query a console
access policy.

Read - -

iam:securityPolicie
s:updateConsoleA
clPolicy

Grants permission
to update a
console access
policy.

Write - -

iam:securityPolicie
s:getApiAclPolicy

Grants permission
to query an API
access policy.

Read - -

iam:securityPolicie
s:updateApiAclPoli
cy

Grants permission
to update an API
access policy.

Write - -

iam:users:listLogin
ProtectSettings

Grants permission
to list user login
protection
settings under a
tenant.

List - -

iam:users:getLogi
nProtectSetting

Grants permission
to query login
protection
settings.

Read - -

iam:users:updateL
oginProtectSetting

Grants permission
to update login
protection
settings.

Write - -

iam:quotas:list Grants permission
to list quotas.

List - -

iam:quotas:listFor
Project

Grants permission
to list quotas of a
specified project.

List - -

Organizations
User Guide 5 Managing SCPs

Issue 01 (2025-02-25) Copyright © Huawei Cloud Computing Technologies Co., Ltd. 1314



Action Description Access
Level

Resourc
e Type
(*:
required
)

Condition Key

iam:agencies:pass Grants permission
to pass an agency
to a cloud service.

Permiss
ion_ma
nageme
nt

agency * -

iam:roles:list Grants permission
to query a
permission list.

List - -

iam:roles:get Grants permission
to query
permission details.

Read - -

iam::listRoleAssign
ments

Grants permission
to query
authorization
records of a
tenant.

List - -

iam:groups:listRol
esOnDomain

Grants permission
to query group
permissions in
global services.

List - -

iam:groups:listRol
esOnProject

Grants permission
to query group
permissions in
project services.

List - -

iam:groups:grantR
oleOnDomain

Grants permission
to grant global
service
permissions to a
group.

Write - -

iam:groups:grantR
oleOnProject

Grants permission
to grant project
service
permissions to a
group.

Write - -

iam:groups:check
RoleOnDomain

Grants permission
to query whether
a group has
global service
permissions.

Read - -
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Action Description Access
Level

Resourc
e Type
(*:
required
)

Condition Key

iam:groups:check
RoleOnProject

Grants permission
to query whether
a group has
project service
permissions.

Read - -

iam:groups:listRol
es

Grants permission
to query
permissions of a
group.

List - -

iam:groups:check
Role

Grants permission
to query whether
a group has
specified
permissions.

Read - -

iam:groups:revoke
Role

Grants permission
to remove
specified
permissions from
a group.

Write - -

iam:groups:revoke
RoleOnDomain

Grants permission
to remove global
service
permissions from
a group.

Write - -

iam:groups:revoke
RoleOnProject

Grants permission
to remove project
service
permissions from
a group.

Write - -

iam:groups:grantR
ole

Grants permission
to grant specified
permissions to a
group.

Write - -

iam:roles:create Grants permission
to create a
custom policy.

Write - -

iam:roles:update Grants permission
to update a
custom policy.

Write - -
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Action Description Access
Level

Resourc
e Type
(*:
required
)

Condition Key

iam:roles:delete Grants permission
to delete a
custom policy.

Write - -

iam:agencies:list Grants permission
to list agencies.

List - -

iam:agencies:get Grants permission
to query details of
a specified
agency.

Read - -

iam:agencies:creat
e

Grants permission
to create an
agency.

Write - -

iam:agencies:upda
te

Grants permission
to update an
agency.

Write - -

iam:agencies:delet
e

Grants permission
to delete an
agency.

Write - -

iam:agencies:listR
olesOnDomain

Grants permission
to query global
service
permissions of an
agency.

List - -

iam:agencies:listR
olesOnProject

Grants permission
to query the
permissions of a
specified project
for an agency.

List - -

iam:agencies:gran
tRoleOnDomain

Grants permission
to grant global
service
permissions to an
agency.

Write - -

iam:agencies:gran
tRoleOnProject

Grants permission
to grant project
service
permissions to an
agency.

Write - -
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Action Description Access
Level

Resourc
e Type
(*:
required
)

Condition Key

iam:agencies:chec
kRoleOnDomain

Grants permission
to query whether
an agency has
global service
permissions.

Read - -

iam:agencies:chec
kRoleOnProject

Grants permission
to query whether
an agency has
project service
permissions.

Read - -

iam:agencies:revo
keRoleOnDomain

Grants permission
to remove global
service
permissions from
an agency.

Write - -

iam:agencies:revo
keRoleOnProject

Grants permission
to remove project
service
permissions from
an agency.

Write - -

iam:agencies:listR
oles

Grants permission
to query
permissions of an
agency.

List - -

iam:agencies:gran
tRole

Grants permission
to grant specified
permissions to an
agency.

Write - -

iam:agencies:chec
kRole

Grants permission
to query whether
an agency has
specified
permissions.

Read - -

iam:agencies:revo
keRole

Grants permission
to remove
specified
permissions from
an agency.

Write - -
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Action Description Access
Level

Resourc
e Type
(*:
required
)

Condition Key

iam::listGroupsAss
ignedEnterprise-
Project

Grants permission
to query
permissions of a
group associated
with an enterprise
project.

List - -

iam:groups:listRol
esOnEnterprisePro
ject

Grants permission
to query
permissions of a
group associated
with an enterprise
project.

List - -

iam:groups:grantR
oleOnEnterprise-
Project

Grants permission
to grant
permissions to an
enterprise project
based on groups.

Write - -

iam:groups:revoke
RoleOnEnterprise-
Project

Grants permission
to delete
permissions of a
group associated
with an enterprise
project.

Write - -

iam:groups:listAssi
gnedEnterprisePro
jects

Grants permission
to query
enterprise projects
associated with a
group.

List - -

iam:users:listAssig
nedEnterprisePro-
jects

Grants permission
to query
enterprise projects
associated with a
user.

List - -

iam::listUsersAssig
nedEnterprisePro-
ject

Grants permission
to query users
associated with
an enterprise
project.

List - -
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Action Description Access
Level

Resourc
e Type
(*:
required
)

Condition Key

iam:users:listRoles
OnEnterprisePro-
ject

Grants permission
to query
permissions of a
user associated
with an enterprise
project.

List - -

iam:users:grantRol
eOnEnterprisePro-
ject

Grants permission
to grant
permissions to an
enterprise project
based on users.

Write - -

iam:users:revokeR
oleOnEnterprise-
Project

Grants permission
to delete
permissions of a
user associated
with an enterprise
project.

Write - -

iam:agencies:gran
tRoleOnEnterpri-
seProject

Grants permission
to grant
permissions to an
enterprise project
based on
agencies.

Write - -

iam:agencies:revo
keRoleOnEnterpri-
seProject

Grants permission
to delete
permissions of an
agency associated
with an enterprise
project.

Write - -

iam:mfa:listVirtual
MFADevicesV5

Grants permission
to list virtual MFA
devices.

List mfa * -

iam:mfa:createVirt
ualMFADeviceV5

Grants permission
to create a virtual
MFA device.

Write mfa * -

iam:mfa:deleteVirt
ualMFADeviceV5

Grants permission
to delete a virtual
MFA device.

Write mfa * -

iam:mfa:enableV5 Grants permission
to enable a virtual
MFA device.

Write mfa * -

Organizations
User Guide 5 Managing SCPs

Issue 01 (2025-02-25) Copyright © Huawei Cloud Computing Technologies Co., Ltd. 1320



Action Description Access
Level

Resourc
e Type
(*:
required
)

Condition Key

iam:mfa:disableV5 Grants permission
to disable a
virtual MFA
device.

Write mfa * -

iam:securitypolicie
s:getPasswordPoli
cyV5

Grants permission
to obtain
password policy
information.

Read - -

iam:securitypolicie
s:updatePassword
PolicyV5

Grants permission
to update a
password policy.

Write - -

iam:securitypolicie
s:getLoginPolicyV
5

Grants permission
to obtain login
policy
information.

Read - -

iam:securitypolicie
s:updateLoginPoli-
cyV5

Grants permission
to update a login
policy.

Write - -

iam:credentials:list
CredentialsV5

Grants permission
to list permanent
access keys for an
IAM user.

List user * g:ResourceTag/
<tag-key>

iam:credentials:sh
owAccessKeyLast
UsedV5

Grants permission
to obtain the last
usage time of a
specified
permanent access
key.

Read user * g:ResourceTag/
<tag-key>

iam:credentials:cre
ateCredentialV5

Grants permission
to create a
permanent access
key for an IAM
user.

Write user * g:ResourceTag/
<tag-key>

iam:credentials:up
dateCredentialV5

Grants permission
to update a
permanent access
key for an IAM
user.

Write user * g:ResourceTag/
<tag-key>

Organizations
User Guide 5 Managing SCPs

Issue 01 (2025-02-25) Copyright © Huawei Cloud Computing Technologies Co., Ltd. 1321



Action Description Access
Level

Resourc
e Type
(*:
required
)

Condition Key

iam:credentials:de
leteCredentialV5

Grants permission
to delete a
permanent access
key for an IAM
user.

Write user * g:ResourceTag/
<tag-key>

iam:users:changeP
asswordV5

Grants permission
to change their
own passwords
for an IAM user.

Write user * g:ResourceTag/
<tag-key>

iam:users:showLo
ginProfileV5

Grants permission
to obtain login
information of an
IAM user.

Read user * g:ResourceTag/
<tag-key>

iam:users:createLo
ginProfileV5

Grants permission
to create login
information for an
IAM user.

Write user * g:ResourceTag/
<tag-key>

iam:users:updateL
oginProfileV5

Grants permission
to update login
information for an
IAM user.

Write user * g:ResourceTag/
<tag-key>

iam:users:deleteLo
ginProfileV5

Grants permission
to delete login
information for an
IAM user.

Write user * g:ResourceTag/
<tag-key>

iam:users:listUsers
V5

Grants permission
to list IAM users.

List user * -

iam:users:getUser
V5

Grants permission
to obtain
information of an
IAM user.

Read user * g:ResourceTag/
<tag-key>

iam:users:showUs
erLastLoginV5

Grants permission
to obtain the last
login time of an
IAM user.

Read user * g:ResourceTag/
<tag-key>

iam:users:createU
serV5

Grants permission
to create an IAM
user.

Write user * -
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Action Description Access
Level

Resourc
e Type
(*:
required
)

Condition Key

iam:users:updateU
serV5

Grants permission
to update an IAM
user.

Write user * g:ResourceTag/
<tag-key>

iam:users:deleteU
serV5

Grants permission
to delete an IAM
user.

Write user * g:ResourceTag/
<tag-key>

iam:groups:listGro
upsV5

Grants permission
to list groups.

List group * -

iam:groups:getGro
upV5

Grants permission
to obtain group
information.

Read group * -

iam:groups:create
GroupV5

Grants permission
to create a group.

Write group * -

iam:groups:updat
eGroupV5

Grants permission
to update a
group.

Write group * -

iam:groups:delete
GroupV5

Grants permission
to delete a group.

Write group * -

iam:permissions:a
ddUserToGroupV5

Grants permission
to add an IAM
user to a group.

Write group * -

iam:permissions:re
moveUserFromGr
oupV5

Grants permission
to remove an IAM
user from a
group.

Write group * -

iam:policies:listV5 Grants permission
to list identity
policies.

List policy * -

iam:policies:getV5 Grants permission
to obtain identity
policy
information.

Read policy * -

iam:policies:create
V5

Grants permission
to create a
custom identity
policy.

Permiss
ion_ma
nageme
nt

policy * -
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Action Description Access
Level

Resourc
e Type
(*:
required
)

Condition Key

iam:policies:delete
V5

Grants permission
to delete a
custom identity
policy.

Permiss
ion_ma
nageme
nt

policy * -

iam:policies:listVer
sionsV5

Grants permission
to list identity
policy versions.

List policy * -

iam:policies:getVe
rsionV5

Grants permission
to obtain identity
policy version
information.

Read policy * -

iam:policies:create
VersionV5

Grants permission
to create another
version for a
custom identity
policy.

Permiss
ion_ma
nageme
nt

policy * -

iam:policies:delete
VersionV5

Grants permission
to delete a
version for a
custom identity
policy.

Permiss
ion_ma
nageme
nt

policy * -

iam:policies:setDe
faultVersionV5

Grants permission
to set the default
version for a
custom identity
policy.

Permiss
ion_ma
nageme
nt

policy * -

iam:agencies:attac
hPolicyV5

Grants permission
to attach an
identity policy to
an agency or trust
agency.

Permiss
ion_ma
nageme
nt

agency * g:ResourceTag/
<tag-key>

- iam:PolicyURN

iam:groups:attach
PolicyV5

Grants permission
to attach an
identity policy to
a group.

Permiss
ion_ma
nageme
nt

group * -

- iam:PolicyURN

iam:users:attachP
olicyV5

Grants permission
to attach an
identity policy to
an IAM user.

Permiss
ion_ma
nageme
nt

user * g:ResourceTag/
<tag-key>

- iam:PolicyURN
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Action Description Access
Level

Resourc
e Type
(*:
required
)

Condition Key

iam:agencies:deta
chPolicyV5

Grants permission
to detach an
identity policy
from an agency or
trust agency.

Permiss
ion_ma
nageme
nt

agency * g:ResourceTag/
<tag-key>

- iam:PolicyURN

iam:groups:detach
PolicyV5

Grants permission
to detach an
identity policy
from a group.

Permiss
ion_ma
nageme
nt

group * -

- iam:PolicyURN

iam:users:detachP
olicyV5

Grants permission
to detach an
identity policy
from an IAM user.

Permiss
ion_ma
nageme
nt

user * g:ResourceTag/
<tag-key>

- iam:PolicyURN

iam:policies:listEnt
itiesV5

Grants permission
to list all entities
attached to an
identity policy.

List policy * -

iam:agencies:listAt
tachedPoliciesV5

Grants permission
to list the identity
policies attached
to an agency or
trust agency.

List agency * g:ResourceTag/
<tag-key>

iam:groups:listAtt
achedPoliciesV5

Grants permission
to list the identity
policies attached
to a group.

List group * -

iam:users:listAttac
hedPoliciesV5

Grants permission
to list the identity
policies attached
to an IAM user.

List user * g:ResourceTag/
<tag-key>

iam:agencies:creat
eServiceLinkedA-
gencyV5

Grants permission
to create a
service-linked
agency to allow
the cloud service
to perform
operations on
your behalf.

Write agency * -

- iam:ServicePrinc
ipal
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Action Description Access
Level

Resourc
e Type
(*:
required
)

Condition Key

iam:agencies:delet
eServiceLinkedA-
gencyV5

Grants permission
to delete a
service-linked
agency.

Write agency * g:ResourceTag/
<tag-key>

- iam:ServicePrinc
ipal

iam:agencies:getS
erviceLinkedAgen-
cyDeletionStatusV
5

Grants permission
to obtain the
deletion status of
a service-linked
agency.

Read agency * -

iam:agencies:listV
5

Grants permission
to list agencies
and trust
agencies.

List agency * -

iam:agencies:getV
5

Grants permission
to obtain agencies
and trust
agencies.

Read agency * g:ResourceTag/
<tag-key>

iam:agencies:creat
eV5

Grants permission
to create a trust
agency.

Write agency * -

iam:agencies:upda
teV5

Grants permission
to update a trust
agency.

Write agency * g:ResourceTag/
<tag-key>

iam:agencies:delet
eV5

Grants permission
to delete a trust
agency.

Write agency * g:ResourceTag/
<tag-key>

iam:agencies:upda
teTrustPolicyV5

Grants permission
to update the
trust policy of a
trust agency.

Write agency * g:ResourceTag/
<tag-key>

iam::listTagsForRe
sourceV5

Grants permission
to list resource
tags.

List agency g:ResourceTag/
<tag-key>

user g:ResourceTag/
<tag-key>

iam::tagForResour
ceV5

Grants permission
to set resource
tags.

Tagging agency g:ResourceTag/
<tag-key>

user g:ResourceTag/
<tag-key>
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Action Description Access
Level

Resourc
e Type
(*:
required
)

Condition Key

- ● g:RequestTag/
<tag-key>

● g:TagKeys

iam::untagForRes
ourceV5

Grants permission
to delete resource
tags.

Tagging agency g:ResourceTag/
<tag-key>

user g:ResourceTag/
<tag-key>

- ● g:RequestTag/
<tag-key>

● g:TagKeys

iam::getAccountS
ummaryV5

Grants permission
to obtain the IAM
entity usage and
IAM quotas of an
account.

List - -

iam::getAsymmetr
icSignatureSwitch
V5

Grants permission
to obtain the
asymmetric
signature switch
status of a
temporary token.

Read - -

iam::setAsymmetri
cSignatureSwitchV
5

Grants permission
to set the
asymmetric
signature switch
status of a
temporary token.

Write - -

 

Each API of IAM usually supports one or more actions. Table 5-216 lists the
supported actions and dependencies.

Table 5-216 Actions and dependencies supported by IAM APIs

API Action Dependencies

GET /v3.0/OS-
CREDENTIAL/credentials

iam::listAccessKeys -

POST /v3.0/OS-
CREDENTIAL/credentials

iam::createAccessKey -
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API Action Dependencies

GET /v3.0/OS-
CREDENTIAL/
credentials/{access_key}

iam::getAccessKey -

PUT /v3.0/OS-
CREDENTIAL/
credentials/{access_key}

iam::updateAccessKey -

DELETE /v3.0/OS-
CREDENTIAL/
credentials/{access_key}

iam::deleteAccessKey -

GET /v3.0/OS-QUOTA/
domains/{domain_id}

iam:quotas:list -

GET /v3.0/OS-QUOTA/
projects/{project_id}

iam:quotas:listForProject -

GET /v3/projects iam:projects:list -

POST /v3/projects iam:projects:create -

GET /v3/users/{user_id}/
projects

iam:projects:listForUser -

PATCH /v3/projects/
{project_id}

iam:projects:update -

PUT /v3-ext/projects/
{project_id}

iam:projects:update -

GET /v3/groups iam:groups:list -

POST /v3/groups iam:groups:create -

GET /v3/groups/
{group_id}

iam:groups:get -

DELETE /v3/groups/
{group_id}

iam:groups:delete -

PATCH /v3/groups/
{group_id}

iam:groups:update -

GET /v3/groups/
{group_id}/users

iam:groups:listUsers -

HEAD /v3/groups/
{group_id}/users/
{user_id}

iam:groups:checkUser -

PUT /v3/groups/
{group_id}/users/
{user_id}

iam:groups:addUser -
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API Action Dependencies

DELETE /v3/groups/
{group_id}/users/
{user_id}

iam:groups:removeUser -

POST /v3.0/OS-USER/
users

iam:users:create -

GET /v3.0/OS-USER/
users/{user_id}

iam:users:get -

PUT /v3.0/OS-USER/
users/{user_id}

iam:users:update -

PUT /v3.0/OS-USER/
users/{user_id}/info

iam:users:update -

GET /v3/users iam:users:list -

POST /v3/users iam:users:create -

GET /v3/users/{user_id} iam:users:get -

DELETE /v3/users/
{user_id}

iam:users:delete -

PATCH /v3/users/
{user_id}

iam:users:update -

GET /v3/users/{user_id}/
groups

iam:users:listGroups -

GET /v3.0/OS-MFA/
virtual-mfa-devices

iam:users:listVirtualMFADe-
vices

-

POST /v3.0/OS-MFA/
virtual-mfa-devices

iam:users:createVirtualMFA-
Device

-

DELETE /v3.0/OS-MFA/
virtual-mfa-devices

iam:users:deleteVirtualMFA-
Device

-

GET /v3.0/OS-MFA/
users/{user_id}/virtual-
mfa-device

iam:users:getVirtualMFADe-
vice

-

PUT /v3.0/OS-MFA/mfa-
devices/bind

iam:users:bindVirtualMFADe-
vice

-

PUT /v3.0/OS-MFA/mfa-
devices/unbind

iam:users:unbindVirtualMFA-
Device

-

GET /v3.0/OS-USER/
login-protects

iam:users:listLoginProtect-
Settings

-

GET /v3.0/OS-USER/
users/{user_id}/login-
protect

iam:users:getLoginProtect-
Setting

-
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API Action Dependencies

PUT /v3.0/OS-USER/
users/{user_id}/login-
protect

iam:users:updateLoginProtec
tSetting

-

GET /v3/OS-
FEDERATION/
identity_providers

iam:identityProviders:list -

GET /v3/OS-
FEDERATION/
identity_providers/{id}

iam:identityProviders:get -

PUT /v3/OS-
FEDERATION/
identity_providers/{id}

iam:identityProviders:create -

DELETE /v3/OS-
FEDERATION/
identity_providers/{id}

iam:identityProviders:delete -

PATCH /v3/OS-
FEDERATION/
identity_providers/{id}

iam:identityProviders:update -

GET /v3/OS-
FEDERATION/mappings

iam:identityProviders:listMap
pings

-

GET /v3/OS-
FEDERATION/mappings/
{id}

iam:identityProviders:getMap
ping

-

PUT /v3/OS-
FEDERATION/mappings/
{id}

iam:identityProviders:create
Mapping

-

DELETE /v3/OS-
FEDERATION/mappings/
{id}

iam:identityProviders:delete
Mapping

-

PATCH /v3/OS-
FEDERATION/mappings/
{id}

iam:identityProviders:update
Mapping

-

GET /v3/OS-
FEDERATION/
identity_providers/
{idp_id}/protocols

iam:identityProviders:listProt
ocols

-

GET /v3/OS-
FEDERATION/
identity_providers/
{idp_id}/protocols/
{protocol_id}

iam:identityProviders:getProt
ocol

-
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API Action Dependencies

PUT /v3/OS-
FEDERATION/
identity_providers/
{idp_id}/protocols/
{protocol_id}

iam:identityProviders:createP
rotocol

-

DELETE /v3/OS-
FEDERATION/
identity_providers/
{idp_id}/protocols/
{protocol_id}

iam:identityProviders:deleteP
rotocol

-

PATCH /v3/OS-
FEDERATION/
identity_providers/
{idp_id}/protocols/
{protocol_id}

iam:identityProviders:update
Protocol

-

GET /v3-ext/OS-
FEDERATION/
identity_providers/
{idp_id}/protocols/
{protocol_id}/metadata

iam:identityProviders:getSA
MLMetadata

-

POST /v3-ext/OS-
FEDERATION/
identity_providers/
{idp_id}/protocols/
{protocol_id}/metadata

iam:identityProviders:createS
AMLMetadata

-

GET /v3.0/OS-
FEDERATION/identity-
providers/{idp_id}/
openid-connect-config

iam:identityProviders:getOID
CConfig

-

POST /v3.0/OS-
FEDERATION/identity-
providers/{idp_id}/
openid-connect-config

iam:identityProviders:create
OIDCConfig

-

PUT /v3.0/OS-
FEDERATION/identity-
providers/{idp_id}/
openid-connect-config

iam:identityProviders:update
OIDCConfig

-

GET /v3.0/OS-
SECURITYPOLICY/
domains/{domain_id}/
protect-policy

iam:securityPolicies:getProte
ctPolicy

-
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API Action Dependencies

PUT /v3.0/OS-
SECURITYPOLICY/
domains/{domain_id}/
protect-policy

iam:securityPolicies:updatePr
otectPolicy

-

GET /v3.0/OS-
SECURITYPOLICY/
domains/{domain_id}/
password-policy

iam:securityPolicies:getPassw
ordPolicy

-

PUT /v3.0/OS-
SECURITYPOLICY/
domains/{domain_id}/
password-policy

iam:securityPolicies:updatePa
sswordPolicy

-

GET /v3.0/OS-
SECURITYPOLICY/
domains/{domain_id}/
login-policy

iam:securityPolicies:getLogin
Policy

-

PUT /v3.0/OS-
SECURITYPOLICY/
domains/{domain_id}/
login-policy

iam:securityPolicies:updateLo
ginPolicy

-

GET /v3.0/OS-
SECURITYPOLICY/
domains/{domain_id}/
console-acl-policy

iam:securityPolicies:getConso
leAclPolicy

-

PUT /v3.0/OS-
SECURITYPOLICY/
domains/{domain_id}/
console-acl-policy

iam:securityPolicies:updateC
onsoleAclPolicy

-

GET /v3.0/OS-
SECURITYPOLICY/
domains/{domain_id}/
api-acl-policy

iam:securityPolicies:getApiAc
lPolicy

-

PUT /v3.0/OS-
SECURITYPOLICY/
domains/{domain_id}/
api-acl-policy

iam:securityPolicies:updateA
piAclPolicy

-

GET /v3/roles iam:roles:list -

GET /v3/roles/{role_id} iam:roles:get -

GET /v3.0/OS-
PERMISSION/role-
assignments

iam::listRoleAssignments -
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API Action Dependencies

GET /v3/domains/
{domain_id}/groups/
{group_id}/roles

iam:groups:listRolesOnDoma
in

-

GET /v3/projects/
{project_id}/groups/
{group_id}/roles

iam:groups:listRolesOnProjec
t

-

PUT /v3/domains/
{domain_id}/groups/
{group_id}/roles/
{role_id}

iam:groups:grantRoleOnDom
ain

-

PUT /v3/projects/
{project_id}/groups/
{group_id}/roles/
{role_id}

iam:groups:grantRoleOnProj
ect

-

HEAD /v3/domains/
{domain_id}/groups/
{group_id}/roles/
{role_id}

iam:groups:checkRoleOnDo
main

-

HEAD /v3/projects/
{project_id}/groups/
{group_id}/roles/
{role_id}

iam:groups:checkRoleOnProj
ect

-

GET /v3/OS-INHERIT/
domains/{domain_id}/
groups/{group_id}/roles/
inherited_to_projects

iam:groups:listRoles -

HEAD /v3/OS-INHERIT/
domains/{domain_id}/
groups/{group_id}/roles/
{role_id}/
inherited_to_projects

iam:groups:checkRole -

DELETE /v3/OS-
INHERIT/domains/
{domain_id}/groups/
{group_id}/roles/
{role_id}/
inherited_to_projects

iam:groups:revokeRole -

DELETE /v3/domains/
{domain_id}/groups/
{group_id}/roles/
{role_id}

iam:groups:revokeRoleOnDo
main

-
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API Action Dependencies

DELETE /v3/projects/
{project_id}/groups/
{group_id}/roles/
{role_id}

iam:groups:revokeRoleOnPro
ject

-

PUT /v3/OS-INHERIT/
domains/{domain_id}/
groups/{group_id}/roles/
{role_id}/
inherited_to_projects

iam:groups:grantRole -

GET /v3.0/OS-ROLE/
roles

iam:roles:list -

GET /v3.0/OS-ROLE/
roles/{role_id}

iam:roles:get -

POST /v3.0/OS-ROLE/
roles

iam:roles:create -

POST /v3.0/OS-ROLE/
roles

iam:roles:create -

PATCH /v3.0/OS-ROLE/
roles/{role_id}

iam:roles:update -

PATCH /v3.0/OS-ROLE/
roles/{role_id}

iam:roles:update -

DELETE /v3.0/OS-ROLE/
roles/{role_id}

iam:roles:delete -

GET /v3.0/OS-AGENCY/
agencies

iam:agencies:list -

GET /v3.0/OS-AGENCY/
agencies/{agency_id}

iam:agencies:get -

POST /v3.0/OS-AGENCY/
agencies

iam:agencies:create -

PUT /v3.0/OS-AGENCY/
agencies/{agency_id}

iam:agencies:update -

DELETE /v3.0/OS-
AGENCY/agencies/
{agency_id}

iam:agencies:delete -

GET /v3.0/OS-AGENCY/
domains/{domain_id}/
agencies/{agency_id}/
roles

iam:agencies:listRolesOnDo
main

-
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API Action Dependencies

GET /v3.0/OS-AGENCY/
projects/{project_id}/
agencies/{agency_id}/
roles

iam:agencies:listRolesOnProj
ect

-

PUT /v3.0/OS-AGENCY/
domains/{domain_id}/
agencies/{agency_id}/
roles/{role_id}

iam:agencies:grantRoleOnDo
main

-

PUT /v3.0/OS-AGENCY/
projects/{project_id}/
agencies/{agency_id}/
roles/{role_id}

iam:agencies:grantRoleOnPr
oject

-

HEAD /v3.0/OS-
AGENCY/domains/
{domain_id}/agencies/
{agency_id}/roles/
{role_id}

iam:agencies:checkRoleOnDo
main

-

HEAD /v3.0/OS-
AGENCY/projects/
{project_id}/agencies/
{agency_id}/roles/
{role_id}

iam:agencies:checkRoleOnPr
oject

-

DELETE /v3.0/OS-
AGENCY/domains/
{domain_id}/agencies/
{agency_id}/roles/
{role_id}

iam:agencies:revokeRoleOnD
omain

-

DELETE /v3.0/OS-
AGENCY/projects/
{project_id}/agencies/
{agency_id}/roles/
{role_id}

iam:agencies:revokeRoleOnP
roject

-

GET /v3.0/OS-INHERIT/
domains/{domain_id}/
agencies/{agency_id}/
roles/
inherited_to_projects

iam:agencies:listRoles -

PUT /v3.0/OS-INHERIT/
domains/{domain_id}/
agencies/{agency_id}/
roles/{role_id}/
inherited_to_projects

iam:agencies:grantRole -
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API Action Dependencies

HEAD /v3.0/OS-
INHERIT/domains/
{domain_id}/agencies/
{agency_id}/roles/
{role_id}/
inherited_to_projects

iam:agencies:checkRole -

DELETE /v3.0/OS-
INHERIT/domains/
{domain_id}/agencies/
{agency_id}/roles/
{role_id}/
inherited_to_projects

iam:agencies:revokeRole -

GET /v3.0/OS-
PERMISSION/enterprise-
projects/
{enterprise_project_id}/
groups

iam::listGroupsAssignedEn-
terpriseProject

-

GET /v3.0/OS-
PERMISSION/enterprise-
projects/
{enterprise_project_id}/
groups/{group_id}/roles

iam:groups:listRolesOnEnter-
priseProject

-

PUT /v3.0/OS-
PERMISSION/enterprise-
projects/
{enterprise_project_id}/
groups/{group_id}/roles/
{role_id}

iam:groups:grantRoleOnEnte
rpriseProject

-

DELETE /v3.0/OS-
PERMISSION/enterprise-
projects/
{enterprise_project_id}/
groups/{group_id}/roles/
{role_id}

iam:groups:revokeRoleOnEnt
erpriseProject

-

GET /v3.0/OS-
PERMISSION/groups/
{group_id}/enterprise-
projects

iam:groups:listAssignedEnter
priseProjects

-

GET /v3.0/OS-
PERMISSION/users/
{user_id}/enterprise-
projects

iam:users:listAssignedEnter-
priseProjects

-
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API Action Dependencies

GET /v3.0/OS-
PERMISSION/enterprise-
projects/
{enterprise_project_id}/
users

iam::listUsersAssignedEnter-
priseProject

-

GET /v3.0/OS-
PERMISSION/enterprise-
projects/
{enterprise_project_id}/
users/{user_id}/roles

iam:users:listRolesOnEnter-
priseProject

-

PUT /v3.0/OS-
PERMISSION/enterprise-
projects/
{enterprise_project_id}/
users/{user_id}/roles/
{role_id}

iam:users:grantRoleOnEnter-
priseProject

-

DELETE /v3.0/OS-
PERMISSION/enterprise-
projects/
{enterprise_project_id}/
users/{user_id}/roles/
{role_id}

iam:users:revokeRoleOnEnter
priseProject

-

PUT /v3.0/OS-
PERMISSION/subjects/
agency/scopes/
enterprise-project/role-
assignments

iam:agencies:grantRoleOnEn
terpriseProject

-

DELETE /v3.0/OS-
PERMISSION/subjects/
agency/scopes/
enterprise-project/role-
assignments

iam:agencies:revokeRoleOnE
nterpriseProject

-

 

Resources
A resource type indicates the resources that an SCP applies to. If you specify a
resource type for any action in Table 5-217, the resource URN must be specified in
the SCP statements using that action, and the SCP applies only to resources of this
type. If no resource type is specified, the Resource element is marked with an
asterisk (*) and the SCP applies to all resources. You can also set condition keys in
an SCP to define resource types.

The following table lists the resource types that you can define in SCP statements
for IAM.
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Table 5-217 Resource types supported by IAM

Resource Type URN

policy iam::<account-id>:policy:<policy-name-with-path>

agency iam::<account-id>:agency:<agency-name-with-path>

user iam::<account-id>:user:<user-name>

group iam::<account-id>:group:<group-name>

mfa iam::<account-id>:mfa:<mfa-name>

 

Conditions
A Condition element lets you specify conditions for when an SCP is in effect. It
contains condition keys and operators.

● The condition key that you specify can be a global condition key or a service-
specific condition key.
– Global condition keys (with the g: prefix) apply to all actions. Cloud

services do not need to provide user identity information. Instead, IAM
automatically obtains such information and authenticates users. For
details, see Global Condition Keys.

– Service-specific condition keys (with the abbreviation of a service name
plus a colon as the prefix, for example, iam:) only apply to operations of
the IAM service. For details, see Table 5-218.

– The number of values associated with a condition key in the request
context of an API call makes the condition key single-valued or
multivalued. Single-valued condition keys have at most one value in the
request context of an API call. Multivalued condition keys can have
multiple values in the request context of an API call. For example, a
request can originate from at most one VPC endpoint, so g:SourceVpce is
a single-valued condition key. You can tag resources and include multiple
tag key-value pairs in a request, so g:TagKeys is a multivalued condition
key.

● A condition operator, condition key, and a condition value together constitute
a complete condition statement. An SCP can be applied only when its request
conditions are met. For supported condition operators, see Condition
operators.

The following table lists the condition keys that you can define in SCPs for IAM.
You can include these condition keys to specify conditions for when your SCP is in
effect.
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Table 5-218 Service-specific condition keys supported by IAM

Service-specific
Condition Key

Type Single-
valued/
Multivalued

Description

iam:PolicyURN string Single-valued Filters access by the
URN of the identity
policy

iam:ServicePrincipal string Single-valued Filters access by the
service ID of the cloud
service transferred by
the service-linked
agency

 

5.10.13.4 Security Token Service (STS)
The Organizations service provides Service Control Policies (SCPs) to set access
control policies.

SCPs do not actually grant any permissions to a principal. They only set the
permissions boundary for the principal. When SCPs are attached to a member
account or an organizational unit (OU), they do not directly grant permissions to
that member account or OU. Instead, the SCPs just determine what permissions
are available for that member account or the member accounts under that OU.

This section describes the elements used by Organizations SCPs. The elements
include actions, resources, and conditions.

For details about how to use these elements to edit a custom SCP, see Creating an
SCP.

Actions
Actions are specific operations that are allowed or denied in an SCP.

● The Access Level column describes how the action is classified (List, Read, or
Write). This classification helps you understand the level of access that an
action grants when you use it in an SCP.

● The Resource Type column indicates whether the action supports resource-
level permissions.
– You can use a wildcard (*) to indicate all resource types. If this column is

empty (-), the action does not support resource-level permissions, and
you must specify all resources ("*") in your SCP statements.

– If this column includes a resource type, you must specify the URN in the
Resource element of your statements.

– Required resources are marked with asterisks (*) in the table. If you
specify a resource in a statement using this action, then it must be of this
type.

For details about the resource types defined by Security Token Service (STS),
see Resources.
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● The Condition Key column contains keys that you can specify in the
Condition element of an SCP statement.
– If the Resource Type column has values for an action, the condition key

takes effect only for the listed resource types.
– If the Resource Type column is empty (-) for an action, the condition key

takes effect for all resources that action supports.
– If the Condition Key column is empty (-) for an action, the action does

not support any condition keys.
For details about the condition keys defined by STS, see Conditions.

The following table lists the actions that you can define in SCP statements for STS.

Table 5-219 Actions supported by STS

Action Description Acces
s
Level

Reso
urce
Type
(*:
requi
red)

Condition
Key

Alias

sts:agencies:a
ssume

Grants
permission to
obtain a set
of temporary
credentials
that you can
use to access
resources that
you might not
normally have
access to.

Write agenc
y *

g:ResourceTag
/<tag-key>

-

- ● sts:Extern
alId

● sts:SourceI
dentity

● sts:Transiti
veTagKeys

● sts:Agency
SessionNa
me

● g:RequestT
ag/<tag-
key>

● g:TagKeys
● g:SourceAc

count
● g:SourceUr

n
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Action Description Acces
s
Level

Reso
urce
Type
(*:
requi
red)

Condition
Key

Alias

sts::decodeAut
horizationMes
sage

Grants
permission to
decode
additional
information
about the
authorization
status of a
request from
an encoded
message
returned in
response to a
request.

Write - - -

sts::setSourceI
dentity

Grants
permission to
set a source
identity on an
STS session.

Write agenc
y *

g:ResourceTag
/<tag-key>

-

- sts:SourceIde
ntity

sts::tagSession Grants
permission to
add tags to
an STS
session.

Taggi
ng

agenc
y *

g:ResourceTag
/<tag-key>

-

- ● sts:Transiti
veTagKeys

● g:RequestT
ag/<tag-
key>

● g:TagKeys

sts::getService
BearerToken

Grants
permission to
obtain a
service bearer
token.

Write - ● sts:Durati
onTimes

● sts:Service
Name

-

 

Resources
A resource type indicates the resources that an SCP applies to. If you specify a
resource type for any action in Table 5-220, the resource URN must be specified in
the SCP statements using that action, and the SCP applies only to resources of this
type. If no resource type is specified, the Resource element is marked with an
asterisk (*) and the SCP applies to all resources. You can also set condition keys in
an SCP to define resource types.
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The following table lists the resource types that you can define in SCP statements
for STS.

Table 5-220 Resource types supported by STS

Resource Type URN

agency iam::<account-id>:agency:<agency-name-with-path>

assumed-agency sts::<account-id>:assumed-agency:<agency-name>/
<session-name>

 

Conditions
Condition Key

A Condition element lets you specify conditions for when an identity policy is in
effect. It contains condition keys and operators.

● The condition key that you specify can be a global condition key or a service-
specific condition key.
– Global condition keys (with the g: prefix) apply to all actions. Cloud

services do not need to provide user identity information. Instead, the
system automatically obtains such information and authenticates users.
For details, see Global Condition Keys.

– Service-specific condition keys (with the abbreviation of a service name
plus a colon as the prefix, for example, sts:) only apply to operations of
the STS service. For details, see Table 5-221.

– The number of values associated with a condition key in the request
context of an API call makes the condition key single-valued or
multivalued. Single-valued condition keys have at most one value in the
request context of an API call. Multivalued condition keys can have
multiple values in the request context of an API call. For example, a
request can originate from at most one VPC endpoint, so g:SourceVpce is
a single-valued condition key. You can tag resources and include multiple
tag key-value pairs in a request, so g:TagKeys is a multivalued condition
key.

● A condition operator, condition key, and a condition value together constitute
a complete condition statement. An identity policy can be applied only when
its request conditions are met. For supported condition operators, see
Operators.

Service-specific condition keys supported by STS

The following table lists the condition keys that you can define in identity policies
for STS. You can include these condition keys to specify conditions for when your
identity policy is in effect.
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Table 5-221 Service-specific condition keys supported by STS

Service-specific
Condition Key

Type Single-
valued/
Multivalued

Description

sts:ExternalId string Single-valued Filters access by the
external ID that is
passed in the request.

sts:SourceIdentity string Single-valued Filters access by the
source identity that is
passed in the request.

sts:TransitiveTagKeys string Multivalued Filters access by the
transitive tag keys
that are passed in the
request.

sts:AgencySessionNam
e

string Single-valued Filters access by the
agency session name
required when you
assume an agency.

sts:DurationTimes numeric Single-valued Filters access by the
duration time when
you create a bearer
token.

sts:ServiceName string Single-valued Filters access by the
service name when
you create a bearer
token.

 

5.10.13.5 Resource Formation Service (RFS)

The Organizations service provides Service Control Policies (SCPs) to set access
control policies.

SCPs do not actually grant any permissions to a principal. They only set the
permissions boundary for the principal. When SCPs are attached to a member
account or an organizational unit (OU), they do not directly grant permissions to
that member account or OU. Instead, the SCPs just determine what permissions
are available for that member account or the member accounts under that OU.

This section describes the elements used by Organizations SCPs. The elements
include actions, resources, and conditions.

For details about how to use these elements to create a custom SCP, see Creating
an SCP.

Actions

Actions are specific operations that are allowed or denied in an SCP.
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● The Access Level column describes how the action is classified (List, Read, or
Write). This classification helps you understand the level of access that an
action grants when you use it in an SCP.

● The Resource Type column indicates whether the action supports resource-
level permissions.
– You can use a wildcard (*) to indicate all resource types. If this column is

empty (-), the action does not support resource-level permissions, and
you must specify all resources ("*") in your SCP statements.

– If this column includes a resource type, you must specify the URN in the
Resource element of your statements.

– Required resources are marked with asterisks (*) in the table. If you
specify a resource in a statement using this action, then it must be of this
type.

For details about the resource types defined by Resource Formation Service
(RFS), see Resources.

● The Condition Key column contains keys that you can specify in the
Condition element of an SCP statement.
– If the Resource Type column has values for an action, the condition key

takes effect only for the listed resource types.
– If the Resource Type column is empty (-) for an action, the condition key

takes effect for all resources that action supports.
– If the Condition Key column is empty (-) for an action, the action does

not support any condition keys.
For details about the condition keys defined by Resource Formation Service
(RFS), see Conditions.

The following table lists the actions that you can define in SCP statements for
Resource Formation Service (RFS).

Table 5-222 Actions supported by Resource Formation Service (RFS)

Action Description Access
Level

Resource Type
(*: required)

Condition Key

rf:privateTem
plate:list

Grants
permission to
obtain private
template list
of project.

list privateTemplate
*

-

rf:privateTem
plate:create

Grants
permission to
create a
private
template.

write privateTemplate
*

-

rf:privateTem
plate:delete

Grants
permission to
delete a
private
template.

write privateTemplate
*

-
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Action Description Access
Level

Resource Type
(*: required)

Condition Key

rf:privateTem
plate:showM
etadata

Grants
permission to
display the
details of
private
template.

read privateTemplate
*

-

rf:privateTem
plate:update
Metadata

Grants
permission to
update the
metadata of
private
template.

write privateTemplate
*

-

rf:privateTem
plate:listVersi
ons

Grants
permission to
display all
version details
of private
template.

list privateTemplate
*

-

rf:privateTem
plate:createV
ersion

Grants
permission to
create a
private
template
version.

write privateTemplate
*

-

rf:privateTem
plate:showVe
rsionContent

Grants
permission to
obtain the
content of
private
template
version.

read privateTemplate
*

-

rf:privateTem
plate:deleteV
ersion

Grants
permission to
delete a
private
template
version.

write privateTemplate
*

-

rf:privateTem
plate:showVe
rsionMetadat
a

Grants
permission to
get the
metadata of
private
template
version.

read privateTemplate
*

-
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Action Description Access
Level

Resource Type
(*: required)

Condition Key

rf:stack:creat
e

Grants
permission to
create a stack.

write stack * -

rf:stack:deplo
y

Grants
permission to
deploy a
stack.

write stack * -

rf:stack:list Grants
permission to
list all stacks.

list stack * -

rf:stack:getM
etadata

Grants
permission to
get the
metadata of a
stack.

read stack * -

rf:stack:delet
e

Grants
permission to
delete a stack.

write stack * -

rf:stack:getTe
mplate

Grants
permission to
get the
template of a
stack.

read stack * -

rf:stack:listEv
ents

Grants
permission to
list
deployment
events of a
stack.

list stack * -

rf:stack:listRe
sources

Grants
permission to
list all
resources of a
stack.

list stack * -

rf:stack:listOu
tputs

Grants
permission to
list all outputs
of a stack.

list stack * -

rf:stack:creat
eExecutionPl
an

Grants
permission to
create an
execution
plan.

write stack * -
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Action Description Access
Level

Resource Type
(*: required)

Condition Key

rf:stack:getEx
ecutionPlanM
etadata

Grants
permission to
get the
metadata of
an execution
plan.

read stack * -

rf:stack:getEx
ecutionPlan

Grants
permission to
get an
execution
plan.

read stack * -

rf:stack:apply
ExecutionPla
n

Grants
permission to
apply an
execution
plan.

write stack * -

rf:stack:listEx
ecutionPlans

Grants
permission to
list all
execution
plans.

list stack * -

rf:stack:delet
eExecutionPl
an

Grants
permission to
delete an
execution
plan.

write stack * -

rf:stack:conti
nueRollback

Grants
permission to
continue
rolling back
the stack.

write stack * -

rf:stack:conti
nueDeploy

Grants
permission to
continue to
deploy the
stack.

write stack * -

rf:stack:estim
ateExecution
PlanPrice

Grants
permission to
estimate the
price of an
execution
plan.

read stack * -
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Action Description Access
Level

Resource Type
(*: required)

Condition Key

rf:stack:updat
e

Grants
permission to
update stack
properties.

write stack * -

rf:stackSet:cr
eate

Grants
permission to
create a stack
set.

write stackSet * -

rf:stackSet:lis
t

Grants
permission to
list all stack
sets.

list stackSet * -

rf:stackSet:sh
owTemplate

Grants
permission to
show the
template of a
stack set.

read stackSet * -

rf:stackSet:sh
owMetadata

Grants
permission to
show the
metadata of a
stack set.

read stackSet * -

rf:stackSet:de
ploy

Grants
permission to
deploy a stack
set.

write stackSet * -

rf:stackSet:de
lete

Grants
permission to
delete a stack
set.

write stackSet * -

rf:stackSet:up
date

Grants
permission to
update stack
set properties.

write stackSet * -

rf:stackSet:lis
tStackInstanc
es

Grants
permission to
list all stack
instances.

list stackSet * -

rf:stackSet:cr
eateStackInst
ances

Grants
permission to
create stack
instances.

write stackSet * -
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Action Description Access
Level

Resource Type
(*: required)

Condition Key

rf:stackSet:de
leteStackInst
ances

Grants
permission to
delete stack
instances.

write stackSet * -

rf:stackSet:sh
owOperation
Metadata

Grants
permission to
show the
metadata of
an stack set
operation.

read stackSet * -

rf:stackSet:lis
tOperations

Grants
permission to
list all stack
set operations.

list stackSet * -

 

Each API of Resource Formation Service (RFS) usually supports one or more
actions. Table 5-223 lists the supported actions and dependencies.

Table 5-223 Actions and dependencies supported by Resource Formation Service
(RFS) APIs

API Action Dependencies

GET /v1/{project_id}/
templates

rf:privateTemplate:list -

POST /v1/{project_id}/
templates

rf:privateTemplate:create -

DELETE /v1/{project_id}/
templates/
{template_name}

rf:privateTemplate:delete -

GET /v1/{project_id}/
templates/
{template_name}/
metadata

rf:privateTemplate:show
Metadata

-

PATCH /v1/{project_id}/
templates/
{template_name}/
metadata

rf:privateTemplate:updat
eMetadata

-

GET /v1/{project_id}/
templates/
{template_name}/
versions

rf:privateTemplate:listVer
sions

-
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API Action Dependencies

POST /v1/{project_id}/
templates/
{template_name}/
versions

rf:privateTemplate:create
Version

-

GET /v1/{project_id}/
templates/
{template_name}/
versions/{version_id}

rf:privateTemplate:showV
ersionContent

-

DELETE /v1/{project_id}/
templates/
{template_name}/
versions/{version_id}

rf:privateTemplate:delete
Version

-

GET /v1/{project_id}/
templates/
{template_name}/
versions/{version_id}/
metadata

rf:privateTemplate:showV
ersionMetadata

-

POST /v1/{project_id}/
stacks

rf:stack:create ● kms:cmk:decryptData
Key

● iam:agencies:pass

POST /v1/{project_id}/
stacks/{stack_name}/
deployments

rf:stack:deploy kms:cmk:decryptDataKey

GET /v1/{project_id}/
stacks

rf:stack:list -

GET /v1/{project_id}/
stacks/{stack_name}/
metadata

rf:stack:getMetadata -

DELETE /v1/{project_id}/
stacks/{stack_name}

rf:stack:delete -

GET /v1/{project_id}/
stacks/{stack_name}/
templates

rf:stack:getTemplate -

GET /v1/{project_id}/
stacks/{stack_name}/
events

rf:stack:listEvents -

GET /v1/{project_id}/
stacks/{stack_name}/
resources

rf:stack:listResources -

GET /v1/{project_id}/
stacks/{stack_name}/
outputs

rf:stack:listOutputs -
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API Action Dependencies

POST /v1/{project_id}/
stacks/{stack_name}/
execution-plans

rf:stack:createExecution-
Plan

kms:cmk:decryptDataKey

GET /v1/{project_id}/
stacks/{stack_name}/
execution-plans/
{execution_plan_name}/
metadata

rf:stack:getExecutionPlan
Metadata

-

GET /v1/{project_id}/
stacks/{stack_name}/
execution-plans/
{execution_plan_name}

rf:stack:getExecutionPlan -

POST /v1/{project_id}/
stacks/{stack_name}/
execution-plans/
{execution_plan_name}

rf:stack:applyExecutionPl
an

-

GET /v1/{project_id}/
stacks/{stack_name}/
execution-plans

rf:stack:listExecutionPlan
s

-

DELETE /v1/{project_id}/
stacks/{stack_name}/
execution-plans/
{execution_plan_name}

rf:stack:deleteExecution-
Plan

-

POST /v1/{project_id}/
stacks/{stack_name}/
rollbacks

rf:stack:continueRollback -

POST /v1/{project_id}/
stacks/{stack_name}/
continuations

rf:stack:continueDeploy -

GET /v1/{project_id}/
stacks/{stack_name}/
execution-plans/
{execution_plan_name}/
prices

rf:stack:estimateExecutio
nPlanPrice

bss:discount:view

PATCH /v1/{project_id}/
stacks/{stack_name}

rf:stack:update iam:agencies:pass

POST /v1/stack-sets rf:stackSet:create iam:agencies:pass

GET /v1/stack-sets rf:stackSet:list -

GET /v1/stack-sets/
{stack_set_name}/
templates

rf:stackSet:showTemplate -
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API Action Dependencies

GET /v1/stack-sets/
{stack_set_name}/
metadata

rf:stackSet:showMetadat
a

-

POST /v1/stack-sets/
{stack_set_name}/
deployments

rf:stackSet:deploy -

DELETE /v1/stack-sets/
{stack_set_name}

rf:stackSet:delete -

PATCH /v1/stack-sets/
{stack_set_name}

rf:stackSet:update iam:agencies:pass

GET /v1/stack-sets/
{stack_set_name}/stack-
instances

rf:stackSet:listStackInstan
ces

-

GET /v1/stack-sets/
{stack_set_name}/
operations/
{stack_set_operation_id}/
metadata

rf:stackSet:showOperatio
nMetadata

-

GET /v1/stack-sets/
{stack_set_name}/
operations

rf:stackSet:listOperations -

 

Resources
A resource type indicates the resources that an SCP applies to. If you specify a
resource type for any action in Table 5-224, the resource URN must be specified in
the SCP statements using that action, and the SCP applies only to resources of this
type. If no resource type is specified, the Resource element is marked with an
asterisk (*) and the SCP applies to all resources. You can also set condition keys in
an SCP to define resource types.

The following table lists the resource types that you can define in SCP statements
for Resource Formation Service (RFS).

Table 5-224 Resource types supported by Resource Formation Service (RFS)

Resource Typehttps://
support.huaweicloud.com/
usermanual-organizations/
org_03_0033.html#section2

URN

privateTemplate rf:<region>:<account-
id>:privateTemplate:<template-name>
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Resource Typehttps://
support.huaweicloud.com/
usermanual-organizations/
org_03_0033.html#section2

URN

stackSet rf:<region>:<account-
id>:stackSet:<stack-set-name>/<stack-
set-id>

stack rf:<region>:<account-id>:stack:<stack-
name>

 

Conditions

Resource Formation Service (RFS) does not support service-specific condition keys
in SCPs.

It can only use global condition keys applicable to all services. For details, see
Global Condition Keys.

5.10.13.6 IAM Identity Center

The Organizations service provides Service Control Policies (SCPs) to set access
control policies.

SCPs do not actually grant any permissions to a principal. They only set the
permissions boundary for the principal. When SCPs are attached to a member
account or an organizational unit (OU), they do not directly grant permissions to
that member account or OU. Instead, the SCPs just determine what permissions
are available for that member account or the member accounts under that OU.

This section describes the elements used by Organizations SCPs. The elements
include actions, resources, and conditions.

For details about how to use these elements to create a custom SCP, see Creating
an SCP.

Actions

Actions are specific operations that are allowed or denied in an SCP.

● The Access Level column describes how the action is classified (List, Read, or
Write). This classification helps you understand the level of access that an
action grants when you use it in an SCP.

● The Resource column indicates whether the action supports resource-level
permissions.
– You can use a wildcard (*) to indicate all resources. If this column is

empty (-), the action does not support resource-level permissions, and
you must specify all resources ("*") in your SCP statements.

– If this column includes a resource, you must specify the URN in the
Resource element of your statements.
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– Required resources are marked with asterisks (*) in the table. If you
specify a resource in a statement using this action, then it must be of this
type.

For details about the resources defined by IAM Identity Center, see Resources.
● The Condition Key column contains keys that you can specify in the

Condition element of an SCP statement.
– If the Resource column has values for an action, the condition key takes

effect only for the listed resources.
– If the Resource column is empty (-) for an action, the condition key takes

effect for all resources that action supports.
– If the Condition Key column is empty (-) for an action, the action does

not support any condition keys.
For details about the condition keys defined by IAM Identity Center, see
Conditions.

The following table lists the actions that you can define in SCP statements for IAM
Identity Center.

Table 5-225 Actions supported by IAM Identity Center

Action Description Access
Level

Resource
(*:
required)

Condition
Key

IdentityCenter:pe
rmissionSet:creat
e

Grants
permission to
create a
permission set.

write instance * -

- ● g:Reques
tTag/
<tag-
key>

● g:TagKey
s

IdentityCenter:pe
rmissionSet:attac
hManagedPolicy

Grants
permission to
attach system-
defined identity
policies to a
permission set.

permission_
manageme
nt

instance * -

permissionS
et *

-

IdentityCenter:pe
rmissionSet:deta
chManagedPolic
y

Grants
permission to
detach system-
defined identity
policies from a
specified
permission set.

permission_
manageme
nt

instance * -

permissionS
et *

-
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Action Description Access
Level

Resource
(*:
required)

Condition
Key

IdentityCenter:pe
rmissionSet:upda
te

Grants
permission to
update the
permission set of
a specified
instance.

permission_
manageme
nt

instance * -

permissionS
et *

-

IdentityCenter:pe
rmissionSet:delet
e

Grants
permission to
delete the
permission set of
a specified
instance.

write instance * -

permissionS
et *

-

IdentityCenter:pe
rmissionSet:list

Grants
permission to list
the permission
sets of a
specified
instance.

list instance * -

IdentityCenter:pe
rmissionSet:listA
ccountsForProvi-
sioned

Grants
permission to list
all the accounts
provisioned by a
specified
permission set.

list permissionS
et *

-

instance * -

IdentityCenter:pe
rmissionSet:listPr
ovisioningStatus

Grants
permission to list
the status of the
permission set
attachment
request for a
specified
instance.

list instance * -

IdentityCenter:pe
rmissionSet:listM
anagedPolicies

Grants
permission to list
the system-
defined identity
policies attached
to a specified
permission set.

list instance * -

permissionS
et *

-
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Action Description Access
Level

Resource
(*:
required)

Condition
Key

IdentityCenter:pe
rmissionSet:listPr
ovisionedToAcco
unt

Grants
permission to list
all permission
sets associated
with a specified
account.

list account * -

instance * -

IdentityCenter:pe
rmissionSet:descr
ibeProvisioning-
Status

Grants
permission to
obtain the
details of the
permission set
attachment
status.

read instance * -

IdentityCenter:pe
rmissionSet:descr
ibe

Grants
permission to
obtain the
permission set
details of a
specified
instance.

read instance * -

permissionS
et *

-

IdentityCenter:pe
rmissionSet:provi
sion

Grants
permission to
attach a
specified
permission set to
a specified
principal.

write account * -

instance * -

permissionS
et *

-

IdentityCenter:in
stance:getIdentit
yCenterStatus

Grants
permission to
query the IAM
Identity Center
service status.

read - -

IdentityCenter:in
stance:registerRe
gion

Grants
permission to
register a region.

write - -

IdentityCenter:in
stance:describeR
egisteredRegions

Grants
permission to
query regions
enabled in IAM
Identity Center.

read - -

IdentityCenter:in
stance:startIdenti
tyCenter

Grants
permission to
enable IAM
Identity Center.

write - -
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Action Description Access
Level

Resource
(*:
required)

Condition
Key

IdentityCenter:in
stance:deleteIde
ntityCenter

Grants
permission to
disable IAM
Identity Center.

write - -

IdentityCenter:in
stance:list

Grants
permission to
query the IAM
Identity Center
instance list.

list - -

IdentityCenter:ac
countAssignment
:create

Grants
permission to
assign access to
principals for a
specified account
using a specified
permission set.

write instance * -

account * -

permissionS
et *

-

IdentityCenter:ac
countAssignment
:delete

Grants
permission to
delete a
principal's access
from a specified
account using a
specified
permission set.

write instance * -

account * -

permissionS
et *

-

IdentityCenter:ac
countAssignment
:list

Grants
permission to list
the assignee of
the specified
account with the
specified
permission set.

list instance * -

account * -

permissionS
et *

-

IdentityCenter:ac
countAssignment
:describeDeletion
Status

Grants
permission to
obtain the
details about the
status of the
assignment
deletion request.

read instance * -
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Action Description Access
Level

Resource
(*:
required)

Condition
Key

IdentityCenter:ac
countAssignment
:describeCreation
Status

Grants
permission to
obtain the
details about the
status of the
assignment
creation request.

read instance * -

IdentityCenter:ac
countAssignment
:listCreationSta-
tus

Grants
permission to list
the status of the
account
assignment
creation request
for a specified
IAM Identity
Center instance.

list instance * -

IdentityCenter:ac
countAssignment
:listDeletionSta-
tus

Grants
permission to list
the status of the
account
assignment
deletion request
for a specified
IAM Identity
Center instance.

list instance * -

IdentityCenter:ac
countAssignmen
t:listProfileAsso-
ciation

Grants
permission to
query all users
or groups
associated with
an account or
permission set.

read - -

IdentityCenter:ac
countAssignmen
t:disassociationPr
ofile

Grants
permission to
disassociate all
authorizations
from a user or
group.

write - -
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Action Description Access
Level

Resource
(*:
required)

Condition
Key

IdentityCenter:in
stance:listIdentit
yStoreAssociatio
ns

Grants
permission to
query details
about the
identity source
configured in
IAM Identity
Center.

read - -

IdentityCenter:ss
oConfiguration:u
pdate

Grants
permission to
update the
configuration for
the current IAM
Identity Center
instance.

write - -

IdentityCenter:ss
oConfiguration:d
escribe

Grants
permission to
obtain the
configuration for
the current IAM
Identity Center
instance.

read - -

IdentityCenter:m
faDevices:describ
eManagementSe
ttings

Grants
permission to
obtain MFA
settings.

read - -

IdentityCenter:m
faDevices:update
ManagementSet
tings

Grants
permission to
update MFA
settings.

write - -

IdentityCenter:in
stance:createAlia
s

Grants
permission to
create an alias
for a specified
identity source.

write - -

IdentityCenter:us
er:create

Grants
permission to
create a user.

write - -

IdentityCenter:us
er:list

Grants
permission to
query the user
list.

read - -
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Action Description Access
Level

Resource
(*:
required)

Condition
Key

IdentityCenter:us
er:describe

Grants
permission to
query user
details.

read - -

IdentityCenter:us
er:describeUsers

Grants
permission to
obtain user
details in batch.

read - -

IdentityCenter:us
er:update

Grants
permission to
update a user.

write - -

IdentityCenter:us
er:delete

Grants
permission to
delete a user.

write - -

IdentityCenter:us
er:getUserId

Grants
permission to
obtain the user
ID.

read - -

IdentityCenter:us
er:enableUser

Grants
permission to
enable a user.

write - -

IdentityCenter:us
er:disableUser

Grants
permission to
disable a user.

write - -

IdentityCenter:gr
oup:create

Grants
permission to
create a group.

write - -

IdentityCenter:gr
oup:list

Grants
permission to
query the group
list.

read - -

IdentityCenter:gr
oup:describe

Grants
permission to
query group
details.

read - -

IdentityCenter:gr
oup:describeGro
ups

Grants
permission to
obtain group
details in batch.

read - -
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Action Description Access
Level

Resource
(*:
required)

Condition
Key

IdentityCenter:gr
oup:update

Grants
permission to
update a group.

write - -

IdentityCenter:gr
oup:delete

Grants
permission to
delete a group.

write - -

IdentityCenter:gr
oup:getGroupId

Grants
permission to
obtain the group
ID.

read - -

IdentityCenter:gr
oupMembership:
create

Grants
permission to
add a member
to a group.

write - -

IdentityCenter:gr
oupMemberships
:list

Grants
permission to
query all
members in a
group.

read - -

IdentityCenter:gr
oupMembership:
listForMember

Grants
permission to
query all groups
that a user is
added to.

read - -

IdentityCenter:gr
oupMembership:
describe

Grants
permission to
query the group
membership.

read - -

IdentityCenter:gr
oupMembership:
delete

Grants
permission to
disassociate
users and
groups.

write - -

IdentityCenter:gr
oupMembership:
getGroupMembe
rshipId

Grants
permission to
query the
membership ID.

read - -

IdentityCenter:gr
oupMembership:
isMembershipIn
Group

Grants
permission to
query whether a
user is in a
group.

read - -

Organizations
User Guide 5 Managing SCPs

Issue 01 (2025-02-25) Copyright © Huawei Cloud Computing Technologies Co., Ltd. 1361



Action Description Access
Level

Resource
(*:
required)

Condition
Key

IdentityCenter:ex
ternalIdp:create

Grants
permission to
create an
external identity
provider.

write - -

IdentityCenter:ex
ternalIdp:list

Grants
permission to
obtain the
identity source
configuration of
the external
identity provider.

read - -

IdentityCenter:ex
ternalIdp:enable

Grants
permission to
enable an
external identity
provider.

write - -

IdentityCenter:ex
ternalIdp:disable

Grants
permission to
disable an
external identity
provider.

write - -

IdentityCenter:ex
ternalIdp:getSpC
onfiguration

Grants
permission to
obtain the
configuration of
the IAM Identity
Center service
provider.

read - -

IdentityCenter:ex
ternalIdp:update

Grants
permission to
update the
configuration of
the external
identity provider.

write - -

IdentityCenter:ex
ternalIdp:delete

Grants
permission to
delete the
configuration of
the external
identity provider.

write - -
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Action Description Access
Level

Resource
(*:
required)

Condition
Key

IdentityCenter:ex
ternalIdp:import
Certificate

Grants
permission to
import a
certificate.

write - -

IdentityCenter:ex
ternalIdp:deleteC
ertificate

Grants
permission to
delete a
certificate.

write - -

IdentityCenter:ex
ternalIdp:listCertif
icates

Grants
permission to
obtain the
certificate list.

read - -

IdentityCenter:ex
ternalIdp:createP
rovisioningTenan
t

Grants
permission to
create a tenant.

write - -

IdentityCenter:ex
ternalIdp:listProv
isioningTenant

Grants
permission to
query the tenant
list.

read - -

IdentityCenter:ex
ternalIdp:deleteP
rovisioningTenan
t

Grants
permission to
delete a tenant.

write - -

IdentityCenter:ex
ternalIdp:createB
earerToken

Grants
permission to
create a bearer
token.

write - -

IdentityCenter:ex
ternalIdp:listBear
erTokens

Grants
permission to
query the bearer
token list.

read - -

IdentityCenter:ex
ternalIdp:deleteB
earerToken

Grants
permission to
delete a bearer
token.

write - -
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Action Description Access
Level

Resource
(*:
required)

Condition
Key

IdentityCenter:us
er:updatePasswo
rd

Grants
permission to
update a
password by
sending a
password reset
link via email or
generating a
one-time
password for a
user.

write - -

IdentityCenter:us
er:deleteUserMfa
Device

Grants
permission to
delete an MFA
device for a
specified user.

write - -

IdentityCenter:us
er:updateMfaDe
vice

Grants
permission to
update MFA
device
information.

write - -

IdentityCenter:us
er:listMfaDevice

Grants
permission to
query the MFA
device list.

read - -

IdentityCenter:us
er:registerVirtual
MfaDevice

Grants
permission to
begin the
creation process
of a virtual MFA
device.

write - -

IdentityCenter:us
er:verifyEmail

Grants
permission to
verify an email
address of a
user.

write - -

 

Each API of IAM Identity Center usually supports one or more actions. Table 5-226
lists the supported actions and dependencies.
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Table 5-226 Actions and dependencies supported by IAM Identity Center APIs

API Action Dependencies

POST /v1/instances/
{instance_id}/permission-
sets

IdentityCenter:permissio
nSet:create

organizations:delegatedA
dministrators:list

POST /v1/instances/
{instance_id}/permission-
sets/{permission_set_id}/
attach-managed-policy

IdentityCenter:permissio
nSet:attachManagedPoli-
cy

● iam:policies:get
● organizations:delegat

edAdministrators:list

POST /v1/instances/
{instance_id}/permission-
sets/{permission_set_id}/
detach-managed-policy

IdentityCenter:permissio
nSet:detachManagedPo-
licy

organizations:delegatedA
dministrators:list

PUT /v1/instances/
{instance_id}/permission-
sets/{permission_set_id}

IdentityCenter:permissio
nSet:update

organizations:delegatedA
dministrators:list

DELETE /v1/instances/
{instance_id}/permission-
sets/{permission_set_id}

IdentityCenter:permissio
nSet:delete

organizations:delegatedA
dministrators:list

GET /v1/instances/
{instance_id}/permission-
sets

IdentityCenter:permissio
nSet:list

organizations:delegatedA
dministrators:list

GET /v1/instances/
{instance_id}/permission-
sets/{permission_set_id}/
accounts

IdentityCenter:permissio
nSet:listAccountsForPro-
visioned

organizations:delegatedA
dministrators:list

GET /v1/instances/
{instance_id}/permission-
sets/provisioning-
statuses

IdentityCenter:permissio
nSet:listProvisioningSta-
tus

organizations:delegatedA
dministrators:list

GET /v1/instances/
{instance_id}/permission-
sets/{permission_set_id}/
managed-policies

IdentityCenter:permissio
nSet:listManagedPolicies

organizations:delegatedA
dministrators:list

GET /v1/instances/
{instance_id}/permission-
sets/provisioned-to-
accounts

IdentityCenter:permissio
nSet:listProvisionedToAc-
count

organizations:delegatedA
dministrators:list

GET /v1/instances/
{instance_id}/permission-
sets/provisioning-status/
{request_id}

IdentityCenter:permissio
nSet:describeProvisio-
ningStatus

organizations:delegatedA
dministrators:list
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API Action Dependencies

GET /v1/instances/
{instance_id}/permission-
sets/{permission_set_id}

IdentityCenter:permissio
nSet:describe

organizations:delegatedA
dministrators:list

POST /v1/instances/
{instance_id}/permission-
sets/{permission_set_id}/
provision

IdentityCenter:permissio
nSet:provision

organizations:delegatedA
dministrators:list

GET /v1/instances IdentityCenter:instance:li
st

organizations:delegatedA
dministrators:list

POST /v1/instances/
{instance_id}/account-
assignments/create

IdentityCenter:accountAs
signment:create

organizations:delegatedA
dministrators:list

POST /v1/instances/
{instance_id}/account-
assignments/delete

IdentityCenter:accountAs
signment:delete

organizations:delegatedA
dministrators:list

GET /v1/instances/
{instance_id}/account-
assignments

IdentityCenter:accountAs
signment:list

organizations:delegatedA
dministrators:list

GET /v1/instances/
{instance_id}/account-
assignments/deletion-
status/{request_id}

IdentityCenter:accountAs
signment:describeDeletio
nStatus

organizations:delegatedA
dministrators:list

GET /v1/instances/
{instance_id}/account-
assignments/creation-
status/{request_id}

IdentityCenter:accountAs
signment:describeCreatio
nStatus

organizations:delegatedA
dministrators:list

GET /v1/instances/
{instance_id}/account-
assignments/creation-
statuses

IdentityCenter:accountAs
signment:listCreationSta-
tus

organizations:delegatedA
dministrators:list

GET /v1/instances/
{instance_id}/account-
assignments/deletion-
statuses

IdentityCenter:accountAs
signment:listDeletionSta-
tus

organizations:delegatedA
dministrators:list

POST /v1/identity-stores/
{identity_store_id}/users

IdentityCenter:user:creat
e

organizations:delegatedA
dministrators:list

GET /v1/identity-stores/
{identity_store_id}/users

IdentityCenter:user:list organizations:delegatedA
dministrators:list

GET /v1/identity-stores/
{identity_store_id}/users/
{user_id}

IdentityCenter:user:descri
be

organizations:delegatedA
dministrators:list
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API Action Dependencies

PUT /v1/identity-stores/
{identity_store_id}/users/
{user_id}

IdentityCenter:user:updat
e

organizations:delegatedA
dministrators:list

DELETE /v1/identity-
stores/
{identity_store_id}/users/
{user_id}

IdentityCenter:user:delet
e

organizations:delegatedA
dministrators:list

POST /v1/identity-stores/
{identity_store_id}/users/
retrieve-user-id

IdentityCenter:user:getUs
erId

organizations:delegatedA
dministrators:list

POST /v1/identity-stores/
{identity_store_id}/
groups

IdentityCenter:group:crea
te

organizations:delegatedA
dministrators:list

GET /v1/identity-stores/
{identity_store_id}/
groups

IdentityCenter:group:list organizations:delegatedA
dministrators:list

GET /v1/identity-stores/
{identity_store_id}/
groups/{group_id}

IdentityCenter:group:desc
ribe

organizations:delegatedA
dministrators:list

PUT /v1/identity-stores/
{identity_store_id}/
groups/{group_id}

IdentityCenter:group:upd
ate

organizations:delegatedA
dministrators:list

DELETE /v1/identity-
stores/
{identity_store_id}/
groups/{group_id}

IdentityCenter:group:dele
te

organizations:delegatedA
dministrators:list

POST /v1/identity-stores/
{identity_store_id}/
groups/retrieve-group-id

IdentityCenter:group:get
GroupId

organizations:delegatedA
dministrators:list

POST /v1/identity-stores/
{identity_store_id}/
group-memberships

IdentityCenter:groupMe
mbership:create

organizations:delegatedA
dministrators:list

GET /v1/identity-stores/
{identity_store_id}/
group-memberships

IdentityCenter:groupMe
mberships:list

organizations:delegatedA
dministrators:list

GET /v1/identity-stores/
{identity_store_id}/
group-memberships-for-
member

IdentityCenter:groupMe
mbership:listForMember

organizations:delegatedA
dministrators:list
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GET /v1/identity-stores/
{identity_store_id}/
group-memberships/
{membership_id}

IdentityCenter:groupMe
mbership:describe

organizations:delegatedA
dministrators:list

DELETE /v1/identity-
stores/
{identity_store_id}/
group-memberships/
{membership_id}

IdentityCenter:groupMe
mbership:delete

organizations:delegatedA
dministrators:list

POST /v1/identity-stores/
{identity_store_id}/
group-memberships/
retrieve-group-
membership-id

IdentityCenter:groupMe
mbership:getGroupMem
bershipId

organizations:delegatedA
dministrators:list

POST /v1/identity-stores/
{identity_store_id}/is-
member-in-groups

IdentityCenter:groupMe
mbership:isMembershipI
nGroup

organizations:delegatedA
dministrators:list

 

Resources

A resource is what a policy applies to. If you specify a resource for any action in
Table 5-227, the resource URN must be specified in the policy statements using
that action, and the policy applies only to these resources. If no resources are
specified, the Resource element is marked with an asterisk (*) and the policy
applies to all resources. You can also set condition keys in a policy to define
resources.

The following table lists the resources that you can define in SCP statements for
IAM Identity Center.

Table 5-227 Resources supported by IAM Identity Center

Resource URN

instance IdentityCenter::<management-account-
id>:instance:<instance-id>

account IdentityCenter::<management-account-
id>:account:<account-id>

permissionSet IdentityCenter::<management-account-
id>:permissionSet:<instance-id>/<permission-set-id>

 

Conditions

IAM Identity Center does not support service-specific condition keys in SCPs.
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It can only use global condition keys applicable to all services. For details, see
Global Condition Keys.

5.10.13.7 Organizations

The Organizations service provides Service Control Policies to set access control
policies.

SCPs do not actually grant any permissions to a principal. They only set the
permissions boundary for the principal. When SCPs are attached to a member
account or an organizational unit (OU), they do not directly grant permissions to
that member account or OU. Instead, the SCPs just determine what permissions
are available for that member account or the member accounts under that OU.

This section describes the elements used by Organizations SCPs. The elements
include actions, resources, and conditions.

For details about how to use these elements to create a custom SCP, see Creating
an SCP.

Actions

Actions are specific operations that are allowed or denied in an SCP.

● The Access Level column describes how the action is classified (such as list,
read, or write). This classification helps you understand the level of access
that an action grants when you use it in an SCP.

● The Resource Type column indicates whether the action supports resource-
level permissions.
– You can use a wildcard (*) to indicate all resource types. If this column is

empty (-), the action does not support resource-level permissions, and
you must specify all resources ("*") in your SCP statements.

– If this column includes a resource type, you must specify the URN in the
Resource element of your statements.

– Required resources are marked with asterisks (*) in the table. If you
specify a resource in a statement using this action, then it must be of this
type.

For details about the resource types defined by Organizations, see Resources.
● The Condition Key column includes keys that you can specify in the

Condition element of an SCP statement.
– If the Resource Type column has values for an action, the condition key

takes effect only for the listed resource types.
– If the Resource Type column is empty (-) for an action, the condition key

takes effect for all resources that action supports.
– If the Condition Key column of an action is empty (-), the action does

not support any condition keys.
For details about the condition keys defined by Organizations, see Conditions.

The following table lists the actions that you can define in SCP statements for
Organizations.
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Table 5-228 Actions supported by Organizations

Action Description Access
Level

Resour
ce Type
(*:
require
d)

Condition Key

organizations:orga
nizations:create

Grants permission
to create an
organization.

write - -

organizations:orga
nizations:get

Grants permission
to get
organization
information.

read - -

organizations:orga
nizations:delete

Grants permission
to delete an
organization.

write - -

organizations:orga
nizations:leave

Grants permission
to leave the
current
organization.

write - -

organizations:root
s:list

Grants permission
to list the root of
an organization.

list - -

organizations:ous:
create

Grants permission
to create an OU.

write ou g:ResourceTag/
<tag-key>

root g:ResourceTag/
<tag-key>

- ● g:RequestTag/
<tag-key>

● g:TagKeys

organizations:ous:
list

Grants permission
to list OUs.

list - -

organizations:ous:
get

Grants permission
to get OU
information.

read ou * g:ResourceTag/
<tag-key>

organizations:ous:
update

Grants permission
to rename an OU.

write ou * g:ResourceTag/
<tag-key>

organizations:ous:
delete

Grants permission
to delete an OU.

write ou * g:ResourceTag/
<tag-key>

organizations:acco
unts:create

Grants permission
to create an
account.

write - ● g:RequestTag/
<tag-key>

● g:TagKeys
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Action Description Access
Level

Resour
ce Type
(*:
require
d)

Condition Key

organizations:acco
unts:list

Grants permission
to list accounts in
an organization.

list - -

organizations:acco
unts:get

Grants permission
to get account
information.

read account
*

g:ResourceTag/
<tag-key>

organizations:acco
unts:remove

Grants permission
to remove the
specified account.

write account
*

g:ResourceTag/
<tag-key>

organizations:acco
unts:move

Grants permission
to move an
account.

write account
*

g:ResourceTag/
<tag-key>

organizations:acco
unts:invite

Grants permission
to invite an
account to join an
organization.

write - ● g:RequestTag/
<tag-key>

● g:TagKeys

organizations:crea
teAccountStatus-
es:list

Grants permission
to list the account
creation status.

list - -

organizations:crea
teAccountStatus-
es:get

Grants permission
to get information
about the account
creation status.

read - -

organizations:han
dshakes:get

Grants permission
to get invitation
information.

read handsh
ake *

-

organizations:han
dshakes:accept

Grants permission
to accept an
invitation.

write handsh
ake *

-

organizations:han
dshakes:decline

Grants permission
to reject an
invitation.

write handsh
ake *

-

organizations:han
dshakes:cancel

Grants permission
to cancel an
invitation.

write handsh
ake *

-

organizations:rece
ivedHandshakes:li
st

Grants permission
to list received
invitations.

list - -
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Action Description Access
Level

Resour
ce Type
(*:
require
d)

Condition Key

organizations:han
dshakes:list

Grants permission
to list sent
invitations.

list - -

organizations:trus
tedServices:enable

Grants permission
to enable a
trusted service.

write - organizations:Serv
icePrincipal

organizations:trus
tedServices:disabl
e

Grants permission
to disable a
trusted service.

write - organizations:Serv
icePrincipal

organizations:trus
tedServices:list

Grants permission
to list trusted
services.

list - -

organizations:dele
gatedAdministra-
tors:register

Grants permission
to register a
delegated
administrator.

write account
*

g:ResourceTag/
<tag-key>

- organizations:Serv
icePrincipal

organizations:dele
gatedAdministra-
tors:deregister

Grants permission
to deregister a
delegated
administrator.

write account
*

g:ResourceTag/
<tag-key>

- organizations:Serv
icePrincipal

organizations:dele
gatedServices:list

Grants permission
to list services
managed by a
delegated
administrator
account.

list account
*

g:ResourceTag/
<tag-key>

organizations:dele
gatedAdministra-
tors:list

Grants permission
to list delegated
administrator
accounts.

list - organizations:Serv
icePrincipal

organizations:poli
cies:create

Grants permission
to create a policy.

write - ● g:RequestTag/
<tag-key>

● g:TagKeys

organizations:poli
cies:list

Grants permission
to list policies.

list - -

organizations:poli
cies:get

Grants permission
to get policy
information.

read policy * g:ResourceTag/
<tag-key>
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Action Description Access
Level

Resour
ce Type
(*:
require
d)

Condition Key

organizations:poli
cies:update

Grants permission
to update a policy.

write policy * g:ResourceTag/
<tag-key>

organizations:poli
cies:delete

Grants permission
to delete a policy.

write policy * g:ResourceTag/
<tag-key>

organizations:poli
cies:enable

Grants permission
to enable a policy
type for a root.

write root * g:ResourceTag/
<tag-key>

organizations:poli
cies:disable

Grants permission
to disable a policy
type for a root.

write root * g:ResourceTag/
<tag-key>

organizations:poli
cies:attach

Grants permission
to attach a policy
to a principal.

write policy * g:ResourceTag/
<tag-key>

account g:ResourceTag/
<tag-key>

ou g:ResourceTag/
<tag-key>

root g:ResourceTag/
<tag-key>

organizations:poli
cies:detach

Grants permission
to detach a policy
from a principal.

write policy * g:ResourceTag/
<tag-key>

account g:ResourceTag/
<tag-key>

ou g:ResourceTag/
<tag-key>

root g:ResourceTag/
<tag-key>

organizations:atta
chedEntities:list

Grants permission
to list entities for
the specified
policy.

list policy * g:ResourceTag/
<tag-key>

organizations:tags
:list

Grants permission
to list tags
attached to the
specified resource.

list account g:ResourceTag/
<tag-key>

ou g:ResourceTag/
<tag-key>

root g:ResourceTag/
<tag-key>
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Action Description Access
Level

Resour
ce Type
(*:
require
d)

Condition Key

policy g:ResourceTag/
<tag-key>

organizations:reso
urces:tag

Grants permission
to tag the
specified resource.

tagging account g:ResourceTag/
<tag-key>

ou g:ResourceTag/
<tag-key>

root g:ResourceTag/
<tag-key>

policy g:ResourceTag/
<tag-key>

- ● g:RequestTag/
<tag-key>

● g:TagKeys

organizations:reso
urces:untag

Grants permission
to untag the
specified resource.

tagging account g:ResourceTag/
<tag-key>

ou g:ResourceTag/
<tag-key>

root g:ResourceTag/
<tag-key>

policy g:ResourceTag/
<tag-key>

- ● g:RequestTag/
<tag-key>

● g:TagKeys

organizations:enti
ties:list

Grants permission
to list entities in
an organization.

list - -

organizations:serv
ices:list

Grants permission
to list cloud
services integrable
with
Organizations.

list - -
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Action Description Access
Level

Resour
ce Type
(*:
require
d)

Condition Key

organizations:tagP
olicyServices:list

Grants permission
to list the
resource types
that support tag
policy
enforcement.

list - -

organizations:effe
ctivePolicies:get

Grants permission
to get the
effective policy of
a specified type.

read - -

organizations:reso
urces:listByTag

Grants permission
to list instances by
resource type and
tag.

list - -

organizations:reso
urces:countByTag

Grants permission
to list the number
of instances by
resource type and
tag.

list - -

organizations:reso
urces:list

Grants permission
to list project
tags.

list - -

organizations:quo
tas:list

Grants permission
to list
organization
quotas.

list - -

 

Each API of Organizations usually supports one or more actions. Table 5-229 lists
the supported actions and dependencies.

Table 5-229 Actions and dependencies supported by Organizations APIs

API Action Dependencies

POST /v1/
organizations

organizations:organizations:
create

iam:agencies:createServiceL
inkedAgency

GET /v1/
organizations

organizations:organizations:
get

-

DELETE /v1/
organizations

organizations:organizations:
delete

-
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API Action Dependencies

POST /v1/
organizations/leave

organizations:organizations:
leave

-

GET /v1/
organizations/roots

organizations:roots:list -

POST /v1/
organizations/
organizational-units

organizations:ous:create organizations:resources:tag

GET /v1/
organizations/
organizational-units

organizations:ous:list -

GET /v1/
organizations/
organizational-
units/
{organizational_unit
_id}

organizations:ous:get -

PATCH /v1/
organizations/
organizational-
units/
{organizational_unit
_id}

organizations:ous:update -

DELETE /v1/
organizations/
organizational-
units/
{organizational_unit
_id}

organizations:ous:delete -

POST /v1/
organizations/
accounts

organizations:accounts:crea
te

organizations:resources:tag

GET /v1/
organizations/
accounts

organizations:accounts:list -

GET /v1/
organizations/
accounts/
{account_id}

organizations:accounts:get -

POST /v1/
organizations/
accounts/
{account_id}/
remove

organizations:accounts:rem
ove

-
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API Action Dependencies

POST /v1/
organizations/
accounts/
{account_id}/move

organizations:accounts:mov
e

-

POST /v1/
organizations/
accounts/invite

organizations:accounts:invit
e

organizations:resources:tag

GET /v1/
organizations/
create-account-
status

organizations:createAccoun
tStatuses:list

-

GET /v1/
organizations/
create-account-
status/
{create_account_sta
tus_id}

organizations:createAccoun
tStatuses:get

-

GET /v1/
organizations/
handshakes/
{handshake_id}

organizations:handshakes:g
et

-

POST /v1/received-
handshakes/
{handshake_id}/
accept

organizations:handshakes:a
ccept

iam:agencies:createServiceL
inkedAgency

POST /v1/received-
handshakes/
{handshake_id}/
decline

organizations:handshakes:d
ecline

-

POST /v1/
organizations/
handshakes/
{handshake_id}/
cancel

organizations:handshakes:c
ancel

-

GET /v1/received-
handshakes

organizations:receivedHand
shakes:list

-

GET /v1/
organizations/
handshakes

organizations:handshakes:li
st

-

POST /v1/
organizations/
trusted-services/
enable

organizations:trustedServic
es:enable

-
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API Action Dependencies

POST /v1/
organizations/
trusted-services/
disable

organizations:trustedServic
es:disable

-

GET /v1/
organizations/
trusted-services

organizations:trustedServic
es:list

-

POST /v1/
organizations/
delegated-
administrators/
register

organizations:delegatedAd
ministrators:register

-

POST /v1/
organizations/
delegated-
administrators/
deregister

organizations:delegatedAd
ministrators:deregister

-

GET /v1/
organizations/
accounts/
{account_id}/
delegated-services

organizations:delegatedSer
vices:list

-

GET /v1/
organizations/
delegated-
administrators

organizations:delegatedAd
ministrators:list

-

POST /v1/
organizations/
policies

organizations:policies:create organizations:resources:tag

GET /v1/
organizations/
policies

organizations:policies:list -

GET /v1/
organizations/
policies/{policy_id}

organizations:policies:get -

PATCH /v1/
organizations/
policies/{policy_id}

organizations:policies:updat
e

-

DELETE /v1/
organizations/
policies/{policy_id}

organizations:policies:delet
e

-
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API Action Dependencies

POST /v1/
organizations/
policies/enable

organizations:policies:enabl
e

-

POST /v1/
organizations/
policies/disable

organizations:policies:disabl
e

-

POST /v1/
organizations/
policies/{policy_id}/
attach

organizations:policies:attac
h

-

POST /v1/
organizations/
policies/{policy_id}/
detach

organizations:policies:detac
h

-

GET /v1/
organizations/
policies/{policy_id}/
attached-entities

organizations:attachedEntiti
es:list

-

GET /v1/
organizations/
resources/
{resource_id}/tags

organizations:tags:list -

POST /v1/
organizations/
resources/
{resource_id}/tag

organizations:resources:tag -

POST /v1/
organizations/
resources/
{resource_id}/untag

organizations:resources:unt
ag

-

GET /v1/
organizations/
entities

organizations:entities:list -

GET /v1/
organizations/
services

organizations:services:list -

GET /v1/
organizations/tag-
policy-services

organizations:tagPolicyServi
ces:list

-

GET /v1/
organizations/
entities/effective-
policies

organizations:effectivePolici
es:get

-
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GET /v1/
organizations/
{resource_type}/
{resource_id}/tags

organizations:tags:list -

POST /v1/
organizations/
{resource_type}/
{resource_id}/tags/
create

organizations:resources:tag -

POST /v1/
organizations/
{resource_type}/
{resource_id}/tags/
delete

organizations:resources:unt
ag

-

POST /v1/
organizations/
{resource_type}/
resource-instances/
filter

organizations:resources:list
ByTag

-

POST /v1/
organizations/
{resource_type}/
resource-instances/
count

organizations:resources:cou
ntByTag

-

GET /v1/
organizations/
{resource_type}/
tags

organizations:resources:list -

GET /v1/
organizations/
quotas

organizations:quotas:list -

 

Resources
A resource type indicates the resources that an SCP applies to. If you specify a
resource type for any action in Table 5-230, the resource URN must be specified in
the SCP statements using that action, and the SCP applies only to resources of this
type. If no resource type is specified, the Resource element is marked with an
asterisk (*) and the SCP applies to all resources. You can also set condition keys in
an SCP to define resource types.

The following table lists the resource types that you can define in SCP statements
for Organizations.
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Table 5-230 Resource types supported by Organizations

Resource Type URN

handshake organizations::<management-account-
id>:handshake:<organization-id>/<handshake-id>

ou organizations::<management-account-
id>:ou:<organization-id>/<organization-unit-id>

organization organizations::<management-account-
id>:organization:<organization-id>

root organizations::<management-account-
id>:root:<organization-id>/<root-id>

account organizations::<management-account-
id>:account:<organization-id>/<account-id>

policy organizations::<management-account-
id>:policy:<organization-id>/<policy-type>/<policy-id>

builtinpolicy organizations::system:policy:<policy-type>/<policy-id>

 

Conditions
A Condition element lets you specify conditions for when an SCP is in effect. It
contains condition keys and operators.

● The condition key that you specify can be a global condition key or a service-
specific condition key.
– Global condition keys (with the g: prefix) apply to all actions. Cloud

services do not need to provide user identity information. Instead, the
system automatically obtains such information and authenticates users.
For details, see Global Condition Keys.

– Service-specific condition keys (with the abbreviation of a service name
plus a colon as the prefix, for example, organizations:) only apply to
operations of the Organizations service. For details, see Table 5-231.

– The number of values associated with a condition key in the request
context of an API call makes the condition key single-valued or
multivalued. Single-valued condition keys have at most one value in the
request context of an API call. Multivalued condition keys can have
multiple values in the request context of an API call. For example, a
request can originate from at most one VPC endpoint, so g:SourceVpce is
a single-valued condition key. You can tag resources and include multiple
tag key-value pairs in a request, so g:TagKeys is a multivalued condition
key.

● A condition operator, condition key, and a condition value together constitute
a complete condition statement. An SCP can be applied only when its request
conditions are met. For supported condition operators, see Condition
operators.
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The following table lists the condition keys that you can define in SCPs for
Organizations. You can include these condition keys to specify conditions for when
your SCP is in effect.

Table 5-231 Service-specific condition keys supported by Organizations

Service-specific
Condition Key

Type Single-
valued/
Multivalued

Description

organizations:ServiceP
rincipal

string Single-valued Filters access based
on the name of the
specified service
principal

 

5.10.13.8 Resource Access Manager (RAM)
The Organizations service provides Service Control Policies to set access control
policies.

SCPs do not actually grant any permissions to a principal. They only set the
permissions boundary for the principal. When SCPs are attached to an
organizational unit (OU) or a member account, the SCPs do not directly grant
permissions to that OU or member account. Instead, the SCPs only determine
what permissions are available for that member account or those member
accounts under that OU.

This section describes the elements used by Organizations SCPs. The elements
include actions, resources, and conditions.

For details about how to use these elements to create a custom SCP, see Creating
an SCP.

Actions
Actions are specific operations that are allowed or denied in an SCP.

● The Access Level column describes how the action is classified (List, Read, or
Write). This classification helps you understand the level of access that an
action grants when you use it in an SCP.

● The Resource Type column indicates whether the action supports resource-
level permissions.
– You can use a wildcard (*) to indicate all resource types. If this column is

empty (-), the action does not support resource-level permissions and
you must specify all resources ("*") in your SCP statements.

– If this column includes a resource type, you must specify the URN in the
Resource element of your statements.

– Required resources are marked with asterisks (*) in the table. If you
specify a resource in a statement using this action, then it must be of this
type.

For details about the resource types defined by RAM, see Resources.
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● The Condition Key column contains keys that you can specify in the
Condition element of an SCP statement.

– If the Resource Type column has values for an action, the condition key
takes effect only for the listed resource types.

– If the Resource Type column is empty (-) for an action, the condition key
takes effect for all resources that action supports.

– If the Condition Key column is empty (-) for an action, the action does
not support any condition keys.

For details about the condition keys defined by RAM, see Conditions.

The following table lists the actions that you can define in SCP statements for
RAM.

Table 5-232 Actions supported by RAM

Action Description Access
Level

Resour
ce Type
(*:
require
d)

Condition Key

ram:permissions:li
st

Grants permission
to list RAM
permissions.

list permiss
ion *

-

ram:permissions:g
et

Grants permission
to get the details
of an RAM
permission.

read permiss
ion *

-

ram:resourceShare
s:create

Grants permission
to create a
resource share
with provided
resources and/or
principals.

write - ● g:RequestTag/
<tag-key>

● g:TagKeys
● ram:Requested

ResourceType
● ram:ResourceU

rn
● ram:Principal
● ram:TargetOrg

Paths
● ram:Requested

AllowExternalP
rincipals

ram:resourceShare
s:search

Grants permission
to search for a set
of resource shares
from a provided
list or with a
specified state.

read - ● g:TagKeys
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Action Description Access
Level

Resour
ce Type
(*:
require
d)

Condition Key

ram:resourceShare
s:update

Grants permission
to update the
attributes of a
resource share.

write resourc
eShare
*

● g:ResourceTag/
<tag-key>

● ram:AllowExter
nalPrincipals

- ram:RequestedAll
owExternalPrinci-
pals

ram:resourceShare
s:delete

Grants permission
to delete a
resource share.

write resourc
eShare
*

● g:ResourceTag/
<tag-key>

● ram:AllowExter
nalPrincipals

ram:resourceShare
s:associate

Grants permission
to associate
resources and/or
principals to a
resource share.

write resourc
eShare
*

● g:ResourceTag/
<tag-key>

● ram:AllowExter
nalPrincipals

- ● ram:Requested
ResourceType

● ram:ResourceU
rn

● ram:Principal
● ram:TargetOrg

Paths

ram:resourceShare
s:disassociate

Grants permission
to disassociate
resources and/or
principals from a
resource share.

write resourc
eShare
*

● g:ResourceTag/
<tag-key>

● ram:AllowExter
nalPrincipals

- ● ram:Requested
ResourceType

● ram:ResourceU
rn

● ram:Principal
● ram:TargetOrg

Paths
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Action Description Access
Level

Resour
ce Type
(*:
require
d)

Condition Key

ram:resourceShare
s:searchResourceS
hareAssociations

Grants permission
to search for a set
of resource share
associations from
a provided list or
with a specified
state of the
specified type.

read - -

ram:resourceShare
s:associatePermis-
sion

Grants permission
to associate a
permission with a
resource share.

write resourc
eShare
*

g:ResourceTag/
<tag-key>

- ram:PermissionUr
n

ram:resourceShare
s:disassociatePer-
mission

Grants permission
to disassociate a
permission from a
resource share.

write resourc
eShare
*

g:ResourceTag/
<tag-key>

- ram:PermissionUr
n

ram:resourceShare
s:listAssociatedPer
missions

Grants permission
to list the
permissions
associated with a
resource share.

list resourc
eShare
*

g:ResourceTag/
<tag-key>

ram:resourceShare
s:tag

Grants permission
to tag the
specified resource
share.

tagging resourc
eShare
*

g:ResourceTag/
<tag-key>

- ● g:RequestTag/
<tag-key>

● g:TagKeys

ram:resourceShare
s:untag

Grants permission
to untag the
specified resource
share.

tagging resourc
eShare
*

g:ResourceTag/
<tag-key>

- ● g:RequestTag/
<tag-key>

● g:TagKeys

ram:resourceShare
s:listTags

Grants permission
to list tags
attached to a
resource share.

list - -

Organizations
User Guide 5 Managing SCPs

Issue 01 (2025-02-25) Copyright © Huawei Cloud Computing Technologies Co., Ltd. 1385



Action Description Access
Level

Resour
ce Type
(*:
require
d)

Condition Key

ram:resourceShare
s:listResourceShar-
esByTag

Grants permission
to list resource
shares by tag.

list - ● g:TagKeys

ram:resourceShare
s:searchResourceS
hareCountByTag

Grants permission
to search for the
number of
resource shares by
tag.

read - ● g:TagKeys

ram:sharedResour
ces:search

Grants permission
to search for the
resources that you
added to a
resource share or
that are shared
with you.

list - -

ram:sharedPrincip
als:search

Grants permission
to search for the
principals that
you have shared
resources with or
that have shared
resources with
you.

list - -

ram:resourceShare
Invitations:accept

Grants permission
to accept the
specified resource
sharing invitation.

write resourc
eShareI
nvitatio
n *

-

- ram:ShareOwnerA
ccountId

ram:resourceShare
Invitations:reject

Grants permission
to reject the
specified resource
sharing invitation.

write resourc
eShareI
nvitatio
n *

-

- ram:ShareOwnerA
ccountId
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Action Description Access
Level

Resour
ce Type
(*:
require
d)

Condition Key

ram:resourceShare
Invitations:search

Grants permission
to search for
resource sharing
invitations by the
specified
invitation ID or
resource share ID.

read - -

ram:resourceShare
s:enableSharingWi
thOrganization

Grants permission
to enable sharing
with
Organizations.

permiss
ion_ma
nageme
nt

- -

ram:resourceShare
s:disableSharingW
ithOrganization

Grants permission
to disable sharing
with
Organizations.

permiss
ion_ma
nageme
nt

- -

ram:resourceShare
s:searchEnableSha
ringWithOrganiza
tion

Grants permission
to check whether
sharing with
Organizations is
enabled.

read - -

ram:sharedResour
ces:searchDistinct
Resource

Grants permission
to search for the
distinct resources
that you added to
a resource share
or that are shared
with you.

list - -

ram:sharedPrincip
als:searchDistinctP
rincipal

Grants permission
to search for the
distinct principals
that you have
shared resources
with or that have
shared resources
with you.

list - -

ram:resourceShare
s:listQuota

Grants permission
to list the quotas
of resource
sharing.

list - -
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Action Description Access
Level

Resour
ce Type
(*:
require
d)

Condition Key

ram:resourceTypes
:list

Grants permission
to list the
resource types of
cloud services.

list - -

ram:permission:lis
tVersions

Grants permission
to list all versions
of the specified
RAM permission.

list - -

 

Each API of RAM usually supports one or more actions. #org_20_0042/en-
us_topic_0000001865665109_en-us_topic_0000001679340620_api_relation_table
lists the supported actions and dependencies.

Resources

A resource type indicates the resources that an SCP applies to. If you specify a
resource type for any action in Table 5-233, the resource URN must be specified in
the SCP statements using that action, and the SCP applies only to resources of this
type. If no resource type is specified, the Resource element is marked with an
asterisk (*) and the SCP applies to all resources. You can also set condition keys in
an SCP to define resource types.

The following table lists the resource types that you can define in SCP statements
for RAM.

Table 5-233 Resource types supported by RAM

Resource Type URN

permission ram::system:permission:<permission-id>

resourceShare ram::<account-id>:resourceShare:<resource-share-id>

resourceShareInvita-
tion

ram::<account-id>:resourceShareInvitation:<resource-
share-invitation-id>

 

Conditions

A Condition element lets you specify conditions for when an SCP is in effect. It
contains condition keys and operators.

● The condition key that you specify can be a global condition key or a service-
specific condition key.
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– Global condition keys (with the g: prefix) apply to all actions. Cloud
services do not need to provide user identity information. Instead, the
system automatically obtains such information and authenticates users.
For details, see Global Condition Keys.

– Service-specific condition keys (with the abbreviation of a service name
as the prefix, for example, ram:) apply only to operations of the RAM
service. For details, see Table 5-234.

– The number of values associated with a condition key in the request
context of an API call makes the condition key single-valued or
multivalued. Single-valued condition keys have at most one value in the
request context of an API call. Multivalued condition keys can have
multiple values in the request context of an API call. For example, a
request can originate from at most one VPC endpoint, so g:SourceVpce is
a single-valued condition key. You can tag resources and include multiple
tag key-value pairs in a request, so g:TagKeys is a multivalued condition
key.

● A condition operator, condition key, and a condition value together constitute
a complete condition statement. An SCP can be applied only when its request
conditions are met. For supported condition operators, see Condition
operators.

The following table lists the condition keys that you can define in SCPs for RAM.
You can include these condition keys to specify conditions for when your SCP is in
effect.

Table 5-234 Service-specific condition keys supported by RAM

Service-specific
Condition Key

Type Single-
valued/
Multivalued

Description

ram:RequestedResour-
ceType

string Multivalued Filters access by the
specified resource
type.

ram:ResourceUrn string Multivalued Filters access by
resources with the
specified URN.

ram:Principal string Multivalued Filters access by the
format of the
specified principal.

ram:TargetOrgPaths string Multivalued Filters access by the
organization path of
the specified principal.

ram:PermissionUrn string Single-valued Filters access by the
specified permission
URN.
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Service-specific
Condition Key

Type Single-
valued/
Multivalued

Description

ram:ShareOwnerAcco
untId

string Single-valued Filters access by
resource shares
owned by a specific
account. For example,
you can use this
condition key to
specify which resource
sharing invitations can
be accepted or
rejected based on the
resource owner's
account ID.

ram:AllowExternalPrin
cipals

boolean Single-valued Filters access by
resource shares that
allow or deny sharing
with external
principals. For
example, specify the
value true if you only
allow the action for
resource shares that
can be associated
with external
principals. External
principals refer to
accounts outside your
organization.

ram:RequestedAllowE
xternalPrincipals

boolean Single-valued Filters access by the
specified value for
allow_external_princi
pals. External
principals refer to
accounts outside your
organization.

 

5.10.13.9 Enterprise Project Management Service (EPS)
Organizations provides your with Service Control Policies for access control.

SCPs do not actually grant any permissions to a principal. They only set the
permissions boundary for the principal. When SCPs are attached to an
organizational unit (OU) or a member account, the SCPs do not directly grant
permissions to that OU or member account. Instead, the SCPs only determine
what permissions are available for that member account or those member
accounts under that OU.
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This section describes the elements used by Organizations SCPs. The elements
include actions, resources, and conditions.

For details about how to use these elements to create a custom SCP, see Creating
an SCP.

Actions

Actions are specific operations that are allowed or denied in an SCP.

● The Access Level describes how the action is classified (List, Read, or Write).
This classification helps you understand the level of access that an action
grants when you use it in an SCP.

● The Resource Type column indicates whether the action supports resource-
level permissions.
– You can use a wildcard (*) to indicate all resource types. If this column is

empty (-), the action does not support resource-level permissions, and
you must specify all resources ("*") in your SCP statements.

– If this column includes a resource type, you must specify the URN in the
Resource element of your policy statements.

– Required resources are marked with asterisks (*) in the table. If you
specify a resource in a statement using this action, then it must be of this
type.

For details about the resource types defined by EPS, see Resources.
● The Condition Key column contains keys that you can specify in the

Condition element of an SCP statement.
– If the Resource Type column has values for an action, the condition key

takes effect only for the listed resource types.
– If the Resource Type column is empty (-) for an action, the condition key

takes effect for all resources that action supports.
– If this column is empty (-), the action does not support any condition

keys.
For details about the condition keys defined by EPS, see Conditions.

The following table lists the actions that you can define in custom policies for EPS.

Table 5-235 Supported Actions

Action Description Access
Level

Resource
Type (*:
Required)

Condition
Key

eps:enterprisePro
jects:list

Grants
permission to list
enterprise
projects.

list enterprisePr
oject *

-

eps:enterprisePro
jects:create

Grants
permission to
create enterprise
projects.

write enterprisePr
oject *

-
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Action Description Access
Level

Resource
Type (*:
Required)

Condition
Key

eps:enterprisePro
jects:update

Grants
permission to
modify
enterprise
projects.

write enterprisePr
oject *

-

eps:enterprisePro
jects:enable

Grants
permission to
enable
enterprise
projects.

write enterprisePr
oject *

-

eps:enterprisePro
jects:disable

Grants
permission to
disable
enterprise
projects.

write enterprisePr
oject *

-

eps:resources:list Grants
permission to list
resources in an
enterprise
project.

list enterprisePr
oject *

-

eps:resources:ad
d

Grants
permission to
add resources to
an enterprise
project.

write enterprisePr
oject *

-

eps:resources:re
move

Grants
permission to
remove
resources from
an enterprise
project.

write enterprisePr
oject *

-

 

An EPS API usually supports one or more actions. Table 5-236 lists actions
supported by each API and dependencies of actions.

Table 5-236 APIs and actions

API Action Dependencies

GET /v1.0/
enterprise-projects

eps:enterpriseProjects:list -
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API Action Dependencies

POST /v1.0/
enterprise-projects

eps:enterpriseProjects:creat
e

-

PUT /v1.0/
enterprise-projects/
{enterprise_project_i
d}

eps:enterpriseProjects:updat
e

-

POST /v1.0/
enterprise-projects/
{enterprise_project_i
d}/action

eps:enterpriseProjects:enabl
e

-

POST /v1.0/
enterprise-projects/
{enterprise_project_i
d}/action

eps:enterpriseProjects:disabl
e

-

POST /v1.0/
enterprise-projects/
{enterprise_project_i
d}/resources/filter

eps:resources:list -

POST /v1.0/
enterprise-projects/
{enterprise_project_i
d}/resources-
migrate

eps:resources:add eps:resources:remove

POST /v1.0/
enterprise-projects/
{enterprise_project_i
d}/resources-
migrate

eps:resources:remove eps:resources:add

 

Resources
A resource type indicates the resources that an SCP applies to. If you specify a
resource type for any action in Table 5-237, the resource URN must be specified in
the SCP statements using that action, and the SCP applies only to resources of this
type. If no resource type is specified, the Resource element is marked with an
asterisk (*) and the SCP applies to all resources. You can also set condition keys in
an SCP to define resource types.

The following table lists the resource types that you can define in SCP statements
for EPS.
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Table 5-237 Resources supported by EPS

Resource Type URN

enterpriseProject eps::<account-id>:enterpriseProject:<enterprise-project-
id>

 

Conditions
EPS does not support service-specific condition keys in an SCP.

You can only use global condition keys. Global condition keys are applicable to all
services. For details, see Condition Keys.

5.10.13.10 Tag Management Service (TMS)
Organizations provides your with Service Control Policies for access control.

SCPs do not actually grant any permissions to a principal. They only set the
permissions boundary for the principal. When SCPs are attached to a member
account or an organizational unit (OU), they do not directly grant permissions to
that member account or OU. Instead, the SCPs only determine what permissions
are available for that member account or the member accounts under that OU.

This section describes the elements used by Organizations SCPs. The elements
include actions, resources, and conditions.

For details about how to use these elements to create a custom SCP, see Creating
an SCP.

Actions
Actions are specific operations that are allowed or denied in an SCP.

● The Access Level column describes how the action is classified (List, Read, or
Write). This classification helps you understand the level of access that an
action grants when you use it in an SCP.

● The Resource Type column indicates whether the action supports resource-
level permissions.
– You can use a wildcard (*) to indicate all resource types. If this column is

empty (-), the action does not support resource-level permissions, and
you must specify all resources ("*") in your SCP statements.

– If this column includes a resource type, you must specify the URN in the
Resource element of your policy statements.

– Required resources are marked with asterisks (*) in the table. If you
specify a resource in a statement using this action, then it must be of this
type.

For details about the resource types defined by TMS, see Resources.
● The Condition Key column contains keys that you can specify in the

Condition element of an SCP statement.
– If the Resource Type column has values for an action, the condition key

takes effect only for the listed resource types.
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– If the Resource Type column is empty (-) for an action, the condition key
takes effect for all resources that action supports.

– If this column is empty (-), the action does not support any condition
keys.

For details about the condition keys defined by TMS, see Conditions.

The following table lists the actions that you can define in custom policies for
TMS.

Table 5-238 Supported actions

Action Description Access
Level

Resource
Type (*:
Required)

Condition
Key

tms:predefineTag
s:list

Grants
permission to
query predefined
tags.

list - -

tms:predefineTag
s:create

Grants
permission to
create
predefined tags.

write - -

tms:predefineTag
s:update

Grants
permission to
modify
predefined tags.

write - -

tms:predefineTag
s:delete

Grants
permission to
delete
predefined tags.

write - -

tms:resourceTags
:list

Grants
permission to list
resource tags.

list - -

tms:resourceTags
:create

Grants
permission to
create resource
tags.

write - -

tms:resourceTags
:delete

Grants
permission to
delete resource
tags.

write - -

tms:resources:list Grants
permission to list
resources.

list - -
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Action Description Access
Level

Resource
Type (*:
Required)

Condition
Key

tms:tagKeys:list Grants
permission to list
tag keys.

list - -

tms:tagValues:lis
t

Grants
permission to list
tag values.

list - -

 

A TMS API usually supports one or more actions. Table 5-239 lists actions
supported by each API and dependencies of actions.

Table 5-239 APIs and actions

API Action Dependencies

GET /v1.0/predefine_tags tms:predefineTags:list -

POST /v1.0/
predefine_tags/action

tms:predefineTags:create -

PUT /v1.0/predefine_tags tms:predefineTags:updat
e

-

POST /v1.0/
predefine_tags/action

tms:predefineTags:delete -

GET /v2.0/resources/
{resource_id}/tags

tms:resourceTags:list -

POST /v1.0/resource-
tags/batch-create

tms:resourceTags:create -

POST /v1.0/resource-
tags/batch-delete

tms:resourceTags:delete -

POST /v1.0/resource-
instances/filter

tms:resources:list -

GET /v1.0/tag-keys tms:tagKeys:list -

GET /v1.0/tag-values tms:tagValues:list -

 

Resources
TMS does not support granting permissions for specific resources using SCPs To
allow access to TMS, use the wildcard (*) in the Resource element in an SCP, and
this SCP will apply to all resources of TMS.
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Conditions

TMS does not support service-specific condition keys in an SCP.

You can only use global condition keys. Condition keys are applicable to all
services. For details, see Condition Keys.

5.10.13.11 Config

Organizations provides your with Service Control Policies for access control.

SCPs do not actually grant any permissions to a principal. They only set the
permissions boundary for the principal. When SCPs are attached to an
organizational unit (OU) or a member account, the SCPs do not directly grant
permissions to that OU or member account. Instead, the SCPs only determine
what permissions are available for that member account or those member
accounts in that OU.

This section describes the elements used by Organizations SCPs. The elements
include actions, resources, and conditions.

For details about how to use these elements to create a custom SCP, see Creating
an SCP.

Actions

Actions are specific operations that are allowed or denied in an SCP.

● The Access Level column describes how the action is classified (List, Read, or
Write). This classification helps you understand the level of access that an
action grants when you use it in an SCP.

● The Resource Type column indicates whether the action supports resource-
level permissions.
– You can use a wildcard (*) to indicate all resource types. If this column is

empty (-), the action does not support resource-level permissions, and
you must specify all resources ("*") in your SCP statements.

– If this column includes a resource type, you must specify the resource
URN in the Resource element of your policy statements.

– Required resources are marked with asterisks (*) in the table. If you
specify a resource in a statement using this action, then it must be of this
type.

For details about the resource types defined by Config, see Resources.
● The Condition Key column contains keys that you can specify in the

Condition element of an SCP statement.
– If the Resource Type column has values for an action, the condition key

takes effect only for the listed resource types.
– If the Resource Type column is empty (-) for an action, the condition key

takes effect for all resources that action supports.
– If this column is empty (-), the action does not support any condition

keys.
For details about the condition keys defined by Config, see Conditions.
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The following table lists the actions that you can define in SCP statements for
Config.

Table 5-240 Actions supported by Config

Action Description Access
Level

Resour
ce Type
(*:
Require
d)

Condition Key

rms:organizationC
onformancePacks:
create

Grants permission
to create
organization
conformance
packages.

write - -

rms:organizationC
onformancePacks:
get

Grants permission
to view
organization
conformance
packages.

read organiz
ationCo
nforma
ncePack
s *

-

rms:organizationC
onformancePacks:
delete

Grants permission
to delete
organization
conformance
packages.

write organiz
ationCo
nforma
ncePack
s *

-

rms:organizationC
onformancePacks:
update

Grants permission
to update
organization
conformance
packages.

write organiz
ationCo
nforma
ncePack
s *

-

rms:organizationC
onformancePacks:
list

Grants permission
to list
organization
conformance
packages.

list - -

rms:conformanceP
acks:create

Grants permission
to create
conformance
packages.

write - -

rms:conformanceP
acks:get

Grants permission
to view
conformance
packages.

read confor
manceP
acks *

-

rms:conformanceP
acks:delete

Grants permission
to delete
conformance
packages.

write confor
manceP
acks *

-
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Action Description Access
Level

Resour
ce Type
(*:
Require
d)

Condition Key

rms:conformanceP
acks:update

Grants permission
to update
conformance
packages.

write confor
manceP
acks *

-

rms:conformanceP
acks:list

Grants permission
to list
conformance
packages.

list - -

rms:storedQueries
:create

Grants permission
to save new
advanced queries.

write - -

rms:storedQueries
:update

Grants permission
to modify
advanced queries.

write storedQ
ueries *

-

rms:storedQueries
:delete

Grants permission
to delete
advanced query
statements.

write storedQ
ueries *

-

rms:storedQueries
:get

Grants permission
to view advanced
query details.

read storedQ
ueries *

-

rms:storedQueries
:list

Grants permission
to list advanced
queries.

list - -

rms:policyAssignm
ents:create

Grants permission
to create rules.

write - ● g:TagKeys
● g:RequestTag/

<tag-key>

rms:policyAssignm
ents:update

Grants permission
to update rules.

write policyA
ssignme
nts *

g:ResourceTag/
<tag-key>

- ● g:TagKeys
● g:RequestTag/

<tag-key>

rms:policyAssignm
ents:delete

Grants permission
to delete rules
and their
evaluation results.

write policyA
ssignme
nts *

g:ResourceTag/
<tag-key>
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Action Description Access
Level

Resour
ce Type
(*:
Require
d)

Condition Key

rms:policyAssignm
ents:get

Grants permission
to view rule
details.

read policyA
ssignme
nts *

g:ResourceTag/
<tag-key>

rms:organizationP
olicyAssignments:
put

Grants permission
to create or
update
organization
rules.

write - -

rms:organizationP
olicyAssignments:
delete

Grants permission
to delete specific
organization rules
and their
evaluation results.

write organiz
ationPo
licyAssi
gnment
s *

-

rms:organizationP
olicyAssignments:
get

Grants permission
to view
organization rule
details.

read organiz
ationPo
licyAssi
gnment
s *

-

rms:organizationP
olicyAssignments:l
ist

Grants permission
to list
organization
rules.

list - -

rms:policyStates:g
et

Grants permission
to list rule
evaluation results.

read policyA
ssignme
nts

g:ResourceTag/
<tag-key>

rms:policyStates:r
unEvaluation

Grants permission
to run specific
rules.

write policyA
ssignme
nts

g:ResourceTag/
<tag-key>

rms:policyStates:u
pdate

Grants permission
to deliver
evaluation results
from
FunctionGraph
Config.

write - -

rms:aggregators:c
reate

Grants permission
to create
aggregators.

write - -

rms:aggregators:u
pdate

Grants permission
to update
aggregators.

write aggreg
ators *

-
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Action Description Access
Level

Resour
ce Type
(*:
Require
d)

Condition Key

rms:aggregators:d
elete

Grants permission
to delete specific
aggregators.

write aggreg
ators *

-

rms:aggregators:li
st

Grants permission
to list
aggregators.

list - -

rms:aggregators:g
et

Grants permission
to view
aggregator
details.

read aggreg
ators *

-

rms:aggregatorRe
sources:list

Grants permission
to view
aggregated
resources.

list - -

rms:aggregatorRe
sources:runQuery

Grants permission
to run advanced
queries for
querying
attributes of
aggregated
resources.

list - -

rms:aggregatorRe
sources:get

Grants permission
to view details of
aggregated
resources

read - -

rms:aggregationA
uthorizations:crea
te

Grants permission
to create
aggregation
authorization.

write aggreg
ationAu
thorizat
ions *

-

- rms:AuthorizedAc
countOrgPath

rms:aggregationA
uthorizations:list

Grants permission
to list aggregator
authorization.

list - -

rms:aggregationA
uthorizations:dele
te

Grants permission
to revoke
aggregation
authorization.

write aggreg
ationAu
thorizat
ions *

-
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Action Description Access
Level

Resour
ce Type
(*:
Require
d)

Condition Key

- rms:AuthorizedAc
countOrgPath

rms:aggregationR
equests:delete

Grants permission
to delete
aggregation
requests from
other accounts.

write - -

rms:aggregationR
equests:list

Grants permission
to list aggregation
requests from
other accounts.

list - -

rms:trackerConfig:
put

Grants permission
to enable the
resource recorder
or modify
resource recorder
configurations.

write - ● rms:TrackerBuc
ketName

● rms:TrackerBuc
ketPathPrefix

rms:trackerConfig:
delete

Grants permission
to disable the
resource recorder.

write - -

rms:trackerConfig:
get

Grants permission
to view resource
recorder
configurations.

read - -

rms:schemas:list Grants permission
to view schemas
of advanced
queries.

list - -

rms:policyDefiniti
ons:get

Grants permission
to view built-in
policies.

list - -

rms:resources:get
History

Grants permission
to view resource
configuration
history.

list - -

rms:resources:get
Relation

Grants permission
to view resource
relationships.

list - -
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Action Description Access
Level

Resour
ce Type
(*:
Require
d)

Condition Key

rms:resources:get Grants permission
to view details of
specific resources.

read - -

rms:resources:list Grants permission
to list resources.

list - -

rms:resources:run
Query

Grants permission
to run advanced
queries.

list - -

rms:resources:sum
marize

Grants permission
to view resource
overview.

list - -

rms::tagResource Grants permission
to batch create
resource tags.

tagging policyA
ssignme
nts

g:ResourceTag/
<tag-key>

- ● g:RequestTag/
<tag-key>

● g:TagKeys

rms::unTagResour
ce

Grants permission
to batch delete
resource tags.

tagging policyA
ssignme
nts

g:ResourceTag/
<tag-key>

- ● g:RequestTag/
<tag-key>

● g:TagKeys

rms::listTagsForRe
source

Grants permission
to query resource
tags.

list policyA
ssignme
nts

g:ResourceTag/
<tag-key>

rms::listTags Grants permission
to query project
tags.

list - -

rms::listResources
ByTag

Grants permission
to query resources
by tag.

list - g:TagKeys

rms:policyAssignm
entsRemediation:
putRemediationC
onfiguration

Grants permission
to add
remediation
configurations.

write policyA
ssignme
ntsRem
ediation
*

-
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Action Description Access
Level

Resour
ce Type
(*:
Require
d)

Condition Key

rms:policyAssignm
entsRemediation:
deleteRemediatio
nConfiguration

Grants permission
to delete
remediation
configurations.

write policyA
ssignme
ntsRem
ediation
*

-

rms:policyAssignm
entsRemediation:
getRemediationCo
nfiguration

Grants permission
to check
remediation
configurations.

read policyA
ssignme
ntsRem
ediation
*

-

rms:policyAssignm
entsRemediation:r
unRemediation

Grants permission
to run
remediation
execution.

write policyA
ssignme
ntsRem
ediation
*

-

rms:policyAssignm
entsRemediation:li
stRemediationEx-
ecutionStatuses

Grants permission
to check
remediation
execution status.

list policyA
ssignme
ntsRem
ediation
*

-

rms:policyAssignm
entsRemediation:c
reateRemediatio-
nExceptions

Grants permission
to create
remediation
exceptions.

write policyA
ssignme
ntsRem
ediation
*

-

rms:policyAssignm
entsRemediation:
deleteRemediatio-
nExceptions

Grants permission
to delete
remediation
exceptions.

write policyA
ssignme
ntsRem
ediation
*

-

rms:policyAssignm
entsRemediation:li
stRemediationEx-
ceptions

Grants permission
to check
remediation
exceptions.

list policyA
ssignme
ntsRem
ediation
*

-

 

A Config API usually supports one or more actions. Table 5-241 lists actions
supported by each API and dependencies of actions.
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Table 5-241 APIs and actions

API Action Dependencies

POST /v1/resource-
manager/
organizations/
{organization_id}/
conformance-packs

rms:organizationConfor-
mancePacks:create

● organizations:organizati
ons:get

● organizations:accounts:li
st

● organizations:delegated
Administrators:list

● organizations:trustedSer
vices:enable

● organizations:trustedSer
vices:list

DELETE /v1/
resource-manager/
organizations/
{organization_id}/
conformance-packs/
{conformance_pack
_id}

rms:organizationConfor-
mancePacks:delete

organizations:organizations:
get

GET /v1/resource-
manager/
organizations/
{organization_id}/
conformance-packs

rms:organizationConfor-
mancePacks:list

organizations:organizations:
get

GET /v1/resource-
manager/
organizations/
{organization_id}/
conformance-packs/
{conformance_pack
_id}

rms:organizationConfor-
mancePacks:get

organizations:organizations:
get

GET /v1/resource-
manager/
organizations/
{organization_id}/
conformance-packs/
statuses

rms:organizationConfor-
mancePacks:list

organizations:organizations:
get

GET /v1/resource-
manager/
organizations/
{organization_id}/
conformance-packs/
detailed-statuses

rms:organizationConfor-
mancePacks:get

organizations:organizations:
get
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API Action Dependencies

POST /v1/resource-
manager/domains/
{domain_id}/
conformance-packs

rms:conformancePacks:crea
te

● rf:stack:createStack
● rf:stack:getStackMetadat

a
● rf:stack:listStackResour-

ces

DELETE /v1/
resource-manager/
domains/
{domain_id}/
conformance-packs/
{conformance_pack
_id}

rms:conformancePacks:dele
te

● rf:stack:deleteStack
● rf:stack:getStackMetadat

a

GET /v1/resource-
manager/domains/
{domain_id}/
conformance-packs/
{conformance_pack
_id}

rms:conformancePacks:get -

GET /v1/resource-
manager/domains/
{domain_id}/
conformance-packs/
{conformance_pack
_id}/compliance

rms:conformancePacks:get -

GET /v1/resource-
manager/domains/
{domain_id}/
conformance-packs/
{conformance_pack
_id}/compliance/
details

rms:conformancePacks:get -

GET /v1/resource-
manager/domains/
{domain_id}/
conformance-packs

rms:conformancePacks:list -

GET /v1/resource-
manager/domains/
{domain_id}/
conformance-packs/
compliance/
summary

rms:conformancePacks:list -
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API Action Dependencies

GET /v1/resource-
manager/domains/
{domain_id}/
conformance-packs/
scores

rms:conformancePacks:list -

POST /v1/resource-
manager/domains/
{domain_id}/stored-
queries

rms:storedQueries:create -

PUT /v1/resource-
manager/domains/
{domain_id}/stored-
queries/{query_id}

rms:storedQueries:update -

DELETE /v1/
resource-manager/
domains/
{domain_id}/stored-
queries/{query_id}

rms:storedQueries:delete -

GET /v1/resource-
manager/domains/
{domain_id}/stored-
queries/{query_id}

rms:storedQueries:get -

GET /v1/resource-
manager/domains/
{domain_id}/stored-
queries

rms:storedQueries:list -

PUT /v1/resource-
manager/domains/
{domain_id}/policy-
assignments

rms:policyAssignments:crea
te

-

DELETE /v1/
resource-manager/
domains/
{domain_id}/policy-
assignments/
{policy_assignment_
id}

rms:policyAssignments:dele
te

-

GET /v1/resource-
manager/domains/
{domain_id}/policy-
assignments/
{policy_assignment_
id}

rms:policyAssignments:get -
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API Action Dependencies

GET /v1/resource-
manager/domains/
{domain_id}/policy-
assignments

rms:policyAssignments:get -

PUT /v1/resource-
manager/domains/
{domain_id}/policy-
assignments/
{policy_assignment_
id}

rms:policyAssignments:upd
ate

-

POST /v1/resource-
manager/domains/
{domain_id}/policy-
assignments/
{policy_assignment_
id}/disable

rms:policyAssignments:upd
ate

-

POST /v1/resource-
manager/domains/
{domain_id}/policy-
assignments/
{policy_assignment_
id}/enable

rms:policyAssignments:upd
ate

-

PUT /v1/resource-
manager/
organizations/
{organization_id}/
policy-assignments

rms:organizationPolicyAs-
signments:put

● organizations:organizati
ons:get

● organizations:accounts:li
st

● organizations:delegated
Administrators:list

● organizations:trustedSer
vices:enable

● organizations:trustedSer
vices:list

GET /v1/resource-
manager/
organizations/
{organization_id}/
policy-assignments

rms:organizationPolicyAs-
signments:list

organizations:organizations:
get

GET /v1/resource-
manager/
organizations/
{organization_id}/
policy-assignments/
{organization_policy
_assignment_id}

rms:organizationPolicyAs-
signments:get

organizations:organizations:
get
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API Action Dependencies

GET /v1/resource-
manager/
organizations/
{organization_id}/
policy-assignment-
statuses

rms:organizationPolicyAs-
signments:list

organizations:organizations:
get

GET /v1/resource-
manager/
organizations/
{organization_id}/
policy-assignment-
detailed-status

rms:organizationPolicyAs-
signments:list

organizations:organizations:
get

DELETE /v1/
resource-manager/
organizations/
{organization_id}/
policy-assignments/
{organization_policy
_assignment_id}

rms:organizationPolicyAs-
signments:delete

organizations:organizations:
get

GET /v1/resource-
manager/domains/
{domain_id}/policy-
assignments/
{policy_assignment_
id}/policy-states

rms:policyStates:get -

GET /v1/resource-
manager/domains/
{domain_id}/policy-
states

rms:policyStates:get -

GET /v1/resource-
manager/domains/
{domain_id}/
resources/
{resource_id}/
policy-states

rms:policyStates:get -

POST /v1/resource-
manager/domains/
{domain_id}/policy-
assignments/
{policy_assignment_
id}/policy-states/
run-evaluation

rms:policyStates:runEvaluat
ion

-
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API Action Dependencies

GET /v1/resource-
manager/domains/
{domain_id}/policy-
assignments/
{policy_assignment_
id}/policy-states/
evaluation-state

rms:policyStates:get -

PUT /v1/resource-
manager/domains/
{domain_id}/policy-
states

rms:policyStates:update -

PUT /v1/resource-
manager/domains/
{domain_id}/
aggregators

rms:aggregators:create -

PUT /v1/resource-
manager/domains/
{domain_id}/
aggregators/
{aggregator_id}

rms:aggregators:update -

DELETE /v1/
resource-manager/
domains/
{domain_id}/
aggregators/
{aggregator_id}

rms:aggregators:delete -

GET /v1/resource-
manager/domains/
{domain_id}/
aggregators

rms:aggregators:list -

GET /v1/resource-
manager/domains/
{domain_id}/
aggregators/
{aggregator_id}

rms:aggregators:get -

GET /v1/resource-
manager/domains/
{domain_id}/
aggregators/
{aggregator_id}/
aggregator-sources-
status

rms:aggregators:get -
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API Action Dependencies

POST /v1/resource-
manager/domains/
{domain_id}/
aggregators/
aggregate-data/
policy-states/
compliance-
summary

rms:aggregatorResour-
ces:list

-

POST /v1/resource-
manager/domains/
{domain_id}/
aggregators/
aggregate-data/
policy-assignments/
compliance

rms:aggregatorResour-
ces:list

-

POST /v1/resource-
manager/domains/
{domain_id}/
aggregators/
aggregate-data/
policy-states/
compliance-details

rms:aggregatorResour-
ces:list

-

POST /v1/resource-
manager/domains/
{domain_id}/
aggregators/
aggregate-data/
policy-assignment/
detail

rms:aggregatorResour-
ces:list

-

POST /v1/resource-
manager/domains/
{domain_id}/
aggregators/
aggregate-resource-
config

rms:aggregatorResour-
ces:get

-

POST /v1/resource-
manager/domains/
{domain_id}/
aggregators/
aggregate-data/
aggregate-
discovered-
resources

rms:aggregatorResour-
ces:list

-
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API Action Dependencies

POST /v1/resource-
manager/domains/
{domain_id}/
aggregators/
{aggregator_id}/
run-query

rms:aggregatorResour-
ces:runQuery

-

POST /v1/resource-
manager/domains/
{domain_id}/
aggregators/
aggregate-data/
aggregate-
discovered-
resource-counts

rms:aggregatorResour-
ces:list

-

GET /v1/resource-
manager/domains/
{domain_id}/
aggregators/
aggregation-
authorization

rms:aggregationAuthoriza-
tions:list

-

PUT /v1/resource-
manager/domains/
{domain_id}/
aggregators/
aggregation-
authorization

rms:aggregationAuthoriza-
tions:create

-

DELETE /v1/
resource-manager/
domains/
{domain_id}/
aggregators/
aggregation-
authorization/
{authorized_accoun
t_id}

rms:aggregationAuthoriza-
tions:delete

-

DELETE /v1/
resource-manager/
domains/
{domain_id}/
aggregators/
pending-
aggregation-
request/
{requester_account_
id}

rms:aggregationRequests:d
elete

-
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API Action Dependencies

GET /v1/resource-
manager/domains/
{domain_id}/
aggregators/
pending-
aggregation-request

rms:aggregationRequests:lis
t

-

PUT /v1/resource-
manager/domains/
{domain_id}/
tracker-config

rms:trackerConfig:put -

DELETE /v1/
resource-manager/
domains/
{domain_id}/
tracker-config

rms:trackerConfig:delete -

GET /v1/resource-
manager/domains/
{domain_id}/
tracker-config

rms:trackerConfig:get -

GET /v1/resource-
manager/domains/
{domain_id}/
schemas

rms:schemas:list -

GET /v1/resource-
manager/policy-
definitions

rms:policyDefinitions:get -

GET /v1/resource-
manager/policy-
definitions/
{policy_definition_id
}

rms:policyDefinitions:get -

GET /v1/resource-
manager/domains/
{domain_id}/
resources/
{resource_id}/
history

rms:resources:getHistory -

GET /v1/resource-
manager/domains/
{domain_id}/all-
resources/
{resource_id}/
relations

rms:resources:getRelation -
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API Action Dependencies

GET /v1/resource-
manager/domains/
{domain_id}/
provider/{provider}/
type/{type}/
resources/
{resource_id}

rms:resources:get -

GET /v1/resource-
manager/domains/
{domain_id}/all-
resources

rms:resources:list -

GET /v1/resource-
manager/domains/
{domain_id}/
provider/{provider}/
type/{type}/
resources

rms:resources:list -

POST /v1/resource-
manager/domains/
{domain_id}/run-
query

rms:resources:runQuery -

GET /v1/resource-
manager/domains/
{domain_id}/all-
resources/summary

rms:resources:list -

GET /v1/resource-
manager/domains/
{domain_id}/all-
resources/tags

rms:resources:list -

GET /v1/resource-
manager/domains/
{domain_id}/all-
resources/count

rms:resources:list -

GET /v1/resource-
manager/domains/
{domain_id}/all-
resources/
{resource_id}

rms:resources:get -

GET /v1/resource-
manager/domains/
{domain_id}/
resources/
{resource_id}/
relations

rms:resources:summarize -
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API Action Dependencies

GET /v1/resource-
manager/domains/
{domain_id}/
tracked-resources

rms:resources:list -

GET /v1/resource-
manager/domains/
{domain_id}/
tracked-resources/
count

rms:resources:list -

GET /v1/resource-
manager/domains/
{domain_id}/
tracked-resources/
tags

rms:resources:list -

GET /v1/resource-
manager/domains/
{domain_id}/
tracked-resources/
summary

rms:resources:list -

GET /v1/resource-
manager/domains/
{domain_id}/
tracked-resources/
{resource_id}

rms:resources:get -

POST /v1/resource-
manager/
{resource_type}/
{resource_id}/tags/
create

rms::tagResource -

POST /v1/resource-
manager/
{resource_type}/
{resource_id}/tags/
delete

rms::unTagResource -

GET /v1/resource-
manager/
{resource_type}/
{resource_id}/tags

rms::listTagsForResource -

GET /v1/resource-
manager/
{resource_type}/
tags

rms::listTags -
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API Action Dependencies

POST /v1/resource-
manager/
{resource_type}/
resource-instances/
count

rms::listResourcesByTag -

POST /v1/resource-
manager/
{resource_type}/
resource-instances/
filter

rms::listResourcesByTag -

PUT /v1/resource-
manager/domains/
{domain_id}/policy-
assignments/
{policy_assignment_
id}/remediation-
configuration

rms:policyAssignmentsRe-
mediation:putRemediationC
onfiguration

● iam:agencies:pass
● iam:agencies:createServi

ceLinkedAgencyV5

DELETE /v1/
resource-manager/
domains/
{domain_id}/policy-
assignments/
{policy_assignment_
id}/remediation-
configuration

rms:policyAssignmentsRe-
mediation:deleteRemediati
onConfiguration

-

GET /v1/resource-
manager/domains/
{domain_id}/policy-
assignments/
{policy_assignment_
id}/remediation-
configuration

rms:policyAssignmentsRe-
mediation:getRemediationC
onfiguration

-

POST /v1/resource-
manager/domains/
{domain_id}/policy-
assignments/
{policy_assignment_
id}/remediation-
execution

rms:policyAssignmentsRe-
mediation:runRemediation

● functiongraph:function:i
nvokeAsync

● functiongraph:function:g
etFunctionConfig

● rf:stack:create
● rf:stack:delete
● rf:stack:getTemplate
● rf:stack:getMetadata
● rf:privateTemplate:show

Metadata
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API Action Dependencies

GET /v1/resource-
manager/domains/
{domain_id}/policy-
assignments/
{policy_assignment_
id}/remediation-
execution-statuses

rms:policyAssignmentsRe-
mediation:listRemediationE
xecutionStatuses

-

POST /v1/resource-
manager/domains/
{domain_id}/policy-
assignments/
{policy_assignment_
id}/remediation-
execution-statuses/
summary

rms:policyAssignmentsRe-
mediation:listRemediationE
xecutionStatuses

-

POST /v1/resource-
manager/domains/
{domain_id}/policy-
assignments/
{policy_assignment_
id}/remediation-
exception/create

rms:policyAssignmentsRe-
mediation:createRemediati
onExceptions

-

POST /v1/resource-
manager/domains/
{domain_id}/policy-
assignments/
{policy_assignment_
id}/remediation-
exception/delete

rms:policyAssignmentsRe-
mediation:deleteRemediati
onExceptions

-

GET /v1/resource-
manager/domains/
{domain_id}/policy-
assignments/
{policy_assignment_
id}/remediation-
exception

rms:policyAssignmentsRe-
mediation:listRemediationE
xceptions

-

 

Resources
A resource type indicates the resources that an SCP policy applies to. If you specify
a resource type for any action in Table 5-242, the resource URN must be specified
in the SCP statements using that action, and the SCP applies only to resources of
this type. If no resource type is specified, the Resource element is marked with an
asterisk (*) and the SCP applies to all resources. You can also set condition keys in
an SCP to define resource types.
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The following table lists the resource types that you can define in SCP statements
for Config.

Table 5-242 Resources supported by Config

Resource Type URN

conformancePacks rms::<account-id>:conformancePacks:<conformance-
pack-id>

storedQueries rms::<account-id>:storedQueries:<query-id>

policyAssignments rms::<account-id>:policyAssignments:<policy-
assignment-id>

organizationPolicyAs-
signments

rms::<account-id>:organizationPolicyAssign-
ments:<organization-id>/<organization-policy-
assignments-id>

organizationConfor-
mancePacks

rms::<account-id>:organizationConformance-
Packs:<organization-id>/<organization-conformance-
pack-id>

aggregators rms::<account-id>:aggregators:<aggregator-id>

aggregationAuthoriza-
tions

rms::<account-id>:aggregationAuthoriza-
tions:<authorized-account-id>

policyAssignmentsRe-
mediation

rms::<account-id>:policyAssignmentsRemedia-
tion:<policy-assignment-id>

 

Conditions
A Condition element lets you specify conditions for when an SCP is in effect. It
contains condition keys and operators.

● A key in the Condition element of a statement Condition keys are classified
into global condition keys and service-specific condition keys based on the
application scope.
– Global condition keys (with the g: prefix) apply to all actions. Cloud

services do not need to provide user identity information. Instead, the
system automatically obtains such information and authenticates users.
For details, see Global Condition Keys.

– A service-specific condition key is prefixed by the service name (such as
config:) and applies only to a specific service. For details, see Table
5-243.

– The number of values associated with a condition key in the request
context of an API call makes the condition key single-valued or
multivalued. Single-valued condition keys have at most one value in the
request context of an API call. Multivalued condition keys can have
multiple values in the request context of an API call. For example, a
request can originate from at most one VPC endpoint, so g:SourceVpce is
a single-valued condition key. You can tag resources and include multiple
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tag key-value pairs in a request, so g:TagKeys is a multivalued condition
key.

● An operator, a condition key, and a condition value constitute a complete
condition statement. An SCP takes effect only when the statement meets
related requirements. For supported condition operators, see SCP Syntax.

The following table lists the condition keys that you can define in SCPs for Config.
You can include these condition keys to specify conditions for when your SCP is in
effect.

Table 5-243 Service-level condition keys supported by Config

Service-Level
Condition Key

Type Single-
valued/
Multi-valued

Description

rms:AuthorizedAccou
ntOrg...

string Single-valued Access is controlled
based on the
Organizations Path
of the specified
aggregator account.

rms:TrackerBucketNa
me

string Single-valued Access is controlled
based on the specified
bucket name.

rms:TrackerBucketPa
thPre...

string Single-valued Access is controlled
based on the prefix of
the specified OBS
bucket.

 

Condition Key Examples

● rms:AuthorizedAccountOrgPath
Preventing an organization member from giving aggregation authorization to
accounts outside the organization
{
  "Version": "5.0",
  "Statement": [
    {
      "Effect": "Deny",
      "Action": [
        "rms:aggregationAuthorizations:create"
      ],
      "Resource": [
        "*"
      ],
      "Condition": {
        "StringNotMatch": {
          "rms:AuthorizedAccountOrgPath": [
            "organization_id/root_id/ou_id" [Note: Enter the path ID of the organization.]
          ]
        }
      }
    }
  ]
}
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● rms:TrackerBucketName

Preventing the resource recorder from storing resource data to unexpected
OBS buckets
{
  "Version": "5.0",
  "Statement": [
    {
      "Effect": "Deny",
      "Action": [
        "rms:trackerConfig:put"
      ],
      "Resource": [
        "*"
      ],
      "Condition": {
        "StringNotMatch": {
          "rms:TrackerBucketName": [
            "BucketName"
          ]
        }
      }
    }
  ]
}

● rms:TrackerBucketPathPrefix

Preventing storing resource data to unexpected OBS paths
{
  "Version": "5.0",
  "Statement": [
    {
      "Effect": "Deny",
      "Action": [
        "rms:trackerConfig:put"
      ],
      "Resource": [
        "*"
      ],
      "Condition": {
        "StringNotMatch": {
          "rms:TrackerBucketPathPrefix": [
            "BucketFolder"
          ]
        }
      }
    }
  ]
}

5.10.13.12 IAM Access Analyzer

The Organizations service provides Service Control Policies (SCPs) to set access
control policies.

SCPs do not actually grant any permissions to a principal. They only set the
permissions boundary for the principal. When SCPs are attached to a member
account or an organizational unit (OU), they do not directly grant permissions to
that member account or OU. Instead, the SCPs just determine what permissions
are available for that member account or the member accounts under that OU.

This section describes the elements used by Organizations SCPs. The elements
include actions, resources, and conditions.

Organizations
User Guide 5 Managing SCPs

Issue 01 (2025-02-25) Copyright © Huawei Cloud Computing Technologies Co., Ltd. 1420



For details about how to use these elements to create a custom SCP, see Creating
an SCP.

Actions

Actions are specific operations that are allowed or denied in an SCP.

● The Access Level column describes how the action is classified (List, Read, or
Write). This classification helps you understand the level of access that an
action grants when you use it in an SCP.

● The Resource Type column indicates whether the action supports resource-
level permissions.
– You can use a wildcard (*) to indicate all resource types. If this column is

empty (-), the action does not support resource-level permissions and
you must specify all resources ("*") in your SCP statements.

– If this column includes a resource type, you must specify the URN in the
Resource element of your statements.

– Required resources are marked with asterisks (*) in the table. If you
specify a resource in a statement using this action, then it must be of this
type.

For details about the resource types defined by IAM Access Analyzer, see
Resources.

● The Condition Key column contains keys that you can specify in the
Condition element of an SCP statement.
– If the Resource Type column has values for an action, the condition key

takes effect only for the listed resource types.
– If the Resource Type column is empty (-) for an action, the condition key

takes effect for all resources that action supports.
– If the Condition Key column is empty (-) for an action, the action does

not support any condition keys.
For details about the condition keys defined by IAM Access Analyzer, see
Conditions.

The following table lists the actions that you can define in SCP statements for IAM
Access Analyzer.

Table 5-244 Actions supported by IAM Access Analyzer

Action Description Access
Level

Resour
ce Type
(*:
require
d)

Condition Key

AccessAnalyzer:an
alyzer:create

Grants permission
to create an
access analyzer.

Write analyze
r *

-

- ● g:RequestTag/
<tag-key>

● g:TagKeys
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Action Description Access
Level

Resour
ce Type
(*:
require
d)

Condition Key

AccessAnalyzer:an
alyzer:get

Grants permission
to retrieve the
access analyzer
information.

Read analyze
r *

g:ResourceTag/
<tag-key>

AccessAnalyzer:an
alyzer:list

Grants permission
to list access
analyzers.

List analyze
r *

-

AccessAnalyzer:an
alyzer:delete

Grants permission
to delete the
specified access
analyzer.

Write analyze
r *

g:ResourceTag/
<tag-key>

AccessAnalyzer:an
alyzer:scan

Grants permission
to start a scan for
the specified
access analyzer.

Write analyze
r *

g:ResourceTag/
<tag-key>

AccessAnalyzer:an
alyzer:getFinding

Grants permission
to retrieve
findings.

Read analyze
r *

g:ResourceTag/
<tag-key>

AccessAnalyzer:an
alyzer:listFindings

Grants permission
to list findings.

List analyze
r *

g:ResourceTag/
<tag-key>

AccessAnalyzer:an
alyzer:updateFindi
ngs

Grants permission
to update the
findings.

Write analyze
r *

g:ResourceTag/
<tag-key>

AccessAnalyzer::ta
gResource

Grants permission
to add a tag to a
resource.

Tagging analyze
r *

g:ResourceTag/
<tag-key>

- ● g:RequestTag/
<tag-key>

● g:TagKeys

AccessAnalyzer::u
ntagResource

Grants permission
to remove a tag
from a resource.

Tagging analyze
r *

g:ResourceTag/
<tag-key>

- g:TagKeys

AccessAnalyzer:ar
chiveRule:create

Grants permission
to create an
archive rule for
the specified
access analyzer.

Write archive
Rule *

-
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Action Description Access
Level

Resour
ce Type
(*:
require
d)

Condition Key

AccessAnalyzer:ar
chiveRule:get

Grants permission
to retrieve an
archive rule for
the specified
access analyzer.

Read archive
Rule *

-

AccessAnalyzer:ar
chiveRule:list

Grants permission
to list archive
rules for the
specified access
analyzer.

List archive
Rule *

-

AccessAnalyzer:ar
chiveRule:update

Grants permission
to modify an
archive rule for
the specified
access analyzer.

Write archive
Rule *

-

AccessAnalyzer:ar
chiveRule:delete

Grants permission
to delete an
archive rule for
the specified
access analyzer.

Write archive
Rule *

-

AccessAnalyzer:ar
chiveRule:apply

Grants permission
to apply an
archive rule.

Write archive
Rule *

-

AccessAnalyzer:an
alyzer:createPrevie
w

Grants permission
to create an
access preview for
the specified
access analyzer.

Write analyze
r *

g:ResourceTag/
<tag-key>

AccessAnalyzer:an
alyzer:getPreview

Grants permission
to retrieve an
access preview for
the specified
access analyzer.

Read analyze
r *

g:ResourceTag/
<tag-key>

AccessAnalyzer:an
alyzer:listPreviews

Grants permission
to list access
previews for the
specified access
analyzer.

List analyze
r *

g:ResourceTag/
<tag-key>
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Action Description Access
Level

Resour
ce Type
(*:
require
d)

Condition Key

AccessAnalyzer:an
alyzer:listPreviewF
indings

Grants permission
to list access
preview findings
for the specified
access analyzer.

List analyze
r *

g:ResourceTag/
<tag-key>

AccessAnalyzer:an
alyzer:createResou
rceConfigurations

Grants permission
to create resource
configurations.

Write analyze
r *

g:ResourceTag/
<tag-key>

AccessAnalyzer:an
alyzer:listResource
Configurations

Grants permission
to list resource
configurations.

List analyze
r *

g:ResourceTag/
<tag-key>

AccessAnalyzer:an
alyzer:deleteReso
urceConfiguration
s

Grants permission
to delete resource
configurations.

Write analyze
r *

g:ResourceTag/
<tag-key>

AccessAnalyzer::va
lidatePolicy

Grants permission
to validate a
policy.

Read - -

AccessAnalyzer::ch
eckNoNewAccess

Grants permission
to check if the
updated policy
has new access.

Read - -

 

Resources

A resource type indicates the resources that an SCP applies to. If you specify a
resource type for any action in Table 5-245, the resource URN must be specified in
the SCP statements using that action, and the SCP applies only to resources of this
type. If no resource type is specified, the Resource element is marked with an
asterisk (*) and the SCP applies to all resources. You can also set condition keys in
an SCP to define resource types.

The following table lists the resource types that you can define in SCP statements
for IAM Access Analyzer.

Table 5-245 Resource types supported by IAM Access Analyzer

Resource Type URN

analyzer AccessAnalyzer:<region>:<account-
id>:analyzer:<analyzer-id>
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Resource Type URN

archiveRule AccessAnalyzer:<region>:<account-
id>:archiveRule:<analyzer-id>/<archive-rule-id>

 

Conditions
IAM Access Analyzer does not support service-specific condition keys in SCPs. It
can only use global condition keys applicable to all services. For details, see Global
condition keys.

5.10.13.13 Cloud Trace Service (CTS)
The Organizations service provides Service Control Policies (SCPs) to set access
control policies.

SCPs do not actually grant any permissions to an entity. They only set the
permissions boundary for the entity. When SCPs are attached to an organizational
unit (OU) or a member account, the SCPs do not directly grant permissions to that
OU or member account. Instead, the SCPs only determine what permissions are
available for that member account or those member accounts under that OU.

This section describes the elements used by Organizations SCPs. The elements
include actions, resources, and conditions.

For details about how to use these elements to edit a custom SCP, see Creating an
SCP.

Actions
Actions are specific operations that are allowed or denied in an SCP.

● The Access Level column describes how the action is classified (List, Read, or
Write). This classification helps you understand the level of access that an
action grants when you use it in an SCP.

● The Resource Type column indicates whether the action supports resource-
level permissions.
– You can use a wildcard (*) to indicate all resource types. If this column is

empty (-), the action does not support resource-level permissions and
you must specify all resources ("*") in your SCP statements.

– If this column includes a resource type, you must specify the URN in the
Resource element of your identity policy statements.

– Required resources are marked with asterisks (*) in the table. If you
specify a resource in a statement using this action, then it must be of this
type.

For details about the resource types defined by cts, see Resources.
● The Condition Key column contains keys that you can specify in the

Condition element of an SCP statement.
– If the Resource Type column has values for an action, the condition key

takes effect only for the listed resource types.
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– If the Resource Type column is empty (-) for an action, the condition key
takes effect for all resources that action supports.

– If the Condition Key column is empty (-) for an action, the action does
not support any condition keys.

For details about the condition keys defined by cts, see Conditions.

The following table lists the actions that you can define in SCP statements for cts.

Table 5-246 Actions supported by CTS

Action Description Acces
s
Level

Resource Type (*:
required)

Condition Key

cts:trace:list Grants
permission to
query audit
traces.

list - -

cts:tracker:cre
ate

Grants
permission to
create a
tracker.

write - -

cts:tracker:list Grants
permission to
query
trackers.

list - -

cts:tracker:up
date

Grants
permission to
update a
tracker.

write cts:<region>:<acco
unt-
id>:tracker:<tracke
r-id>

-

cts:tracker:del
ete

Grants
permission to
delete a
tracker.

write cts:<region>:<acco
unt-
id>:tracker:<tracke
r-id>

-

cts:quota:get Grants
permission to
query tracker
quotas.

read - -

cts:notificatio
n:create

Grants
permission to
create a
notification
rule.

write - -

cts:notificatio
n:update

Grants
permission to
update a key
event
notification.

write cts:<region>:<acco
unt-
id>:notification:<n
otification-id>

-
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Action Description Acces
s
Level

Resource Type (*:
required)

Condition Key

cts:notificatio
n:list

Grants
permission to
query key
event
notifications.

list - -

cts:notificatio
n:delete

Grants
permission to
delete a
notification
rule.

write cts:<region>:<acco
unt-
id>:notification:<n
otification-id>

-

cts:tag:create Grants
permission to
create a
resource tag.

taggi
ng

cts:<region>:<acco
unt-
id>:tracker:<tracke
r-id>

-

- ● g:TagKeys
● g:RequestTag/

<tag-key>

cts:tag:delete Grants
permission to
delete a
resource tag.

taggi
ng

cts:<region>:<acco
unt-
id>:tracker:<tracke
r-id>

-

- ● g:TagKeys
● g:RequestTag/

<tag-key>

cts:notificatio
n:listOperatio
n

Grants
permission to
query all
operation
lists.

list - -

cts:trace:listTr
aceUser

Grants
permission to
query all
operator lists.

list - -

cts:trace:listRe
source

Grants
permission to
query all trace
resource type
lists.

list - -

 

Each API of cts usually supports one or more actions. Table 5-247 lists the
supported actions and dependencies.
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Table 5-247 Actions and dependencies of CTS APIs

API Action Dependencies

GET /v3/
{project_id}/traces

cts:trace:list -

GET /v3/
{project_id}/quotas

cts:quota:get -

POST /v3/
{project_id}/tracker

cts:tracker:create ● lts:topics:list
● lts:topics:create
● lts:groups:list
● lts:groups:create
● obs:bucket:CreateBucket
● obs:bucket:HeadBucket
● obs:bucket:GetLifecycleC

onfiguration
● obs:bucket:PutLifecycleC

onfiguration
● obs:bucket:GetBucketAcl
● obs:bucket:PutBucketAcl
● kms:cmk:list

PUT /v3/
{project_id}/tracker

cts:tracker:update ● lts:topics:list
● lts:topics:create
● lts:groups:list
● lts:groups:create
● obs:bucket:CreateBucket
● obs:bucket:HeadBucket
● obs:bucket:GetLifecycleC

onfiguration
● obs:bucket:PutLifecycleC

onfiguration
● obs:bucket:GetBucketAcl
● obs:bucket:PutBucketAcl
● kms:cmk:list

GET /v3/
{project_id}/trackers

cts:tracker:list -

DELETE /v3/
{project_id}/trackers

cts:tracker:delete -

POST /v3/
{project_id}/
notifications

cts:notification:create ● smn:topic:listTopic
● iam:users:listUsers
● iam:groups:listGroups
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API Action Dependencies

PUT /v3/
{project_id}/
notifications

cts:notification:update ● smn:topic:listTopic
● iam:users:listUsers
● iam:groups:listGroups

DELETE /v3/
{project_id}/
notifications

cts:notification:delete -

GET /v3/
{project_id}/
notifications/
{notification_type}

cts:notification:list -

POST /v3/
{project_id}/
{resource_type}/
{resource_id}/tags/
create

cts:tag:create -

DELETE /v3/
{project_id}/
{resource_type}/
{resource_id}/tags/
delete

cts:tag:delete -

GET /v3/
{domain_id}/
resources

cts:trace:listResource -

GET /v3/
{project_id}/
operations

cts:notification:listOperatio
n

-

GET /v3/
{project_id}/user-
resources

cts:trace:listTraceUser -

POST /v3/
{domain_id}/
checkbucket

cts:tracker:list obs:bucket:ListAllMyBucket
s

GET /v3/
{project_id}/traces

cts:trace:list -

GET /v3/
{project_id}/quotas

cts:quota:get -
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API Action Dependencies

POST /v3/
{project_id}/tracker

cts:tracker:create ● lts:topics:list
● lts:topics:create
● lts:groups:list
● lts:groups:create
● obs:bucket:CreateBucket
● obs:bucket:HeadBucket
● obs:bucket:GetLifecycleC

onfiguration
● obs:bucket:PutLifecycleC

onfiguration
● obs:bucket:GetBucketAcl
● obs:bucket:PutBucketAcl
● kms:cmk:list

PUT /v3/
{project_id}/tracker

cts:tracker:update ● lts:topics:list
● lts:topics:create
● lts:groups:list
● lts:groups:create
● obs:bucket:CreateBucket
● obs:bucket:HeadBucket
● obs:bucket:GetLifecycleC

onfiguration
● obs:bucket:PutLifecycleC

onfiguration
● obs:bucket:GetBucketAcl
● obs:bucket:PutBucketAcl
● kms:cmk:list

GET /v3/
{project_id}/trackers

cts:tracker:list -

DELETE /v3/
{project_id}/trackers

cts:tracker:delete -

POST /v3/
{project_id}/
notifications

cts:notification:create ● smn:topic:listTopic
● iam:users:listUsers
● iam:groups:listGroups

PUT /v3/
{project_id}/
notifications

cts:notification:update ● smn:topic:listTopic
● iam:users:listUsers
● iam:groups:listGroups

DELETE /v3/
{project_id}/
notifications

cts:notification:delete -
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API Action Dependencies

GET /v3/
{project_id}/
notifications/
{notification_type}

cts:notification:list -

POST /v3/
{project_id}/
{resource_type}/
{resource_id}/tags/
create

cts:tag:create -

DELETE /v3/
{project_id}/
{resource_type}/
{resource_id}/tags/
delete

cts:tag:delete -

GET /v3/
{domain_id}/
resources

cts:trace:listResource -

GET /v3/
{project_id}/
operations

cts:notification:listOperatio
n

-

GET /v3/
{project_id}/user-
resources

cts:trace:listTraceUser -

POST /v3/
{domain_id}/
checkbucket

cts:tracker:list obs:bucket:ListAllMyBucket
s

 

Resources

CTS does not support resource-level authorization. To allow access to cts, use a
wildcard (*) in the Resource element of the SCP, indicating that the SCP will be
applied to all resources.

Conditions

A Condition element lets you specify conditions for when an SCP is in effect. It
contains condition keys and operators.

● The condition key that you specify can be a global condition key or a service-
specific condition key.

– Global condition keys (with the g: prefix) apply to all actions. Cloud
services do not need to provide user identity information. Instead, the
system automatically obtains such information and authenticates users.
For details, see Global Condition Keys.
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– Service-specific condition keys (with the abbreviation of a service name
plus a colon as the prefix, for example, cts:) only apply to operations of
the CTS service. For details, see Table 5-248.

– The number of values associated with a condition key in the request
context of an API call makes the condition key single-valued or
multivalued. Single-valued condition keys have at most one value in the
request context of an API call. Multivalued condition keys can have
multiple values in the request context of an API call. For example, a
request can originate from at most one VPC endpoint, so g:SourceVpce is
a single-valued condition key. You can tag resources and include multiple
tag key-value pairs in a request, so g:TagKeys is a multivalued condition
key.

● A condition operator, condition key, and a condition value together constitute
a complete condition statement. An SCP can be applied only when its request
conditions are met. For supported condition operators, see Condition
operators.

The following table lists the condition keys that you can define in SCPs for CTS.
You can include these condition keys to specify conditions for when your SCP is in
effect.

Table 5-248 Service-specific condition keys supported by CTS

Condition Key Type Single-
valued/
Multivalued

Description

cts:TargetType string Single-valued Filter access
permissions by data
dump type.

cts:TargetAccou
ntId

string Single-valued Filter access
permissions based on
the domain ID (account
ID) of the user to which
the OBS bucket
belongs.

cts:TargetOrgId string Single-valued Filter access
permissions based on
the organization to
which the OBS bucket
belongs.

cts:TargetOrgPat
h

string Single-valued Filter access
permissions based on
the OU path of the
organization to which
the OBS bucket
belongs.
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5.10.13.14 Resource Governance Center (RGC)
The Organizations service provides Service Control Policies (SCPs) to set access
control policies.

SCPs do not actually grant any permissions to a principal. They only set the
permissions boundary for the principal. When SCPs are attached to a member
account or an organizational unit (OU), they do not directly grant permissions to
that member account or OU. Instead, the SCPs just determine what permissions
are available for that member account or the member accounts under that OU.

This section describes the elements used by IAM custom identity policies and
Organizations SCPs. The elements include actions, resources, and conditions.

For details about how to use these elements to create a custom SCP, see Creating
an SCP.

Actions
Actions are specific operations that are allowed or denied in an SCP.

● The Access Level column describes how the action is classified (such as list,
read, or write). This classification helps you understand the level of access
that an action grants when you use it in an SCP.

● The Resource Type column indicates whether the action supports resource-
level permissions.
– You can use a wildcard (*) to indicate all resource types. If this column is

empty (-), the action does not support resource-level permissions and
you must specify all resources ("*") in your SCP statements.

– If this column includes a resource type, you must specify the URN in the
Resource element of your statements.

– Required resources are marked with asterisks (*) in the table. If you
specify a resource in a statement using this action, then it must be of this
type.

For details about the resource types defined by RGC, see Resources.
● The Condition Key column includes keys that you can specify in the

Condition element of an SCP statement.
– If the Resource Type column has values for an action, the condition key

takes effect only for the listed resource types.
– If the Resource Type column is empty (-) for an action, the condition key

takes effect for all resources that action supports.
– If the Condition Key column is empty (-) for an action, the action does

not support any condition keys.
For details about the condition keys defined by RGC, see Conditions.

The following table lists the actions that you can define in SCP statements for
RGC.
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Table 5-249 Actions supported by RGC

Action Description Acces
s
Level

Reso
urce
Type
(*:
requi
red)

Condition
Key

Alias

rgc:control:list Grants
permission to
list all
governance
policies.

List - - -

rgc:controlVio
lation:list

Grants
permission to
list non-
compliance.

List - - -

rgc:control:get Grants
permission to
get details
about a
governance
policy.

Read - - -

rgc:control:en
able

Grants
permission to
enable a
governance
policy.

Write - - -

rgc:control:dis
able

Grants
permission to
disable a
governance
policy.

Write - - -

rgc:controlOp
erate:get

Grants
permission to
query the
status of a
governance
policy.

Read - - -

rgc:enabledCo
ntrol:list

Grants
permission to
list enabled
governance
policies.

List - - -
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Action Description Acces
s
Level

Reso
urce
Type
(*:
requi
red)

Condition
Key

Alias

rgc:controlsFo
rOrganization
alUnit:list

Grants
permission to
list
governance
policies
enabled for a
registered OU.

List - - -

rgc:controlsFo
rAccount:list

Grants
permission to
list
governance
policies
enabled for
an enrolled
account.

List - - -

rgc:complianc
eStatusForAcc
ount:get

Grants
permission to
query the
resource
compliance
status of an
enrolled
account in an
organization.

Read - - -

rgc:complianc
eStatusForOrg
anizationalUn
it:get

Grants
permission to
query the
resource
compliance
status of all
enrolled
accounts
under a
registered OU
in an
organization.

Read - - -

rgc:controlsFo
rOrganization
alUnit:get

Grants
permission to
list
governance
policies
enabled for
an OU.

Read - - -
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Action Description Acces
s
Level

Reso
urce
Type
(*:
requi
red)

Condition
Key

Alias

rgc:controlsFo
rAccount:get

Grants
permission to
list
governance
policies
enabled for
an account.

Read - - -

rgc:configRule
Compliance:lis
t

Grants
permission to
query the
Config rule
compliance
for enrolled
accounts.

List - - -

rgc:externalCo
nfigRuleComp
liance:list

Grants
permission to
list the
external
Config rule
compliance
for enrolled
accounts.

List - - -

rgc:driftDetail:
list

Grants
permission to
query drift
details.

List - - -

rgc:managed
Organizationa
lUnit:register

Grants
permission to
register an
OU.

Write - - -

rgc:managed
Organizationa
lUnit:reRegist
er

Grants
permission to
re-register an
OU.

Write - - -

rgc:managed
Organizationa
lUnit:deRegist
er

Grants
permission to
deregister an
OU.

Write - - -
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Action Description Acces
s
Level

Reso
urce
Type
(*:
requi
red)

Condition
Key

Alias

rgc:operation:
get

Grants
permission to
obtain
registration
information.

Read - - -

rgc:managed
Organizationa
lUnit:delete

Grants
permission to
delete a
registered OU.

Write - - -

rgc:managed
Organizationa
lUnit:get

Grants
permission to
get details of
a registered
OU.

Read - - -

rgc:managed
Organizationa
lUnit:create

Grants
permission to
create an OU.

Write - - -

rgc:managed
Organizationa
lUnit:list

Grants
permission to
list registered
OUs for which
governance
policies are
enabled.

List - - -

rgc:managed
Account:enroll

Grants
permission to
enroll an
account.

Write - - -

rgc:managed
Account:unEn
roll

Grants
permission to
unmanage an
account.

Write - - -

rgc:managed
Account:upda
te

Grants
permission to
update an
enrolled
account.

Write - - -
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Action Description Acces
s
Level

Reso
urce
Type
(*:
requi
red)

Condition
Key

Alias

rgc:managed
Account:get

Grants
permission to
get details of
an enrolled
account.

Read - - -

rgc:managed
AccountsForP
arent:list

Grants
permission to
list all
enrolled
accounts in a
registered OU.

List - - -

rgc:managed
Account:creat
e

Grants
permission to
create an
account.

Write - - -

rgc:managed
Account:list

Grants
permission to
list enrolled
accounts for
which
governance
policies are
enabled.

List - - -

rgc:managedC
oreAccount:ge
t

Grants
permission to
get details of
an enrolled
core account.

Read - - -

rgc:homeRegi
on:get

Grants
permission to
identify the
home region.

Read - - -

rgc:preLaunch
:check

Grants
permission to
perform pre-
checks before
landing zone
setup.

Write - - -
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Action Description Acces
s
Level

Reso
urce
Type
(*:
requi
red)

Condition
Key

Alias

rgc:landingZo
ne:setup

Grants
permission to
set up a
landing zone.

Write - - -

rgc:landingZo
ne:delete

Grants
permission to
delete a
landing zone.

Write - - -

rgc:landingZo
neStatus:get

Grants
permission to
query the
landing zone
setup status.

Read - - -

rgc:availableU
pdate:get

Grants
permission to
query the
updateable
status of a
landing zone.

Read - - -

rgc:landingZo
neConfigurati
on:get

Grants
permission to
query landing
zone settings.

Read - - -

rgc:landingZo
neIdentityCen
ter:get

Grants
permission to
obtain IAM
Identity
Center user
information.

Read - - -

rgc:operation:l
ist

Grants
permission to
query the
status of a
registered OU
or an enrolled
account.

List - - -

Organizations
User Guide 5 Managing SCPs

Issue 01 (2025-02-25) Copyright © Huawei Cloud Computing Technologies Co., Ltd. 1439



Action Description Acces
s
Level

Reso
urce
Type
(*:
requi
red)

Condition
Key

Alias

rgc:templateD
eployParam:g
et

Grants
permission to
obtain
template
deployment
parameters.

Read - - -

rgc:template:c
reate

Grants
permission to
create a
template.

Write - - -

rgc:template:d
elete

Grants
permission to
delete a
template.

Write - - -

rgc:predefined
Template:list

Grants
permission to
list preset
templates.

List - - -

rgc:managed
AccountTempl
ate:get

Grants
permission to
get details of
a template
for enrolled
accounts.

Read - - -

 

Each API of RGC usually supports one or more actions. Table 5-250 lists the
supported actions and dependencies.

Table 5-250 Actions and dependencies supported by RGC APIs

API Action Dependencies

POST /v1/governance/
control/enable

rgc:control:enable -

POST /v1/governance/
control/disable

rgc:control:disable -

GET /v1/governance/
operated-controls/
{control_operate_request_id}

rgc:controlOperate:
get

-
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API Action Dependencies

GET /v1/governance/
managed-organizational-
unit/
{managed_organizational_u
nit_id}/controls

rgc:controlsForOrg
anizationalUnit:list

-

 

Resources
RGC does not support resource-specific permission control in SCPs. If you want to
allow access to RGC, use the wildcard (*) for the Resource element to apply SCPs
to all resources.

Conditions
RGC does not support service-specific condition keys in SCPs.

It can only use global condition keys applicable to all services. For details, see
Global Condition Keys.

5.10.13.15 Application Operations Management (AOM)
The Organizations service provides Service Control Policies (SCPs) to set access
control policies.

SCPs do not actually grant any permissions to a principal. They only set the
permissions boundary for the principal. When SCPs are attached to a member
account or an organizational unit (OU), they do not directly grant permissions to
that member account or OU. Instead, the SCPs just determine what permissions
are available for that member account or the member accounts under that OU.

This section describes the elements used by Organizations SCPs. The elements
include actions, resources, and conditions.

For details about how to use these elements to create a custom SCP, see Creating
an SCP.

Actions
Actions are specific operations that are allowed or denied in an SCP.

● The Access Level column describes how the action is classified (List, Read, or
Write). This classification helps you understand the level of access that an
action grants when you use it in an SCP.

● The Resource Type column indicates whether the action supports resource-
level permissions.
– You can use a wildcard (*) to indicate all resource types. If this column is

empty (-), the action does not support resource-level permissions, and
you must specify all resources ("*") in your SCP statements.

– If this column includes a resource type, you must specify the URN in the
Resource element of your statements.
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– Required resources are marked with asterisks (*) in the table. If you
specify a resource in a statement using this action, then it must be of this
type.

For details about the resource types defined by AOM, see Resources.
● The Condition Key column contains keys that you can specify in the

Condition element of an SCP statement.
– If the Resource Type column has values for an action, the condition key

takes effect only for the listed resource types.
– If the Resource Type column is empty (-) for an action, the condition key

takes effect for all resources that action supports.
– If the Condition Key column is empty (-) for an action, the action does

not support any condition keys.
For details about the condition keys defined by AOM, see Conditions.

The following table lists the actions that you can define in SCP statements for
AOM.

Table 5-251 Actions supported by AOM

Action Description Access
Level

Resour
ce Type
(*:
Require
d)

Condition Key

aom:metric:delete Grants permission
to delete
monitoring
configurations.

write - -

aom:icmgr:get Grants permission
to query the
collection
component
version list.

read - -

aom:agency:get Grants permission
to query agency
permissions.

read - -

aom:icmgr:list Grants permission
to query the
collection
component
version list.

list - -

aom:metric:list Grants permission
to query metrics.

list - -

aom:metric:put Grants permission
to report metrics.

write - -
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Action Description Access
Level

Resour
ce Type
(*:
Require
d)

Condition Key

aom:discoveryRul
e:set

Grants permission
to create or
update the service
discovery rule list.

write - -

aom:discoveryRul
e:delete

Grants permission
to delete the
service discovery
rule list.

write - -

aom:discoveryRul
e:list

Grants permission
to query the
service discovery
rule list.

list - -

aom:alarmRule:cr
eate

Grants permission
to create alarm
rules.

write alarmR
ule *

g:ResourceTag/
<tag-key>

- ● g:TagKeys
● g:RequestTag/

<tag-key>

aom:alarmRule:lis
t

Grants permission
to query the
alarm rule list.

list - -

aom:alarmRule:up
date

Grants permission
to update alarm
rules.

write - -

aom:alarmRule:de
lete

Grants permission
to delete alarm
rules.

write alarmR
ule *

g:ResourceTag/
<tag-key>

aom:alarm:put Grants permission
to report alarms
and events.

write - -

aom:alarm:list Grants permission
to query alarms
and events.

list - -

aom:alarmRule:ge
t

Grants permission
to query alarm
rules.

read - -

aom:view:create Grants permission
to create a
dashboard.

write - -
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Action Description Access
Level

Resour
ce Type
(*:
Require
d)

Condition Key

aom:event2Alarm
Rule:list

Grants permission
to query the event
alarm rule list.

list - -

aom:event2Alarm
Rule:create

Grants permission
to create event
alarm rules.

write - -

aom:event2Alarm
Rule:update

Grants permission
to update event
alarm rules.

write - -

aom:event2Alarm
Rule:delete

Grants permission
to delete event
alarm rules.

write - -

aom:muteRule:cre
ate

Grants permission
to create silence
rules.

write - -

aom:muteRule:list Grants permission
to query the
silence rule list.

list - -

aom:muteRule:up
date

Grants permission
to update silence
rules.

write - -

aom:muteRule:del
ete

Grants permission
to delete silence
rules.

write - -

aom:actionRule:ge
t

Grants permission
to query action
rules.

read - -

aom:actionRule:lis
t

Grants permission
to query the
action rule list.

list - -

aom:actionRule:cr
eate

Grants permission
to create action
rules.

write - -

aom:actionRule:u
pdate

Grants permission
to modify action
rules.

write - -
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Action Description Access
Level

Resour
ce Type
(*:
Require
d)

Condition Key

aom:actionRule:de
lete

Grants permission
to delete action
rules.

write - -

 

Each API of AOM usually supports one or more actions. Table 5-252 lists the
supported actions and dependencies.

Table 5-252 Actions and dependencies supported by AOM APIs

API Action Dependencies

DELETE /v1/
{project_id}/aom/
prometheus

aom:metric:delete -

GET /v1/
{project_id}/aom/
prometheus

aom:metric:list -

POST /v1/
{project_id}/aom/
prometheus

aom:metric:put -

POST /v1/
{project_id}/
{prometheus_instan
ce}/aom/api/v1/
rules

aom:metric:put -

GET /v1/
{project_id}/access-
code

aom:icmgr:get -

GET /v1/
{project_id}/aom/
auth/grant

aom:agency:get -

GET /v1/
{project_id}/
{cluster_id}/
{namespace}/
agents

aom:icmgr:list -

POST /v2/
{project_id}/series

aom:metric:list -
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API Action Dependencies

POST /v2/
{project_id}/samples

aom:metric:list -

GET /v1/
{project_id}/aom/ap
i/v1/query_range

aom:metric:list -

POST /v1/
{project_id}/aom/ap
i/v1/query_range

aom:metric:list -

GET /v1/
{project_id}/aom/ap
i/v1/query

aom:metric:list -

POST /v1/
{project_id}/aom/ap
i/v1/query

aom:metric:list -

GET /v1/
{project_id}/aom/ap
i/v1/label/
{label_name}/values

aom:metric:list -

GET /v1/
{project_id}/aom/ap
i/v1/labels

aom:metric:list -

POST /v1/
{project_id}/aom/ap
i/v1/labels

aom:metric:list -

GET /v1/
{project_id}/aom/ap
i/v1/metadata

aom:metric:list -

POST /v1/
{project_id}/ams/
metrics

aom:metric:list -

POST /v1/
{project_id}/ams/
metricdata

aom:metric:list -

POST /v1/
{project_id}/ams/
report/metricdata

aom:metric:put -

PUT /v1/
{project_id}/inv/
servicediscoveryr-
ules

aom:discoveryRule:set -
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API Action Dependencies

DELETE /v1/
{project_id}/inv/
servicediscoveryr-
ules

aom:discoveryRule:delete -

GET /v1/
{project_id}/inv/
servicediscoveryr-
ules

aom:discoveryRule:list -

POST /v2/
{project_id}/alarm-
rules

aom:alarmRule:create -

GET /v2/
{project_id}/alarm-
rules

aom:alarmRule:list -

PUT /v2/
{project_id}/alarm-
rules

aom:alarmRule:update -

DELETE /v2/
{project_id}/alarm-
rules/
{alarm_rule_id}

aom:alarmRule:delete -

GET /v2/
{project_id}/alarm-
rules/
{alarm_rule_id}

aom:alarmRule:get -

POST /v2/
{project_id}/alarm-
rules/delete

aom:alarmRule:delete -

POST /v2/
{project_id}/events

aom:alarm:list -

POST /v2/
{project_id}/events/
statistic

aom:alarm:list -

PUT /v2/
{project_id}/push/
events

aom:alarm:put -

GET /v2/
{project_id}/alarm-
notified-histories

aom:alarm:list -

GET /v2/
{project_id}/
event2alarm-rule

aom:event2AlarmRule:list -
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API Action Dependencies

POST /v2/
{project_id}/
event2alarm-rule

aom:event2AlarmRule:creat
e

-

PUT /v2/
{project_id}/
event2alarm-rule

aom:event2AlarmRule:upda
te

-

DELETE /v2/
{project_id}/
event2alarm-rule

aom:event2AlarmRule:delet
e

-

POST /v2/
{project_id}/alert/
action-rules

aom:actionRule:create -

GET /v2/
{project_id}/alert/
action-rules

aom:actionRule:list -

PUT /v2/
{project_id}/alert/
action-rules

aom:actionRule:update -

DELETE /v2/
{project_id}/alert/
action-rules

aom:actionRule:delete -

GET /v2/
{project_id}/alert/
action-rules/
{rule_name}

aom:actionRule:get -

POST /v2/
{project_id}/alert/
mute-rules

aom:muteRule:create -

DELETE /v2/
{project_id}/alert/
mute-rules

aom:muteRule:delete -

PUT /v2/
{project_id}/alert/
mute-rules

aom:muteRule:update -

GET /v2/
{project_id}/alert/
mute-rules

aom:muteRule:list -

POST /v4/
{project_id}/alarm-
rules

aom:alarmRule:create -
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API Action Dependencies

GET /v4/
{project_id}/alarm-
rules

aom:alarmRule:list -

DELETE /v4/
{project_id}/alarm-
rules

aom:alarmRule:delete
NOTE

The resource type alarmRule
of this action applies only to
the DELETE /v4/{project_id}/
alarm-rules API.

-

 

Resources
A resource type indicates the resources that an SCP applies to. If you specify a
resource type for any action in Table 5-253, the resource URN must be specified in
the SCP statements using that action, and the SCP applies only to resources of this
type. If no resource type is specified, the Resource element is marked with an
asterisk (*) and the SCP applies to all resources. You can also set condition keys in
an SCP to define resource types.

The following table lists the resource types that you can define in SCP statements
for AOM.

Table 5-253 Resource types supported by AOM

Resource Type URN

alarmRule aom:<region>:<account-
id>:alarmRule:<alarm_rule_id>

 

Conditions
AOM does not support service-specific condition keys in an SCP.

It can only use global condition keys applicable to all services. For details, see
Global Condition Keys.

5.10.13.16 Cloud Eye (CES)
The Organizations service provides Service Control Policies (SCPs) to set access
control policies.

SCPs do not actually grant any permissions to a principal. They only set the
permissions boundary for the principal. When SCPs are attached to a member
account or an organizational unit (OU), they do not directly grant permissions to
that member account or OU. Instead, the SCPs just determine what permissions
are available for that member account or the member accounts under that OU.

This topic describes the elements used by Organizations SCPs. The elements
include actions, resources, and conditions.
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For details about how to use these elements to create a custom SCP, see Creating
an SCP.

Actions

Actions are specific operations that are allowed or denied in an SCP.

● The Access Level column describes how the action is classified (List, Read, or
Write). This classification helps you understand the level of access that an
action grants when you use it in an SCP.

● The Resource Type column indicates whether the action supports resource-
level permissions.

– You can use a wildcard (*) to indicate all resource types. If this column is
empty (-), the action does not support resource-level permissions, and
you must specify all resources ("*") in your SCP statements.

– If this column includes a resource type, you must specify the URN in the
Resource element of your statements.

– Required resources are marked with asterisks (*) in the table. If you
specify a resource in a statement using this action, then it must be of this
type.

For details about the resource types defined by Cloud Eye, see Resources.

● The Condition Key column contains keys that you can specify in the
Condition element of an SCP statement.

– If the Resource Type column has values for an action, the condition key
takes effect only for the listed resource types.

– If the Resource Type column is empty (-) for an action, the condition key
takes effect for all resources that action supports.

– If the Condition Key column is empty (-) for an action, the action does
not support any condition keys.

For details about the condition keys defined by Cloud Eye, see Conditions.

The following table lists the actions that you can define in SCP statements for
Cloud Eye.

Table 5-254 Actions supported by Cloud Eye

Action Description Acc
ess
Lev
el

Resource Type (*:
required)

Condition
Key

ces:widgets:
put

Grants
permission to
batch update
graphs.

writ
e

dashboard -

ces:widgets:c
reate

Grants
permission to
create a graph.

writ
e

dashboard -
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Action Description Acc
ess
Lev
el

Resource Type (*:
required)

Condition
Key

ces:widgets:
put

Grants
permission to
update a graph.

writ
e

dashboard -

ces:widgets:
delete

Grants
permission to
delete a graph.

writ
e

dashboard -

ces:dashboar
ds:create

Grants
permission to
create a
dashboard.

writ
e

dashboard g:Enterprise
ProjectId

ces:dashboar
ds:list

Grants
permission to
query
dashboards.

list dashboard g:Enterprise
ProjectId

ces:dashboar
ds:put

Grants
permission to
update a
dashboard.

writ
e

dashboard g:Enterprise
ProjectId

ces:widgets:l
ist

Grants
permission to
query graphs
added to a
dashboard.

list dashboard -

ces:widgets:c
reate

Grants
permission to
add a graph to a
dashboard.

writ
e

dashboard -

ces:dashboar
ds:delete

Grants
permission to
batch delete
dashboards.

writ
e

dashboard g:Enterprise
ProjectId

ces:widgets:
get

Grants
permission to
query a graph.

read dashboard -

ces:dashboar
ds:delete

Grants
permission to
delete a
dashboard.

writ
e

dashboard g:Enterprise
ProjectId
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Action Description Acc
ess
Lev
el

Resource Type (*:
required)

Condition
Key

ces:metrics:li
st

Grants
permission to
query metrics.

list - -

ces:metricDa
ta:get

Grants
permission to
query a metric.

read - -

ces:metricDa
ta:create

Grants
permission to
report metrics.

writ
e

- -

ces:namespa
cesDimensio
ns:listAgent
Dimensions

Grants
permission to
query Agent-
related metrics of
a server.

list - -

ces:namespa
cesDimensio
ns:list

Grants
permission to
query dimensions
of a cloud
service.

list - -

ces:metaDat
a:get

Grants
permission to
batch query
metadata of
dimensions.

read - -

ces:metricDa
ta:list

Grants
permission to
batch query
metric data.

list - -

ces:namespa
cesDimensio
ns:list

Grants
permission to
query metric data
of top N
resources from a
specific
dimension.

list - -

ces:alarms:li
st

Grants
permission to
query alarm
rules.

list alarm g:Enterprise
ProjectId
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Action Description Acc
ess
Lev
el

Resource Type (*:
required)

Condition
Key

ces:alarms:cr
eate

Grants
permission to
create an alarm
rule.

writ
e

alarm g:Enterprise
ProjectId

ces:alarms:p
ut

Grants
permission to
update an alarm
rule.

writ
e

alarm ● g:Enterpr
iseProject
Id

● g:Resourc
eTag/
<tag-
key>

ces:alarms:g
et

Grants
permission to
query an alarm
rule.

read alarm g:Enterprise
ProjectId

ces:alarms:p
utAction

Grants
permission to
enable or disable
an alarm rule.

writ
e

alarm ● g:Enterpr
iseProject
Id

● g:Resourc
eTag/
<tag-
key>

ces:alarms:d
elete

Grants
permission to
batch delete
alarm rules.

writ
e

alarm ● g:Enterpr
iseProject
Id

● g:Resourc
eTag/
<tag-
key>

ces:alarms:li
stOneClickAl
arms

Grants
permission to
query services
and resources
that support one-
click monitoring.

list alarm g:Enterprise
ProjectId

ces:alarms:p
utOneClickA
larms

Grants
permission to
modify alarm
notifications for
an alarm rule in
one-click
monitoring.

writ
e

alarm g:Enterprise
ProjectId
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Action Description Acc
ess
Lev
el

Resource Type (*:
required)

Condition
Key

ces:alarms:li
st

Grants
permission to
query alarm
rules.

list alarm g:Enterprise
ProjectId

ces:alarms:cr
eate

Grants
permission to
create an alarm
rule.

writ
e

alarm g:Enterprise
ProjectId

ces:alarms:p
utAlarmNotif
ications

Grants
permission to
modify alarm
notification
information in an
alarm rule.

writ
e

alarm ● g:Enterpr
iseProject
Id

● g:Resourc
eTag/
<tag-
key>

ces:alarms:g
etPolicies

Grants
permission to
query policies in
an alarm rule.

read alarm ● g:Enterpr
iseProject
Id

● g:Resourc
eTag/
<tag-
key>

ces:alarms:u
pdatePolicie
s

Grants
permission to
update policies of
an alarm rule.

writ
e

alarm ● g:Enterpr
iseProject
Id

● g:Resourc
eTag/
<tag-
key>

ces:alarms:g
etResources

Grants
permission to
query monitored
resources in an
alarm rule.

read alarm ● g:Enterpr
iseProject
Id

● g:Resourc
eTag/
<tag-
key>
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Action Description Acc
ess
Lev
el

Resource Type (*:
required)

Condition
Key

ces:alarms:a
ddResources

Grants
permission to
batch add
resources to an
alarm rule.

writ
e

alarm ● g:Enterpr
iseProject
Id

● g:Resourc
eTag/
<tag-
key>

ces:alarms:d
eleteResourc
es

Grants
permission to
batch delete
resources from
an alarm rule.

writ
e

alarm ● g:Enterpr
iseProject
Id

● g:Resourc
eTag/
<tag-
key>

ces:alarms:p
utNotificatio
nMaskRules

Grants
permission to
modify an alarm
notification
masking rule.

writ
e

alarm g:Enterprise
ProjectId

ces:alarms:li
stNotificatio
nMaskResou
rces

Grants
permission to
query resources
for which alarm
notifications have
been masked.

list alarm g:Enterprise
ProjectId

ces:alarms:d
eleteNotifica
tionMaskRul
es

Grants
permission to
batch delete
alarm
notification
masking rules.

writ
e

alarm g:Enterprise
ProjectId

ces:alarms:li
stNotificatio
nMaskRules

Grants
permission to
batch query
alarm
notification
masking rules.

list alarm g:Enterprise
ProjectId

ces:alarms:cr
eateOneClic
kAlarms

Grants
permission to
enable one-click
monitoring.

writ
e

alarm g:Enterprise
ProjectId
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Action Description Acc
ess
Lev
el

Resource Type (*:
required)

Condition
Key

ces:alarms:p
utOneClickA
larmPolicies

Grants
permission to
batch enable or
disable alarm
policies in alarm
rules for one
service that has
one-click
monitoring
enabled.

writ
e

alarm g:Enterprise
ProjectId

ces:alarms:p
utOneClickA
larmNotifica
tions

Grants
permission to
batch modify
alarm
notifications for
one service in
one-click
monitoring.

writ
e

alarm g:Enterprise
ProjectId

ces:alarms:d
eleteOneClic
kAlarms

Grants
permission to
batch disable
one-click
monitoring.

writ
e

alarm g:Enterprise
ProjectId

ces:alarms:li
st

Grants
permission to
query alarms.

list alarm g:Enterprise
ProjectId

ces:alarmHis
tory:list

Grants
permission to
query alarm
records.

list alarm g:Enterprise
ProjectId

ces:customAl
armTemplat
es:create

Grants
permission to
create a custom
alarm template.

writ
e

alarm g:Enterprise
ProjectId

ces:customAl
armTemplat
es:delete

Grants
permission to
delete a custom
alarm template.

writ
e

alarm g:Enterprise
ProjectId

ces:customAl
armTemplat
es:list

Grants
permission to
query custom
alarm templates.

list alarm g:Enterprise
ProjectId
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Action Description Acc
ess
Lev
el

Resource Type (*:
required)

Condition
Key

ces:customAl
armTemplat
es:listAssocia
tedAlarms

Grants
permission to
query alarm rules
associated with a
custom alarm
template.

read alarm g:Enterprise
ProjectId

ces:customAl
armTemplat
es:put

Grants
permission to
update a custom
alarm template.

writ
e

alarm g:Enterprise
ProjectId

ces:quotas:g
et

Grants
permission to
query a quota.

read - -

ces:quotas:g
et

Grants
permission to
query quotas.

read - -

ces:events:ge
t

Grants
permission to
query details of
an event.

read - -

ces:events:lis
t

Grants
permission to
query events.

list - -

ces:agent:list
TaskInvocati
ons

Grants
permission to
batch query
Agent tasks of a
server.

list - -

ces:agent:cre
ateAgentInv
ocations

Grants
permission to
batch create
Agent tasks.

writ
e

- -

ces:events:p
ost

Grants
permission to
report events.

writ
e

- -

ces:resource
Groups:addR
esources

Grants
permission to
batch add
resources to a
resource group.

writ
e

- g:Enterprise
ProjectId
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Action Description Acc
ess
Lev
el

Resource Type (*:
required)

Condition
Key

ces:resource
Groups:creat
e

Grants
permission to
create a resource
group.

writ
e

- g:Enterprise
ProjectId

ces:resource
Groups:delet
e

Grants
permission to
delete a resource
group.

writ
e

- g:Enterprise
ProjectId

ces:resource
Groups:delet
eResources

Grants
permission to
batch delete
resources from a
resource group.

writ
e

- g:Enterprise
ProjectId

ces:resource
Groups:get

Grants
permission to
query a resource
group.

read - g:Enterprise
ProjectId

ces:resource
Groups:getS
erviceResour
ces

Grants
permission to
query resources
of a specified
dimension and a
specified service
type in a resource
group.

read - g:Enterprise
ProjectId

ces:resource
Groups:put

Grants
permission to
update a
resource group.

writ
e

- g:Enterprise
ProjectId

ces:tags:list Grants
permission to
batch query
Cloud Eye tags.

list - -

ces:eventDat
a:get

Grants
permission to
query the server
configuration.

list - -

ces:resource
Groups:list

Grants
permission to
query all resource
groups.

list - g:Enterprise
ProjectId
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Action Description Acc
ess
Lev
el

Resource Type (*:
required)

Condition
Key

ces:resource
Groups:get

Grants
permission to
query a resource
group.

read - g:Enterprise
ProjectId

ces:customAl
armTemplat
es:list

Grants
permission to
query custom
alarm templates.

list alarm g:Enterprise
ProjectId

ces:customAl
armTemplat
es:get

Grants
permission to
query a custom
alarm template.

read alarm g:Enterprise
ProjectId

ces:alarms:cr
eate

Grants
permission to
create an alarm
rule.

writ
e

alarm g:Enterprise
ProjectId

ces:dashboar
ds:put

Grants
permission to
update a cloud
service
dashboard.

writ
e

dashboard -

ces:namespa
cesDimensio
ns:list

Grants
permission to
query metric data
of top N
resources from a
specific
dimension.

list - -

ces:namespa
cesDimensio
ns:list

Grants
permission to
query dimensions
of a cloud
service.

list - -

 

Each API of Cloud Eye usually supports one or more actions. Table 5-255 lists the
supported actions and dependencies.
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Table 5-255 Actions and dependencies supported by Cloud Eye APIs

API Action Dependencies

POST /v2/{project_id}/
dashboards

ces:dashboards:create -

GET /v2/{project_id}/
dashboards

ces:dashboards:list -

PUT /v2/{project_id}/
dashboards/{dashboard_id}

ces:dashboards:put -

GET /v2/{project_id}/
dashboards/{dashboard_id}/
widgets

ces:widgets:list -

POST /v2/{project_id}/
dashboards/{dashboard_id}/
widgets

ces:widgets:create -

POST /v2/{project_id}/
dashboards/batch-delete

ces:dashboards:delete -

GET /v2/{project_id}/widgets/
{widget_id}

ces:widgets:get -

DELETE /v2/{project_id}/
widgets/{widget_id}

ces:widgets:delete -

POST /v2/{project_id}/widgets/
batch-update

ces:widgets:put -

GET /V1.0/{project_id}/metrics ces:metrics:list -

GET /V1.0/{project_id}/metric-
data

ces:metricData:get ces:metricData:list

POST /V1.0/{project_id}/metric-
data

ces:metricData:create -

POST /V1.0/{project_id}/batch-
query-metric-data

ces:metricData:list -

GET /v2/{project_id}/instances/
{instance_id}/agent-dimensions

ces:namespacesDimen-
sions:listAgentDimension
s

ces:namespacesDi
mensions:list

GET /V1.0/{project_id}/alarms ces:alarms:list -

POST /V1.0/{project_id}/alarms ces:alarms:create -

PUT /V1.0/{project_id}/alarms/
{alarm_id}

ces:alarms:put ces:alarmsonoff:p
ut

DELETE /V1.0/{project_id}/
alarms/{alarm_id}

ces:alarms:delete -
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API Action Dependencies

GET /V1.0/{project_id}/alarms/
{alarm_id}

ces:alarms:get ces:alarms:list

PUT /V1.0/{project_id}/alarms/
{alarm_id}/action

ces:alarms:putAction ces:alarms:put

GET /v2/{project_id}/alarms ces:alarms:list -

POST /v2/{project_id}/alarms ces:alarms:create -

PUT /v2/{project_id}/alarms/
{alarm_id}/notifications

ces:alarms:putAlarmNotif
ications

ces:alarms:put

GET /v2/{project_id}/alarms/
{alarm_id}/policies

ces:alarms:getPolicies ces:alarms:get

PUT /v2/{project_id}/alarms/
{alarm_id}/policies

ces:alarms:updatePolicies ces:alarms:put

GET /v2/{project_id}/alarms/
{alarm_id}/resources

ces:alarms:getResources -

POST /v2/{project_id}/alarms/
{alarm_id}/resources/batch-
create

ces:alarms:addResources ces:alarms:put

POST /v2/{project_id}/alarms/
{alarm_id}/resources/batch-
delete

ces:alarms:delete ces:alarms:put

POST /v2/{project_id}/alarms/
action

ces:alarms:putAction ces:alarms:put

PUT /v2/{project_id}/
notification-masks

ces:alarms:putNotificatio
nMaskRules

ces:notificationMa
sks:update

PUT /v2/{project_id}/
notification-masks/
{notification_mask_id}

ces:alarms:putNotificatio
nMaskRules

ces:notificationMa
sks:update

GET /v2/{project_id}/
notification-masks/
{notification_mask_id}/
resources

ces:alarms:listNotificatio
nMaskResources

ces:notificationMa
sks:list

POST /v2/{project_id}/
notification-masks/batch-delete

ces:alarms:deleteNotifica
tionMaskRules

ces:notificationMa
sks:delete

POST /v2/{project_id}/
notification-masks/batch-query

ces:alarms:listNotificatio
nMaskRules

ces:notificationMa
sks:list

POST /v2/{project_id}/
notification-masks/batch-
update

ces:alarms:putNotificatio
nMaskRules

ces:notificationMa
sks:update
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API Action Dependencies

GET /v2/{project_id}/one-click-
alarms

ces:alarms:listOneClickAl
arms

ces:oneClickAlarm
s:list

POST /v2/{project_id}/one-click-
alarms

ces:alarms:createOneClic
kAlarms

ces:oneClickAlarm
s:post

PUT /v2/{project_id}/one-click-
alarms/{one_click_alarm_id}/
alarm-rules/action

ces:alarms:putOneClickAl
arms

ces:oneClickAlarm
s:put

GET /v2/{project_id}/one-click-
alarms/{one_click_alarm_id}/
alarms

ces:alarms:listOneClickAl
arms

ces:oneClickAlarm
s:list

PUT /v2/{project_id}/one-click-
alarms/{one_click_alarm_id}/
alarms/{alarm_id}/policies/
action

ces:alarms:putOneClickAl
armPolicies

ces:oneClickAlarm
s:put

PUT /v2/{project_id}/one-click-
alarms/{one_click_alarm_id}/
notifications

ces:alarms:putOneClickAl
armNotifications

ces:oneClickAlarm
s:updateNotificati
ons

POST /v2/{project_id}/one-click-
alarms/batch-delete

ces:alarms:deleteOneClic
kAlarms

ces:oneClickAlarm
s:delete

POST /v2/{project_id}/alarms/
batch-delete

ces:alarms:deleteResourc
es

ces:alarms:put

GET /V1.0/{project_id}/alarm-
histories

ces:alarmHistory:list -

GET /v2/{project_id}/alarm-
histories

ces:alarmHistory:list -

POST /V1.0/{project_id}/alarm-
template

ces:customAlarmTemplat
es:create

-

POST /v2/{project_id}/alarm-
templates

ces:customAlarmTemplat
es:create

-

DELETE /V1.0/{project_id}/
alarm-template/{template_id}

ces:customAlarmTemplat
es:delete

-

POST /v2/{project_id}/alarm-
templates/batch-delete

ces:customAlarmTemplat
es:delete

-

GET /v2/{project_id}/alarm-
templates/{template_id}

ces:customAlarmTemplat
es:get

ces:customAlarmT
emplates:list

GET /V1.0/{project_id}/alarm-
template

ces:customAlarmTemplat
es:list

-

GET /v2/{project_id}/alarm-
templates

ces:customAlarmTemplat
es:list

-
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API Action Dependencies

GET /v2/{project_id}/alarm-
templates/{template_id}/
association-alarms

ces:customAlarmTemplat
es:listAssociatedAlarms

ces:customAlarmT
emplates:list

PUT /V1.0/{project_id}/alarm-
template/{template_id}

ces:customAlarmTemplat
es:put

-

PUT /v2/{project_id}/alarm-
templates/{template_id}

ces:customAlarmTemplat
es:put

-

GET /V1.0/{project_id}/quotas ces:quotas:get -

GET /V1.0/{project_id}/event/
{event_name}

ces:events:get -

GET /V1.0/{project_id}/events ces:events:list -

GET /v3/{project_id}/agent-
invocations

ces:agent:listTaskInvocati
ons

ces:taskInvocation:
get

POST /v3/{project_id}/agent-
invocations/batch-create

ces:agent:createAgentInv
ocations

ces:taskInvocation:
post

POST /V1.0/{project_id}/events ces:events:post -

POST /v2/{project_id}/resource-
groups/{group_id}/resources/
batch-create

ces:resourceGroups:addR
esources

ces:resourceGroup
s:put

POST /V1.0/{project_id}/
resource-groups

ces:resourceGroups:creat
e

-

POST /v2/{project_id}/resource-
groups

ces:resourceGroups:creat
e

-

DELETE /V1.0/{project_id}/
resource-groups/{group_id}

ces:resourceGroups:delet
e

-

POST /v2/{project_id}/resource-
groups/batch-delete

ces:resourceGroups:delet
e

-

POST /v2/{project_id}/resource-
groups/{group_id}/resources/
batch-delete

ces:resourceGroups:delet
eResources

ces:resourceGroup
s:put

GET /V1.0/{project_id}/
resource-groups/{group_id}

ces:resourceGroups:get -

GET /v2/{project_id}/resource-
groups/{group_id}

ces:resourceGroups:get -

GET /v2/{project_id}/resource-
groups/{group_id}/services/
{service}/resources

ces:resourceGroups:getSe
rviceResources

ces:resourceGroup
s:get

Organizations
User Guide 5 Managing SCPs

Issue 01 (2025-02-25) Copyright © Huawei Cloud Computing Technologies Co., Ltd. 1463



API Action Dependencies

GET /V1.0/{project_id}/
resource-groups

ces:resourceGroups:list ces:resourceGroup
s:get

GET /v2/{project_id}/resource-
groups

ces:resourceGroups:list ces:resourceGroup
s:get

PUT /V1.0/{project_id}/
resource-groups/{group_id}

ces:resourceGroups:put -

PUT /v2/{project_id}/resource-
groups/{group_id}

ces:resourceGroups:put -

GET /v2/{project_id}/
{resource_type}/tags

ces:tags:list -

GET /V1.0/{project_id}/event-
data

ces:eventData:get ces:sapEventData:l
ist

POST /v3/{project_id}/agent-
status/batch-query

ces:agent:listStatuses -

 

Resources
A resource type indicates the resources that an SCP is applied. If you specify a
resource type for any action in Table 5-256, the resource URN must be specified in
the SCP statements using that action, and the SCP applies only to resources of this
type. If no resource type is specified, the Resource element is marked with an
asterisk (*) and the SCP applies to all resources. You can also set condition keys in
an SCP policy to define resource types.

The following table lists the resource types that you can specify in SCP statements
for Cloud Eye.

Table 5-256 Resource types supported by Cloud Eye

Resource Type URN

alarm ces:<region>:<account-id>:alarm:<alarm-id>

dashboard ces:<region>:<account-id>:dashboard:<dashboard-id>

 

Conditions
Cloud Eye does not support service-specific condition keys in an SCP.

It can only use global condition keys applicable to all services. For details, see
Global Condition Keys.
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5.10.13.17 IAM Identity Broker

Organizations also provides Service Control Policies (SCPs) to set access control
policies.

SCPs do not actually grant any permissions to a principal. They only set the
permissions boundary for the principal. When SCPs are attached to a member
account or an organizational unit (OU), they do not directly grant permissions to
that member account or OU. Instead, the SCPs just determine what permissions
are available for that member account or the member accounts under that OU.

This section describes the elements used by Organizations SCPs. The elements
include actions, resources, and conditions.

For details about how to use these elements to create a custom SCP, see Creating
an SCP.

Actions

Actions are specific operations that are allowed or denied in an SCP.

● The Access Level column describes how the action is classified (List, Read, or
Write). This classification helps you understand the level of access that an
action grants when you use it in an SCP.

● The Resource Type column indicates whether the action supports resource-
level permissions.

– You can use a wildcard (*) to indicate all resource types. If this column is
empty (-), the action does not support resource-level permissions, and
you must specify all resources ("*") in your SCP statements.

– If this column includes a resource type, you must specify the URN in the
Resource element of your statements.

– Required resources are marked with asterisks (*) in the table. If you
specify a resource in a statement using this action, then it must be of this
type.

For details about the resource types defined by IAM Identity Broker, see
Resources.

● The Condition Key column contains keys that you can specify in the
Condition element of an SCP statement.

– If the Resource Type column has values for an action, the condition key
takes effect only for the listed resource types.

– If the Resource Type column is empty (-) for an action, the condition key
takes effect for all resources that action supports.

– If the Condition Key column is empty (-) for an action, the action does
not support any condition keys.

For details about the condition keys defined by IAM Identity Broker, see
Conditions.

The following table lists the actions that you can define in policy statements for
IAM Identity Broker.
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Table 5-257 Actions supported by IAM Identity Broker

Action Description Access
Level

Resour
ce Type
(*:
require
d)

Condition Key

AgenciesAnywher
e:trustAnchor:crea
te

Grants permission
to create a trust
anchor.

Write - ● g:TagKeys
● g:RequestTag/

<tag-key>

AgenciesAnywher
e:trustAnchor:ena
ble

Grants permission
to enable a trust
anchor.

Write trustAn
chor *

-

- g:ResourceTag/
<tag-key>

AgenciesAnywher
e:trustAnchor:disa
ble

Grants permission
to disable a trust
anchor.

Write trustAn
chor *

-

- g:ResourceTag/
<tag-key>

AgenciesAnywher
e:trustAnchor:upd
ate

Grants permission
to modify a trust
anchor.

Write trustAn
chor *

-

- g:ResourceTag/
<tag-key>

AgenciesAnywher
e:trustAnchor:get

Grants permission
to query details
about a trust
anchor.

Read trustAn
chor *

-

- g:ResourceTag/
<tag-key>

AgenciesAnywher
e:trustAnchor:list

Grants permission
to list trust
anchors.

List - -

AgenciesAnywher
e:trustAnchor:dele
te

Grants permission
to delete a trust
anchor.

Write trustAn
chor *

-

- g:ResourceTag/
<tag-key>

AgenciesAnywher
e:trustAnchor:put
NotificationSet-
tings

Grants permission
to set notification
settings for a trust
anchor.

Write trustAn
chor *

g:ResourceTag/
<tag-key>

AgenciesAnywher
e:trustAnchor:rese
tNotificationSet-
tings

Grants permission
to reset the
notification
settings for a trust
anchor.

Write trustAn
chor *

g:ResourceTag/
<tag-key>
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Action Description Access
Level

Resour
ce Type
(*:
require
d)

Condition Key

AgenciesAnywher
e:profile:create

Grants permission
to create a profile.

Write - ● g:TagKeys
● g:RequestTag/

<tag-key>

AgenciesAnywher
e:profile:enable

Grants permission
to enable a
profile.

Write profile * -

- g:ResourceTag/
<tag-key>

AgenciesAnywher
e:profile:disable

Grants permission
to disable a
profile.

Write profile * -

- g:ResourceTag/
<tag-key>

AgenciesAnywher
e:profile:update

Grants permission
to modify a
profile.

Write profile * -

- g:ResourceTag/
<tag-key>

AgenciesAnywher
e:profile:get

Grants permission
to query profile
details.

Read profile * -

- g:ResourceTag/
<tag-key>

AgenciesAnywher
e:profile:list

Grants permission
to list profiles.

List - -

AgenciesAnywher
e:profile:delete

Grants permission
to delete a profile.

Write profile * -

- g:ResourceTag/
<tag-key>

AgenciesAnywher
e::listResourcesBy-
Tag

Grants permission
to list resources or
the resource
quantity by tag.

List - ● g:TagKeys
● g:RequestTag/

<tag-key>

AgenciesAnywher
e::tagResource

Grants permission
to tag a specified
resource.

Tagging trustAn
chor

g:ResourceTag/
<tag-key>

profile g:ResourceTag/
<tag-key>

crl g:ResourceTag/
<tag-key>

- ● g:TagKeys
● g:RequestTag/

<tag-key>
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Action Description Access
Level

Resour
ce Type
(*:
require
d)

Condition Key

AgenciesAnywher
e::unTagResource

Grants permission
to untag a
specified resource.

Tagging trustAn
chor

g:ResourceTag/
<tag-key>

profile g:ResourceTag/
<tag-key>

crl g:ResourceTag/
<tag-key>

- ● g:TagKeys
● g:RequestTag/

<tag-key>

AgenciesAnywher
e::listTagsForReso
urce

Grants permission
to list the tags of
a specified
resource.

List profile g:ResourceTag/
<tag-key>

crl g:ResourceTag/
<tag-key>

trustAn
chor

g:ResourceTag/
<tag-key>

AgenciesAnywher
e::listTags

Grants permission
to list resource
tags.

List - -

AgenciesAnywher
e:crl:import

Grants permission
to import a
certificate
revocation list.

Write - ● g:TagKeys
● g:RequestTag/

<tag-key>

AgenciesAnywher
e:crl:enable

Grants permission
to enable a
certificate
revocation list.

Write crl * -

- g:ResourceTag/
<tag-key>

AgenciesAnywher
e:crl:disable

Grants permission
to disable a
certificate
revocation list.

Write crl * -

- g:ResourceTag/
<tag-key>

AgenciesAnywher
e:crl:update

Grants permission
to update a
certificate
revocation list.

Write crl * -

- g:ResourceTag/
<tag-key>

AgenciesAnywher
e:crl:get

Grants permission
to query a
certificate
revocation list.

Read crl * -

- g:ResourceTag/
<tag-key>
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Action Description Access
Level

Resour
ce Type
(*:
require
d)

Condition Key

AgenciesAnywher
e:crl:list

Grants permission
to list the
certificate
revocation lists.

List - -

AgenciesAnywher
e:crl:listForTrustAn
chor

Grants permission
to list the
certificate
revocation lists of
a specified trust
anchor.

List trustAn
chor *

g:ResourceTag/
<tag-key>

AgenciesAnywher
e:crl:delete

Grants permission
to delete a
certificate
revocation list.

Write crl * -

- g:ResourceTag/
<tag-key>

 

Resources
A resource type indicates the resources that an SCP applies to. If you specify a
resource type for any action in Table 5-258, the resource URN must be specified in
the SCP statements using that action, and the SCP applies only to resources of this
type. If no resource type is specified, the Resource element is marked with an
asterisk (*) and the SCP applies to all resources. You can also set condition keys in
an SCP to define resource types.

The following table lists the resource types that you can define in SCP statements
for IAM Identity Broker.

Table 5-258 Resources supported by IAM Identity Broker

Resource URN

profile AgenciesAnywhere::<account-id>:profile:<profile-id>

crl AgenciesAnywhere::<account-id>:crl:<crl-id>

trustAnchor AgenciesAnywhere::<account-id>:trustAnchor:<trust-
anchor-id>

 

Conditions
IAM Identity Broker does not support service-specific condition keys in SCPs. It can
only use global condition keys applicable to all services. For details, see Global
Condition Keys.

Organizations
User Guide 5 Managing SCPs

Issue 01 (2025-02-25) Copyright © Huawei Cloud Computing Technologies Co., Ltd. 1469



5.10.14 User Support

5.10.14.1 Billing Center

The Organizations service provides Service Control Policies (SCPs) for access
control.

SCPs do not actually grant any permissions to a principal. They only set the
permissions boundary for the principal. When SCPs are attached to a member
account or an organizational unit (OU), they do not directly grant permissions to
that member account or OU. Instead, the SCPs just determine what permissions
are available for that member account or the member accounts under that OU.

This section describes the elements used by Organizations SCPs. The elements
include actions, resources, and conditions.

For details about how to use these elements to edit a custom SCP policy, see
Creating an SCP.

Actions

Actions are specific operations that are allowed or denied in an SCP.

● The Access Level column describes how the action is classified (List, Read, or
Write). This classification helps you understand the level of access that an
action grants when you use it in an SCP.

● The Resource Type column indicates whether the action supports resource-
level permissions.

– You can use a wildcard (*) to indicate all resource types. If this column is
empty (-), the action does not support resource-level permissions, and
you must specify all resources ("*") in your SCP statements.

– If this column includes a resource type, you must specify the URN in the
Resource element of your statements.

– Required resources are marked with asterisks (*) in the table. If you
specify a resource in a statement using this action, then it must be of this
type.

● The Condition Key column contains keys that you can specify in the
Condition element of an SCP statement.

– If the Resource Type column has values for an action, the condition key
takes effect only for the listed resource types.

– If the Resource Type column is empty (-) for an action, the condition key
takes effect for all resources that action supports.

– If the Condition Key column is empty (-) for an action, the action does
not support any condition keys.

The following table lists the actions that you can define in SCPs for the Billing
Center.
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Table 5-259 Supported actions

Action Description Access
Level

Resourc
e Type

Conditio
n Key

billing:balance:updat
e

Grants the permission to withdraw
money, top up the account, make
payments, and enable the balance
alerting.

write - -

billing:balance:view Grants the permission to view account
statements, payment records,
expenditure quotas, accounting
adjustment records, and arrears.

list - g:Enterpr
iseProjec
tId

billing:bill:update Grants the permission to set bills. write - -

billing:bill:view Grants the permission to view bills,
expenditures of the current month, and
expenditure growth.

list - g:Enterpr
iseProjec
tId

billing:resourcePacka
ges:view

Grants the permission to view resource
packages, remaining resources, and
resource usage, and to export the
resource usage details.

list - -

billing:resourcePacka
ges:update

Grants the permission to set alerts for
remaining resources in resource
packages.

write - -

billing:billDetail:upd
ate

Grants the permission to set bill details. write - g:Enterpr
iseProjec
tId

billing:billDetail:view Grants the permission to view bill
details.

read - g:Enterpr
iseProjec
tId

billing:contract:upda
te

Grants the permission to view offline
contracts.

write - -

billing:coupon:view Grants the permission to view and
activate coupons.

read - -

billing:contract:view
Discount

Grants the permission to view
commercial discounts.

read - -

billing:invoice:mana
ge

Grants the permission to manage
invoices.

write - -

billing:invoice:view Grants the permission to view invoice
records and details.

read - -

billing:invoice:export Grants the permission to export invoice
information and download invoices.

read - -
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Action Description Access
Level

Resourc
e Type

Conditio
n Key

billing:order:pay Grants the permission to pay for the
orders.

write - g:Enterpr
iseProjec
tId

billing:order:view Grants the permission to view order
information and pay-per-usage
resource packages.

list - g:Enterpr
iseProjec
tId

billing:subscription:r
enew

Grants the permission to renew
resources, enable auto-renewal, set
expiration policies, and change the
billing mode from pay-per-use to
yearly/monthly.

write - g:Enterpr
iseProjec
tId

billing:subscription:vi
ew

Grants the permission to view
renewable subscriptions and query the
resources that can be changed from
pay-per-use to yearly/monthly.

list - g:Enterpr
iseProjec
tId

billing:subscription:u
nsubscribe

Grants the permission to view the
resources that can be unsubscribed
from and have been unsubscribed
from.

write - g:Enterpr
iseProjec
tId

billing:bill:export Grants the permission to export the bill
summary.

read - g:Enterpr
iseProjec
tId

billing:billDetail:exp
ort

Grants the permission to export the bill
details.

read - g:Enterpr
iseProjec
tId

billing:balance:expor
t

Grants the permission to export the
transaction and payment records.

read - -

billing:consumption:
view

Grants the permission to view
expenditure breakdown by enterprise
project.

read - -

billing::activeEPFina
nce

Grants the permission to enable
Enterprise Project.

write - -

billing::activeEPFund
Quota

Grants the permission to enable or
disable the fund quota function for
enterprise projects.

write - -

billing::viewEPFund
Quota

Grants the permission to query the
fund quota of an enterprise project.

read - -

billing::updateEPFun
dQuota

Grants the permission to modify the
fund quota of an enterprise project.

write - -
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Action Description Access
Level

Resourc
e Type

Conditio
n Key

billing::listEPFundQu
otaHistory

Grants the permission to view the fund
quota adjustment records of enterprise
projects.

read - -

billing::updateEPGro
up

Grants the permission to modify the
enterprise project groups.

write - -

billing::viewEPGroup Grants the permission to view
enterprise project groups.

read - -

 

Resources
Billing Center does not support resource-specific permission control in SCPs. If you
want to allow access to Billing Center, use the wildcard (*) for the Resource
element to apply SCPs to all resources.

Conditions
Billing Center does not support service-specific condition keys in SCPs. It can only
use global condition keys applicable to all services. For details, see Global
Condition Keys.

5.10.14.2 Cost Center
The Organizations service provides Service Control Policies (SCPs) for access
control.

SCPs do not actually grant any permissions to a principal. They only set the
permissions boundary for the principal. When SCPs are attached to a member
account or an organizational unit (OU), they do not directly grant permissions to
that member account or OU. Instead, the SCPs just determine what permissions
are available for that member account or the member accounts under that OU.

This section describes the elements used by Organizations SCPs. The elements
include actions, resources, and conditions.

For details about how to use these elements to edit a custom SCP policy, see
Creating an SCP.

Actions
Actions are specific operations that are allowed or denied in an SCP.

● The Access Level column describes how the action is classified (such as list,
read, or write). This classification helps you understand the level of access
that an action grants when you use it in an SCP.

● The Resource Type column indicates whether the action supports resource-
level permissions. Actions supported by Cost Center are valid for all resources.
You can use a wildcard (*) to indicate all resource types.
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– You can use a wildcard (*) to indicate all resource types. If this column is
empty (-), the action does not support resource-level permissions, and
you must specify all resources ("*") in your SCP statements.

– If this column includes a resource type, you must specify the URN in the
Resource element of your statements.

– Required resources are marked with asterisks (*) in the table. If you
specify a resource in a statement using this action, then it must be of this
type.

● The Condition Key column contains keys that you can specify in the
Condition element of an SCP statement.

– If the Resource Type column has values for an action, the condition key
takes effect only for the listed resource types.

– If the Resource Type column is empty (-) for an action, the condition key
takes effect for all resources that action supports.

– If the Condition Key column is empty (-) for an action, the action does
not support any condition keys.

The following table lists the actions that you can define in SCPs for Cost Center.

Table 5-260 Supported actions

Action Description Access
Level

Resource
Type

Condit
ion
Key

costCenter:cost
Analysis:listCost
s

Grants permission to view
cost analysis.

read - -

costCenter:cost
Analysis:config
Report

Grants permission to
manage cost reports,
including creating,
modifying, and deleting
custom reports.

write - -

costCenter:cost
Analysis:listRep
orts

Grants permission to view a
list of cost reports.

read - -

costCenter:cost
Detail:listCostD
etails

Grants permission to view
cost details.

read - -

costCenter:bud
get:configBudg
et

Grants permission to
manage budgets, including
creating, modifying, and
deleting budgets.

write - -

costCenter:bud
get:viewBudget

Grants permission to view
budget information,
including the budget list
and budget details.

read - -
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Action Description Access
Level

Resource
Type

Condit
ion
Key

costCenter:bud
get:deleteBudg
etReport

Grants permission to delete
a budget report.

write - -

costCenter:bud
get:configBudg
etReport

Grants permission to add
and modify a budget report.

write - -

costCenter:bud
get:viewBudget
Report

Grants permission to view
budget reports, including
the budget list and budget
details.

read - -

costCenter:cost
AnomalyDetecti
on:deleteMonit
or

Grants permission to delete
a cost monitor.

write - -

costCenter:cost
AnomalyDetecti
on:configMonit
or

Grants permission to add
and edit a cost monitor.

write - -

costCenter:cost
AnomalyDetecti
on:viewMonitor

Grants permission to view
cost monitors and
anomalies.

read - -

costCenter:cost
AnomalyDetecti
on:configMonit
orAlert

Grants permission to
configure alerting for cost
anomalies.

write - -

costCenter:cost
AnomalyDetecti
on:viewMonitor
Alert

Grants permission to view
cost anomaly alerts.

read - -

costCenter:cost
AnomalyDetecti
on:provideFeed
back

Grants permission to
provide feedback on cost
anomalies.

read - -

costCenter:reco
mmendation:vi
ewRecommend
ationSummary

Grants permission to view
the summary of cost
optimization
recommendations.

read - -
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Action Description Access
Level

Resource
Type

Condit
ion
Key

costCenter:reco
mmendation:vi
ewRecommend
ationSubscripti
on

Grants permission to query
subscriptions to cost
optimization
recommendations.

read - -

costCenter:reco
mmendation:co
nfigRecommen
dationSubscript
ion

Grants permission to
configure or delete
subscriptions to cost
optimization
recommendations.

write - -

costCenter:reco
mmendation:vi
ewYearlyMonth
lyRecommenda
tion

Grants permission to view
the cost optimization option
of changing pay-per-use to
yearly/monthly.

read - -

costCenter:reco
mmendation:vi
ewResourcePkg
Recommendati
on

Grants permission to view
resource package purchase
recommendations.

read - -

costCenter:reco
mmendation:vi
ewResourceOpt
imizeRecomme
ndation

Grants permission to view
optimization
recommendations for idle
resources.

read - -

costCenter:reco
mmendation:co
nfigPreference

Grants permission to define
idle resource identifying
rules.

write - -

costCenter:cost
Tag:updateStat
us

Grants permission to
activate or deactivate cost
tags.

write - -

costCenter:cost
Tag:listCostTags

Grants permission to view
cost tags.

read - -

costCenter:cost
Category:delete
CostCategory

Grants permission to delete
cost categories.

write - -

costCenter:cost
Category:config
CostCategory

Grants permission to
configure cost categories,
including creating and
editing cost categories.

write - -
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Action Description Access
Level

Resource
Type

Condit
ion
Key

costCenter:cost
Category:viewC
ostCategory

Grants permission to view
cost category information,
including the cost category
list and the details of each
cost category.

read - -

costCenter:reso
urcePackage:vie
wResourcePkgA
nalysis

Grants permission to view
the analysis of resource
package utilization and
coverage.

read - -

costCenter:savi
ngsPlans:viewS
avingsPlansAna
lysis

Grants permission to view
the analysis of savings plan
utilization and coverage.

read - -

costCenter:reser
veInstance:view
RIAnalysis

Grants permission to view
the analysis of reserved
instance utilization and
coverage.

read - -

costCenter:savi
ngsPlans:viewS
avingsPlans

Grants permission to view
savings plans.

read - -

costCenter:reco
mmendation:vi
ewSavingsPlans
Recommendati
on

Grants permission to view
savings plans purchase
recommendations.

read - -

costCenter::upd
ateCostConfig

Grants permission to enable
Cost Center functions.

write - -

costCenter:pref
erence:delete

Grants permission to disable
Cost Center functions.

write - -

costCenter:cost
detailreport:vie
wReportTask

Grants permission to view
the task list for exporting
cost details to OBS.

read - -

costCenter:cost
detailreport:conf
igReportTask

Grants permission to create,
modify, or delete the tasks
for exporting cost details to
OBS.

write - -

costCenter:help
er:listCostAlloca
tions

Grants permission to view
the percentage of allocated
costs.

list - -
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Action Description Access
Level

Resource
Type

Condit
ion
Key

costCenter:help
er:viewCostRati
ng

Grants permission to view
cost allocation maturity
rating.

read - -

 

Resources
Cost Center does not support resource-specific permission control in SCPs. If you
want to allow access to Cost Center, use the wildcard (*) for the Resource element
to apply SCPs to all resources.

Conditions
Cost Center does not support service-specific condition keys in SCPs. It can only
use global condition keys applicable to all services. For details, see Global
Condition Keys.

5.10.14.3 My Account
The Organizations service provides Service Control Policies (SCPs) for access
control.

SCPs do not actually grant any permissions to an entity. They only set the
permissions boundary for the entity. When SCPs are attached to a member
account or an organizational unit (OU), they do not directly grant permissions to
that member account or OU. Instead, the SCPs only determine what permissions
are available for that member account or the member accounts under that OU.

This section describes the elements used by Organizations SCPs. The elements
include actions, resources, and conditions.

For details about how to use these elements to edit a custom SCP policy, see
Creating an SCP.

Actions
Actions are specific operations that are allowed or denied in an SCP.

● The Access Level column describes how the action is classified (List, Read, or
Write). This classification helps you understand the level of access that an
action grants when you use it in an SCP.

● The Resource Type column indicates whether the action supports resource-
level permissions. Actions supported by Account Center are valid for all
resources. You can use a wildcard (*) to indicate all resource types.
– You can use a wildcard (*) to indicate all resource types. If this column is

empty (-), the action does not support resource-level permissions, and
you must specify all resources ("*") in your SCP statements.

– If this column includes a resource type, you must specify the URN in the
Resource element of your statements.
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– Required resources are marked with asterisks (*) in the table. If you
specify a resource in a statement using this action, then it must be of this
type.

● The Condition Key column contains keys that you can specify in the
Condition element of an SCP statement.
– If the Resource Type column has values for an action, the condition key

takes effect only for the listed resource types.
– If the Resource Type column is empty (-) for an action, the condition key

takes effect for all resources that action supports.
– If the Condition Key column is empty (-) for an action, the action does

not support any condition keys.

The following table lists the actions that you can define in SCPs for Account
Center.

Table 5-261 Supported actions

Action Description Access
Level

Resou
rce
Type
(*:
requir
ed)

Conditi
on Key

account:acco
untInfo:upda
te

Grants permission to update
account information, including
real-name authentication, basic
information, and preferences.

Write - -

account:cps:
view

Grants permission to view the
promotion data of
Recommendations and Rebates by
cloud promoters.

Read - -

account:cps:
update

Grants permission to join the
reward promotion program.

Write - -

account:privi
lege:view

Grants permission to view my
privileges and prizes.

Read - -

account::clos
e

Grants permission to close, disable,
and restore Huawei Cloud services.

Write - -

 

Resources
Account Center does not support resource-specific permission control in SCPs. If
you want to allow access to Account Center, use the wildcard (*) for the Resource
element to apply SCPs to all resources.
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Conditions

Account Center does not support service-specific condition keys in SCPs. It can
only use global condition keys applicable to all services. For details, see Global
Condition Keys.

5.10.14.4 Enterprise Center

SCPs allow you to use the elements described below.

SCPs do not actually grant any permissions to a principal. They only set the
permissions boundary for the principal. When SCPs are attached to a member
account or an organizational unit (OU), they do not directly grant permissions to
that member account or OU. Instead, the SCPs just determine what permissions
are available for that member account or the member accounts under that OU.

This section describes the elements used by Organizations SCPs. The elements
include actions, resources, and conditions.

For details about how to use these elements to edit a custom SCP policy, see
Creating an SCP.

Actions

Actions are specific operations that are allowed or denied in an SCP.

● The Access Level column describes how the action is classified (List, Read, or
Write). This classification helps you understand the level of access that an
action grants when you use it in an SCP.

● The Resource Type column indicates whether the action supports resource-
level permissions. Actions supported by Enterprise Center are valid for all
resources. You can use a wildcard (*) to indicate all resource types.
– You can use a wildcard (*) to indicate all resource types. If this column is

empty (-), the action does not support resource-level permissions, and
you must specify all resources ("*") in your SCP statements.

– If this column includes a resource type, you must specify the URN in the
Resource element of your statements.

– Required resources are marked with asterisks (*) in the table. If you
specify a resource in a statement using this action, then it must be of this
type.

● The Condition Key column contains keys that you can specify in the
Condition element of an SCP statement.
– If the Resource Type column has values for an action, the condition key

takes effect only for the listed resource types.
– If the Resource Type column is empty (-) for an action, the condition key

takes effect for all resources that action supports.
– If the Condition Key column is empty (-) for an action, the action does

not support any condition keys.

The following table lists the actions that you can define in SCPs for Enterprise
Center.
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Table 5-262 Supported actions

Action Description Access
Level

Resour
ce
Type
(*:
require
d)

Conditio
n Key

businessUnitCen-
ter:bill:update

Grants
permission to
perform
operations bills
for enterprise
members.

Write - -

businessUnitCenter:bill:view Grants
permission to
view bills of
member
accounts.

Read - -

businessUnitCen-
ter:billDetail:update

Grants
permission to
perform
operations on
bill details for
enterprise
members.

Write - -

businessUnitCen-
ter:billDetail:view

Grants
permission to
view bill details
of member
accounts.

Read - -

businessUnitCen-
ter:businessUnitFinance:up
date

Grants
permission to
modify
organization
accounting
information.

Write - -

businessUnitCen-
ter:businessUnitFinance:vie
w

Grants
permission to
view
organization
accounting
information.

Read - -

businessUnitCen-
ter:businessUnit:update

Grants
permission to
modify
organizations
and accounts.

Write - -
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Action Description Access
Level

Resour
ce
Type
(*:
require
d)

Conditio
n Key

businessUnitCen-
ter:businessUnit:view

Grants
permission to
view
organizations
and accounts.

Read - -

businessUnitCen-
ter:businessUnitBudg-
et:update

Grants
permission to
perform
operations on
organization
budgets.

Write - -

businessUnitCen-
ter:businessUnitBudg-
et:view

Grants
permission to
view
organization
budgets.

Read - -

businessUnitCen-
ter:businessUnitPoli-
cy:update

Grants
permission to
modify
organization
policies.

Write - -

businessUnitCenter::active Grants
permission to
enable and
disable
Enterprise
Center.

Write - -

 

Resources
Enterprise Center does not support resource-specific permission control in SCPs. If
you need to allow access to Enterprise Center, use the wildcard (*) for the
Resource element to apply SCPs to all resources.

Conditions
Enterprise Center does not support service-specific condition keys in SCPs. It can
only use global condition keys applicable to all services. For details, see Global
Condition Keys.
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5.10.14.5 Message Center

The Organizations service provides Service Control Policies (SCPs) for access
control.

SCPs do not actually grant any permissions to a principal. They only set the
permissions boundary for the principal. When SCPs are attached to a member
account or an organizational unit (OU), they do not directly grant permissions to
that member account or OU. Instead, the SCPs just determine what permissions
are available for that member account or the member accounts under that OU.

This section describes the elements used by Organizations SCPs. The elements
include actions, resources, and conditions.

For details about how to use these elements to edit a custom SCP policy, see
Creating an SCP.

Actions

Actions are specific operations that are allowed or denied in an SCP.

● The Access Level column describes how the action is classified (List, Read, or
Write). This classification helps you understand the level of access that an
action grants when you use it in an SCP.

● The Resource Type column indicates whether the action supports resource-
level permissions. Actions supported by Message Center are valid for all
resources. You can use a wildcard (*) to indicate all resource types.

● The Condition Key column contains keys that you can specify in the
Condition element of an SCP statement.

– If the Resource Type column has values for an action, the condition key
takes effect only for the listed resource types.

– If the Resource Type column is empty (-) for an action, the condition key
takes effect for all resources that action supports.

– If the Condition Key column is empty (-) for an action, the action does
not support any condition keys.

The following table lists the actions that you can define in SCPs for Message
Center.

Table 5-263 Supported actions

Action Grants Permission To Access
Level

Resourc
e Type
(*:
required
)

Conditio
n Key

messageCenter:finan
ceMsg:view

● View, mark, and delete financial
messages.

● View settings on the SMS & Email
Settings and Voice Settings pages.

read * N/A
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Action Grants Permission To Access
Level

Resourc
e Type
(*:
required
)

Conditio
n Key

messageCenter:finan
ceMsg:subscribe

● View settings on the SMS & Email
Settings and Voice Settings pages.

● Modify the message receiving
method for financial messages.

write * N/A

messageCenter:finan
ceMsg:delete

● View settings on the SMS & Email
Settings and Voice Settings pages.

read * N/A

messageCenter:filing
Msg:view

● View, mark, and delete filing
messages.

● View settings on the SMS & Email
Settings and Voice Settings pages.

read * N/A

messageCenter:filing
Msg:subscribe

● View settings on the SMS & Email
Settings and Voice Settings pages.

● Modify the message receiving
method for filing messages.

write * N/A

messageCenter:filing
Msg:delete

● View settings on the SMS & Email
Settings and Voice Settings pages.

read * N/A

messageCenter:cont
ractMsg:view

● View, mark, and delete contract and
commerce messages.

● View settings on the SMS & Email
Settings and Voice Settings pages.

read * N/A

messageCenter:cont
ractMsg:subscribe

● View settings on the SMS & Email
Settings and Voice Settings pages.

● Modify the message receiving
method for contract and commerce
messages.

write * N/A

messageCenter:cont
ractMsg:delete

● View settings on the SMS & Email
Settings and Voice Settings pages.

read * N/A

messageCenter:cam
paignsMsg:view

● View, mark, and delete campaign
messages.

● View settings on the SMS & Email
Settings and Voice Settings pages.

read * N/A

messageCenter:cam
paignsMsg:subscribe

● View settings on the SMS & Email
Settings and Voice Settings pages.

● Modify the message receiving
method for campaign messages.

write * N/A

messageCenter:cam
paignsMsg:delete

● View settings on the SMS & Email
Settings and Voice Settings pages.

read * N/A
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Action Grants Permission To Access
Level

Resourc
e Type
(*:
required
)

Conditio
n Key

messageCenter:prod
uctMsg:view

● View, mark, and delete product
messages.

● View settings on the SMS & Email
Settings and Voice Settings pages.

read * N/A

messageCenter:prod
uctMsg:subscribe

● View settings on the SMS & Email
Settings and Voice Settings pages.

● Modify the message receiving
method for product messages.

write * N/A

messageCenter:prod
uctMsg:delete

● View settings on the SMS & Email
Settings and Voice Settings pages.

read * N/A

messageCenter:om
Msg:view

● View, mark, and delete O&M
messages.

● View settings on the SMS & Email
Settings and Voice Settings pages.

read * N/A

messageCenter:om
Msg:subscribe

● View settings on the SMS & Email
Settings and Voice Settings pages.

● Modify the message receiving
method for O&M messages.

write * N/A

messageCenter:om
Msg:delete

● View settings on the SMS & Email
Settings and Voice Settings pages.

read * N/A

messageCenter:secu
rityMsg:view

● View, mark, and delete security
messages.

● View settings on the SMS & Email
Settings and Voice Settings pages.

read * N/A

messageCenter:secu
rityMsg:subscribe

● View settings on the SMS & Email
Settings and Voice Settings pages.

● Modify the message receiving
method for security messages.

write * N/A

messageCenter:secu
rityMsg:delete

● View settings on the SMS & Email
Settings and Voice Settings pages.

read * N/A

messageCenter:recip
ient:view

● View settings on the SMS & Email
Settings and Recipient
Management pages.

read * N/A

messageCenter:recip
ient:update

● View settings on the SMS & Email
Settings page. Add recipients on the
Recipient Management page. (This
action must be used together with
messageCenter:recipient:view.)

write * N/A
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Resources
Message Center does not support resource-specific permission control in SCPs. If
you want to allow access to Message Center, use the wildcard (*) for the Resource
element to apply SCPs to all resources.

Conditions
Message Center does not support service-specific condition keys in SCPs. It can
only use global condition keys applicable to all services. For details, see Global
Condition Keys.

5.10.14.6 Customer Operation Capabilities
The Organizations service provides Service Control Policies (SCPs) to set access
control policies.

SCPs do not actually grant any permissions to a principal. They only set the
permissions boundary for the principal. When SCPs are attached to a member
account or an organizational unit (OU), they do not directly grant permissions to
that member account or OU. Instead, the SCPs just determine what permissions
are available for that member account or the member accounts under that OU.

This section describes the elements used by IAM custom identity policies and
Organizations SCPs. The elements include actions, resources, and conditions.

For details about how to use these elements to create a custom SCP, see Creating
an SCP.

Actions
Actions are specific operations that are allowed or denied in an SCP.

● The Access Level column describes how the action is classified (List, Read, or
Write). This classification helps you understand the level of access that an
action grants when you use it in an SCP.

● The Resource Type column indicates whether the action supports resource-
level permissions.
– You can use a wildcard (*) to indicate all resource types. If this column is

empty (-), the action does not support resource-level permissions, and
you must specify all resources ("*") in your SCP statements.

– If this column includes a resource type, you must specify the URN in the
Resource element of your statements.

– Required resources are marked with asterisks (*) in the table. If you
specify a resource in a statement using this action, then it must be of this
type.

For details about the resource types defined by Business Support System
(BSS), see Resources.

● The Condition Key column includes keys that you can specify in the
Condition element of an SCP statement.
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– If the Resource Type column has values for an action, the condition key
takes effect only for the listed resource types.

– If the Resource Type column is empty (-) for an action, the condition key
takes effect for all resources that action supports.

– If the Condition Key column is empty (-) for an action, the action does
not support any condition keys.

For details about the condition keys defined by BSS, see Conditions.

The following table lists the actions that you can define in SCP statements for BSS.

Table 5-264 Actions supported by BSS

Action Description Acces
s
Level

Resource
Type (*:
required)

Conditi
on Key

billing:contract:vi
ewDiscount

Grants the permission to
view discounts.

read - -

billing:balance:vie
w

Grants the permission to
view account statements,
payment records,
expenditure quotas, bill
adjustment records, and
arrears.

list - -

billing:coupon:vie
w

Grants the permission to
view coupons and stored-
value cards and activate
coupons.

read - -

billing:order:view Grants the permission to
view order information
and pay-per-usage
packages.

list - -

billing:order:pay Grants the permission to
pay for orders.

write - -

billing:subscriptio
n:renew

Grants the permission to
renew subscriptions,
enable auto-renewal, set
expiration policies, and
change pay-per-use
subscriptions to yearly/
monthly.

write - -

billing:subscriptio
n:unsubscribe

Grant the permission to
view resources that can
be or has been
unsubscribed from,
cancel delivery, and
return or replace
hardware.

write - -
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Action Description Acces
s
Level

Resource
Type (*:
required)

Conditi
on Key

billing:resourcePa
ckages:view

Grants the permission to
view resource packages,
view resource package
usage, and query and
export usage details.

list - -

billing:billDetail:vi
ew

Grants the permission to
view bill details.

read - -

billing:bill:view Grants the permission to
view bills, expenditures of
the current month, paid
resources in the last
seven days, and
expenditure trends.

list - -

costCenter:costAn
alysis:listCosts

Grants the permission to
view cost analysis.

read - -

Billing::activeEPFi
nance

Grants the permission to
enable the enterprise
project function.

write - -

businessUnitCen-
ter:businessUnit:v
iew

Grants the permission to
view organizations and
accounts.

read - -

billing:invoice:upd
ate

Grants the permission to
manage invoices, request
invoices, and manage
invoice titles and
addresses.

write - -

 

Each API usually supports one or more actions. Table 5-265 lists supported actions
and their dependencies.
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Table 5-265 APIs and actions (APIs listed do not require any dependency.)

Scenario Sub-
Scenario

API API URL Action Action
Descriptio
n

Managing
products

Querying
product
price

Querying
the price of
a pay-per-
use
product

POST /v2/
bills/
ratings/on-
demand-
resources

billing:cont
ract:viewDi
scount

Grants the
permission
to view
discount
and price
informatio
n.

Querying
the price of
a yearly/
monthly
product

POST /v2/
bills/
ratings/
period-
resources/
subscribe-
rate

billing:cont
ract:viewDi
scount

Grants the
permission
to view
discount
and price
informatio
n.

Querying
the
renewal
price of
yearly/
monthly
resources

POST /v2/
bills/
ratings/
period-
resources/
renew-rate

billing:cont
ract:viewDi
scount

Grants the
permission
to view
discount
and price
informatio
n.

Managing
accounts

Managing
accounts

Querying
the
Account
Balance

GET /v2/
accounts/
customer-
accounts/
balances

billing:bala
nce:view

Grants the
permission
to view
account
informatio
n.

Managing
transaction
s

Managing
coupons

Querying
coupons

GET /v2/
promotions
/benefits/
coupons

billing:coup
on:view

Grants the
permission
to view
discount
coupons,
flexi-
purchase
coupons,
and cash
coupons.

Managing
yearly/
monthly
orders

Querying
orders

GET /v2/
orders/
customer-
orders

billing:orde
r:view

Grants the
permission
to view
order
informatio
n.
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Scenario Sub-
Scenario

API API URL Action Action
Descriptio
n

Grants the
permission
to querying
order
details.

GET /v2/
orders/
customer-
orders/
details/
{order_id}

billing:orde
r:view

Grants the
permission
to view
order
informatio
n.

Paying for
Yearly/
Monthly
Orders

POST /v2/
orders/
customer-
orders/pay

billing:orde
r:pay

Grants the
permission
to pay for
orders.

Querying
Available
Discounts
for Orders

GET /v2/
orders/
customer-
orders/
order-
discounts

billing:cont
ract:viewDi
scount

Grants the
permission
to view
discount
and price
informatio
n.

Paying for
Yearly/
Monthly
Orders

POST /v3/
orders/
customer-
orders/pay

billing:orde
r:pay

Grants the
permission
to pay for
orders.

Querying
Refund
Order
Amount

GET /v2/
orders/
customer-
orders/
refund-
orders

billing:orde
r:view

Grants the
permission
to view
order
informatio
n.

Managing
yearly/
monthly
resources

Querying
Yearly/
monthly
Resources

POST /v2/
orders/
suscription
s/
resources/
query

● billing:s
ubscripti
on:view

● billing:o
rder:vie
w (to be
brought
offline)

Grants the
permission
to view
order
informatio
n.
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Scenario Sub-
Scenario

API API URL Action Action
Descriptio
n

Renewing
subscriptio
ns to
yearly/
monthly
resources

POST /v2/
orders/
subscriptio
ns/
resources/
renew

billing:subs
cription:ren
ew

Grants the
permission
to place
orders,
cancel
orders, and
modify
recipient
informatio
n.

Unsubscribi
ng from
yearly/
monthly
resources

POST /v2/
orders/
subscriptio
ns/
resources/
unsubscrib
e

billing:subs
cription:uns
ubscribe

Grants the
permission
to place
orders,
cancel
orders, and
modify
recipient
informatio
n. For
details, see
en-
us_topic_00
000018444
43526.xml.

Enabling
automatic
renewal for
yearly/
monthly
resources

POST /v2/
orders/
subscriptio
ns/
resources/
autorenew/
**

billing:subs
cription:ren
ew

Grants the
permission
to place
orders,
cancel
orders, and
modify
recipient
informatio
n.

Disabling
automatic
renewal for
yearly/
monthly
resources

DELETE /v2
/orders/
subscriptio
ns/
resources/
autorenew/
{resource_i
d}

billing:subs
cription:ren
ew

Grants the
permission
to place
orders,
cancel
orders, and
modify
recipient
informatio
n.
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Scenario Sub-
Scenario

API API URL Action Action
Descriptio
n

Enabling/
Canceling
the Change
from
Yearly/
Monthly
Subscriptio
ns to Pay-
Per-Use
upon
Expiration.

POST /v2/
orders/
subscriptio
ns/
resources/t
o-on-
demand

billing:subs
cription:ren
ew

Grants the
permission
to place
orders,
cancel
orders, and
modify
recipient
informatio
n.

Managing
resource
packages

Querying
resource
packages

POST /v3/
payments/
free-
resources/
query

billing:reso
urcePackag
es:view

Grants the
permission
to view
bills,
monthly
costs,
usage
details,
cost
manageme
nt,
expenditur
es and
revenues,
and cost
trends.

Querying
Resource
Package
Usage
Details

GET /v2/
bills/
customer-
bills/free-
resources-
usage-
records

● billing:re
sourceP
ackages:
view

● billing:bi
llDetail:
view (to
be
brought
offline)

Grants the
permission
to view
expenditur
e details,
resource
expenditur
es, bill
analysis,
and
historical
payments.
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Scenario Sub-
Scenario

API API URL Action Action
Descriptio
n

Querying
resource
package
usage

POST /v2/
payments/
free-
resources/
usages/
details/
query

billing:reso
urcePackag
es:view

Grants the
permission
to view
bills,
monthly
costs,
usage
details,
cost
manageme
nt,
expenditur
es and
revenues,
and cost
trends.

Managing
bills

Managing
bills

Viewing
bill details

POST /v2/
bills/
customer-
bills/res-
records/
query

billing:billD
etail:view

Grants the
permission
to view
expenditur
e details,
resource
expenditur
es, bill
analysis,
and
historical
payments.

Querying
bill
summary

GET /v2/
bills/
customer-
bills/
monthly-
sum

billing:bill:v
iew

Grants the
permission
to view
bills,
monthly
costs,
usage
details,
cost
manageme
nt,
expenditur
es and
revenues,
and cost
trends.
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Scenario Sub-
Scenario

API API URL Action Action
Descriptio
n

Querying
expenditur
e records

GET /v2/
bills/
customer-
bills/res-
fee-records

● billing:bi
llDetail:
view

● billing:bi
ll:view
(to be
brought
offline)

Grants the
permission
to view
bills,
monthly
costs,
usage
details,
cost
manageme
nt,
expenditur
es and
revenues,
and cost
trends.

Managing
costs

Managing
costs

Querying
Cost Data

POST /v4/
costs/cost-
analysed-
bills/query

costCenter:
costAnalysi
s:listCosts

Grants the
permission
to view
cost
analysis.

Managing
an
enterprise

Managing
enterprise
projects

Enabling
the
enterprise
project
manageme
nt service

POST /v2/
enterprises
/
enterprise-
projects/
authority

Billing::acti
veEPFinanc
e

Grants
permission
s to enable
the
enterprise
project
function.

Managing
enterprise
accounts

Querying
enterprise
member
accounts

GET /v2/
enterprises
/multi-
accounts/
sub-
customers

businessUn
itCenter:bu
sinessUnit:
view

Grants the
permission
to view
organizatio
ns and
accounts in
Enterprise
Center.

Managing
invoices

Managing
invoices

Querying
Invoices

GET /v1.0/
{domain_id
}/
payments/
intl-
invoices

billing:invoi
ce:manage

Grants the
permission
to request
invoices
and view
invoice
informatio
n.
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Resources
BSS does not support resource-specific permission control through SCPs. To allow
access to BSS, use the wildcard (*) in the Resource element in an SCP, and this
SCP will apply to all resources of BSS.

Conditions
BSS does not support service-specific condition keys in SCPs. You can only use
global condition keys applicable to all services. For details, see Global Condition
Keys.

5.10.15 Migration

5.10.15.1 Object Storage Migration Service (OMS)
The Organizations service provides Service Control Policies (SCPs) to set access
control policies.

SCPs do not actually grant any permissions to a principal. They only set the
permissions boundary for the principal. When SCPs are attached to a member
account or an organizational unit (OU), they do not directly grant permissions to
that member account or OU. Instead, the SCPs just determine what permissions
are available for that member account or the member accounts under that OU.

This topic describes the elements used by Organizations SCPs. The elements
include actions, resources, and conditions.

For details about how to use these elements to create a custom SCP, see Creating
an SCP.

Actions
Actions are specific operations that are allowed or denied in an SCP.

● The Access Level column describes how the action is classified (List, Read, or
Write). This classification helps you understand the level of access that an
action grants when you use it in an SCP.

● The Resource Type column indicates whether the action supports resource-
level permissions.
– You can use a wildcard (*) to indicate all resource types. If this column is

empty (-), the action does not support resource-level permissions, and
you must specify all resources ("*") in your SCP statements.

– If this column includes a resource type, you must specify the URN in the
Resource element of your statements.

– Required resources are marked with asterisks (*) in the table. If you
specify a resource in a statement using this action, then it must be of this
type.

For details about the resource types defined by OMS, see Resources.
● The Condition Key column contains keys that you can specify in the

Condition element of an SCP statement.
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– If the Resource Type column has values for an action, the condition key
takes effect only for the listed resource types.

– If the Resource Type column is empty (-) for an action, the condition key
takes effect for all resources that action supports.

– If the Condition Key column is empty (-) for an action, the action does
not support any condition keys.

For details about the condition keys defined by OMS, see Conditions.

The following table lists the actions that you can define in SCP statements for
OMS.

Table 5-266 Actions supported by OMS

Action Description Access
Level

Resource Type
(*: required)

Condition
Key

oms:task:list Grants permission
to list migration
tasks.

list task -

oms:task:creat
e

Grants permission
to create a
migration task.

write task -

oms:task:get Grants permission
to query details
about a migration
task.

read task -

oms:task:delet
e

Grants permission
to delete a
migration task.

write task -

oms:task:upda
te

Grants permission
to update a
migration task.

write task -

oms:synctask:li
st

Grants permission
to list
synchronization
tasks.

list synctask -

oms:synctask:c
reate

Grants permission
to create a
synchronization
task.

write synctask -

oms:synctask:g
et

Grants permission
to query details
about a
synchronization
task.

read synctask -
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Action Description Access
Level

Resource Type
(*: required)

Condition
Key

oms:synctask:d
elete

Grants permission
to delete a
synchronization
task.

write synctask -

oms:synctask:s
tatistics

Grants permission
to query statistics
about a
synchronization
task.

read synctask -

oms:synctask:u
pdate

Grants permission
to update a
synchronization
task.

write synctask -

oms:synctask:c
reateEvent

Grants permission
to create a
synchronization
event.

write synctask -

oms:taskgroup
:create

Grants permission
to create a
migration task
group.

write taskgroup -

oms:taskgroup
:list

Grants permission
to list migration
task groups.

list taskgroup -

oms:taskgroup
:get

Grants permission
to query details
about a migration
task group.

read taskgroup -

oms:taskgroup
:delete

Grants permission
to delete a
migration task
group.

write taskgroup -

oms:taskgroup
:update

Grants permission
to update a
migration task
group.

write taskgroup -

oms::listObject
s

Grants permission
to list objects in a
bucket.

list - -
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Action Description Access
Level

Resource Type
(*: required)

Condition
Key

oms::checkCdn
Info

Grants permission
to check the
connectivity
between a bucket
and CDN.

read - -

oms::listBucket
s

Grants permission
to list buckets.

list - -

oms::listBucket
Regions

Grants permission
to query the region
of a bucket.

list - -

oms::checkBuc
ketPrefix

Grants permission
to check whether a
bucket has objects
with a specified
prefix.

read - -

oms::listCloud
Regions

Grants permission
to query regions
supported for a
cloud vendor.

list - -

oms::listCloud
Types

Grants permission
to list supported
cloud vendors.

list - -

 

Each API of OMS usually supports one or more actions. Table 5-267 lists the
supported actions and dependencies.

Table 5-267 Actions and dependencies supported by OMS APIs

API Action Dependencies

GET /v2/{project_id}/tasks oms:task:list -

POST /v2/{project_id}/tasks oms:task:create -

GET /v2/{project_id}/tasks/
{task_id}

oms:task:get -

DELETE /v2/{project_id}/
tasks/{task_id}

oms:task:delete -

POST /v2/{project_id}/tasks/
{task_id}/stop

oms:task:update -

POST /v2/{project_id}/tasks/
{task_id}/start

oms:task:update -
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API Action Dependencies

PUT /v2/{project_id}/tasks/
{task_id}/bandwidth-policy

oms:task:update -

PUT /v2/{project_id}/tasks/
{task_id}/access-keys

oms:task:update -

GET /v2/{project_id}/sync-
tasks

oms:synctask:list -

POST /v2/{project_id}/sync-
tasks

oms:synctask:create -

GET /v2/{project_id}/sync-
tasks/{sync_task_id}

oms:synctask:get -

DELETE /v2/{project_id}/
sync-tasks/{sync_task_id}

oms:synctask:delete -

GET /v2/{project_id}/sync-
tasks/{sync_task_id}/
statistics

oms:synctask:statistic
s

-

POST /v2/{project_id}/sync-
tasks/{sync_task_id}/stop

oms:synctask:update -

POST /v2/{project_id}/sync-
tasks/{sync_task_id}/start

oms:synctask:update -

POST /v2/{project_id}/sync-
tasks/{sync_task_id}/events

oms:synctask:createE
vent

-

POST /v2/{project_id}/
taskgroups

oms:taskgroup:create -

GET /v2/{project_id}/
taskgroups

oms:taskgroup:list -

GET /v2/{project_id}/
taskgroups/{group_id}

oms:taskgroup:get -

DELETE /v2/{project_id}/
taskgroups/{group_id}

oms:taskgroup:delete -

PUT /v2/{project_id}/
taskgroups/{group_id}/stop

oms:taskgroup:updat
e

-

PUT /v2/{project_id}/
taskgroups/{group_id}/start

oms:taskgroup:updat
e

-

PUT /v2/{project_id}/
taskgroups/{group_id}/retry

oms:taskgroup:updat
e

-

PUT /v2/{project_id}/
taskgroups/{group_id}/
update

oms:taskgroup:updat
e

-
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API Action Dependencies

POST /v2/{project_id}/
objectstorage/buckets/
objects

oms::listObjects -

POST /v2/{project_id}/
objectstorage/buckets/cdn-
info

oms::checkCdnInfo -

POST /v2/{project_id}/
objectstorage/buckets

oms::listBuckets -

POST /v2/{project_id}/
objectstorage/buckets/
regions

oms::listBucketRegion
s

-

POST /v2/{project_id}/
objectstorage/buckets/prefix

oms::checkBucketPref
ix

-

GET /v2/{project_id}/
objectstorage/data-center

oms::listCloudRegions -

GET /v2/{project_id}/
objectstorage/cloud-type

oms::listCloudTypes -

 

Resources

A resource type indicates the resources that an SCP policy applies to. If you specify
a resource type for any action in Table 5-268, the resource URN must be specified
in the SCP statements using that action, and the SCP applies only to resources of
this type. If no resource type is specified, the Resource element is marked with an
asterisk (*) and the SCP applies to all resources. You can also set condition keys in
an SCP to define resource types.

The following table lists the resource types that you can define in SCP statements
for OMS.

Table 5-268 Resource types supported by OMS

Resource Type URN

Task oms:<region>:<account-id>:task:*

oms:<region>:<account-id>:task:<task-id>

SyncTask oms:<region>:<account-id>:synctask:*

oms:<region>:<account-id>:synctask:<synctask-id>

TaskGroup oms:<region>:<account-id>:taskgroup:*

oms:<region>:<account-id>:taskgroup:*
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NO TICE

Currently, synchronization task APIs are available only in CN South-Guangzhou-
InvitationOnly, CN North-Beijing4, and CN East-Shanghai1.

Conditions
OMS does not support service-specific condition keys in an SCP.

It can only use global condition keys applicable to all services. For details, see
Global Condition Keys.

5.10.15.2 Server Migration Service (SMS)
The Organizations service provides Service Control Policies (SCPs) to set access
control policies.

SCPs do not actually grant any permissions to a principal. They only set the
permissions boundary for the principal. When SCPs are attached to a member
account or an organizational unit (OU), they do not directly grant permissions to
that member account or OU. Instead, the SCPs just determine what permissions
are available for that member account or the member accounts under that OU.

This topic describes the elements used by Organizations SCPs. The elements
include actions, resources, and conditions.

For details about how to use these elements to create a custom SCP, see Creating
an SCP.

Actions
Actions are specific operations that are allowed or denied in an identity policy SCP.

● The Access Level column describes how the action is classified (List, Read, or
Write). This classification helps you understand the level of access that an
action grants when you use it in an SCP.

● The Resource Type column indicates whether the action supports resource-
level permissions.
– You can use a wildcard (*) to indicate all resource types. If this column is

empty (-), the action does not support resource-level permissions, and
you must specify all resources ("*") in your SCP statements.

– If this column includes a resource type, you must specify the URN in the
Resource element of your statements.

– Required resources are marked with asterisks (*) in the table. If you
specify a resource in a statement using this action, then it must be of this
type.

For details about the resource types defined by SMS, see Resources.
● The Condition Key column contains keys that you can specify in the

Condition element of an SCP statement.
– If the Resource Type column has values for an action, the condition key

takes effect only for the listed resource types.
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– If the Resource Type column is empty (-) for an action, the condition key
takes effect for all resources that action supports.

– If the Condition Key column is empty (-) for an action, the action does
not support any condition keys.

For details about the condition keys defined by SMS, see Conditions.

The following table lists the actions that you can define in SCP statements for
SMS.

Table 5-269 Actions supported by SMS

Action Description Access
Level

Resource
Type (*:
required)

Condition
Key

sms:template:li
st

Grants permission to
list templates.

list template -

sms:template:c
reate

Grants permission to
create a template.

write template -

sms:template:b
atchDelete

Grants permission to
batch delete
templates.

write template -

sms:template:g
et

Grants permission to
query the
information about a
template.

read template -

sms:template:u
pdate

Grants permission to
modify a template.

write template -

sms:template:g
etTargetPassw
ord

Grants permission to
query the target
server password in a
template.

read template -

sms:template:d
elete

Grants permission to
delete a template.

write template -

sms:server:listE
rrors

Grants permission to
list failed source
servers.

list server -

sms:server:list Grants permission to
list source servers.

list server g:Enterprise
ProjectId

sms:server:regi
ster

Grants permission to
register a source
server with SMS.

write server g:Enterprise
ProjectId

sms:server:batc
hDelete

Grants permission to
batch delete source
server records.

write server g:Enterprise
ProjectId
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Action Description Access
Level

Resource
Type (*:
required)

Condition
Key

sms:server:get Grants permission to
query the details
about a source
server.

read server g:Enterprise
ProjectId

sms:server:upd
ate

Grants permission to
modify a source
server name.

write server g:Enterprise
ProjectId

sms:server:dele
te

Grants permission to
delete a source
server record.

write server g:Enterprise
ProjectId

sms:server:upd
ateDiskInfo

Grants permission to
update disk
information.

write server g:Enterprise
ProjectId

sms:server:over
view

Grants permission to
obtain the summary
of source servers.

read server -

sms:server:upd
ateState

Grants permission to
update the migration
task status for a
source server.

write server g:Enterprise
ProjectId

sms:server:listT
ask

Grants permission to
list migration tasks.

list server g:Enterprise
ProjectId

sms:server:crea
teTask

Grants permission to
create a migration
task.

write server g:Enterprise
ProjectId

sms:server:batc
hDeleteTask

Grants permission to
batch delete
migration tasks.

write server g:Enterprise
ProjectId

sms:server:getT
ask

Grants permission to
query the details
about a migration
task.

read server g:Enterprise
ProjectId

sms:server:upd
ateTask

Grants permission to
update a migration
task.

write server g:Enterprise
ProjectId

sms:server:dele
teTask

Grants permission to
delete a migration
task.

write server g:Enterprise
ProjectId
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Action Description Access
Level

Resource
Type (*:
required)

Condition
Key

sms:server:man
ageTask

Grants permission to
manage migration
tasks.

write server g:Enterprise
ProjectId

sms:server:upd
ateTaskProgres
s

Grants permission to
report the migration
progress and rate.

write server g:Enterprise
ProjectId

sms:server:unlo
ck

Grants permission to
unlock a target
server.

write server g:Enterprise
ProjectId

sms:server:coll
ectLog

Grants permission to
upload migration
task logs.

write server g:Enterprise
ProjectId

sms:server:getT
askPassphrase

Grants permission to
query a certificate
passphrase.

read server g:Enterprise
ProjectId

sms:server:chec
kNetwork

Grants permission to
check NICs and
security groups.

read server -

sms:server:getT
askSpeedLimit

Grants permission to
query the traffic
limiting rules of a
migration task.

read server g:Enterprise
ProjectId

sms:server:upd
ateTaskSpeedLi
mit

Grants permission to
set traffic limiting
rules for a migration
task.

write server g:Enterprise
ProjectId

sms:server:getC
ommand

Grants permission to
obtain commands
from SMS.

read server g:Enterprise
ProjectId

sms:server:upd
ateCommandR
esult

Grants permission to
report command
execution results to
SMS.

write server g:Enterprise
ProjectId

sms:server:getC
ert

Grants permission to
obtain an SSL
certificate and
private key.

read server g:Enterprise
ProjectId

sms:migproject
:list

Grants permission to
list migration
projects.

list migproject -
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Action Description Access
Level

Resource
Type (*:
required)

Condition
Key

sms:migproject
:create

Grants permission to
create a migration
project.

write migproject -

sms:migproject
:get

Grants permission to
query details about a
migration project.

read migproject -

sms:migproject
:update

Grants permission to
update a migration
project.

write migproject -

sms:migproject
:delete

Grants permission to
delete a migration
project.

write migproject -

sms:migproject
:update

Grants permission to
change the default
migration project.

write migproject -

sms::getConfig Grants permission to
obtain Agent
configuration
information.

read - -

sms:server:upd
ateNetworkCh
eckInfo

Grants permission to
update network
measurement
information.

write task g:Enterprise
ProjectId

sms:server:getT
askConfig

Grants permission to
query the settings of
advanced migration
options of a task.

read task g:Enterprise
ProjectId

sms:server:upd
ateTaskConfig

Grants permission to
set advanced
migration options for
a task.

write task g:Enterprise
ProjectId

 

Each API of SMS usually supports one or more actions. Table 5-270 lists the
supported actions and dependencies.

Table 5-270 Actions and dependencies supported by SMS APIs

API Action Dependencies

GET /v3/vm/templates sms:template:list -
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API Action Dependencies

POST /v3/vm/templates sms:template:creat
e

-

POST /v3/vm/templates/delete sms:template:batch
Delete

-

GET /v3/vm/templates/{id} sms:template:get -

PUT /v3/vm/templates/{id} sms:template:updat
e

-

GET /v3/vm/templates/{id}/
target-password

sms:template:getTa
rgetPassword

-

DELETE /v3/vm/templates/{id} sms:template:delet
e

-

GET /v3/errors sms:server:listErrors -

GET /v3/sources sms:server:list -

POST /v3/sources sms:server:register -

POST /v3/sources/delete sms:server:batchDel
ete

● ecs:cloudServers:show
Server

● ecs:cloudServers:attac
h

● evs:volumes:use
● ecs:cloudServers:stop
● ecs:cloudServers:start
● ecs:cloudServers:detac

hVolume
● evs:volumes:delete
● evs:snapshots:delete
● evs:volumes:get

GET /v3/sources/{source_id} sms:server:get -

PUT /v3/sources/{source_id} sms:server:update -
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API Action Dependencies

DELETE /v3/sources/
{source_id}

sms:server:delete ● ecs:cloudServers:show
Server

● ecs:cloudServers:attac
h

● evs:volumes:use
● ecs:cloudServers:stop
● ecs:cloudServers:start
● ecs:cloudServers:detac

hVolume
● evs:volumes:delete
● evs:snapshots:delete
● evs:volumes:get

PUT /v3/sources/{source_id}/
diskinfo

sms:server:updateD
iskInfo

-

GET /v3/sources/overview sms:server:overview -

PUT /v3/sources/{source_id}/
changestate

sms:server:updateSt
ate

-

GET /v3/tasks sms:server:listTask -

POST /v3/tasks sms:server:createTa
sk

-

POST /v3/tasks/delete sms:server:batchDel
eteTask

● ecs:cloudServers:show
Server

● ecs:cloudServers:attac
h

● evs:volumes:use
● ecs:cloudServers:stop
● ecs:cloudServers:start
● ecs:cloudServers:detac

hVolume
● evs:volumes:delete
● evs:snapshots:delete
● evs:volumes:get

GET /v3/tasks/{task_id} sms:server:getTask -

PUT /v3/tasks/{task_id} sms:server:updateT
ask

-
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API Action Dependencies

DELETE /v3/tasks/{task_id} sms:server:deleteTa
sk

● ecs:cloudServers:show
Server

● ecs:cloudServers:attac
h

● evs:volumes:use
● ecs:cloudServers:stop
● ecs:cloudServers:start
● ecs:cloudServers:detac

hVolume
● evs:volumes:delete
● evs:snapshots:delete
● evs:volumes:get

POST /v3/tasks/{task_id}/
action

sms:server:manage
Task

-

PUT /v3/tasks/{task_id}/
progress

sms:server:updateT
askProgress

-

POST /v3/tasks/{task_id}/
unlock

sms:server:unlock -

POST /v3/tasks/{task_id}/log sms:server:collectLo
g

-

GET /v3/tasks/{task_id}/
passphrase

sms:server:getTaskP
assphrase

-

GET /v3/tasks/{t_project_id}/
networkacl/{t_network_id}/
check

sms:server:checkNe
twork

-

GET /v3/tasks/{task_id}/speed-
limit

sms:server:getTaskS
peedLimit

-

POST /v3/tasks/{task_id}/
speed-limit

sms:server:updateT
askSpeedLimit

-

GET /v3/sources/{server_id}/
command

sms:server:getCom
mand

-

POST /v3/sources/{server_id}/
command_result

sms:server:updateC
ommandResult

-

GET /v3/tasks/{task_id}/
certkey

sms:server:getCert -

GET /v3/migprojects sms:migproject:list -

POST /v3/migprojects sms:migproject:crea
te

-
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API Action Dependencies

GET /v3/migprojects/
{mig_project_id}

sms:migproject:get -

PUT /v3/migprojects/
{mig_project_id}

sms:migproject:upd
ate

-

DELETE /v3/migprojects/
{mig_project_id}

sms:migproject:dele
te

-

PUT /v3/migprojects/
{mig_project_id}/default

sms:migproject:upd
ate

-

GET /v3/config sms::getConfig -

POST /v3/{task_id}/update-
network-check-info

sms:server:updateN
etworkCheckInfo

-

POST /v3/tasks/{task_id}/
configuration-setting

sms:server:updateT
askConfig

-

 

Resources

A resource type indicates the resources that an SCP applies to. If you specify a
resource type for any action in Table 5-271, the resource URN must be specified in
the SCP statements using that action, and the SCP applies only to resources of this
type. If no resource type is specified, the Resource element is marked with an
asterisk (*) and the SCP applies to all resources. You can also set condition keys in
an SCP to define resource types.

The following table lists the resource types that you can specify in SCP statements
for SMS.

Table 5-271 Resource types supported by SMS

Resource Type URN

server sms::<account-id>:server:*

sms::<account-id>:server:<server-id>

Task sms::<account-id>:task:*

sms::<account-id>:task:<task-id>

template sms::<account-id>:template:*

sms::<account-id>:template:<template-id>

migproject sms::<account-id>:migproject:*

sms::<account-id>:migproject:<migproject-id>
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Conditions
SMS does not support service-specific condition keys in an SCP.

It can only use global condition keys applicable to all services. For details, see
Global Condition Keys.
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6 Managing Tag Policies

6.1 Overview of a Tag Policy

Introduction

Tag policies are a type of policy that can help you standardize tags across
resources in your organization's accounts. In a tag policy, you specify tagging rules
applicable to resources when they are tagged. Untagged resources and tags that
are not defined in the tag policy are not evaluated for compliance with the tag
policy.

For example, a tag policy can specify that a tag attached to a resource must use
the case treatment and tag values defined in the tag policy. If the case and value
of the tag do not comply with the tag policy, the resource will be marked as non-
compliant.

Currently, tag policies can be used as preventive governance policies. Specifically, if
enforcement is enabled for a tag policy, non-compliant tagging operations will be
prevented from being performed on specified resource types.

You can attach tag policies to the root OU, other OUs, and accounts within your
organization. When you attach a tag policy to the root OU and other OUs, all
their child OUs and member accounts inherit that tag policy. The effective tag
policy for an account specifies the tagging rules that apply to the account. It is the
combination of tag policies that account inherits and tag policies directly attached
to that account.

Functions

Managing tag policies

You can create, update, delete, attach, or detach tag policies. OUs and accounts
inherit tag policies from one or more of their parent nodes (such as parent OUs).
The inherited tag policies are aggregated with those directly attached to the OUs
and accounts to form the effective tag policy.
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6.2 Tag Policy Syntax

Basic Syntax
The following tag policy shows basic tag policy syntax:

{
    "tags": {
        "costcenter": {                 <!-- policy key -->
            "tag_key": {
                "@@assign": "CostCenter"                 <!-- tag key -->
            },
            "tag_value": {
                "@@assign": [
                    "100",                 <!-- policy value -->
                    "200"
                ]
            },
            "enforced_for": {                 <!-- enforcement -->
                "@@assign": [
                    "apig:instance"                 <!-- service or resource type -->
                ]
            }
        }
    }
}

● Policy key: A policy key uniquely identifies a policy statement. It must match
the value for the tag key, except for the case treatment.

● Tag key: The value for the tag key must match the value for the policy key.
But since the policy key value is case insensitive, the capitalization can be
different. If the tag key is not defined, lowercase is the default case treatment
for tag keys. In this example, costcenter is the policy key and CostCenter is
the tag key, and CostCenter is the case treatment that is required for
compliance with the tag policy. If the policy key is set to CostCenter and the
tag key is not defined, the lowercase costcenter will be the case treatment
required for tag compliance evaluation.

● Policy value: A list of one or more acceptable tag values for the tag key. If you
do not specify tag values for a tag key, any value (including no value at all) is
considered compliant.

● Enforcement: An enforced_for field indicates whether to prevent any non-
compliant tagging operations on specified services and resources. If you do
not specify any services or resource types in a tag policy, the tag policy will
not apply to any resources.

● Wildcard: You can use the wildcard (*) in tag values and the enforced_for
field provided that you adhere to the following rules:
– You can use only one wildcard for each tag value. For example,

*@example.com is allowed, but *@*.com is not.
– For the enforced_for field, you can use <service>:* to enable

enforcement for all resources for a service, but you cannot use a wildcard
to specify all services or specify a resource of all services.
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Inheritance Operators
In the preceding example tag policy, the operator @@assign used in the tag key,
tag value, and enforcement is an inheritance operator.

Inheritance operators specify how directly attached tag policies and inherited tag
policies are merged into the account's effective tag policy. Such operators include
value-setting operators and child control operators.

● Value-setting operators
You can use the following value-setting operators to control how your policy
interacts with its parent policies.

Table 6-1 Value-setting operators

Operator Description

@@assign Overwrites any inherited policy settings with the
specified setting. If the specified setting is not inherited,
this operator adds it to the effective tag policy. This
operator can apply to any policy setting of any type.
For single-valued settings, this operator replaces the
inherited value with the specified value.
For multi-valued settings (JSON arrays), this operator
removes all inherited values and replaces them with
the values specified for this policy.

@@append Adds the specified settings to the inherited settings,
without deleting any settings. If the specified setting is
not inherited, this operator adds it to the effective tag
policy. You can only use this operator with multi-valued
settings.
This operator adds the specified value to any values in
the inherited array.

@@remove Removes the specified inherited setting (if there is one)
from the effective policy. You can only use this operator
with multi-valued settings.
This operator removes only the specified values from
the array of values inherited from the parent policies.
Other values can be retained in the array and inherited
by child policies.

 
● Child control operators

Child control operators specify which value-setting operators child OUs and
accounts can use in child policies. By default, all operators (@@all) are
allowed.
– "@@operators_allowed_for_child_policies":["@@all"] indicates that child

OUs and accounts can use any operator in policies. By default, all
operators are allowed in child policies.

– "@@operators_allowed_for_child_policies":["@@assign", "@@append",
"@@remove"] indicates that child OUs and accounts can use only the
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specified operators in child policies. You can specify one or more value-
setting operators in this child control operator.

– "@@operators_allowed_for_child_policies":["@@none"] indicates that
child OUs and accounts cannot use operators in policies. You can use this
operator to effectively lock the values defined in a parent policy so that
the child policies cannot add, append, or delete those values.

6.3 Enabling or Disabling the Tag Policy Type
You can enable or disable the tag policy type from the organization' management
account, but not from any delegated administrator.

Enabling the Tag Policy Type

Before you can create and attach tag policies to the OUs and accounts in your
organization, you must enable the tag policy type. The only way to enable the tag
policy type is by using the organization's management account.

Step 1 Log in to the management console as the organization administrator or using the
management account, and navigate to the Organizations console.

Step 2 On the Policies page, click Enable in the Operation column of tag policies.

Figure 6-1 Enabling the tag policy type

Step 3 In the displayed dialog box, select the check box and click OK.

----End

Disabling the Tag Policy Type

If you no longer want to use tag policies in your organization, you can disable the
tag policy type only from the organization's management account.

CA UTION

● After the tag policy type is disabled in an organization, all tag policies are
automatically detached from all OUs and accounts in the organization.
However, the policies are not deleted.

● If you disable the tag policy type, attachments of tag policies to entities will be
lost. If you later re-enable the tag policy type, you must use the management
account to re-attach tag policies to the entities.

Step 1 Log in to the management console as the organization administrator or using the
management account, and navigate to the Organizations console.
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Step 2 On the Policies page, click Disable in the Operation column of tag policies.

Figure 6-2 Disabling the tag policy type

Step 3 Click OK in the displayed dialog box.

----End

6.4 Creating a Tag Policy
To standardize the usage of tags in your organization, you can create a tag policy
to formulate tag rules.

You can create a tag policy from the organization administrator, but not from any
delegated administrator.

Procedure

Step 1 Log in to the management console as the organization administrator or using the
management account, and navigate to the Organizations console.

Step 2 Access the Policies page, and click Tag policies.

Figure 6-3 Accessing the Tag policies page

Step 3 Click Create Policy.

Step 4 Edit the policy name. The policy name is automatically generated when you create
a policy, but you can change the policy name if needed. Ensure that you are
entering a unique policy name. It must be different from any other existing policy.

(Optional) You can also enter a description for the policy.

Step 5 Edit the policy content. Currently, you can edit the policy content using the visual
editor or JSON.
● Visual editor: When you use the visual editor to edit a policy, you do not need

to understand the JSON syntax. After you edit in the visual editor, the new
policy is generated automatically. The procedure is as follows:

a. Enter the key for the tag you want to define in the tag policy.
b. Use the capitalization you specified above for the tag key.

If you select this option, the capitalization you specified for Tag Key is
used for checking compliance. If you do not select this option, tag keys in
all lowercase characters are considered compliant even if Tag Key
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contains uppercase characters. For example, when you enter CostCenter
for Tag Key, if you select this option, CostCenter will be the standard for
compliance check; if you do not select this option, costcenter will be the
standard.

c. Specify allowed values for this tag key.

If you select this option and click Specify Values to specify one or more
allowed values for the tag key, only those values you specified are
considered compliant. If you do not select this option or you select this
option but do not specify any values, any value (including no value at all)
is considered compliant.

Figure 6-4 Specifying allowed values for this tag key

d. Specify resource types to enforce the tag policy.

Select the Prevent noncompliant operations on this tag. option and
click Specify Resource Types. In the displayed dialog box, read and
confirm the effects of using tag policies. Then, select resource types and
click OK.

NO TE

If you do not specify any services or resource types, the tag policy will not apply
to any resources.

Figure 6-5 Specifying resource types
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e. Click Add Tag Key to add another tag key to this tag policy.
● JSON: When using JSON syntax, you can edit the policy text by referring to

Tag Policy Syntax. The system automatically verifies the syntax. If the syntax
is incorrect, modify it as prompted.

Figure 6-6 Editing a policy using JSON

Step 6 (Optional) Add one or more tags. Enter a tag key and a tag value, and click Add.

Figure 6-7 Adding a tag

Step 7 Click Save in the lower right corner. If the tag policy is created successfully, it will
be added to the list.

----End

6.5 Viewing the Effective Tag Policy
You can attach tag policies to the root OU, other OUs, and accounts within your
organization. When you attach a tag policy to the root OU and other OUs, all
their child OUs and member accounts inherit that tag policy. The effective tag
policy for an account specifies the tagging rules that apply to the account. It is the
combination of tag policies that account inherits and tag policies directly attached
to that account.
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The following describes how a tag policy is prioritized as the effective tag policy:

● Tag policies attached to entities at the same hierarchy level:
– Single-valued operators: If you attach multiple tag policies, the first policy

using the @@assign operator will be considered to be the effective tag
policy.

– Multi-valued operators: If you attach multiple tag policies, the first policy
using the @@assign operator will be considered to be the effective tag
policy, and the @@append and @@remove operators used by other
policies still take effect.

● Tag policies attached to entities at the different hierarchy levels:
If the upper- and lower-level entities use the same tag key, tag policies are
calculated from the upper-level entities to the lower-level entities based on
the types of child control operators to comprise the effective tag policy. If the
upper and lower levels use different tag keys, the combination of their tag
policies comprises the effective tag policy.

To view the effective tag policy for the root OU, other OUs, and accounts of an
organization on the management console, use the following procedure:

Procedure

Step 1 Log in to the Organizations console on Huawei Cloud and access the
Organization page.

Step 2 Choose Organization in the navigation pane.

Step 3 Click the root OU, specific OU, or account of your organization. You can view its
details on the right of the organization tree.

Step 4 Click the Policies tab.

Step 5 Expand the tag policy list and click View the effective tag policy above the list.
The effective tag policy is presented in JSON.

Figure 6-8 Viewing the effective tag policy

----End
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6.6 Editing or Deleting a Tag Policy
The following describes how to edit and delete a tag policy.

You can edit or delete a tag policy from the organization administrator, but not
from a delegated administrator.

Editing a Tag Policy

Step 1 Log in to the management console as the organization administrator or using the
management account, and navigate to the Organizations console.

Step 2 Access the Policies page, and click Tag policies.

Step 3 Locate the target tag policy and click Modify in the Operation column. The Edit
Tag Policy page is displayed.

Figure 6-9 Editing a tag policy

Step 4 Enter a new policy name and description.

Step 5 Edit the policy content if needed. You can choose either visual editor or JSON to
edit the policy.

Step 6 Click Save in the lower right corner. If the tag policy is updated successfully, it will
be added to the list.

----End

Deleting a Tag Policy
A tag policy that is attached to OUs or accounts cannot be deleted. To delete such
a tag policy, you need to detach it from the OUs or accounts first.

Step 1 Log in to the management console as the organization administrator or using the
management account, and navigate to the Organizations console.

Step 2 Access the Policies page, and click Tag policies.

Step 3 Locate the tag policy you want to delete and click Delete in the Operation
column.

Step 4 Click OK in the displayed dialog box.
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Figure 6-10 Deleting a tag policy

----End

6.7 Attaching or Detaching a Tag Policy
You can attach a tag policy to or detach it from the root OU, other OUs or
accounts from the organization's management account.

Constraints
● You can attach up to 10 tag policies to an account.
● You can attach or detach a tag policy from only the organization

administrator, but not from a delegated administrator.
● Tag policies are applied within 30 minutes after they are attached.

Attaching a Tag Policy
Method 1:

Step 1 Log in to Huawei Cloud as the organization administrator or using the
management account, navigate to the Organizations console, and access the
Organization page.

Step 2 Select the OU or account you want to attach a tag policy to.

Step 3 On the details page, click the Policies tab. On the page, expand Tag policies and
click Attach.

Step 4 Select the tag policy you want to attach and click OK.

Figure 6-11 Attaching a tag policy

----End
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Method 2:

Step 1 Access the Policies page on the Organizations console.

Step 2 Click Tag policies. The list of tag policies is displayed.

Step 3 Locate the tag policy you want to attach and click Attach in the Operation
column. Then, select the OU or account you want to attach the policy to.

Step 4 Click OK.

Figure 6-12 Attaching a tag policy

----End

Detaching a Tag Policy
Method 1:

Step 1 Log in to Huawei Cloud as the organization administrator or using the
management account, navigate to the Organizations console, and access the
Organization page.

Step 2 Select the OU or account you want to detach a tag policy from.

Step 3 On the details page, click the Policies tab. On the page, expand Tag policies,
locate the target tag policy and click Detach in the Operation column.

Figure 6-13 Detaching a tag policy

Step 4 Click Detach in the displayed dialog box.

----End

Method 2:
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Step 1 Access the Policies page on the Organizations console.

Step 2 Click Tag policies. The list of tag policies is displayed.

Step 3 Click the name of the target tag policy and click the Targets tab.

Step 4 Locate the OU or account that you want to detach the tag policy from and click
Detach in the Operation column.

Step 5 Click OK.

Figure 6-14 Detaching a tag policy

----End

6.8 Cloud Services for Using Tag Policies
Tag policies are available for the following cloud services and resource types:

Table 6-2 Supported cloud services and resources types

Service Name Resource Type

Cloud Native Anti-DDoS Basic Public IP addresses

Anti-DDoS Service Instances

Application Operations Management
(AOM)

Alarm rules

API Gateway Instances

Auto Scaling (AS) Scaling groups

Bare Metal Server (BMS) Instances

Cloud Bastion Host (CBH) Instances

Cloud Backup and Recovery (CBR) Vaults

Cloud Connect ● Bandwidth packages
● Central network
● Cloud connections

Cloud Container Engine (CCE) Clusters

Cloud Container Instance (CCI) Namespace

Content Delivery Network (CDN) Domain
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Service Name Resource Type

Cloud Eye Alarm rules

Cloud Firewall (CFW) Instances

Cloud Native Anti-DDoS Advanced
(CNAD)

Packages

Cloud Service Engine (CSE) Engine

Cloud Secret Management Service
(CSMS)

Secret

Cloud Search Service (CSS) ● Clusters
● Log stream
● Repository

Cloud Trace Service (CTS) Trackers

DataArts Studio ● Instances
● Workspace

Database Security Service (DBSS) Audit instances

Direct Connect (DCAAS) ● Direct connections
● Global DC gateways (gdgw)
● Lag
● Virtual gateways
● Virtual interfaces

Distributed Cache Service (DCS) Instances

Document Database Service (DDS) Instance names

Dedicated Hardware Security Module
(Dedicated HSM)

Hardware security modules

Data Lake Insight (DLI) ● Databases
● Enhanced datasource connections
● Elastic resource pools
● Jobs
● Queues
● Resources

Distributed Message Service (DMS) ● Kafka instances
● RabbitMQ instances
● RocketMQ instances

Domain Name Service (DNS) ● PTR
● Domain names

Data Replication Service (DRS) Jobs
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Service Name Resource Type

Data Warehouse Service (DWS) Clusters

Elastic Cloud Server (ECS) Instances

Elastic Load Balance (ELB) ● Listeners
● Load balancers

Enterprise Router ● Attachments
● Instances
● Route tables

Elastic Volume Service (EVS) Volume

FunctionGraph Functions

Global Accelerator (GA) ● Accelerators
● Listeners

GaussDB Instances

GaussDB(for MySQL) Instances

GeminiDB (originally named GaussDB
for NoSQL)

Instances

Identity and Access Management
(IAM)

● Agencies
● Users

Image Management Service (IMS) Images

IoT Device Access (IoTDA) Instances

Key Management Service (KMS) Customer master keys

Log Tank Service (LTS) ● Log access configuration
● Host groups
● Log groups
● Log stream

ModelArts ● Notebook
● Resource pools
● Services
● Training jobs

MapReduce Service (MRS) Clusters

NAT Gateway ● Public gateways
● Private gateways
● Private transit IP addresses
● Transit subnets
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Service Name Resource Type

Organizations ● Accounts
● Organizational units
● Policies
● Root

Private Certificate Authority (PCA) Private CA

Resource Access Manager (RAM) Resource shares

Relational Database Service (RDS) Instances

Config (original service name: RMS) Policy assignments

SSL Certificate Manager (SCM) Certificates

SecMaster Workspace

ServiceStage ● Applications
● Environment

Scalable File Service Turbo (SFS Turbo) SFS Turbo (shares)

Simple Message Notification (SMN) Topics

Virtual Private Cloud (VPC) ● Public IP addresses
● Subnets
● VPC

VPC Endpoint (VPCEP) ● Endpoint services
● Endpoints

Virtual Private Network (VPN) ● Peer gateways
● VPN connections
● VPN gateways

Web Application Firewall (WAF) Premium instances

 

6.9 Regions for Using Tag Policies
Tag policies are available in the following regions:

Table 6-3 Supported regions

Region Name Region Code

AP-Singapore ap-southeast-3

AP-Bangkok ap-southeast-2

AP-Jakarta ap-southeast-4
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Region Name Region Code

CN East-Shanghai1 cn-east-3

CN East-Shanghai2 cn-east-2

CN-Hong Kong ap-southeast-1

CN North-Beijing1 cn-north-1

CN North-Beijing4 cn-north-4

CN South-Guangzhou cn-south-1

CN North-Ulanqab1 cn-north-9

CN Southwest-Guiyang1 cn-southwest-2

CN East-Qingdao cn-east-5

TR-Istanbul tr-west-1

AF-Johannesburg af-south-1

LA-Mexico City1 na-mexico-1

LA-Mexico City2 la-north-2

LA-Sao Paulo1 sa-brazil-1

LA-Santiago la-south-2

ME-Riyadh me-east-1
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7 Managing Trusted Services

7.1 Overview of a Trusted Service

What Is a Trusted Service?
You can use the management account in Organizations to enable trusted access
for a supported Huawei Cloud service, called a trusted service. A trusted service
can perform tasks in your organization on your behalf. Each trusted service has
access to the information about the OUs and member accounts in your
organization and also can manage the entire organization. For example, if you
enable CTS as a trusted service for Organizations, CTS can obtain information
about OUs and member accounts to record the operations in all accounts within
the organization. For cloud services that can be enabled with trusted access, see
Trusted Services for Organizations.

Delegated Administrator
A delegated administrator account is a member account that has special
permissions in an organization. The management account of your organization
can designate a member account to be a delegated administrator account for a
trusted service. All the users in the delegated administrator account will have
organizational management capabilities. For example, if a member account
becomes the delegated administrator of CTS, the account can view the CTS logs of
all member accounts in the organization.

Service-linked Agency
Organizations uses IAM trust agencies to enable trusted services to perform tasks
on your behalf in your organization's member accounts. When you enable a
trusted service, the service can request that Organizations create a service-linked
agency in its member accounts. The trusted service does this asynchronously, as
needed. The service-linked agency has predefined IAM permissions that allow the
trusted service to perform specific tasks within that account. This means that the
capabilities of that cloud service are extended to the entire multi-account
organization. For details about the supported trusted services and their functions,
see Trusted Services for Organizations.
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When you create an account in your organization or invite an existing account to
join your organization, Organizations provisions the member account with a
service-linked agency with the system-defined permission
OrganizationsServiceLinkedAgencyPolicy, which is applicable to all resources. Only
the Organizations service itself can assume this agency. This agency has
permission that allows Organizations to create service-linked agencies for other
cloud services.

NO TE

Organizations SCPs do not affect service-linked agencies, and operations performed using
service-linked agencies are not restricted by SCPs.

7.2 Enabling or Disabling a Trusted Service
● If the organization administrator disables trusted access for a cloud service,

the service can no longer create a service-linked agency in the member
accounts.

● If the organization administrator closes the organization or a member
account leaves the organization, Organizations will clear its service-linked
agency.

● Before disabling trusted access for the AOM service, delete multi-account
instances on the AOM console and then disable the trusted access on the
Organizations console. Otherwise, the multi-account instances will continue
retrieving the member accounts' metric data.

● Before disabling trusted access for the LTS service, delete the configurations of
multi-account log aggregation on the LTS console and then disable the
trusted access on the Organizations console. Otherwise, the multi-account log
aggregation will continue retrieving the member accounts' logs.

Enabling a Trusted Service

Step 1 Log in to the management console as the organization administrator or using the
management account, and navigate to the Organizations console.

Step 2 On the Services page, locate the target trusted service and click Enable Access in
the Operation column.

Step 3 Click OK in the displayed dialog box.
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Figure 7-1 Enabling a trusted service

----End

Disabling a Trusted Service
When logging in as the organization's management account, you can disable
trusted services.

Step 1 Log in to the management console as the organization administrator or using the
management account, and navigate to the Organizations console.

Step 2 On the Services page, locate the target trusted service and click Disable Access in
the Operation column.

Figure 7-2 Disabling a trusted service

Step 3 In the displayed dialog box, enter "Confirm" and click OK.
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Figure 7-3 Disabling a trusted service

----End

7.3 Trusted Services for Organizations
Log in to Huawei Cloud as the organization administrator or using the
management account, navigate to the Organizations console, and access the
Services page to view the trusted services for Organizations.

The following table lists the cloud services that can be used with Huawei Cloud
Organizations.
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Table 7-1 Trusted services for Organizations

Service Name Benefits of Using
with
Organizations

Delegated
Administrator

Reference

Config You can create
compliance rules,
conformance
packages, and
resource
aggregators for a
given
organization. The
organization
administrator or
the delegated
Config
administrator can
perform unified
configurations,
which will be
applied to all
normal member
accounts in the
organization.

Supported ● Organization
Rules

● Organization
Conformance
Packages

● Resource
Aggregation

Resource Access
Manager (RAM)

You can easily
share resources
within a given
organization.
When your
account is
managed by an
organization, you
can share
resources with all
accounts in the
organization.
Accounts in the
same
organization can
use the shared
resources without
being invited.

Supported Enabling Sharing
with
Organizations
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Service Name Benefits of Using
with
Organizations

Delegated
Administrator

Reference

Cloud Trace
Service (CTS)

You can configure
an organization
tracker for a given
organization. The
organization
administrator or
delegated CTS
administrator can
apply the
organization
tracker to the
entire
organization for
cloud audit, such
as multi-account
security audit.

Supported Organization
Trackers

Application
Operations
Management
(AOM)

You can create
Prometheus
instances of the
multi-account
aggregation type.
With this function
enabled for a
given
organization, the
organization
administrator or
delegated AOM
administrator can
centrally monitor
the cloud service
metrics across
multiple member
accounts in the
organization.

Supported Prometheus for
Multi-Account
Aggregation
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Service Name Benefits of Using
with
Organizations

Delegated
Administrator

Reference

Cloud Backup and
Recovery (CBR)

You can manage
backup and
replication
policies for a
given
organization. The
organization
administrator or
delegated CBR
administrator can
centrally create
and configure
organizational
backup policies
and replication
policies for
member accounts
in the
organization.

Supported Organization
Policy
Management

Cloud Eye You can view the
dashboards across
accounts in a
given
organization. The
organization
administrator or
delegated Cloud
Eye administrator
can view the
dashboards of all
accounts in the
organization.

Supported Viewing
Dashboards
Across Accounts

Cloud Firewall
(CFW)

You can securely
and reliably
aggregate data
from and access
resources across
accounts. The
organization
administrator or
delegated CFW
administrator can
protect the EIPs of
all member
accounts in the
organization in a
unified manner.

Supported Multi-Account
Management
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Service Name Benefits of Using
with
Organizations

Delegated
Administrator

Reference

Data Security
Center (DSC)

You can securely
and reliably
aggregate data
from and access
resources across
accounts. The
organization
administrator and
delegated DSC
administrator can
protect the data
security of all
member accounts
in the
organization,
without login
using each
account.

Supported Multi-Account
Management

Host Security
Service (HSS)

You can securely
and reliably
aggregate data
from and access
resources across
accounts. The
organization
administrator or
delegated HSS
administrator can
protect the
workloads of all
member accounts
in the
organization in a
unified manner.

Supported Account
Management

Organizations
User Guide 7 Managing Trusted Services

Issue 01 (2025-02-25) Copyright © Huawei Cloud Computing Technologies Co., Ltd. 1534



Service Name Benefits of Using
with
Organizations

Delegated
Administrator

Reference

IAM Identity
Center

You can use IAM
Identity Center to
centrally manage
your workforce
identities and
their access to
multiple accounts
in your
organization. You
can create
identities for your
entire enterprise
at one go and
give them single
sign-on (SSO)
access with
managed
permissions.

Supported What Is IAM
Identity Center?

Log Tank Service
(LTS)

You can deploy a
log aggregation
center to
aggregate logs
across accounts.
The organization
administrator or
delegated LTS
administrator can
copy the log
streams of
specified account
in the
organization on
the LTS console to
centrally store
and analyze
multi-account
logs. This can
meet the
scenario-specific
requirements for
security
compliance and
centralized
analysis.

Supported Multi-Account
Log Center
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Service Name Benefits of Using
with
Organizations

Delegated
Administrator

Reference

SecMaster You can apply
workspace
agencies to
multiple accounts
in a given
organization. The
organization
administrator or
delegated
SecMaster
administrator can
create a
workspace agency
for one or more
accounts in the
organization.

Supported Creating an
Agency

IAM Access
Analyzer

Access Analyzer
provides
organization-wide
access analysis.
The organization
administrator or
delegated
administrator can
create and
manage access
analyzers in a
given
organization, for
example, to
identify resources
in the
organization that
are shared with
external
principals.

Supported None
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Service Name Benefits of Using
with
Organizations

Delegated
Administrator

Reference

Cloud Operations
Center (COC)

Working with
cross-account
management of
Organizations,
COC allows an
organization
administrator or
delegated service
administrator to
view the O&M
situation and
resource status of
members in the
organization and
also to perform
operations across
accounts.

Supported None

 

7.4 Specifying, Viewing, or Removing a Delegated
Administrator

NO TICE

● Before removing the delegated administrator of the trusted service AOM,
delete the multi-account instances on the AOM console and then access the
Organizations console to start removal. Otherwise, the multi-account instances
will continue retrieving the member accounts' metric data.

● Before removing the delegated administrator of the trusted service LTS, delete
the configurations of multi-account log aggregation on the LTS console and
then access the Organizations console to start removal. Otherwise, the multi-
account log aggregation will continue retrieving the member accounts' logs.

Specifying a Delegated Administrator

An account being closed cannot be specified as a delegated administrator.

Step 1 Log in to the management console as the organization administrator or using the
management account, and navigate to the Organizations console.

Step 2 On the Services page, locate the target trusted service and click Specify
Delegated Administrator in the Operation column.

Step 3 Select the account to be specified as the delegated administrator, and click OK.
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Figure 7-4 Specifying a delegated administrator

----End

Viewing a Delegated Administrator

Step 1 Log in to the management console as the organization administrator or using the
management account, and navigate to the Organizations console.

Step 2 On the Services page, locate the target trusted service and click View Delegated
Administrator in the Operation column.

Step 3 View the details about the delegated administrator of the trusted service.

Figure 7-5 Viewing details about a delegated administrator

----End

Removing a Delegated Administrator

Step 1 Log in to the management console as the organization administrator or using the
management account, and navigate to the Organizations console.

Step 2 On the Services page, locate the target trusted service and click View Delegated
Administrator in the Operation column.

Step 3 In the displayed dialog box, click Remove in the Operation column.
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Figure 7-6 Removing a delegated administrator

Step 4 Click OK in the displayed dialog box.

----End
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8 Managing Tags

8.1 Overview of a Tag

Tag Introduction
A tag is a custom label you use to identify, categorize, and search for cloud
resources. You can add tags to the following organization resources:

● Organization root
● Organizational units (OUs)
● Accounts
● Service control policies (SCPs)
● Tag policies

You can add tags at the following times:

● When you create OUs, accounts, SCPs, or tag policies, you can add tags.
● When you view details about the organization root, OUs, accounts, SCPs, or

tag policies, you can add, update, view, or delete tags on their details pages.

Basics of Tags
Tags help you to identify your cloud resources. When you have many cloud
resources of the same type, you can use tags to classify them by dimension (for
example, use, owner, or environment).

Figure 8-1 shows an example of how tags work. In this example, two tags were
assigned to each member account. Each tag contains a key and a value defined by
the user. The key of one tag is Team, and the key of another tag is Environment.
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Figure 8-1 Example of tags

You can quickly search for and filter specific cloud resources based on the tags
added to them. For example, you can define a set of tags for cloud resources in an
account to track the owner and usage of each cloud resource, making resource
management easier and faster.

Constraints on Using Tags
● The following basic naming and usage requirements apply to the key and

value of a tag:
Tag key:
– Cannot be an empty string.
– Contains 1 to 128 characters.
– Consists of letters, digits, underscores (_), hyphens (-), and Unicode

characters (\u4E00-\u9FFF).
Tag value:
– Can be an empty string.
– Contains 1 to 225 characters.
– Consists of letters, digits, underscores (_), periods (.), hyphens (-), and

Unicode characters (\u4E00-\u9FFF).
● Each cloud resource can have a maximum of 20 tags.
● For each resource, each tag key must be unique and can have only one tag

value.
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Helpful links:

● Adding a Tag: You can add tags for your OUs, accounts, SCPs, and tag
policies.

● Editing a Tag: You can update the tag keys and values for OUs, accounts,
SCPs, and tag policies.

● Viewing Tag Details: You can view the tags attached to OUs, accounts, SCPs,
and tag policies.

● Deleting a Tag: You can delete tags from OUs, accounts, SCPs, and tag
policies.

8.2 Adding a Tag

8.2.1 Adding a Tag for the Root, OUs, or Accounts

Scenario

The following describes how to add a tag for the root, OUs, or accounts.

Procedure

You add tags to the root, OUs, and accounts in the same way. The following uses
adding tags to an OU as an example.

Step 1 Log in to Huawei Cloud as the organization administrator or using the
management account, navigate to the Organizations console, and access the
Organization page.

Step 2 Select the OU you want to add a tag to, click the Tags tab in the pane on the
right, and click Add.

Step 3 Enter a tag key and a tag value, click Add, and click OK.

You can select a predefined tag created in TMS from the drop-down lists. For
details, see Creating Predefined Tags.

Figure 8-2 Adding a tag

----End
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8.2.2 Adding a Tag for a Policy

Scenario
The following describes how to add a tag from custom SCPs and tag policies.

Procedure
The procedures for adding tags to SCPs and tag policies are similar. The following
uses how to add tags to custom SCPs as an example.

Step 1 Log in to the management console as the organization administrator or using the
management account, and navigate to the Organizations console.

Step 2 On the Policies page, click Service control policies.

Step 3 Click the name of a policy to go to the policy details page.

Step 4 Click the Tags tab, and then click Add.

Step 5 Enter a tag key and a tag value, click Add, and click OK.

You can select a predefined tag created in TMS from the drop-down lists. For
details, see Creating Predefined Tags.

Figure 8-3 Adding a tag

----End

8.3 Editing a Tag

8.3.1 Editing a Tag for the Root, OUs, or Accounts

Scenario
The following describes how to edit a tag for the root, OUs, or accounts.

Procedure
You edit tags for the root, OUs, and accounts in the same way. The following uses
editing tags for an OU as an example.
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Step 1 Log in to Huawei Cloud as the organization administrator or using the
management account, navigate to the Organizations console, and access the
Organization page.

Step 2 Select the OU you want to update a tag to, and click the Tags tab in the pane on
the right. The list of tags is displayed.

Step 3 Locate the tag you want to edit and click Edit in the Operation column.

Step 4 Enter a new tag value, and click OK in the displayed dialog box.

Figure 8-4 Editing a tag

----End

8.3.2 Editing a Tag for a Policy

Scenario
The following describes how to edit a tag from custom SCPs and tag policies.

Procedure
The procedures for editing tags for SCPs and tag policies are similar. The following
uses how to edit tags for custom SCPs as an example.

Step 1 Log in to the management console as the organization administrator or using the
management account, and navigate to the Organizations console.

Step 2 On the Policies page, click Service control policies.

Step 3 Click the name of a policy to go to the policy details page.

Step 4 On the Tags page, locate the tag you want to edit and click Edit in the Operation
column.

Step 5 Enter a new tag value, and click OK in the displayed dialog box.
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Figure 8-5 Editing a tag

----End

8.4 Viewing Tag Details

8.4.1 Viewing Tag Details for the Root, OUs, or Accounts

Scenario
The following describes how to view tag details for the root, OUs, or accounts.

Procedure
You view tag details for the root, OUs, and accounts in the same way. The
following uses viewing tag details of an OU as an example.

Step 1 Log in to Huawei Cloud as the organization administrator or using the
management account, navigate to the Organizations console, and access the
Organization page.

Step 2 Select the OU whose tag details you want to view, and click the Tags tab in the
pane on the right. The list of tags is displayed.

Step 3 View all tags attached to the OU in the tag list.

----End

8.4.2 Viewing Tag Details for a Policy

Scenario
The following describes how to view tag details for custom SCPs and tag policies.

Procedure
The procedures for viewing tag details for SCPs and tag policies are similar. The
following uses how to view tag details for custom SCPs as an example.

Step 1 Log in to the management console as the organization administrator or using the
management account, and navigate to the Organizations console.
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Step 2 On the Policies page, click Service control policies.

Step 3 Click the name of a policy to go to the policy details page.

Step 4 Click the Tags tab to view all the tags attached to the SCP.

----End

8.5 Deleting a Tag

8.5.1 Deleting a Tag from the Root, OUs, or Accounts

Scenario
The following describes how to delete a tag from the root, OUs, or accounts.

Procedure
You delete tags from the root, OUs, and accounts in the same way. The following
uses deleting a tag from an OU as an example.

Step 1 Log in to Huawei Cloud as the organization administrator or using the
management account, navigate to the Organizations console, and access the
Organization page.

Step 2 Select the OU whose tag you want to delete, and click the Tags tab in the pane on
the right.

Step 3 Locate the tag you want to delete and click Delete in the Operation column.
Then, click OK in the displayed dialog box.

Figure 8-6 Deleting a tag

----End

8.5.2 Deleting a Tag from a Policy

Scenario
The following describes how to delete a tag from custom SCPs and tag policies.

Procedure
The procedures for deleting tags from SCPs and tag policies are similar. The
following uses how to delete tags from custom SCPs as an example.
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Step 1 Log in to the management console as the organization administrator or using the
management account, and navigate to the Organizations console.

Step 2 On the Policies page, click Service control policies.

Step 3 Click the name of a policy to go to the policy details page.

Step 4 On the Tags page, locate the tag you want to delete and click Delete in the
Operation column.

Step 5 Click OK in the displayed dialog box.

Figure 8-7 Deleting a tag

----End
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9 CTS Auditing

9.1 Supported Organizations Operations
With Cloud Trace Service (CTS), you can record Organizations operations for later
query, auditing, and backtracking.

Table 9-1 Organizations operations that can be recorded by CTS

Operation Resource Type Event Name

Creating an organization Organization createOrganization

Deleting an organization Organization celeteOrganization

Leaving an organization Organization leaveOrganization

Creating an OU OrganizationUnit createOrganizationalUnit

Updating an OU OrganizationUnit updateOrganizationalU-
nit

Deleting an OU OrganizationUnit deleteOrganizationalUnit

Inviting an account Account inviteAccount

Creating an account Account createAccount

Closing an account Account closeAccount

Updating an account Account updateAccount

Moving an account Account moveAccount

Removing an account Account removeAccount

Accepting an invitation Handshake acceptHandshake

Declining an invitation Handshake declineHandshake

Canceling an invitation Handshake cancelHandshake
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Operation Resource Type Event Name

Enabling a trusted
service

TrustedService enableTrustedService

Disabling a trusted
service

TrustedService disableTrustedService

Configuring a delegated
administrator

DelegatedAdministrator registerDelegatedAdmi-
nistrator

Removing a delegated
administrator

DelegatedAdministrator deregisterDelegatedAd-
ministrator

Creating a policy Policy createPolicy

Updating a policy Policy updatePolicy

Deleting a policy Policy deletePolicy

Enabling a policy type Policy enablePolicyType

Disabling a policy type Policy disablePolicyType

Attaching a policy Policy attachPolicy

Detaching a policy Policy detachPolicy

Adding a tag ● Account
● OrganizationUnit
● Policy
● Root
● Tag

tagResource

Deleting a tag ● Account
● OrganizationUnit
● Policy
● Root
● Tag

untagResource

 

9.2 Viewing CTS Traces in the Trace List

Scenarios

After you enable CTS and the management tracker is created, CTS starts recording
operations on cloud resources. After a data tracker is created, the system starts
recording operations on data in Object Storage Service (OBS) buckets. Cloud Trace
Service (CTS) stores operation records (traces) generated in the last seven days.

This section describes how to query or export operation records of the last seven
days on the CTS console.
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● Viewing Real-Time Traces in the Trace List of the New Edition
● Viewing Real-Time Traces in the Trace List of the Old Edition

Constraints
● Traces of a single account can be viewed on the CTS console. Multi-account

traces can be viewed only on the Trace List page of each account, or in the
OBS bucket or the CTS/system log stream configured for the management
tracker with the organization function enabled.

● You can only query operation records of the last seven days on the CTS
console. To store operation records for longer than seven days, you must
configure transfer to OBS or Log Tank Service (LTS) so that you can view
them in OBS buckets or LTS log groups.

● After performing operations on the cloud, you can query management traces
on the CTS console one minute later and query data traces five minutes later.

● These operation records are retained for seven days on the CTS console and
are automatically deleted upon expiration. Manual deletion is not supported.

Viewing Real-Time Traces in the Trace List of the New Edition
1. Log in to the management console.

2. Click  in the upper left corner and choose Management & Governance >
Cloud Trace Service. The CTS console is displayed.

3. Choose Trace List in the navigation pane on the left.
4. On the Trace List page, use advanced search to query traces. You can

combine one or more filters.
– Trace Name: Enter a trace name.
– Trace ID: Enter a trace ID.
– Resource Name: Enter a resource name. If the cloud resource involved in

the trace does not have a resource name or the corresponding API
operation does not involve the resource name parameter, leave this field
empty.

– Resource ID: Enter a resource ID. Leave this field empty if the resource
has no resource ID or if resource creation failed.

– Trace Source: Select a cloud service name from the drop-down list.
– Resource Type: Select a resource type from the drop-down list.
– Operator: Select one or more operators from the drop-down list.
– Trace Status: Select normal, warning, or incident.

▪ normal: The operation succeeded.

▪ warning: The operation failed.

▪ incident: The operation caused a fault that is more serious than the
operation failure, for example, causing other faults.

– Enterprise Project ID: Enter an enterprise project ID.
– Access Key: Enter a temporary or permanent access key ID.
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– Time range: Select Last 1 hour, Last 1 day, or Last 1 week, or specify a
custom time range within the last seven days.

5. On the Trace List page, you can also export and refresh the trace list, and
customize columns to display.
– Enter any keyword in the search box and press Enter to filter desired

traces.
– Click Export to export all traces in the query result as an .xlsx file. The file

can contain up to 5,000 records.

– Click  to view the latest information about traces.

– Click  to customize the information to be displayed in the trace list. If

Auto wrapping is enabled ( ), excess text will move down to the
next line; otherwise, the text will be truncated. By default, this function is
disabled.

6. For details about key fields in the trace structure, see Trace Structure and
Example Traces.

7. (Optional) On the Trace List page of the new edition, click Go to Old Edition
in the upper right corner to switch to the Trace List page of the old edition.

Viewing Real-Time Traces in the Trace List of the Old Edition
1. Log in to the management console.

2. Click  in the upper left corner and choose Management & Governance >
Cloud Trace Service. The CTS console is displayed.

3. Choose Trace List in the navigation pane on the left.
4. Each time you log in to the CTS console, the new edition is displayed by

default. Click Go to Old Edition in the upper right corner to switch to the
trace list of the old edition.

5. Set filters to search for your desired traces. The following filters are available.
– Trace Type, Trace Source, Resource Type, and Search By: Select a filter

from the drop-down list.

▪ If you select Resource ID for Search By, specify a resource ID.

▪ If you select Trace name for Search By, specify a trace name.

▪ If you select Resource name for Search By, specify a resource name.

– Operator: Select a user.
– Trace Status: Select All trace statuses, Normal, Warning, or Incident.
– Time range: Select Last 1 hour, Last 1 day, or Last 1 week, or specify a

custom time range within the last seven days.
6. Click Query.
7. On the Trace List page, you can also export and refresh the trace list.

– Click Export to export all traces in the query result as a CSV file. The file
can contain up to 5,000 records.

– Click  to view the latest information about traces.
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8. Click  on the left of a trace to expand its details.

9. Click View Trace in the Operation column. The trace details are displayed.

10. For details about key fields in the trace structure, see Trace Structure and
Example Traces in the CTS User Guide.

11. (Optional) On the Trace List page of the old edition, click New Edition in the
upper right corner to switch to the Trace List page of the new edition.
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10 Adjusting Quotas

What Is Quota?

A quota is a limit on the quantity or capacity of a certain type of service resources
that a user can use, for example, the maximum number of OUs you can create or
the number of member accounts you can invite to an organization.

If a quota cannot meet your needs, apply for a higher quota.

How Do I View My Quotas?
1. Log in to the management console.

2. Click  in the upper left corner and select a region and project.
3. In the upper right corner of the page, choose Resources > My Quotas.

The Service Quota page is displayed.

Figure 10-1 My Quotas

4. On the Service Quota page, view the used and total quotas of each type of
resources.
If the quota cannot meet your service requirements, increase the quota.

How Do I Increase My Quota?
1. Log in to the management console.
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2. In the upper right corner of the page, choose Resources > My Quotas.
The Service Quota page is displayed.

Figure 10-2 My Quotas

3. Click Increase Quota.
4. On the Create Service Ticket page, set the parameters.

In the Problem Description area, enter the required quota and the reason for
the quota adjustment.

5. Read the agreements and confirm that you agree to them, and then click
Submit.
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